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ADDRESSING CYBERBULLYING 

AUDIENCE:  School administrators and personnel 
PREPARATION:  Make copies of the school policy on cyberbullying, the school emergency operations plan (EOP), and the school violence annex to the EOP (if applicable) to distribute at the seminar.  Load and test the PowerPoint visuals, if using them.   
ESTIMATED SEMINAR TIME:  30 minutes (10 minutes discuss topic + 10 minutes review the school policy, EOP, and annex + 10 minutes discussion)
INSTRUCTIONS FOR THE FACILIATOR:  Use the talking points below to discuss cyberbullying.  After 10 minutes, review the school policy, relevant sections of the school EOP, and the school violence annex using the suggested questions.  Additional questions and tips for school administrators and personnel are included to aid in developing short- and long-term strategies to address cyberbullying.
TALKING POINTS:  Use these talking points to outline the cyberbullying issue and how it impacts schools. 
Definition:  Cyberbullying, also referred to as online social cruelty and/or electronic bullying, is defined as an aggressive behavior directed at another person using various communication technologies such as emails, instant messaging, texting or sending images via cell phones, blogs, Web pages, and/or chat rooms.  Aggressors often torment, threaten, harass, humiliate, and/or embarrass the victim repeatedly.  

Background Information and Statistics:   
According to the National Crime Prevention Council (2006):

· Forty-three percent of all teens have been victims of cyberbullying in the last year.  
· Eighty percent of students said others cyberbully because they think it is funny.  Others believed cyberbullying “wasn’t a big deal,” didn’t think about the consequences, or were encouraged by friends to participate.  
· Nearly eighty percent of teens said they either did not have parental rules about Internet use or found ways around the rules.

· Recent research indicates the number of cyberbullying incidents is on the rise.
Why Cyberbullying Is an Issue:  
· Victims of cyberbullying often experience anger, sadness, and/or embarrassment among other emotions.  Their responses usually include bullying back, seeking revenge, or avoiding friends and activities.  In some cases, cyberbullying leads to school violence and has already been blamed for several suicides.   

· Cyberbullying can happen on and off the school campus and at all hours of the day and night, which makes it difficult for schools to regulate or control.

Prevention of Cyberbullying:  Tips for School Administrators  

· Revisit your school’s current bullying prevention policies. 
Examine current school policies related to cyberbullying to see whether they need to be modified or updated in the school EOP and its annexes.  Schools may think about adding a provision to the policy reserving the right to discipline students for actions taken off campus if they are intended to have an adverse effect on other students while in school. 

· Work collaboratively to develop policies. 
Work closely with members of the planning team, local law enforcement, lawyers, and experts to develop policies on cyberbullying.  Remember to identify specific people and organizations responsible for implementing, enforcing, and evaluating the impact of the policy. 

· Periodically re-evaluate the policies. 

Frequently consult with staff, students, parents, and the community to evaluate your progress from where you started.  Ensure that the policies are complete and current, that any reported incidents of bullying are quickly and fairly addressed, and that the frequency of incidents at the school is dropping.  Form a committee of school staff and community members to meet regularly, organize bullying prevention activities, and ensure that the policies are making students safer and effectively addressing the issue. 

· Disseminate policies and information.

Train staff, students, and parents on the definition of bullying and cyberbullying, why it is an important issue, and the details of the school’s policy.  Disseminate information about any recent cyberbullying incidents in the school district and the steps the school is taking to address the situation.  Provide information about other resources available to teachers and parents if they have concerns.  Re-educate staff, students, and parents whenever policies are revised.
Prevention of Cyberbullying:  Tips for Teachers
· Talk to students. 

Inform your students of the school definition and policies related to bullying.  Emphasize the need to protect personal information and private photographs (e.g., on social networking sites or through texts and e-mail messages).  Provide opportunities for students to discuss their concerns at school.  Activities may include assigning a creative writing project or facilitating a classroom dialogue about technology safety.  Invite community experts to discuss the roots of the problem and bystander actions that can make a difference.  Solicit input from the students on how to better address the issue at your school.
· Teach students methods to prevent cyberbullying. 

Emphasize that the best way to prevent cyberbullying is not to respond to it (and not to forward the message to others).  Show students how to block or delete unwanted e-mail and text messages.  Explain that if they do become victims of cyberbullying, they should speak immediately with their parents about the problem and report the incident to the school and their Internet service provider. 

Response to Cyberbullying:  Tips for Teachers
· Report cyberbullying activities.

Teachers interact with students on a daily basis, so they are most likely to know if cyberbullying is occurring.  School personnel should report these incidents immediately to the designated coordinator/school administrator.  
SCHOOL POLICY AND PLAN REVIEW:  Ask participants to review the school policy, school EOP, and school violence annex and answer the following questions: 

· What is our school policy on cyberbullying?  Are all school personnel, parents, and law enforcement agencies aware of the policy and how it is implemented?  How is policy information disseminated to stakeholders?
· What information and training has been provided/needs to be provided to personnel, students, parents, and community members?

· How are cyberbullying and other activities related to school violence addressed in the school violence annex?  How do these activities affect other parts of the school EOP, including communications, procedures, etc.? 

ADDITIONAL DISCUSSION QUESTIONS:  Use the following questions to facilitate a discussion on next steps.  
· What recent incidents of cyberbullying have taken place in our school community?  How did we respond to these incidents?  What did we do well in responding?  How could we improve? 

Recent incidents of cyberbullying will vary from school to school.  The “Kill Kylie Campaign” is one example of cyberbullying that has made national headlines.  Kylie Kenney, an eighth grade student from Vermont, endured cyberbullying from junior high through her sophomore year of high school.  Classmates created Web sites such as “Kill Kylie Incorporated” that were filled with threatening, homophobic remarks about Kylie.  Students posed as Kylie online to make suggestive remarks and sexual advances toward Kylie’s teammates on the field hockey team.  Kylie changed schools twice and was home-schooled for a semester before things subsided.  
· How do we begin a conversation about cyberbullying in our community?  

One strategy to begin such conversation is to organize a cybersafety forum or town hall meeting to discuss the issue and invite parents, teachers, students, school and local officials, law enforcement, and other concerned community members.  

· What experts or potential partners in the school or the community could help us address this issue? 

Experts and potential partners include the school’s information technology department, security officers, parents, local technology companies, school resource officers, and other law enforcement personnel. 
ADDITIONAL RESOURCES: 

Centers for Disease Control and Prevention (www.cdc.gov)

Search for the following document: 

· Electronic Media and Youth Violence:  A CDC Issue Brief for Educators and Caregivers 

Cyberbullying Research Center (www.cyberbullying.us)

Tips, stories, and research related to cyberbullying. 

Girls Health (www.girlshealth.gov)

Tips, stories, and resources related to cyberbullying. 

Search for the following document: 

· Cyberbullying 

National Crime Prevention Council (www.ncpc.org)

Information available as part of NCPC’s “Cyberbullying:  Don’t Write It, Don’t Forward It” public advertising campaign aimed at preventing cyberbullying.

Search for the following document: 

· Stop Cyberbullying Before It Starts

Stop Bullying Now! (http://stopbullyingnow.hrsa.gov)
Games, video, and information are available on cyberbullying and how to prevent it. 

U.S. Computer Emergency Readiness Team (www.us-cert.gov)

Search for the following document:

· Dealing with Cyberbullies 
October 2009

Page 1

