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INFORMATION UPDATE

Campus Access Updale

In conjunction with the
FEMA Office of Chief Se-
curity and the Office of
General Council, USFA
has been working to update
the FEMA National Emer-
gency Training Center Ac-
cess Procedures. This pro-
cess has taken many
months; however the end
result provides the NETC
with clearer guidance on
all physical access to the
campus. The revised SOP
outlines campus access
requirements for new Fed-
eral Employees, contract
employees, FEMA affiliat-
ed personnel (to include
the National Fallen Fire-
fighter Foundation, subject

matter experts, instructors,
students, and visitors. Un-
less you are duty stationed
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on campus please use the
NETC SARA System for
all guests/visitors regard-
less of whether they have a
PIV badge or not. Personal

FEBRUARY 2014

visitors to campus (family/
friends) must also be en-
tered into the SARA Sys-

] tem for escorted access to

campus. SARA can be ac-
cessed at http://
netcapps.fema.net/sara/

This 4 page document con-
tains many of the key ele-

ments of the newly revised
SOP. For complete details

" on the SOP see the Office

of Chief Security Officer
SOP dated 1/24/2014 titled
FEMA National Emergen-
cy Training Center Access
Procedures.

Fingerprints “In” / e-QIP “0ut”

New NETC contract instructors
will now only be required to
obtain a favorable fingerprint
suitability finding to serve as an
instructor. Existing or current
NETC instructors who have com-
pleted e-QIP do not have to go
through the fingerprint process
for 10 years or in other words a

favorable suitability determina-
tion through e-QIP is good for 10
years. Once a favorable finger-
print suitability finding is ob-
tained for an instructor, it’s good
for 2 years. Additionally, on the
one year anniversary of the
“prints” an NCIC check will be
conducted on the instructor for

continued access determination.
At the two year anniversary of
the “prints” from, when the in-
structor was fingerprinted, the
process must be started again.



Federal Employees
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In general, any physical
access to NETC requires a
valid Homeland Security
Presidential Directive
(HSPD) - 12, Personal Iden-
tification Verification (PIV)
badge or the issuance of a
temporary visitor badge.
The MOSS Security Man-
ager, under the NETC
MOSS Director is charged
with overseeing and moni-
toring access control and
compliance.

The NETC Contract employees with
a PIV badge will follow
the same procedures for
access as Federal em-
ployees. On-campus
contract employees
(recurring) must meet all
HSDP-12 requirements if
they require access to

FEMA-IT systems and

Weapons Policy is
also contained

within the Access

Procedures (see

pages 7-8).

Members of the National
Fallen Firefighter Foun-
dation, NETC Recreation
Association employees,
employees of the
O’Leary’s Store, and the
NETC Pub for non-
escorted access to NETC

NETC ACCESS SOP

NETC employees are re-
quired to present their valid
HSDP-12 PIV credential for
access to campus. Federal
employees not employed at
NETC are required to also
present PIV credential for
unescorted access. Access
can also be gained to cam-
pus by those personnel who
have previously obtained a
favorable suitability deter-
mination from another DHS
component and a Visitor

systems data. They
would need an adjudicat-
ed FBI finger print check
and e-QIP approval.
Contract employees (non
-recurring) need a
“favorable” adjudicated
FBI fingerprint check.
For construction employ-
ees, a NCIC check may

must have FEMA spon-
sorship as an affiliate to
receive a FEMA PIV for
access. FEMA OCSO
Physical Security Branch
will conduct NCIC
checks for NETC MOSS
on an as needed basis

Authorization Request
(VAR) has been received
by the NETC Security Man-
ager. Federal employees
who do not have a current
PIV badge, but have a con-
firmed favorable back-
ground suitability determi-
nation, must be entered into
the NETC Security Access
Request Application
(SARA) system before be-
ing granted unescorted ac-
cess.

Contract Employees

be used in lieu of FBI
fingerprint and credit
check procedures provid-
ed construction contract
workers are escorted at
all times while on the
NETC campus. The
NCIC check is good for
180 days.

FEMA Affiliated Personnel

during core business
hours until an NETC ter-
minal is in place.
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INFORMATION UPDATE

\ / L/T/T Government Employees

S/L/T/T government employ-
ees and volunteer emergency
services personnel can gain
unescorted access to campus
in the following ways: pos-

session of an HSPD-12 PIV
photo badge, possession of a
PIV Interoperable (PIV-I)
compliant photo badge by an
approved GSA provider, a
letter on official letterhead
verifying the successful com-
pletion of an FBI criminal
history record check, or a
favorable adjudicated FBI
fingerprint check and e-QIP
approval by FEMA’s Person-

Participation 1 Meetings

Participation in a focus
group, one time guest visit,
subject matter expert, or oth-
er meeting on campus re-
quires: a letter on official
letterhead from the S/L/T/T
government or emergency
services volunteer organiza-
tion verifying the favorable

completion of an FBI crimi-
nal history record check. In
absence of a letter, the person
may gain unescorted access
by being vetted through
NCIC. Access can also be
granted with a valid and cur-
rent U.S. military ID card.
All foreign nationals must be

nel Security Division. The
FEMA on-campus sponsor
should always input visitor
and guest data in the NETC
SARA System. See SOP for
more specific information on
access guidance for S/L/T/T
and volunteer organization
personnel.

vetted through FEMA OCSO
Administrative and Special
Security branch prior to be-
ing allowed access to NETC.
Please allow sufficient time
for this vetting process.
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The MOSS
Security
Manager is
responsible
for
implementing

this SOP.

Access 1o Memorials/Monuments/Caleteria

Visitors to campus memori-
als, monuments, and the caf-
eteria must stop at the securi-
ty entrance point at the main
gate to obtain a vehicle pass
and temporary visitor badge
in exchange for a photo ID
for each occupant of the ve-
hicle. Security will monitor

the visitors throughout their
time on campus. Security
will direct visitors to stay
within designated areas. Vis-
itors who venture outside
designated areas will be di-
rected to depart campus and
will be refused any further
unaccompanied access to the

campus at the di-
rection of the
NETC Security
Manager.




NETC Student Physical Access Policy:

¢ Students need to be qualified to take the

course and meet the selection criteria

FEMA/USFA/NETC ¢ Student provides a government issued valid
photo ID (Driver’s License) to enter cam-

Questions? Contact: pus

Mike Wells, NETC Security

Specialist ¢ Student is approved by head of sponsoring

301-447-1405 or organization to attend training

Michael. Wells@fema.dhs.gov ¢ Student is endorsed by State Emergency

Management Training Manager, FEMA
Regional Training Manager, FEMA HQ,

or Tribal Nation

Annual Fallen Firefighter Memorial Weekend Planning Activities

Individuals participating in campus. In the absence of the
planning meetings and activi- previous referenced documen-
ties during the NFFF Memorial tation, individuals will be re-
Weekend , who are employed quired to provide full name,

by S/L/T/T governments or date of birth, place of birth and
volunteer service organizations  full social security number in a
may be granted unescorted password protected email to

access to campus with a letter the NETC Security Manager.
from the S/L/T/T or volunteer ~ An NCIC check will be com-
emergency services organiza- pleted and unescorted access
tion on official letterhead. Let- may be granted at all times by
ter must state that the person NETC Security Manager,
has favorably completed an while they are on the NETC
FBI criminal history record campus.

check. Persons with a current

PIV, Credential Access Card

9CAC) or PIV-1 will also be

granted unescorted access to
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