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Netiquette 
All members of the class are expected to follow rules of common courtesy in all email messages, threaded discussions and chats. ""Netiquette" is network etiquette, the do's and don'ts of online communication. Netiquette covers both common courtesy online and the informal "rules of the road" of cyberspace." The Netiquette Home Page (http://www.albion.com/netiquette/index.html) provides links to both summary and detailed information about Netiquette. 

Assignments 
To complete this certificate course, all students must complete and pass the CPEs (Certificate Progress Exam) located in each unit. Each exam must be taken in consecutive order to progress in the class. All of the material in the course should be reviewed prior to completing the exams. The resources provide a wealth of information to practitioners in this growing field. It is also suggested that you participate in the discussion boards and view the presentations and any videos that may be included in the course content. 

Part III – Biological, Chemical, Nuclear and WMD Threats in Homeland Security 
Course Description: This course gives a thorough overview of the different types of biological, chemical, nuclear and weapons of mass destruction in existence today. The intelligence preparation for vulnerability analyses from nuclear, biological and chemical weapons employment including low-level radiation, depleted uranium, and toxic industrial chemical concerns are addressed. Vulnerability reduction measures that can be implemented for protection are also discussed. Formats for conducting risk assessments and vulnerability analyses are covered. 

Course Objectives: 
· •
To enumerate law and legislation related to biological, chemical, and 
nuclear threats that impact Homeland Security. 

· •
To compare and contrast historic threats to our national security with the 
new arsenals in the war on terrorism. 
•
To illustrate historical reactions to national threats by employing the 
WMD mindset. 

· •
To implement specific programs and agency operations that seeks to track 


and defend WMD threats. 

· •
To categorize federal agencies that have erected bureaucratic structures 


dedicated to defense, research and development and operations research. 

· •
To identify biological threats and develop a corresponding defense tactic. 

· •
To focus on biological attacks such as anthrax, food contamination, water 


pollution on a mass scale, and other micro-organisms. 

· •
To catalog and chart potential chemical threats such as liquid and solid 
gases, nerve agents, and industrial chemical stockpiles used for improper reasons. 

· •
To catalog and chart potential nuclear threats, from low-level radiation to
 dirty bombs and radioactive contamination. 

· •
To design a Threat Vulnerability Analysis and Assessment in biological, 


chemical and nuclear contexts. 

· •
To compose a Risk Assessment Report for a local community or 


neighborhood. 
Course Outline: 

Unit 1 
�. • History and Threats of Mass Destruction 
a. The Historic Model of Deterrence  

b. The Historic Fear of Nuclear Holocaust 

�. • Modern Threats 
a. The Modern Reengineering of Threat Analysis 

b. Modern Day Targets and Locations 

c. The Simplicity of WMD 

d. The Sacrifice and Costs of Defense 

Unit 2 
· • Historical Pattern of Biological Warfare 
�. • Overview of Bio-Terrorism 
a. Types of Biological Agents 

b. Effects and Impacts from Exposure 

�. • Laws: International and US Prohibiting Usage 
�.  Biological Weapons as Avoidance of Arms Limitations 

�. • Bio-Terrorism and Iraq 
a. Iraq’s Program of Biological Development 

b. Iraq’s History of Usage 

�. • Specific Applications 
a. Special Cases:  Anthrax 

b. Special Cases:  Food Supply 

c. Special Cases: Smallpox 

d. Special Cases: Pneumonic Plague 

e. Special Cases: Polluting the Water Supply 

f. Special Cases: Micro-organisms 

Unit 3 
· • Historical Pattern of Chemical Warfare 
�. • Overview of Chemical Terrorism 
a. Types of Chemical Agents 

b. Effects and Impacts from Exposure 

· • Laws: International and US Prohibiting Usage 
�. • Specific Applications 
a. Special Cases: VX Nerve Agent 

b. Special Cases: Sarin Gas 

c. Special Cases: Phosgene/Chlorine 

d. Special Cases: Chemical Stockpiles 

Unit 4 
· • Historical Patterns of Nuclear Threats 
�. • Reality of Modern Nuclear Threats 
a. Emergence of New Possibilities 

b. Dirty Bombs 

c. Infrastructure Invasion by Nuclear Agents  

· • The New “Cold War”- The New Enemy 
Unit 5 
�. • Vulnerability Analysis-Bio-Terrorism 
a. Measuring Biological Attack Risk Rates 

b. Measuring Biological Employment Indicators 

c. Biological Vulnerability Reduction Techniques 

· • Reports and Risk Documentation in Bio-Terrorism 
Unit 6 
�. • Vulnerability Analysis: Chemical Agents 
a. Traditional Toxic Agents 

b. Industrial Toxic Agents 

c. Measuring Chemical Attack Risk Rates 

d. Measuring Chemical Employment Indicators 

· • Chemical Vulnerability Reduction Techniques 
· • Reports and Risk Documentation in Chemical Threats 
Unit 7 
�. • Vulnerability Analysis: Nuclear Materials and Agents 
�. Nuclear Weapons and Materials 

�. • The Treaty on the Non-Proliferation of Nuclear Weapons 
�. Proliferation Problems in Nuclear Treaties 

�. • Nuclear Supplier Organizations 
�. Hard Cases: North Korea, Iraq and Iran 

�. • Specific Applications 
a. Measuring Low-Level Radiation and Depleted Uranium 

b. Detecting the Dirty Bomb 

c. Measuring Nuclear Attack Risk Rates 

d. Measuring Nuclear Employment Indicators 

· • Nuclear Vulnerability Reduction Techniques 
· • Reports and Risk Documentation in Nuclear Threats 
Unit 8 
�. • Threat/Vulnerability Reports and Assessment 
a. Local Community Chosen 

b. Employer Cooperation Agreement 

· • Draft of Risk Assessment Template 
· • Composition of Assessment 
Part IV – Intelligence Practice in Homeland Security 
Course Description: This course examines threats, vulnerabilities, objectives, strategy, instruments of national power, resources, and risks associated with ensuring homeland defense. Students will have the opportunity to fully address and create policy, and discuss organizational and substantive issues regarding Homeland Security intelligence support. An overview of diverse intelligence disciplines and how the Intelligence Community operates will be discussed. Course emphasis will be on issues affecting policy, oversight and intelligence support to Homeland Security and national decision-making.
Course Objectives: 
· •
To operationalize intelligence gathering and other strategies pertinent to 


Homeland Security policy and practice.  

· •
To recognize and prioritize the diverse security and intelligence gathering 


agencies in the federal government. 

· •
To assess the military model of intelligence. 

· •
To define and devise a problem of intelligence. 

· •
To test and challenge the intelligence problem in light of evidentiary 


analysis. 

· •
To enumerate specific techniques of intelligence practice including 
modeling, synthesis and analysis.
•
To formulate intelligence gathering in specific locations including 


individual and 


institutional settings. 

•
To give examples of how function, process, and operational systems 

impact not only intelligence gathering but also the individuals conducting
 
it. 

•
To implement basic intelligence gathering techniques to specific problems 

in the war on terrorism. 

· •
To initiate various forms of thinking conducive to sound intelligence
 gathering including deduction, extrapolation, prediction and others. 
•
To evaluate the dependability of information and source material. 

· •
To point out the difficulties inherent during the intelligence gathering 


process. 

· •
To recognize the rule and role of law in the intelligence process. 

· •
To cite and explain various pieces of legislation in terrorist contexts. 

•
To assess and critique the 9/11 Commission Report and its impact on the 

intelligence function. 

· •
To generate alternatives to the status quo practices entrenched in the 


intelligence community. 
Course Outline: 

Unit 1 
�. •
Background on Intelligence 
The History of Intelligence Gathering in the American Experience 

b. The Intelligence Structure in Government 

c. Intelligence Committees and Sub-Structures 

�. •
Governmental Entities and Intelligence 
a. The Central Intelligence Agency 

b. The National Security Agency 

c. The Defense Intelligence Agency 

d. The Federal Bureau of Investigation 

e. US Select Committee on Intelligence 

Unit 2 
�. •
Legal Foundations for Intelligence Laws 
a. The National Security Act of 1947 
b. Central Intelligence Agency Act of 1949 
c. The National Security Agency Act of 1959 
�. •
Recent Statutory and Administrative Enactments 
a. Foreign Intelligence Surveillance Act 
b. Intelligence to Prevent Terrorism Act 2003 
c. The Counterintelligence Reform Act of 2000 
d. Classified Information Procedures Act of 1980 
�. •
Executive Order on Foreign Surveillance 
a. President’s Foreign Intelligence Advisory Board 

b. President’s Intelligence Oversight Board 

c. Intelligence Authorization Act for 2003-2004 
�. • Special Problems in Intelligence Practice 
a. Findings of 9/11 Commission on Intelligence 

b. The Patriot Act Dilemma  

Unit 3 
�. • The Intelligence Role and Function 
a. The Nature, Role and Function of the Intelligence Analyst 

b. The Nature of Intelligence 

�. • Intelligence Practices 
a. The Process of Targeting in Networks or Complex Institutions 

b. Targets and a Model 

c. Targets as subjects of Synthesis and Analysis 

d. Targets and the Processes of Refinement 

e. Creating Models for Intelligence 

f. Simulation 

Unit 4 
�. • Synthesis: Initial Steps 
a. Synthesis of Intelligence Information. 

b. Sources and Types thereof 

c. Collection Techniques in Synthesis 

d. Collection of Information as Evidence 

�. • Sythesis: Evidentiary Analysis 
a. Evaluating of Evidence 

b. Testing the Evidence  

c. Correlating Evidence to Problem at Hand 

d. Looking for Knowledge Gaps 

Unit 5 
�. • Analysis: Initial Steps 
a. The Analytical Spectrum and its Types 

b. Analysis as Strategy or Tactic 

c. Analysis as Crisis or Warning 

d. Analysis as Capabilities, Plans or Intentions 

�. • Analysis: Special Tactics and Designs 
a. Prediction as Analysis 

b. Analysis in Scenarios 

c. Projection, Extrapolation and Forecasting 

· • Constitutional Dilemmas 
Special Problems in Collection of Information in a Free Society 

Unit 6 
�. • Analysis: Institutional Contexts 
a. Analysis in an Organizational Context 

b. The Influence of Structure 

c. Analysis of Process 

d. Analysis of Function 

�. • Methodologies of Analysis 
a. Technology in the Role of Analysis 

b. Quantitative Analysis 

c. Operations Research as Analysis 

d. Cost/Utility Analysis 

e. System Performance Analysis 

f. Queuing Theory 

· • Case Studies 
Unit 7 
�. • Legal 
a. Legal and Constitutional Problems 

b. Statutory Designs and Interpretation; the “Firewall” 

c. The Patriot Act and its Various Challenges 

�. • Bureaucratic and the Status Quo 
a. Changing the Status Quo- Shaking Up a Fixed Culture 

b. New Ways of Discerning Information 

c. News Ways to Employ the Senses 

d. Learning to Use What is Distasteful 

e. Befriending the Worse of the Worse 

f. Information Sharing and the Culture of Fixed Bureaucracies 

g. Military and Civil Intelligence Dilemmas 

h. Military Culture and the World of Intelligence 

· • Recommendations for a Brighter Future 
Unit 8 
�. • Commission Report 
a. Review and Critique of the Commission Report 

b. Significance for the Intelligence Process 

c. Implementation of an Intelligence Czar 

d. Politics and Self-Interest in the Commission 

e. Flaws and Bright Spots in the Commission Report 

· • Detailed Analysis of Recommendations 
