Course:
CRJ 405
Vulnerability and Risk Assessment
Instructor Information:

i) Name: 
ii) Phone: 
iii) Email:  \
iv) Office Hours:  \
General Course Description:  This is an online course and will follow the format promulgated for such by the University.  We will use, in no particular rank order:  assigned readings, discussion, student selected readings, assigned individual projects, and a final project.  The primary purpose of this course is to familiarize students with the methodology of vulnerability and risk assessment/analysis, to include: the best practices employed in risk management within the homeland security community; the identification and analysis of and differentiation between hazards and threats; the concept of all hazards risk; the importance of the country’s critical infrastructure and key resources and its vulnerability to attack; the need for effective public-private partnerships for risk management in homeland security and the various local, state, and federal government agencies involved in vulnerability assessments, risk assessments, and mitigation. Also covered are various approaches to security vulnerability assessments for any critical infrastructure as well as the conditions, factors and states of existence in which it may become necessary to provide levels of countermeasures for remediation efforts of identified vulnerabilities. The course will provide a fundamental understanding of what is involved in securing an organization’s, an industrial sector’s, and/or a community’s infrastructure.


Course  Prerequisites: There are no formal prerequisites for this course.  Students are expected to have sufficient research and writing competency, as well as sufficient academic and practical experiences.
Course Objectives:  As a result of taking this course and participating in learning experiences, and in no particular rank order, students should be able to: 

· Describe a vulnerability assessment methodology and conduct a vulnerability assessment

· Describe a general risk assessment methodology and conduct a risk assessment

· Define what is meant by risk mitigation (or minimalization)

· Describe the public and private responsibilities for risk management

· Describe the development and use of a risk reduction strategy

· Define and differentiate threats and hazards 

· Describe the nature of threats to the nation’s critical infrastructure, including to the nation’s information management infrastructure

· Provide examples of public-private initiatives in Homeland Security 

· Differentiate between threats and hazards

· Describe the relationships among the terms threat, vulnerability, likelihood and consequence

· Describe the roles and responsibilities of government sector organizations involved in hazard vulnerability and risk identification and assessments, and risk mitigation

Course Requirements: 

1. Read all assigned materials. 

2. Complete and submit assignments by due date/time. 

3. Participate in online class discussions. 

4. Complete final project as scheduled. 

Textbook:


There are no assigned textbooks for this course.  However, there will be significant reading requirements (see below)
Required Reading:  

Provided in PDF format)
Report for Congress.  Homeland Security – Reducing the Vulnerability of Public and Private Information Infrastructures to Terrorism: An Overview.  Updated December 12, 2002.
Report for Congress.  Vulnerability of Concentrated Critical Infrastructure: Background and Policy Options.  Updated September 12, 2008.

U.S. Department of Homeland Security.  National Infrastructure Protection Plan – Partnerbing to enhance protection and resiliency.  2009.

Emergency Preparedness Demonstration Project.  Community Based Vulnerability Assessment: A Guide to Engaging Communities in Understanding Social and Physical Vulnerability to Disasters.  March 2009.

Federal Emergency Management Agency.  Building a Disaster-Resistant University.  August, 2003.

ASIS International.  General Security Risk Assessment Guideline.  Alexandria, VA, 2003.

Booz·Allen and Hamilton, Inc. Analytical Risk Management - A Course Guide for Security Risk Management.  January, 2000.
Multi-Media Presentations:

Within each week’s listing of readings (including PowerPoint presentations) and assignments, there are optional, yet helpful video multi-media presentations derived from YouTube.

Course Expectations of Students:

Students are encouraged to seek application of material presented in class to the students’ personal, professional, and academic environments. Students should observe real-world activities, watch media (news, documentaries, etc), read professional journal, and research texts and the Internet for information relevant to the topic of leadership and share this information in class.

This course will be covered over the next eight weeks. However, both the instructor and students must cover the same material that is normally covered in sixteen weeks in a traditional face-to-face course. Therefore, this course will be fast-paced. It is incumbent upon the student to ensure that he/she remains current with the course requirements. If the student encounters any problems or issues that affect his/her participation in the class, the student must notify the instructor of the problem or issue as soon as possible.

Because of the pace of the class, students should not schedule vacations or other activities that will interfere with their participation in the course. Students who experience difficulties with the pace of the course should consult the instructor to determine if the instructor can recommend resources or techniques that can assist the student. The instructor must ensure that all aspects of the course are covered within the course’s timeframe. Therefore, the instructor cannot excuse a student from participating in any segment of the course. The instructor must ensure that all students are held to the same expectations and standards uniformly.

If a student determines that he/she cannot keep pace with the course, or experiences a situation in which he/she will not be able to complete the course, the student should consider withdrawing from the course. Generally, the instructor does not issue an incomplete grade, or “I”, simply because a student cannot keep pace with the class. In rare but exigent situations, such as a medical problem or a military deployment, the instructor may be able to issue an incomplete grade providing the student submits documentation of the situation and can complete the work in a reasonable period of time. The issuance of an incomplete grade is at the sole discretion of the instructor. The student must consult with the instructor regarding an incomplete grade rather than assuming he/she will automatically be granted such a grade.

If a student chooses to withdraw from the course, it is the student’s responsibility to ensure that he/she follows the university’s withdrawal process. If a student has questions regarding this process, he/she should contact the Registrar’s Office. Students who receive financial aid, scholarships, or GI Bill assistance should understand that, if they withdraw from the course, the withdrawal may affect their assistance. Students should contact the Financial Aid Office with any questions regarding assistance.
Because the class is conducted online, students must ensure that their computer is capable of handling the data transactions that occur in the online environment. This data will not only include the accessing of websites and posting of messages, but the submission of documents as attachments and the downloading of video files. Generally, computers that are less than two years old should be robust enough to work in the online learning environment. Students also need to ensure that their internet connection is fast enough to handle the transmitting and receiving of data. Most DSL, satellite, or similar connections should suffice. However, students who are using dial-up connections may experience difficulties. If a student only has a dial-up connection, they may wish to see if there is a local library with computers from which they may take the course. Another option is to have a notebook or tablet computer with a Wi-Fi card and locate a “hot spot” where they can access the Internet. McDonald’s, Starbucks, and many other public venues are now offering Wi-Fi access.

In this course, students are expected to complete several projects related to vulnerability assessments, hazard identification and analysis, and/or risk assessments.  The Course Instructor will provide written guidance for each assignment.  The guidance documents will be embedded in the on-line course materials on the week the respective assignment is provided.
Course Assignments and Evaluation:

Weekly Assignments:

There will be Weekly Assignments on most weeks of the course.  These assignments are intended to reinforce the information presented during previous weeks and the current week of instruction.  The suspense for submitting each Weekly Assignment is 10:00 p.m. (EST/EDT) on the Sunday at the end of each Week the respective assignment is provided.  
Final Project:

On Week 6, you will pick one natural and one technological/man-made potential hazard for your community (consult your local emergency manager, fire chief, etc. if you need their guidance) from each category off the syllabus (except for military attack) to begin your project.  Use the following as a stepping stone to do your project.

1) Definition of the hazard.

2) History of the hazard---real or notional

3) Hazard Identification and Vulnerability Assessment

a. What makes a hazard an emergency or disaster

b. What are the effects of the hazard

c. What are the risks associated with the hazard

4)  Resources ---real or notional

5)  Vulnerable months of the year

6)  Likelihood of occurrence

7)  Impact on people, environment, economy, property (PEEP)

8)  Difficult decisions or issues broached in developing your hazard identification and vulnerability assessment

Present the aforementioned in either Microsoft Word or Microsoft PowerPoint format.  Email either the Word by 10:00 p.m. EST/EDT on the Tuesday of Week 8.
Why We Write:


Probably no other student activity, other than public speaking, is loathed more by


students than writing papers.  Nevertheless, it is an important aspect of an 


emergency management and/or homeland security education at the university 


level for several reasons.  Learning to write professionally is one of the hallmarks


of a university education.  The three hallmarks of a university education are:

· scholarship

· research, and 

· publication. 

In this class, you will perform these activities. The reading and comprehending of the course material along with the online discussions comprise the scholarship component. The preparation for writing your papers will requires you to research and review academic studies that relate to emergency management planning and technical writing, and will comprise the research component. The university has designed this course to ensure that you receive the full benefit of these activities as they contribute to your education and professional development. 

Additionally, the profession(s) of emergency services management and/or homeland security requires extensive writing that demands that its professionals have good writing skills. First impressions are important and for many emergency management and homeland security professionals, their reports are frequently the first association others have with them that form the impression. If a student wishes to consider him- or herself a professional, he or she must write like a professional. Good writing skills will serve a student well throughout his or her career. 

Student Engagement: 

Students are expected to read all chapters and participate in the discussion board on Week 1 (Introductions); as well as any other discussion board requirements the Course Instructor may post during the course.  Students must post their initial response to the discussion questions within 72 hours of the discussion board being released. Generally, discussion boards are released on Monday morning at 8:00 a.m. This means that, by Thursday morning at 8:00 a.m., the student must post his or her original response. The student must then post a minimum of one (1) follow-up response to his or her colleagues’ original posts before the end of the week (Sunday), with the exception of the Introductions on Week 1.  No follow-up responses are required for Week 1. 
The purpose of the discussion board is to prompt discussion. Simple responses, such as “I agree, Bill” or “Good point, Brenda” do not count. Since the discussion board is the primary form of interaction between instructor and students, and student and other students, he follow-up postings must be substantial and contribute to the discussion of the topic and the educational process. 

I encourage students to first type their response in Word or some other word processing software. This process allows students to review and edit their information before it is posted. Also, occasionally there are glitches with Moodle. There are very few things more frustrating than to be at the end of a long post and have Moodle shut down on you before you can submit it. If you type it first in Word, you not only have it for reference, you can also save it and cut-and-paste the information into Moodle. 

As previously indicated, the posts must be substantial enough to contribute to a robust discussion on a topic and contribute to the educational process. Students frequently ask how long the posts must be and I hate that question. The reason for that is because students tend to focus more on input (what is the minimum I have to do to complete the assignment) rather than output (what do I need to do to complete a quality assignment). However, I recognize that you need guidance. Therefore, your initial response to the discussion question must be, minimally, one page of double-spaced typed text. Your follow-up response to your colleagues’ original posts must be, minimally, one-half page of double-spaced typed text. Further, your follow-up responses should incorporate material from the text, your personal experiences, examples, hypothetical situations, news stories, or other information that helps illustrate the material from the text. 

Finally, undoubtedly you will have some of your colleagues posting comments to your original post. You may feel free to respond to their comments. Indeed, I encourage you to do so. However, your responses to your colleague’s responses to your original post (I hope this makes sense) do not count towards your postings to your colleagues’ posts. If you have questions on this, please let me know. 
Course Assignments and Evaluation: 

The following displays how grades will be calculated. 

Assessment Score 
Discussion boards (4, includes Week 1Introductions)
25 points each 
100 

Weekly Assignments (4)  




50 points each

200
Final Project 


 






100 

Total Possible Points 







400 

Departmental Grading Scale: 

A = 90% - 100% 

B = 80% - 89% 

C = 70% - 79% 

D = 60% - 69% 

F = below 60% 

Grading Criteria:

Clarity: Understandable: the meaning can be grasped. 
Accuracy: Free from errors or distortions. 
Precision: Exact to the necessary level of detail. 
Relevance: Relating to the matter at hand. 
Depth: Containing complexities and multiple interrelationships. 
Breadth: Encompassing multiple viewpoints. 
Logic: The parts make sense together; no contradictions. 
Significance: Focusing on the important: Not trivial. 
Fairness: Justifiable; not self-serving or one-sided. 

Make-Up Work and Extra Credit: 

Because of the pace of the class, make-up work is not permitted. Also, there will be no extra credit unless otherwise announced by the instructor.
Course Schedule
Week
Date



Topic




Assignment


1.
Introduce ourselves.  Introduce ourselves. Work out any “kinks” in the schedule and classroom environment.  Discuss the factors that contribute to a seemingly growing vulnerability of many communities to natural and man-made disasters, and historical cases supporting such a theory. Discuss the concept of reducing vulnerability by reducing the size of the vulnerable target.  Discuss various types of potential natural and technical hazards, including the following:
Types of Possible Natural Hazards

· Flooding

· Earthquake

· Tsunami

· Tornado

· Costal Storm

· Landslide

· Wildfire

Types of Possible Technical Hazards

· Enemy Military Attack
· Hazardous Materials Release
· High Pressure Gas-line Blowout
· Fuel/Commodity Shortage
· Nuclear Facility Incident
· Terrorism
· Major Structural Fire

· Civil Disturbance

· Aircraft Accident
*You’ll need to refer to this listing of potential hazards for your Final Project due on Week 8.

*Video:  (1 hour, 23 minutes in length) – The Next Catastrophe: Reducing Our Vulnerabilities to Natural, Industrial, and Terrorist Disasters, Charles Perrow of Yale University http://research.microsoft.com/apps/video/default.aspx?id=104029 - Could “normal accidents,” the notion of multiple and expected failures, be a built-in part of our society’s complex systems? If so, we need to reevaluate our plans for disaster preparedness and consider a different path. In studying the three causes of disaster: natural, organizational, and deliberate, we can see that our best hope lies in the deconcentration of high risk populations, corporate power, and critical infrastructures such as electric energy, computer systems, and the chemical and food industries. Catastrophes of all three kinds are on the rise, and we need a new and penetrating assessment of the very real dangers we face. Along the way we can consider the comprehensive history of FEMA and the Department of Homeland Security, and examine why these agencies are currently so ill equipped to protect us.
*Video:  Satellite Images of Natural Disasters
*Video:  Around the Table in Emmitsburg - Multi-Hazards Planning,

   YouTube  http://www.youtube.com/watch?v=i9MwtvNh-Bs
* Discussion Board Questions:  (25 points available), Introduce yourself via the Course Discussion Board for Week 1. Please, answer the following questions:

1.  What is your name?
2.  What type of work do you do?

3.  What academic program are you in?

4.  What do you hope to do when you finish school?
2.
Discuss roles and responsibilities of the Department of Homeland Security (DHS) and the Federal Emergency Management Agency (FEMA), and the dynamics of the relationships between DHS, FEMA, and local, state, tribal, and non-governmental organizations (including private sector organizations) involved in vulnerability and risk assessments and mitigation.  Introduce and discuss policies and regulations related to the National Preparedness and Critical Infrastructure / Key Resources protection programs. Introduce the National Infrastructure Protection Plan (NIPP) and its strategic and operational implications for local, state, tribal, and federal organizations and communities. (National Infrastructure Protection Plan (NIPP) http://www.dhs.gov/xlibrary/assets/NIPP_Plan.pdf).  (DHS National Infrastructure Protection Program [NIPP] Executive Summary; Section 1 [Introduction]; Section 2 [Authorities, Roles, and Responsibilities]).


*Video:  Introduction to Risk Assessment


*Video:  Risk Assessment Made Easy

* CRJ 405 –Assignment for Week 2, Identify Potential Hazards in Your Community using Worksheet 1. (50 points available)
3.
Continue discussion on policies and regulations related to the National Preparedness and Critical Infrastructure / Key Resources protection programs. Introduce the National Infrastructure Protection Plan (NIPP) and its strategic and operational implications for local, state, tribal, and federal organizations and communities. (National Infrastructure Protection Plan (NIPP) http://www.dhs.gov/xlibrary/assets/NIPP_Plan.pdf).  (DHS National Infrastructure Protection Program [NIPP] Section 3 [The Strategy: Managing Risk]; Week3 Reading Assignment for Discussion Questions).

*Discussion Board Questions (3 questions at 25 points available for each question and at least one (1) follow-up response to another student’s posting per question = 75 points available [total] for this Discussion Board)).

*Video:  Probabilistic Risk Assessment Introduction
*Video:  Better Risk Assessments, Management, Tools and Metrics by Tony Ridley
4.
Describe the roles and responsibilities of the private sector in vulnerability and risk assessment processes, and in mitigation efforts; and, the relationships between the private sector and the public sector in these endeavors.  Introduce TIER II Manager program features.  (DHS National Infrastructure Protection Program [NIPP] Section 4 [Organizing and Partnering for CIKR Protection]; Community Based Vulnerability Assessment: A Guide to Engaging Communities in Understanding Social and Physical Vulnerability to Disasters).
*Video:  TIER II MANAGER™ Hazards Analysis Module

*Video:  Risk assessment process_How to Implement Risk Assessment



According to ISO 27001
*Video:  Vulnerability Assessment_ Lessons from Four Cyber Events

* CRJ 405 – Assignment for Week 4, Evaluate every potential event (highlighted last week) in each of the three categories of probability, risk, and preparedness using Worksheet 1.  (50 points available)
5.
Continue describing the roles and responsibilities of the stakeholders within private-public endeavors toward assessing and mitigating vulnerabilities and risks.  Introduce HAZUS program features.  (DHS National Infrastructure Protection Program [NIPP] Section 5 [CIKR Protection as Part of the Homeland Security Mission]; Vulnerability Assessment Tools, David Acheson, MD PDF, Analytical Risk Management).
*About the Videos in Week 5:  The Hazards Analysis Module helps Emergency Planners generate Vulnerability Zone calculations using the data submitted by facilities through the TIER II MANAGER™.


*Video:  RedROVER-HAZUS Demo (Part 1)
*Video:  RedROVER-HAZUS Demo (Part 2) 

*Video:  iMap 3D HAZUS Demo

*Video:  HAZ-I Tools to Internationalize Hazus-MH

*CRJ 405 – Assignment for Week 5, Develop a Hazard Calendar for Your Community.  (50 points available)
6.
Describe the vulnerability assessment process and practice such within the context of a selected community or industry.  Describe the risk assessment process and practice such within the context of a selected community or industry.  (The Course Instructor will provide various Hazard Vulnerability Assessment/Analysis and Risk Assessment products for review during Weeks 5 and 6, and use during Weeks 6-8). (FEMA, Building a Disaster-Resistant University, August 2003; ASIS Security Risk Assessment Guideline).  
*The Federal Emergency Management Agency (FEMA) Disaster Resisent University Report and (separately) its Worksheets are provided for students’ awareness, as similar worksheets are referenced and used throughout this course.  The FEMA guide “Building A Disaster-Resistant University” is both a how-to guide and a distillation of the experiences of six universities and colleges that have been working to become more disaster-resistant. This guide provides basic information designed for institutions just getting started, as well as concrete ideas, suggestions, and practical experiences for institutions that have already begun to take steps to becoming more disaster-resistant.
*Video:  CARVER - Target Analysis and Vulnerability Assessment Methodology
*Video:  CARVER - Target Analysis and Vulnerability Assessment Methodology_2

*CRJ 405 – Assignment for Week 6, CARVER+Shock activities.  (50 points available)
*Begin work on Course Final Project.  Review the materials provided for the Final Project within the Week 6 on-line resources.  The Final Project is due on the Tuesday (10:00 p.m. EST/EDT) of Week 8.

7.
Discuss enduring inadequacies in efforts to protect communities and industries from major disasters, and discuss what measures can be taken, and what resources are available to increase effectiveness in these endeavors.  (DHS National Infrastructure Protection Program [NIPP] Section 6 [Ensuring an Effective, Efficient Program Over the Long Term]; CRS Rpt on Homeland Security - IT Vulnerability; CRS Vulnerability of concentrated Critical Infratructure).
*Video:  Did You Know 
*Video:  Practical Risk Assessment and Mitigation

*Video:  Practical Risk Assessment and Mitigation_2

8.

Resourcing the CIKR Protection Program, and a Summary of the course materials…and, how it applies to (or benefits) the emergency response community.  (DHS National Infrastructure Protection Program [NIPP] Section 7 [Providing Resources for the CIKR Protection Program]; Hazards Vulnerability Assessments and Protective Measures Information Paper).  
*Final Project: Developing a Hazard Identification and Vulnerability Assessment.  (100 points available)
You will pick one natural and one technological/man-made potential hazard for your community (consult your local emergency manager, fire chief, etc. if you need their guidance) from each category off the syllabus (except for military attack) to begin your project.  Use the following as a stepping stone to do your project.

1. Definition of the hazard.

2. History of the hazard---real or notional

3. Hazard Identification and Vulnerability Assessment

a. What makes a hazard an emergency or disaster

b. What are the effects of the hazard

c. What are the risks associated with the hazard

4.  Resources ---real or notional

5.  Vulnerable months of the year

6.  Likelihood of occurrence

7.  Impact on people, environment, economy, property (PEEP)

8.  Difficult decisions or issues broached in developing your hazard identification and vulnerability assessment

Present the aforementioned in either Microsoft Word or Microsoft PowerPoint format.  Email either the Word document or the PowerPoint presentation to your instructor upon your completion of the project.  This project constitutes your final exam for this course.

*Within the Week 6 course materials, there is a Hazard Local Assessment Tool (Excel Spreadsheet format), as well as a Hazard Vulnerability Assessment Chart (also in Excel Spreadsheet format).  You may use either, both, or neither in your Final Project work.  Both tools are fairly user friendly and do contain some instructions for use within the program.  These are also excellent tools for your current and future work within the Emergency Management community.*

**There is a SAMPLE Hazard Vulnerability Assessment PowerPoint presentation provided for review.  HOWEVER, the presentation provided as an example is GRADUATE LEVEL WORK and exceeds expectations for undergraduate-level students.  It is for use as an EXAMPLE ONLY.** 

* - Students who plan to graduate at the end of the semester must notify the instructor in advance as it may be necessary to allow these students to take the exam early in order to have grades submitted in time for graduation.
Course Policies: 

1. Deadlines: This syllabus provides information on when assignments are due. Late work will result in a 5% deduction per day from your grade on the assignment. 

2. Special Needs: Anderson University is committed to providing equal educational opportunities for students with documented disabilities. Students who require disability services or reasonable accommodations must identify themselves as having a disability and provide current diagnostic documentation to the Center for Student Success. All information is confidential. Please contact the Center for Student Success for more information at 864.231.2107 or the Student Center Building. You may also visit the center’s website: http://www.andersonuniversity.edu/success.aspx?id=2807. 

3. Academic Honesty: This course adheres to the Anderson College Academic Honest and Dishonesty Policy that is found on page 271 of the current university handbook (http://www .magazooms.com/reader/index.php?mzID=110601113541). In short, no form of cheating will be tolerated. Those violating the policy will be referred to the Academic Affairs. 

In Conclusion:

Syllabus Changes: This syllabus assists the student by providing an overview of the essential aspects of the course. The contents of the syllabus are subject to change without notice. This syllabus is not a contract or other legally binding document
It is a privilege to serve as instructor for this course.  The instructor recognizes that some participants may be more informed of sociological theory, and its application, than others.  The instructor is responsible for helping participants understand the course textbook readings and the terminology, concepts and principles contained therein.  Understanding is facilitated if participants keep the topic of the term paper in mind throughout. 

