Critical Infrastructure and Resource Protection 

This course introduces students to a framework for understanding Critical Infrastructure Protection (CIP) and provides learning resources for understanding portions of the framework. This course provides tools and techniques to students who desire to increase their knowledge, skills, and abilities in the protection of physical critical infrastructure elements. The focus of this course is the predominant infrastructure sectors such as water, energy, SCADA, power, telecommunications, Internet and cyber infrastructure. 

Course Goals:
· Ability to describe the traditional and the emerging cornerstones of Homeland Security. 

· Understand the regulatory and technical architecture of the principle critical infrastructure sectors in the U.S.

· Ability to discuss the 11 sectors of the National Strategy for Protection of Critical Infrastructure and Key Assets (water, power & energy, information & telecommunications, chemical industry, transportation, banking & finance, defense industry, postal & shipping, agriculture & food, public health, and emergency services).
· Ability to distinguish between level 2 and level 3 infrastructures and associate these levels with dependencies.
· Enable students to create informed policies regarding infrastructure.
Learning Objectives:
· Learn techniques helpful in the evaluation of various aspects of CIP.
· Learn how each critical infrastructure sector works.
· Learn how to discover vulnerabilities in each sector.
· Be able to perform a model-based vulnerability analysis (MBVA) on a critical infrastructure sector.
· Be able to formulate best strategies on how to maximize protection of each sector given budgetary constraints in your region or area of responsibility. 
· Ability to derive optimal strategies and to draft policies to minimize and protect critical infrastructure in response to adverse events.

Target Audience:
· Mid-to-upper-level professionals who aspire to become operational leaders, managers or analysts in this general area, or who plan to pursue a particular concentration within this field.

Learning Format:
· Review of online lectures, reading and multi-media materials 

· Individual research and analysis 

· Completion of assignments, quizzes, exams and a student project 

Student Assessment: 
· Satisfactory completion of a series of assignments 

· Satisfactory grades on quizzes and exams 

· Satisfactory completion of the individual course project 

Course Tools/Technology: 
· UIC Blackboard 

· Latest version of PowerPoint, Flash and Adobe Reader 
· Software analysis tools in the form of executable files

Course Topics:

Introduction & Overview

1. Strategic Principals of Infrastructure Protection
2. Origins of Infrastructure Protection

3. Infrastructure Interdependencies

4. Networks & Their Properties

5. Vulnerability Analysis

6. Risk Analysis

7. Water Infrastructure Protection

8. SCADA Systems

9. Power Infrastructure Protection

10. Energy Resource Protection

11. Telecom Infrastructure Protection

12. Internet Infrastructure Protection

13. Cyber Threats

14. Cyber Security
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