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INTRODUCTION
Environmental conditions and their effects on rivers and forests, along with terrorist activities taking place within the country are of utmost importance to emergency managers in Germany. At first, one may not think that there is a relation between one and the other, but the end result of either a natural hazardous event or a terrorist event is disruption to the typical life of the citizen of the country. Emergency managers must therefore plan, mitigate and devise systems for recovery from any and all events that may disrupt the critical infrastructure. 
This chapter examines the political and legal structures of Germany and how they affect the process of protecting its critical infrastructures from hazardous natural events and terrorist acts. The chapter illustrates that Germany’s national emergency management strategy focuses on preventing harm to all aspects of its critical infrastructure: the government, the communication and transportation systems; anything that could impact the way of life of the German people. For instance, the Federal Ministry of Education and Research has done a tremendous amount of work in the area of research and data collection on climate change and how it has affected the rivers, forests and other forms of vegetation. The Federal Ministry of the Interior (Federal MOI) whose responsibility is public security, works both within Germany and with agencies whose focus is to manage international security. Additionally, as part of the European Union, Germany and its neighbors are not only working together to help create a single economic community through social and political cooperation, but have also found that it is beneficial to work through the EU in mitigating natural hazardous events as well as terrorist activities. 

GERMAN CONTEXT
In order to understand the emergency management process in Germany, officially called the Federal Republic of Germany, it is necessary to understand its location as well as its constitutional organization. Germany is located in Central Europe. It is one of 47 countries that make up the Council of Europe, of which 27 member states are included in the European Union. The Federal Republic of Germany is comprised of 16 states (Laender), each with its own constitution, laws and police force. Each of the 16 states has a number of counties and communities. 
Germany is a social market economy and its labor force is educated and skilled. Its legal system and constitution provide a stable democracy, with the expectation by its people that daily life is peaceful with opportunities to prosper. Germany’s borders are open, and because of its geographic location, it is a travel transportation hub for central Europe. The critical infrastructure system is well interconnected both within Germany and to its surrounding neighbors.
Germany has been extremely active in creating and implementing emergency and disaster mitigation and response plans that cover all hazards and vulnerabilities. Germany therefore believes that prevention is the key to effective civil protection. In May 2004, in reaction to the September 11, 2001 terrorist events that occurred in the United States and the summer flood of 2002 in Germany, federal services related to civil and disaster protection were consolidated and are now centrally provided by the Federal Office of Civil Protection and Disaster Assistance (BBK). In 2009, the Act on Federal Civil Protection and Disaster Assistance (ZSKG) provided that the states will have the full resources of the Federation available to them should such a need arise. Items include operational vehicles, a satellite-based warning system and federal tools for information, situation and resource management.
Responsibility for emergency management in Germany is found at multiple levels: the Federal Government, its 16 Federal States (Laender), counties, and communities. In 2002, the German Joint Information and Situation Centre (GMLZ) was created to serve as the hub for coordination of services and information from these multiple levels of government during an emergency event. The interdisciplinary approach allows participation from the multiple levels as well as the German Emergency Preparedness Information System (deNis) to ensure a more efficient response to crisis management. Influence and cooperation is found coming from each of these six Federal agencies:

1. Federal Ministry of the Interior (Bundesministerium des Inneren: BMI)
The Ministry of the Interior is responsible for public security, protecting data security, internal security and the protection of the constitutional order for civil protection against disasters and terrorism, for displaced persons, administrative questions, and sports. It is host to the Standing Committee of Interior Ministers and also drafts all passport and identity cards. It is also responsible for firearms, and explosives legislation. The Federal Police, as part of the Federal Ministry of the Interior, have jurisdiction for crimes that cross state or country boundaries. Support of the organization comes from the Federal Office for the Protection of the Constitution, the Federal Criminal Police Office (Bundeskriminalamt - BKA), and the Federal Office for Information Security (BundesamtfürSicherheit in der Informationstechnik - BSI), the Office for Civil Protection and Disaster Assistance (BundesamtfürBevölkerungsschutz und Katastrophenhilfe - BBK), and the Federal Institute "Technical Support Service" (Federal Technical Relief Agency - BundesanstaltTechnischesHilfswerk,THW)
Security at the national borders - whether it be auto, pedestrian, rail, air or sea travel - falls under the jurisdiction of the Federal Police; however, as many as 16 state police departments and two federal law enforcement agencies manage the day to day activities at these borders. This includes: the Federal Criminal Police Office (Bundeskriminalamt, BKA) and the Federal Police (Bundespolizei, BPOL), both part of the Federal Ministry of the Interior, and the Customs Criminological Office within the Federal Ministry of Finance. Partnerships have been developed to increase efficiency and communication among these agencies. The Federal Police Headquarters, located in Potsdam, is responsible for overseeing the entire Federal Police force. There are 9 regional offices and 77 district offices. The Ministry also houses the Joint Anti-Terrorism Center formed in 2004, an information-sharing and analytical forum for all German police and intelligence agencies involved in the fight against terrorism.  
2. Federal Ministry for the Environment, Nature Conservation and Nuclear Safety (BundesministeriumfürUmwelt, Naturschutz und Reaktorsicherheit: BMU)
This Ministry was organized in response to Chernobyl and is comprised of departments from the Ministries of the Interior, Agriculture, and Health. 
3. Federal Ministry of Transport, Building and Urban Affairs (BundesministeriumfürVerkehr, Bau und Stadtentwicklung: BMVBS)
The goal of this organization is to help the old states of East Germany become as prosperous as those in West Germany by influencing industrial growth through the creation of jobs and upgrading its transportation system. 
4. Federal Ministry of Education and Research (BundesministeriumfürBildung und Forschung: BMBF) 
This Ministry promotes science and new technologies by providing fellowships at research institutions and universities to individuals for ideas that improve the quality of life. 
5. Federal Foreign Office (AuswärtigesAmt: AA)
The goal of this agency is to raise the profile of the German research scientist internationally and support scientific exchange globally, especially in the area of climate change and its impact on disaster risks.   
6. Federal Ministry for Economic Cooperation and Development (BundesministeriumfürwirtschaftlicheZusammenarbeit und Entwicklung: BMZ)
Its goal is to maintain a sustainable environment of high quality resources for the use of future generations.  


HAZARDS AND VULNERABILITIES 
The presence of hazards and vulnerabilities in the Federal Republic of Germany creates an indispensable need for Disaster Risk Reduction (DDR). Hazards and vulnerabilities that a German emergency manager must be prepared for fall into three categories: natural events, technical failure/human error, and terrorism/crime/war. A hazard is something that has the potential to cause harm, such as a windstorm, a blizzard, a flood, a power outage, or terrorist activities. Vulnerability is a condition that increases the threat to people’s lives and livelihoods, natural resources, properties, infrastructure and economic productivity. Looking at floods, the hazard is associated with reoccurring storms and storm surges that increase the water level.  The increased vulnerability is due to the presence structures or people living in low-lying areas. Terrorism is a possible hazard in an open border country, such as Germany, whose goal is to prevent terrorists from entering or remaining in the country and prosecuting those who commit terrorist acts.  The vulnerability results from the fact that, until such an act is committed or such individuals are associated with known terrorist organizations, emergency managers are dealing with an unidentified source.  
A disaster is manifested when the available resources (people and supplies) exceed the capability to manage the hazard. Emergency managers need to examine the hazards and vulnerabilities and take steps to mitigate wherever possible. To reduce vulnerability, it is necessary to understand the factors that magnify or intensify the effects of hazards in Germany. When a typical weather hazard occurs it is relatively easy to get people mobilized. For events that occur less frequently, like terrorist events, the population is less likely to participate in preparedness and mitigation activities. This puts them at a higher risk. The challenge is to build risk awareness and create a resource for passing on the experience to the next generation. 
Fortunately, major natural hazards are not a frequent occurrence in Germany. However, there is statistical evidence that windstorm is the peak risk across Europe and it is has caused substantial economic losses. European windstorms generated economic damages of US $1.7 billion per year between 1990-1998. The effects of high winds, heavy precipitation, associated large waves, and storm surge have generated losses to life and property. Floods caused by overflowing rivers too present itself frequently enough to cause it to be on the radar of emergency mangers in Germany. 

	Natural Events
	Technical Failure/Human Error
	Terrorism, Crime, War

	Storms, heavy precipitation, drop in temperature, floods, heat waves, droughts
	System failure – insufficient or excessive complexity of planning, defective hardware, and/or software bugs
	Terrorism 

	Forest fires
	Negligence
	Sabotage

	Seismic events 
	Accidents and emergencies
	Other forms of crime

	Epidemics and pandemics (in man, animals and plants) 
	Failures in organization
	Civil wars and wars

	Cosmic events ( energy storms, meteorites, comets)
	
	



For Germany, events that affect its neighbors may quickly spread into this centrally located European country. For example, if flooding begins in the Czech Republic or Poland, international efforts in communication and mitigation are necessary to decrease vulnerability downstream in Germany. Similar mitigation efforts must be in place for fire control measures. 
However, in the case of terrorist activities, it may not be enough to just focus on a single set of policies. There is abundant evidence of increased terrorist activity. With extremist groups whose sole purpose is to move forward their agenda with no regard for the life, liberty or safety of anyone, it is imperative to be proactive in safeguarding the population’s vulnerability. In response, the Joint Counter-Terrorism Centre (GTAZ) was created in December 2004 to bring together analysts from the Federal Criminal Police Office (BKA) and the Federal Office for the Protection of the Constitution (BfV). Prior to the creation of GTAZ coordination of mitigation of vulnerabilities was compromised by decentralized efforts and a lack of communication among responding units.
Some vulnerabilities have root causes in local practices and policies. These types of vulnerabilities are difficult to reverse and can be problematic. They can be overcome with great effort and the investment of government resources and practices. With the institution of a national policy and framework for disaster risk reduction Germany has made great strides to overcome some of these vulnerabilities. Before creating its national policy and framework for disaster reduction, Germany already had in place departments and ministries responsible for many facets of disaster reduction. The impetus to creating the national policy and framework was the recognition that an adequate institutional framework and the mechanisms to put vulnerability reduction measures into practice were fragmented.

Recent Natural Events
While natural hazards are not a frequent occurrence, their impact on German lives has been substantial. Below there is a sampling of natural events that have occurred over the last few years. Considerable resources have been expended in efforts to mitigate future losses. 

Emma, 2008. Windstorm with speeds recorded of 180 km/h left a trail of destruction. Trees were uprooted, roofs were torn off homes and a school in Hesse. Anything that was not secured was blown off the roads. Twelve people lost their lives. Damages exceeded USD1.4 billion (Gray, 2009). A Lufthansa Airbus A320 with 137 people on board nearly crashed at the Hamburg, Germany airport as the pilot struggled to land the airplane during high winds kicked up by the storm (Masters, 2008).

Xynthia, 2010. Hurricane-force windstorm with surging seas and driving rain caused widespread property damage to residential and commercial properties and severely disrupted the transportation system. Sixty four people lost their lives and over 1 million people had power losses. According to AIR Worldwide, insured losses from Xynthia were between EUR1.5 billion and EUR3 billion (USD2 billion and USD4 billion) in France, Germany, Belgium and the Netherlands.  This was one of the costliest weather related events of 2010 (CGCapitalideas.com, 2010).

Kyrill, 2007. This was the strongest single event hurricane on record in Germany. The hurricane strength winds resulted in power outages to over two million homes, disruptions of public transportation, substantial damage to public and private buildings, and the uprooting of 62 million trees in Central Germany. Forty seven people lost their lives. Damages were in excess of €10 billion (Fink, 2009).

Elbe River Flood, 2002. Tens of thousands of people were evacuated from their homes in Germany and the Czech Republic in this event. Damages were in excess of €12 billion. Water levels reached the 150 year high during this three week flood. The consequences of the flooding were catastrophic in Germany. According to the Dartmouth Flood Observatory there were 55 casualties and 250,000 people evacuated (Floodsite, 2002).

Elbe River Chemical Release, 2009. In this event, it was discovered that more than 18 tons of chemicals (zinc, arsenic, copper, chromium, nickel, cyanide, lead, cadmium and mercury) were released by a fertilizer company over a number of years into the Elbe River and its tributaries; the Vltava, Saale, Havel, Mulde, Schwarze Elster, and Ohre Rivers (Kenety, 2011).

Lothar and Martin, 1999. A series of two windstorms that traumatized Germany from December 26-28, with relentless wind speeds of 150 km/h in lower areas and more than 250 km/h on some mountains. Substantial damage to buildings, the Black Forest, and the German infrastructure including the Blayais nuclear power plant resulted in estimated losses of US11.3 billion. One hundred thirty seven people lost their lives (Wikipedia, 2011).

Pfingsthochwasser, 1999. Lake Constance flooded during the Pentecost season due to heavy rainfall combined with regular Alpine melt water. This 100-year flood raised the level of the lake about 2 metres above normal, flooding harbors and many shoreline buildings and hotels (Wikipedia, 2012).

Oder Flood, 1997. Flooding occurred due to extensive rain from March until September. Flooding began in Czech Republic, then Poland and then into Germany. Dike failure and flooding were experienced due to extensive water pressure from the elevated water-levels that occurred over this extended period of time. Sixty five people died and 6,500 were evacuated. After this devastating flood, Germany invested €220 million ($270 million) in refurbishing dikes along the river (Helmholtz, 2012).

Recent Terrorist Activities
While executed terrorist events occur less frequently than flooding and windstorms, the impact is more frightening as events could occur anytime, anyplace. Combating Islamist terrorism is a top priority of the German security authorities. 

Package bomb found in the Chancellery mailroom, November 2010. The package, disguised as a book made it through two airport security checks prior to delivery. The hollowed out book, filled with gunpowder and a detonator was wrapped in brown paper and addressed to Angela Merkel, Chancellor of Germany. Security officials discovered the bomb during a routine mailroom screening (Gebauer, 2010).

Sauerland cell, April 2009. A homegrown Islamic terrorist group made up of three young men plotted to plant simultaneous car bombs in Germany. The German Federal Police Special Forces apprehended the plotters as they were heating a hydrogen peroxide solution in order to concentrate the chemical for the bombs. The Sauerland cell was affiliated with the terrorist organization Islamic Jihad Union (IJU), an offshoot of the Islamic Movement of Uzbekistan (IMU) (Musharbash, 2009, Gartenstein-Ross, 2009).

Foiled airplane bomb, November, 2008. A bomb was loaded onto a plane at Cologne/Bonn Airport in Western Germany October 28, 2010. It had arrived as a UPS delivery from the Yemen capital Sana'a and was ultimately bound for Chicago. It was supposed to explode, but failed to detonate in the Cologne/Bonn Airport. Once the BKA discovered the plot they relayed to the East Midlands Airport in Great Britain that the bomb was on board. The German government now proposes that cargo from politically unstable countries undergo special inspections (Gebauer, 2010).

Foiled suitcase bomb, July 2006. Two self-made bombs placed on two German trains by two Lebanese students fortunately failed to detonate. The students were suspected of taking part in this activity as a test of courage for initiation into Al-Qaida. They were sentenced to life in prison (Ulrich, 2007).

LAW AND ORGANIZATION
Natural Events
	With natural events and terrorist activities leading the list of vulnerabilities, it makes sense that considerable governmental resources and mandates are focused in these two areas. The most loss-relevant natural hazards to affect Germany are windstorms. They typically affect large areas and result in damage to the environment, infrastructure and buildings, and are responsible for numerous injuries and deaths. Given the relevance of windstorms in Europe, it is of high public and economic interest to quantify and understand long term changes in their intensity. 
The Federal Framework’s adaptation of Deutsche Anpassungsstrategie: DAS (the German strategy of adaptation to climate change) is evidence that environmental concerns are of particular interest in the Federal Republic of Germany’s Disaster Risk Reduction (DRR). The BBK manages federal services related to civil and disaster protection. Under the auspices of BBK is Deutsche Anpassungsstrategie: DAS (the German strategy of adaptation to climate change), the German Joint Information and Situation Centre (GMLZ), German Emergency Planning Information System (deNIS II database), and Climate Service Centre (CSC). In order to centralize information and its dissemination, the German Joint Information and Situation Centre (GMLZ) was created with the support of all 16 states. Its "New Strategy for Protecting the Population" was created in 2002. Its function is to serve as the hub during an emergency event providing information about facilities that may be in imminent danger, resources available, and warnings from the German Meteorological Service. Organization of the German Emergency Planning Information System (deNIS II plus) is used to locate and follow Federal, state and local agencies and private organization resources, such as people and supplies. The system organizes information gathered by various partners from all areas of disaster management. It includes information about hazards (and other dangers), vulnerabilities and risks, except for climate change risks which are managed by the Climate Service Centre (CSC).
On the Federal level, work has been done to expand DRR capacities for communication between researchers and users. The Federal Ministry of Education and Research Funding provides funding for research in the area of climate change. The Climate Service Centre (CSC) is home to scientists who research weather and other geological events. Information is made available to emergency managers to help them make prudent decisions regarding public safety in the event of a weather related event. Working with the CSC is the Federal Environment Agency (UBA), the German Meteorological Service (DWD), the BBK, and the Federal Agency for Technical Relief (THW).  

The German Meteorological Service (DWD) uses a three tier warning system: Early Warning, Forecast/Premonition, and specific County Warnings. Agencies such as fire, police, and public utilities draw on this information in decision making for events. Its Satellite Application Facilities, in cooperation with the media, are invaluable in keeping the public informed of extreme weather events on the horizon.

The Federal Office of Civil Protection and Disaster Assistance (BBK) has use of Global Monitoring for Environment and Security – Emergency Response Service (GMES ERS). Not only is this system capable of rapid mapping of an affected area to access damage, but it is also valuable in pre-disaster assessment of vulnerabilities. 

The Federal Agency for Technical Relief (THW) serves as the Federal Ministry of the Interior’s own operational organization, with roughly 76,000 volunteers and 6,500 vehicles, to provide direct disaster assistance in Germany and abroad. 

Federal Ministry of the Interior’s Academy for Crisis Management, Emergency Planning and Civil Protection has a centre of competence for joint Federal and state crisis management, a forum for research exchange, and place for national and international experts to meet and share ideas. 
The German government is also developing multi-disciplinary risk assessment and mitigation plans that will ultimately reduce the risk to its citizens, their homes, businesses, communities and forests.


Terrorist Acts
As stated on the Federal Ministry of the Interior website, the greatest current threat to our freedom and security is Islamist terrorism. The political ideology of Islamism opposes the basic values of human rights, democracy and the rule of law. The Federal Government has consequently responded to this threat with a comprehensive security strategy, which is being carried out effectively. Make no mistake about it, terrorists have excellent international networks and they do not hesitate to use violence against others even if it means their own self destruction. This combination makes them extremely dangerous. Germany recognizes that it is a target for such terrorist activities. With a focus on civil protection, critical infrastructure protection and the fight against terrorist financing as key components of the overall strategy for fighting terrorism, Germany has adopted these objectives:
· using intelligence to break up terrorist networks and foil their plot;
· preventing terrorism by banning the activities of extremist groups, not permitting entry to Germany by persons known to be terrorists and removing known terrorists who have managed to gain entry;
· doing away with the cause of terrorism by improving the integration of immigrants and by increasing dialogue with Muslims to strengthen identification with the foundations of German civil society and democratic values;
· protecting the population, taking preventive measures and reducing the country’s overall vulnerability by reorganizing civil protection;
· expanding further international cooperation to thwart transnational Islamic networks. 

In December 2004, the Joint Counter-Terrorism Centre (GTAZ) was created to bring together analysts from the Federal Criminal Police Office (BKA) and the Federal Office for the Protection of the Constitution (BfV). Real-time cooperative information sharing among these organizations as well as organizations such as the Federal Intelligence Service (BND), criminal police offices (LKA) and offices for the protection of the Constitution at state (Laender) level, the Customs Criminological Office (ZKA), the Military Counterintelligence Service (MAD), the Federal Office for Migration and Refugees (BAMF) and the Federal Public Prosecutor focus on dismantling terrorist activities and keeping Germany safe from man-made disasters. The Centre prides itself with keeping on top of terrorist activities by organizing daily briefings and threat assessments, sharing operational information, assessing cases, analyzing structures, gathering intelligence, pooling resources, and using legal status as a management tool. 

ACTIONS
Protection of the Critical Infrastructure 
Germany, not unlike most industrialized countries, has a focus on preserving its critical infrastructures from natural events, technical failures and terrorist acts. The National Strategy (2009) of the Federal Government identifies the protection of its critical infrastructure as the focus of its security-related preparedness system. 
Critical infrastructures (CI) are organizational and physical structures and facilities of such vital importance to a nation’s society and economy that their failure or degradation would result in sustained supply shortages, significant disruptions of public safety and security, or other dramatic consequences (National Strategy, p. 4).

As defined by the National Strategy for Critical Infrastructure Protection (2009), “critical infrastructures may, with reference to their technical, structural and functional specifics, be classified as vital (absolutely essential) technical basic infrastructure, on the one hand, and vital (absolutely essential) socio-economic services infrastructure, on the other hand.” As many of these services in Germany are privately owned, it therefore becomes a shared responsibility with government to protect, mitigate and recover from an emergency event involving these entities. 
	Technical Basic Infrastructure

	Socio-Economic Services Infrastructure


	Power supply
	Public health; food


	Information and communications
technology

	Emergency and rescue services;
disaster control and management


	Transport(ation) 
	Parliament; government; public administration;
law enforcement agencies


	[bookmark: _GoBack](Drinking-) water supply
and sewage disposal

	Finance; insurance business


	
	Media; and cultural objects (cultural heritage items) 




EU Initiatives
The European Union acknowledges that a better understanding of natural and man-made emergency events is a pre-requisite for developing efficient prevention, mitigation, and recovery policies. As part of the European Union, Germany follows the EU directives regarding sustainability and security across borders. It participates in both the EU’s civilian crisis management, which facilitates co-operation in civil protection assistance interventions in the event of major emergencies, and FRONTEX, the European border management agency, which has established common training standards for all national border guards. 
The Lisbon Treaty, signed in December 2007 and entered into in December 2009, is the international agreement that defined the constitutional basis for the European Union (EU). The European Programme for Critical Infrastructure Protection (EPCIP) adopted in 2007 was designed to protect the critical infrastructures of the EU. It states that the first line of protection should be at the local level and only when those resources have been exhausted should responsibility be delegated to administrative levels outside of the area, (since they may be unfamiliar with local circumstances). It also states that ultimate responsibility for its citizens remains with the Member States, not the EU Community. Assistance for member EU states that have depleted all of their local resources when faced with the management of a natural or man-made disaster is available through the Civil Protection Mechanism, which was established in 2001. The European Commission’s Monitoring and Information Centre (MIC) acts as the go-between to help countries coordinate the movement of resources.
Natural events, technical failure/human error, and terrorism/crime/war do not stop at international borders. With over 100 trans-boundary rivers in the EU, flood risk management among member countries is imperative. Lives and property can be saved by having early warning systems in place in upstream countries. The management of flooding risks from rivers, whether originating in Germany or up or down each river, has been a coordinated effort of the International River Commissions. Rivers such as the Danube flow through Germany, Austria, Slovakia, Hungary, Croatia, Serbia, Bulgaria, Moldova, Ukraine and Romania; the Elbe runs through the Czech Republic and Germany; the Oder flows through the Czech Republic, Poland and Germany; and the Rhine runs through Germany, Austria, Liechtenstein, Switzerland and France. The Network of European Meteorological Services (EUMETNET) coordinates with German Meteorological Service (DWD) in notifying the public of extreme weather events that may be approaching Germany. 
Global terrorist networks no longer attack individual states but the whole Western community of states. Terrorists plan their attacks to kill and injure large numbers of victims. Chemical, biological, radiological and nuclear attacks can no longer be ruled out. Since transnational terrorist networks, which ultimately threaten each individual state, can be fought only through joint action of the international community, the United Nations, the G8, the European Union, NATO and many other organizations have adopted numerous measures to master the new threat situation. Germany and its neighbors, Austria, Belgium, France, Luxembourg, the Netherlands and Spain, signed the Prum Treaty in May 2005 as an alliance to improve cross border communication regarding terrorism, crime and illegal migration. This alliance permits sharing of DNA and fingerprint data and motor vehicle information among the parties. In August 2008, the Prum Treaty was voted into the EU legal framework and all 27 Member States are participants.  
As part of the European Union, Germany integrates its external protective services with Europol, the Schengen network, the European Police College, the European Borders Agency (FRONTEX) and the European Network of Railway Police Forces (RAILPOL). These organizations ascribe to keeping their countries protected from infiltration by using cross-border police operations (such as surveillance, controlled deliveries and pursuit), forms of joint police operations (joint patrols), information-sharing, joint centres and cross-border personnel support. The European Police Office (Eurpol), headquartered in The Hague, and established in 1999, facilitates the sharing of data on crimes and criminals including counter-terrorism data by law enforcement agencies in EU Member States. However, as Schengen’s focus is to drop the checks at internal borders, the assiduousness of FRONTEX (founded in May 2005) and RAILPOL in keeping undesirables from infiltrating the external borders of countries in the European Union is of an even higher priority. In 2007 FRONTEX added two instruments to its arsenal: Rapid Border Intervention Teams and the Centralized Records of Available Technical Equipment (TOOLBOX). Member States may at times face pressure from an increased volume of illegal migration and find it difficult to manage the situation alone. Rapid Intervention Teams may be deployed at the request of a Member State facing acute pressure. Other Member States provide a joint operations force for temporary use to protect the external borders of the Member in need of assistance. The Joint Operations force consists of over 100 vessels, 45 aircraft and helicopters.

Counter-terrorism
Since September 11, worldwide efforts have been put into place to reduce the vulnerabilities of the EU. This terrorist event has been the impetus behind emergency preparedness planning across the globe. Germany has taken the lead role in preventing radicalization and recruitment to terrorism in the EU, using the EU Action Plan on Combating Terrorism as a framework for its strategy. The four elements of the strategy as described by the Federal Ministry of the Interior are:  
· fighting the causes of terrorism and countering radicalization tendencies;
· protecting the public and reducing vulnerability to attack;
· detecting and preventing terrorist activities before they occur and disrupting terrorist networks;
· improving our response capacity for dealing with the aftermath of terrorist attack.
As a leader of the EU Counter-Terrorism policy Germany has led initiatives that define an international framework for arrest and prosecution procedures; terrorists can now be prosecuted and imprisoned according to the same criteria throughout the EU. Additional action plan items for implementation include:
· Access to national databases as per Treaty of Prum
· Deployment of upgraded Schengen Information System (SIS)
· Use of biometric identifiers and national ID cards
· Hand luggage must be checked for aviation security and all staff must be scanned before entering secure areas
· Development of the Action Plan on Enhancing the Security of Explosives in April 2008, which includes  50 individual measures to challenge access of explosives to terrorists.  

Volunteerism
A civil protection strategy in Germany must help individuals prepare and protect themselves in case of a disaster or an emergency. Volunteer opportunities are available in a broad spectrum of areas. In Germany there are over 1.2 million volunteer fire-fighters, five volunteer organizations (the German Red Cross, ASB, DLRG, the Johanniter Unfall-Hilfe, and Malteser Hilfsdienst) with another 500,000 volunteers, and 76,000 volunteers associated with the Federal Agency for Technical Relief. The Federal Republic of Germany recognizes that the only way to keep its citizenry prepared is to provide constant opportunities to train and drill. First-aid training is an important part of civil protection. The commitment of the German people to actively participate in their civil protection strategy is evidenced by the extraordinary number of volunteers ready to react at a moment’s notice to keep their homes, property and way of life free from harm. The Federal government in recognition of the need for, and value added, by its citizenry has since 2007 compensated its volunteers with a tax allowance of €500 income reduction. 
Germany has in place a volunteer social year. This volunteer social year is an opportunity for its young people to fulfill their mandatory military service or civilian service with 12 months of voluntary service in a social, charitable or public utility. This adds an additional 90,000 volunteers into the mix. This volunteer social year provides an opportunity for young people to understand the importance of having an effective strategy in place for the activation of citizens in the event of a widespread crisis. They learn how their local, state and federal government agencies work together to provide for the safety of its citizens. Volunteering in this capacity for the good of the community helps to develop strong personal character and a compassion for the community. Through volunteerism Germany creates citizens that are engaged and committed to the success of their communities. It also sets in motion opportunities to foster lifetime citizenry by increasing its social capital. 

CONCLUSION
Nobel Prize winning author Albert Camus (1947) wrote, “There have been as many plagues as wars in history, yet always plagues and wars take people equally by surprise.” However, the Federal Republic of Germany cannot afford to be surprised and unprepared for these or any other hazards. Attention has therefore been directed to natural events, technical failure/human error, and terrorism/crime/war, all having the ability to jeopardize the nation’s operability. 
The numerous agencies responding to natural and man-made emergency events in Germany have historically suffered from poor coordination of activities and a lack of communication which often led to duplication of efforts. Management of disasters was consistent with how law enforcement and security was managed in Germany. Communication and support was always available across all agencies; however, coordination was decentralized. While responsibility for environmental management is still managed locally, it is supported now by oversight and coordination at the national level through the GMLZ. In case of a national or international event, the Federal Agency of Technical Relief (THW) adds support.
Local disaster response is organized by the Federal States (Laender), a network of government authorities and private organizations. Institutions such as the German Red Cross (Deutsches Rotes Kreuz: DRK with .4 million volunteers), the Workers’ Samaritan Federation Germany (Arbeiter-Samariter-Bund: ASB), the Malteser Germany, the Order of St. John and the “German Lifeguard Association” (Deutsche Lebens-Rettungs-Gesellschaft: DLRG), local police departments and fire brigades with 1.2 million volunteers across Germany, all participate in emergency and disaster mitigation and recovery. The role of community organizations and municipalities in natural disaster prevention and mitigation is crucial. 
Disaster response drills are also carried out on a national level through the Federal Office of Civil Protection and Disaster Assistance (BBK) of the Federal Ministry of the Interior through LUEKEX (LänderübergreifendesKrisenmanagement Exercise). Developed in 2004 LUKEX, a series of national table top exercises for critical infrastructure companies, was launched to provide an opportunity for governmental and private companies to work together developing crisis management skills before a critical event takes place. The idea is that it will take joint efforts across government and private company lines to overcome a national emergency event that affects critical infrastructure; therefore bringing that players together prior to an event to work through scenarios will help to mitigate and recover from a possible future emergency event.
With that in mind, the German Federal Government places a high regard for collaborative Disaster Risk Reduction (DDR), as is evidenced by its national strategy focus of preserving its critical infrastructure.  The National Strategy for Critical Infrastructure Protection suggests:
· open risk communication among the state, companies, citizens and the general public, taking account of the sensitivity of certain information;
· co-operation among all stakeholders in preventing and managing incidents;
· greater self-commitment by operators as regards incident prevention and management;
· a greater and self-reliant self-protection and self-help capability of individuals or institutions affected
With this national policy and framework for disaster risk reduction Germany has worked hard to overcome the challenge of communication and support across all agencies. However, given the extensive network of government authorities and private organizations, more work is still needed if communication is truly to become seamless across all agencies. It has been relatively easy to engage citizens in efforts to prepare for, and mitigate natural events such as flooding, windstorms, blizzards and power outages. A challenge also exists in keeping citizens vigilant of terrorist activities, as the German people who until recent years had no reason to dwell on the topic of terrorism. However, the threat is very real, as evidenced by terrorist activities such as the foiled suitcase bombings in 2006 and the planned attacks by the Sauerland group in 2007. Germany is not simply a safe haven for Islamist terrorists; on the contrary, they have set their sights on Germany as a target. 
As natural events, technical failure/human error, and terrorism/crime/war present a continuum of emergency events, it remains imperative that Germany continue to study the array of possible consequences to better understand how to minimize negative outcomes. By drawing attention to these vulnerabilities and thereby raising awareness the outcome will be a better prepared individual, community, country for any hazardous event that may be encountered.
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