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Description

MPAD 6291. Homeland Security. (3)  In the wake of the events of September 11, 2001, this nation has struggled to both re-write its understanding of “security” within its borders and to re-organize its resources committed to maintaining that “security.”  Out of these efforts has emerged not only a new Department of Homeland Security, built from portions of more than a dozen other agencies and bureaus, but also a sense of insecurity in the American people.  This course is designed to explore both of these aspects:  the revamping of the bureaucracy responsible for “homeland security,” and the impact on the population of this sense of uncertainty within borders.  Students will examine the impact of these developments on state and local resources committed to “security” in communities, evaluating the strengths – and weaknesses – of the new “homeland security” efforts on the sub-national scale. (Fall).

Pre- or Co-requisites
None.

Objectives
Since this is a policy-focused course, students will gain an understanding of:  the demands which created the need for policy, the structure from which the policy is generated, and the extent to which the demands are met by the new structure being implemented for this purpose.  “Homeland Security” is a not a new concept, but it is being critically redefined.  This new definition is radically altering the demands which shape the policy process, as the agencies for such policy are re-structured to meet the newly defined policy parameters.  This, in turn, requires careful assessment to evaluate the ability of these new policy-making processes to meet the demands of a public which is becoming aware of the multitude of threats which exist to their security.  

Instructional Method
Lecture and discussion will be the primary method of instruction. Will also utilize hands-on projects, internet learning on the Department of Homeland Security’s web site, and guest lecturers. 
Texts

Since this is a very new field, some of our texts are collections of articles about homeland security, terrorism, and local response efforts, while others focus on a specific aspect of homeland security policy.  You will also be assigned materials to read from Internet sources.  All of the reading assignments are to be completed before coming to class, so that you can participate more fully in the discussions.  This is a “hot topic,” so the discussions should be very lively, and will certainly be enhanced by your reading the material ahead of schedule.

All of these texts are available in the bookstore, but, as usual, they did not purchase enough copies.  So buy your copies quickly, or check with Gray’s!

Homeland Security:  A Complete Guide to Understanding, Preventing, and Surviving Terrorism.  Mark 
A. Sauter and James J. Carafano.  (McGraw-Hill, 2005).
Annual Editions:  Homeland Security 04/05.  Thomas Badey, ed.  (Dushkin/McGraw-Hill, 2004)

Terrorism and Counterterrorism.  Russell D. Howard and Reid L. Sawyer, eds.  (McGraw-Hill, 2003) 

The 9/11 Commission Report.  Final Report of the National Commission on Terrorist Attacks upon the 

United States (Authorized Edition).

Defending the Homeland:  Domestic Intelligence, Law Enforcement, and Security.  Jonathan R. White  
(Thomson/Wadsworth, 2004)
One additional book is “recommended,” not required.  We will discuss this book, and it is both interesting and relevant, but not essential to your understanding of this course.  This is:

Aviation Insecurity:  The New Challenges of Air Travel.  Andrew W. Thomas.  (Prometheus Books, 

2003)
Exams and Projects 

Your grade in this class will be based on your success in four of the five different methods of evaluation offered.  I will give a mid-term exam, which you must take as one of your four grades.  The other three grades will come from your choice of the remaining four options.  These include two projects (which will be formally presented to the class), on-line certification tests for Emergency Management (you must complete two, which are provided – free – by FEMA), and a final exam.  Let me explain the three non-exam options briefly, and we can discuss the details in class


Project #1


 Since this class focuses, in part, on building an ability to develop both practical security measures and the ability to communicate the rationale for such measures to an employer, the first project offers you an opportunity to hone those skills in a practice exercise.  You will choose one of a list of buildings on campus, and prepare a report itemizing the security you would recommend for a hypothetical corporation planning to locate an office in that building.  These reports will be presented in class, and more details on this will be discussed in class and posted on the WebCT class site.  This project report will be due on September 26.  

Project #2


As a public policy class, this project will link your assessment of the threats and risks in the university community to the policy options which they may employ to meet those threats.  Homeland Security is seeking to link local, state, and national policy and responders together, in a coherent fashion.  As we will discuss, this has not been a wholly successful effort.  Your project here can add a level of policy clarity which will be useful to our local responders.  
You will assess, among other things:

1. the threat of disaster, man-made and/or natural, to this community

2. given the indicators, which threat poses the greatest risk

3. the vulnerability of the community to that threat

4. the cost of reducing that vulnerability

5. the role of first responders in alleviating the threat

Your report for this project will be 10-12 pages in length, double-spaced, and free of errors in punctuation, spelling, syntax and grammar.  Please include a reference page.  The report will be due on November 28.
On-line certification test for NIMS
Since most of you will be using this course to prepare for or improve your services in disaster management, one of the exams for certification in Emergency Management, offered on-line by the Federal Emergency Management Agency, will be required for approximately one fourth of your grade.  This exam is essential for certification in this state in Emergency Management, and passing it in the context of this course will facilitate your certification.  Since the exam is offered without charge on-line, this will be a simple but very useful form of testing for this course.
Exams
The mid-term exam will be an exam, given in class and completed within a week, typed.  The final will also be a take-home essay exam, given on the last day of class and due on the exam day at the time the exam is scheduled.  Each of the four grade options are worth 22% of your final grade.  The remaining 12% of your grade will be based on attendance and participation.  You will choose three of the options, and take the mid-term, since it is required.  If, for extraordinary reasons, you cannot take the mid-term exam at the time when it is scheduled, you must take the final instead.  
Grading Policy
A standard grading scale will be used (i.e. 90-100% = A; 80-89% = B; 70-79% = C; 69% and below = U).

Class Schedule


Security:  New Threat Assessment and Response
Aug. 22
Lecture:  Policy Challenge:  Assessing the Impact of 9/11



Readings:  
Forward/Preface in Dushkin text





Sauter & Carafano





“Homeland Security:  The American Tradition”







“The Rise of Modern Terrorism:  The Road to 9/11





“Terrorist Operations and Tactics:  How Attacks are Planned and 

Executed”
Badey



    
Article 2
“The Experiment Begins” 



      
Article 3
Stephen Brill, “A Watchful Eye” 




Article 4
Romesh Ratnesar, “The State of Our Defense” 

The 9/11 Commission Report, chapters 1 and 2
www.dhs.gov      read the FAQs about DHS, and then explore this site.  We will 

be using it often in this course!





http://www.homelandsecurityweekly.com/  This is a weekly newsletter, 

which you can ask to receive, or just check online, to see what is happening!
 
Concept of Homeland Security
Aug.29

Lecture: 
Overview of the Problem:  The Challenge of Creating a National Policy
Readings:  


Sauter & Carafano

“The Birth of Modern Homeland Security:  The National Response 

to the 9/11 Attacks”








“The Mind of the Terrorist:  Why They Hate Us”





“The Transnational Dimensions of Terrorism:  The Unique Dangers of the 

Twenty-First Century”







Sawyer and Reid
“Networks, Netwars, and Information-Age Terrorism,” John Arquilla, David Ronfeldt, and Michele Zanini, Sauter & Carafano




“Defining Terrorism,” Bruce Hoffman

The 9/11 Commission Report, chapters 3 - 5

Strategic Management Simulations to Prepare for VUCAD Terrorism
     article by Multiple Authors (6/22/2006)  Journal of Homeland Security

http://www/homelandsecurity.org  see Journal (on the right)
Explore the website http://www.terrorism.com
 and the Rand Corporation’s database on http://www.tkb.org
Organizing Homeland Security

Sept. 5

Lecture:  The Structure of the Department of Homeland Security

Readings: 



Badey
Article 5  
William Waugh, Jr. and Richard T. Sylves, “Organizing the War 
on Terrorism”  Public Administration Review





Article 7
“Requirements for a New Agency,”  Government Computer News
Article 8
“Homeland Security Funding Primer:  Where We’ve Been, Where We’re Headed,” Center for Arms Control and Non-Proliferation



Sauter & Carafano

“Homeland Security Roles, Responsibilities, and Jurisdictions:  Federal, State, 
and Local Government Responsibilities.”  





www.dhs.gov  -  organizational structure  





www.whitehouse.gov/news/releases/2002/01/20020125.html
 “Securing America’s Borders Fact Sheet:  Border Security”

Sept. 12
Lecture:  The Role of Religion and Intelligence in Homeland Security Issues


Readings:



Sauter & Calafano

“Al-Qaida and Other Islamic Extremist Groups:  Understanding Fanaticism in the 

Name of Religion.”









“The Digital Battlefield:  Cyberterrorism and Cybersecurity”








Sawyer & Reid





“Terrorism in the Name of Religion”  Magnus Ranstorp.  Terrorism and 

Counterterrorism




“The Cyberterrorism Threat”  Gregory J. Rattray





“The Real Intelligence Failure on 9/11 and the Case for a Doctrine for Striking 

First.”  Richard H. Shultz and Andreas Vogt





“Fixing Intelligence.”  Richard K. Betts


Badey
Article 34
Michael Scardaville, “Filling the Gaps in Security”





Article 27
“The Cyber-Terror Threat”




White, Defending the Homeland, chapters 1-2

Creating a National Strategy

Sept. 19
Lecture:  The National Strategy for Combating Terrorism  -  Strategic Intent



Readings:  http://www.whitehouse.gov/news/releases/2003/02/20030214-7.html
This is the website for the National Strategy for Combating Terrorism, released in 2003.  You should read this, but you need not download it.  Make notes, and come prepared to discuss.








Sauter & Calafano

“America’s National Strategies:  the Plans Driving the War on Global Terrorism 

and What They Mean”  






     
White, Defending the Homeland, chapter 3
Sept. 26
Lecture:  Flaws in the National Strategy -  Goals and Objectives



Readings:  
White, Defending the Homeland, chapter 4


http://www.homelandresponder.org/hrbrief_111.htm


http://www.homelandresponder.org/hrbrief_112.htm




First Project Due:  
Discussion of Project Findings

Oct. 3

Mid-Term Exam  -  1 ½ hours



Discussion of Project Findings  (after exam and break)

Oct. 10

Fall Break

State and Local Homeland Security

Oct. 18

Lecture:  Organizing Local Homeland Security

Guest Speaker

“First Responders”

Readings:  



Badey
Article 12
Frank Keating, “Catastrophic Terrorism – Local Response 

to a National Threat,” Journal of Homeland Security



     
Article 15
“States, Cities, Step Up Security and Squabble Over Costs” 



     
Article 16
Siobhan Gorman and Sydney J. Freedberg, Jr.  “A Burnt-

Orange Nation”  





Article 18
Brian Jenkins, “All Citizens Now First Responders” 




Article 19
Matthew C. Scheider and Robert Chapman, “Community Policing 

and Terrorism,” Journal of Homeland Security
Article 21
John R. Powers, “Managing the Response to a Major Terrorist 

Event,” Homeland Defense Journal








Sauter & Calafano





“Domestic Antiterrorism and Counterterrorism:  The New Role for States and 

Localities and Supporting Law Enforcement Agencies”





Defending the Homeland, chapter 5 




www.llis.gov   This is the Lessons Learned Information Sharing network for first 

responders created by DHS.  Check it out!


Vulnerability and Risk Assessment 
Oct. 25

Lecture:  
Threat Assessment:  Identifying Threats, and Creating a Matrix to Assess





Case Study:  Bioterror



Readings:  



Badey

Article 20
Julie Piotrowski, “Smallpox, Big Worries”





Article 25
Katherine Eban, “Waiting for Bioteror”








Sauter & Calafano





“Critical Infrastructure Protection and Key Assets:  Protecting America’s Most 

Important Targets”




www.cdc.gov  - read their material on bio-terror

Strategies for Combating Identified Threats

Nov. 1

Lecture:  
NIMS, the National Response Plan, and New Technologies 

Readings:




Badey

Article 23
John D. Cohen and John A. Hurson, “Modernizing 

Homeland Security”








Defending the Homeland, chapters 6 and 7





The 9/11 Commission Report, chapters 10 and 11




www.dhs.gov/nims




www.dhs.gov/interweb/assetlibrary/NRP_FullText.pdf
NIMS online exam:  http://training.fema.gov/EMIWeb/IS/is700.asp
You should go online and review the material for this course.  We will, given time, complete portions of the course in class.  You will enroll for this course online when you complete the online answer sheet for the final exam. 

Nov. 8 

Lecture:  The PATRIOT Act
Readings: 




Badey

Article 10
Steve Dunham, “Transportation Security 

Administration Faces Huge Challenges”

Article 11
Farhad Manjoo, “Total Information Awareness:  

Down, But Not Out”










Article 29
Valerie L. Demmer, “Civil Liberties and Homeland 

Security”





Article 30
Mary Zeiss Stange, “Homeland Security and the Lessons of Waco”





Article 31
J. Michael Waller, “Fears Mount Over ‘Total’ Spy System”

Article 33
“Heading in the Wrong Direction”  The Economist






Read at least a summary version of the PATRIOT Act online

The Future of Homeland Security

Nov. 15
Lecture:  The 9/11 Report  
Readings:
Chapters 12 and 13 of the 9/11 Commission Report 



www.fema.org

Read portion on Domestic Preparedness and the “Are You Ready” section.  

Choose one of the topic areas to discuss.

Nov. 22
Lecture:  FEMA  -  Natural Disaster Security  -  Guest lecture from FEMA
Readings:




Badey

Article 40
Harlan Ullman, “Defusing Dangers to U.S. Security”







Sauter & Carpano



“Incident Management and Emergency Management:  Preparing for When 

Prevention Fails”





“Business Preparedness, Continuity, and Recovery:  Private Sector Responses to 

Terrorism”





“Public Awareness and Personal and Family Preparedness:  Simple Solutions, 

Serious Challenges”





www.fema.org

Read portion on Domestic Preparedness and the “Are You 

Ready” section. Choose one of the topic areas to discuss.




www.usfa.fema.gov/index.shtm -  read about fire preparedness

Nov. 29
Lecture:  Applying What We’ve Learned, since 9/11

Readings:




Badey

Article 40
Harlan Ullman, “Defusing Dangers to U.S. Security”





Sauter & Calafano

“The Future of Homeland Security:  Adapting and Responding to the Evolving 

Terrorist Threat While Balancing Safety and Civil Liberties”


Second Project Due 


Presentations begin
Dec. 6

Discussion of Second Projects/completion of Presentations

Final Exam

Tuesday, December 13
Academic Integrity
Students have the responsibility to both know and observe the requirements of the UNCC Code of Student Academic Integrity.  This Code forbids cheating, fabrication or falsification of information, multiple submission of academic work, plagiarism, abuse of academic materials, and complicity in academic dishonesty.  Any special requirements or permission regarding academic integrity in this course will be stated by the instructor, and are binding upon the students.  Academic evaluations in this course include a judgment that the student’s work is free from academic dishonesty of any type; and grades in this course therefore should be and will be adversely affected by academic dishonesty.  Students are expected to report cases of academic dishonesty to the course instructor.  
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