Public Sector Incident Response

Week 1: MODERN EMERGENCY MANAGEMENT (EM) FOR PUBLIC ENTITIES
Emergencies are unpredictable – they can happen to anyone, anywhere, at almost any time.  They can wreak havoc and destruction, or they can pass through with just some minor inconvenience.  To complicate matters further, hazards are continually changing because of many factors, including political environments, scientific advances and weather pattern changes.  Due to these changes, organizations are never fully protected from risks, even with comprehensive risk mitigation and control programs in place.  

 

A compelling example of this type of exposure can be seen in disaster planning efforts that are centered on special needs such as children and pets.  After Katrina, pet care disaster planning efforts were implemented when many pets were left behind.  Only after issues with lost and wandering pets occurred did an answer to the pet problem surface, and even then, another group was still not yet identified by disaster planners – the special needs of children were forgotten until years later.  

To ensure that we are as best prepared for emergencies as possible we must continually reevaluate hazard conditions and adjust protective capabilities to answer new threats.  The ability to adequately answer emergency management needs requires that trained EM practitioners develop critical thinking and assessment skills.  This week the student will learn techniques to enhance assessment capabilities and apply strategic measures to answer issues that may be faced during a disaster, and about the need for emergency managers to adopt new ways of addressing the challenging issues that an incident brings.  

 

Learning Objectives

By the end of this week, the student should have an understanding of:
· The need for emergency management principles, structure, and flexibility

· The unpredictability of emergency management hazards, and the requirement for new risk control methods and technologies to answer challenges 

· Specialized needs in the field of emergency management that have resulted from changing conditions following the September 11 terrorist attacks and Hurricane Katrina

· Federal, state, local, and private organizational resources to help in addressing changing needs in emergency management
 -------------------------------------

Lesson Commentary and PPT Slides Summarizing Key Lesson Points
 

MODERN EMERGENCY MANAGEMENT (EM) FOR PUBLIC ENTITIES
Welcome to the first class of the Public Sector Incident Response course. This first class will expose you to the principles of modern emergency management and incident response and will define the need for a modern approach to the application of emergency management and incident response practices. Please keep these principles and practices in mind as we progress in the EM arena in future weeks of this course.  

Also as you begin to read materials in the field of emergency management, be sure to notice that there are differences between the old world of emergency management—FEMA’s Federal Response Plan (FRP)—and the new world, under the Department of Homeland Security’s (DHS) National Response Framework (NRF). Much of what you will read in pre-2004 documents will refer to the principles well established by the FEMA and the FRP, which have been around for ten years, and new materials will reflect the National Response Framework (NRF).  
Be sure to remember the National Response Framework is not a plan. It is the volume of planning fundamentals.  This document provides comprehensive, national “all-hazards” approach to incident management. It provides the groundwork for developing a plan.
A Brief History.  In 2007, FEMA organized and directed a working group of 12 emergency management academics and professionals who agreed on the “principles of emergency management.”  These principles are widely accepted in the emergency management community, and are endorsed by the Emergency Management Institute (EMI), the International Association of Emergency Managers (IAEM), the National Emergency Management Agency (NEMA), the National Fire Protection Agency (NFPA) 1600 Committee, and the Emergency Management Assessment Program (EMAP) Committee.  Formal adoption by the FEMA is in process.  Working group member information can be found in the IAEM website publications.
The principles of emergency management are listed below, and will be discussed further throughout the course.  The principles were written to help facilitate effective operations and management during emergency situations.  Through lessons learned from collaborative exercise efforts, the emergency management community began to understand the value of these principles in their work efforts.  These principles can be equally valuable when applied to emergency management efforts within an organization.   
Principles of Emergency Management
Emergency Management must be: 

1. Comprehensive emergency managers consider and take into account all hazards, all phases, all stakeholders and all impacts relevant to disasters. 

2. Progressive emergency managers anticipate future disasters and take preventive and preparatory measures to build disaster-resistant and disaster-resilient communities. 

3. Risk-Driven emergency managers use sound risk management principles (hazard identification, risk analysis, and impact analysis) in assigning priorities and resources. 

4. Integrated emergency managers ensure unity of effort among all levels of govern​ment and all elements of a community. 

5. Collaborative emergency managers create and sustain broad and sincere relation​ships among individuals and organizations to encourage trust, advocate a team atmo​sphere, build consensus, and facilitate communication. 

6. Coordinated emergency managers synchronize the activities of all relevant stake​holders to achieve a common purpose. 

7. Flexible emergency managers use creative and innovative approaches in solving disas​ter challenges. 

8. Professional emergency managers value a science and knowledge-based approach based on education, training, experience, ethical practice, public stewardship and con​tinuous improvement. 

Keep these principles in mind as we progress in the EM arena in future weeks of this course.
Why is Emergency Management important to Continuity of Operations?
Emergency Management and Business Continuity are both risk driven.  Business Continuance relies on the availability of resources to support operations, and emergency management helps to ensure the safety and security of those needed resources.  A disaster or emergency event can directly damage physical resources such as facilities, power lines, and computer networks, or it can also indirectly threaten supporting infrastructure by harming workplace supplies and essential personnel.  Emergency management helps to lessen negative disaster impacts, protect life and human safety, and help ensure a secure environment in support of business continuance.  
Conversely, emergency management programs are also reliant on continuity of operations programs.  Emergency response and recovery capabilities are supported and enhanced by continuity of government operations and emergency services.  Different types of government agencies provide support to emergency services in many ways.  Some more obvious examples are law enforcement and fire/rescue services, transportation avenues and transport services, and medical services.  Further behind the scenes and less visible, agencies offer financial support, logistics, IT tech support, legal and contractual services, and more.  (Suggestion; research what levels of support is provided by your agency or from agencies around you) 
Public agencies are not the only source of emergency management support; we all rely on the private sector for critical infrastructure support.  This means that a relationship between public and private sectors must be developed, maintained and supported throughout each phase of emergency management.  Planning ahead and practicing how this relationship works is important to ensure that roles, responsibilities, methods of response and even terminology are understood and agreed on.  The principles that address integrated, collaborative and coordinated emergency management can be applied to support the increased interrelationship between Emergency Management (EM), Business Continuity (BC), and Homeland Security (HS). 

Why is EM important to Public Sector Continuity of Operations?

Continuity of operations is important in both the public and private sectors, and that level of importance varies within each of those sectors at different times.  While some public sector agency functions might be discontinued during a catastrophic emergency, other functions would actually increase in importance.  

For instance there may not be lines at motor vehicle agencies to renew registrations, but law enforcement will still be accessing driver’s license photos behind the scene.  

In the private sector, how well we respond to emergencies can be a differentiator between organizational stability and failure.  Financial stability rests on the capability to continue business operations, protect reputation and brand, and continue with product and service provisions.  More importantly effective emergency response can help ensure the safety and security of employees and other stakeholders.  

In the public sector effective emergency response can mean life protection of a larger segment of the population.  Government agencies serve a vast number of public citizens, and many government entities support public safety.  It is imperative that we ensure safety of the general populace as well as the safety of employees and other organizational stakeholders.  While most of our nation’s critical infrastructure resources are controlled by the private sector, some critical infrastructure that is essential to public safety is managed by the government.  State and local government operations continuity programs can support the performance of National Essential Functions (NEF’s) by ensuring that support of those functions is available during catastrophic events.  

What is modern emergency management?

The world has changed a great deal since before the turn of this century and changes continue to develop at an increasing pace.  New threats have surfaced, both natural and manmade.  New technologies have been created to protect and mitigate against those threats, and new methods of response to those threats have been developed.  In order to manage these changes, emergency managers must think openly and remain flexible in their work.    

To answer changing needs in emergency management the National Response Framework (NRF) was developed as guidance for all-hazards response throughout the nation.  This framework replaces sections of the National Response Plan, substituting flexible, scalable response options for constrained directional guidance.  The plan directs that a doctrine of tiered response be used, which means that low jurisdictional levels should manage incident response.  Generally this direction agrees with current practices in which incident response is managed locally.  After all, which level of responders are usually on the incident scene first? 

Local response is not a new concept.  This week's reading assignment states that "All disasters are local." Yet the way local disaster response is conducted has changed, and during large scale events, all levels of emergency management often come to the aid of the local disaster. The interaction between multiple governmental levels has grown and needs to be managed.  First responders now use the National Incident Management System's Incident Command System (ICS) as method of response, to ensure that communications and coordination between responders can be handled effectively, regardless of agency affiliations or event type or size.  More information and free training on ICS can be found on the Emergency Management Institute (EMI) IS 100.a course website.  

The NRF states that "Governments at all levels have a responsibility to develop detailed, robust, all-hazards response plans."  That not only means that public first responders need to plan well, but that all public organizations do.  It is important those first on the scene are capable of responding well.  In an organization the first persons on the scene are most likely to be permanent staff members.  It is important that plans be developed to direct all staff members in the event of an emergency.

The NRF Incident Annexes support the direction from the NRF that an all-hazards approach be applied to emergency management, but that individual hazard needs also be addressed.  This is significant, because an all-hazards approach can simplify planning and response efforts, but a global view can also miss some pertinent information regarding individual hazards.
What types of organizational issues and risks are faced in managing emergencies?

The risk that comes to mind for many private sector managers is loss of financial stability and operational control.  It is important to also include risks to life safety and security and to prioritize them at the top of the list. Many public organization missions mention public safety, from law enforcement, transportation, health, human services, or other perspectives.  Continuity of operations for these organizations is directly related to protection of life safety and security.  Emergency management practices of public organizations include management of staff and internal stakeholders, and also management of the public and other external stakeholders.   

Emergency management brings many challenges that make human safety assurance difficult.     Loss of human life or capital can be caused by loss of or damage to facilities, resources, reputation, business functionality, stakeholders, and/or suppliers.  It is important that emergency management plans take potential loss factors into account in order to help ensure that risks do not result in operations continuity disturbances, especially those disturbances that result in threats to public safety.  

In additional to public safety and financial risks, legal risks must also be noted and addressed.  Public organizations have legal responsibilities that must be answered, sometimes regardless of an event’s occurrence.  These responsibilities must be identified, and methods to ensure continuance of operations to satisfy those responsibilities must be implemented.   

Other risks are not as tangible or easily identifiable as those above.  For example opportunity risks, risks to brand and reputation affect public organizations just as they do in the private sector.    Not only must human resources be available to mitigate these risks, but they must be well trained in response efforts and they must be well qualified and effective in managing the response function.  Not only must plans be available, they must be kept updated, maintained, and stored securely yet available when needed.  
Why is a new approach to EM important?
Emergency management planning has been practiced for years, yet even when plans are well maintained they can fall short of risk mitigation and response/recovery needs.  Not only do emergency management plans require regular updates, emergency management programs also need to dynamically answer changing global and local conditions.  New threats, new resources, and new methods to control threats require continual expansion of emergency management programs and practices. 

New methods of emergency management are necessary in order to address changing threat conditions, growing response methods, and evolving technologies.  The threat of terror has grown, with internal and external threats increasing.  Natural hazards have always been around, but we have built more numerous, larger, and more complex structures that need to be protected.  New methods of attack are being employed by those seeking to do harm, to steal valuables, or just to amuse themselves.  For instance, the cyber revolution has brought with it improvements to life, but it has also brought risks to disruption of business and life as we know it. 

Our information technology infrastructure now controls a great deal of our critical infrastructure and resources we use on a daily basis.  Water, power, entertainment, finances, food distribution, transportation signals, transit systems, and more are all controlled with the use of computing systems.  Our telecomm infrastructure supporting technology systems hosts vulnerabilities such as unlocked fiber wells and junction boxes, application back doors, and human error or purposeful attack.   But telecomm is just one area of support for computing systems, which in turn support life safety, financial stability and organizational continuance and success.  There are many more areas of support, as defined in the National Infrastructure Protection Plan Sector Specific Plans. 

Fortunately, with changing threats come changing response methods and new technologies, though usually with some delay.  Before threats can be answered, they must be understood, which can take time.  For instance, some cyber threats exist in the background of IT systems for months or longer before they are detected, and terrorists patiently wait for the right moment or to build attack plans and methods that we have not yet seen.  We cannot respond to threats we do not know; we can only try to diligently uncover new threats and respond as quickly as possible as they’re uncovered. 
This delay means that we are and never will be fully protected and that emergencies will continue to occur in new and unique ways.  To ensure that we remain as best protected as possible, we must continually improve our emergency management practices.  What is learned and used today will not entirely be what is used later; however, a good base knowledge coupled with an open mind and creative thought processes can help us to remain as safe as possible by continually finding new approaches to emergency management. 

Where can I find resources to learn more about the emergency management discipline?
There are many free resources available to support business continuity, infrastructure protection, and emergency management efforts.  This list is not inclusive, though the listings will give you a good idea of the kind of resources that are available.  Begin to do some websurfing for additional resources as needed, and peruse the web pages of emergency management related sites to locate additional free information.  Remember these sites for future course use.  Some sites require membership for those affiliated with emergency response.  
The Homeland Security Digital Library (HSDL)
Lessons Learned Information Sharing (LLIS)
FEMA Homepage
The FEMA (online) Library
FEMA's Emergency Management Institute (training)
Homeland Security Exercise and Evaluation Program
Digital Dan’s Disaster webpage
Natural Hazards Research and Applications Information Center
University of Delaware’s Disaster Resource Center (DRC)
Texas A&M Hazard Reduction and Recovery Center
The Disaster Center
DHS Disaster Help
Public Entity Risk Institute
Information Portal for Government
National Emergency Management Agency
International Association of Emergency Managers
Disaster Preparedness and Emergency Response Association
FEMA Acronyms Abbreviations and Terms
FEMA Glossary
Happy Websurfing!
Required Readings

1. Introduction to Emergency Management, Chapters 1 and 15

2. National Commission on Children in Disasters Report – Read the Forward Statement
3. Principles of Emergency Management
 

Essay

Investigate emergency plan types, such as Emergency Operations plans, Crisis Communications plans, Evacuation plans, etc.  Review some of the plan sections, and determine why certain sections might have been included in the plan.  Comment on issues you think the plan sections might be answering, whether you feel plans are well written in a concise and effective manner, and which sections or components of the plans might be useful during an emergency.  Explain your reasoning.  

The electronic forum for discussion will become accessible Monday mornings, and close at 11:55 PM on Saturdays. Your instructor will Post (start) the Discussion thread by Monday of each week. Reply with your input for each of the following questions:

Discussions

Discussion Question 1:

Does your organization have emergency plans to protect the workers, the building, or the organization? From perusing the document(s) what seems to be the priority?  How do your organization’s plans support or interact with the plans of other government agencies?  Are there missing components to any of the plans?  When is the last time you or your workers had a fire drill or other disaster exercise?  Is your organization prepared for a disaster?

Discussion Question 2:

What are the reasons for emergency/disaster contingency funds? Do governmental /jurisdictional organizations have a requirement to have a contingency fund? (What’s the history?) If not, should they? Are government organizations responsible to provide contingency funds for businesses? What is the role of insurance companies in “bailing out” the impacted [people, infrastructure, businesses]? Is only government responsible for restoring public order after a disaster? Should it be?  

