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1 [image: image2.wmf]General Instructions

Each Monday open the seminar Outline page and click on the link for the appropriate week.  Read the lecture, commentary, textbook reading and any outside reading assigned.  Look at the discussion questions for that week and participate in discussions between Monday and Saturday.  By two Saturdays after the start of each week, submit that week’s paper assignment.  In weeks 7 and 14, complete exams 1 & 2.  At the end of week 15, hand in your finalized Organizational Emergency Management Plan.

2 Public Sector Incident Response Seminar Description

The Public Sector Incident Response course teaches participants how to respond to incidents that affect government agencies and how to develop emergency response plans at their own organizations, with a focus on human safety and protection.  This is the second in a series of Continuity of Governmental Operations courses designed to prepare governmental officials at the local, state, and federal level to develop, implement, and maintain continuity of operations programs at their agencies.  This course also prepares participants for the FEMA Master Continuity Practitioner certification.

More and more agencies are realizing that it is critical to have quality emergency management plans in place, as an essential part of business continuity planning and to answer insurance or regulatory requirements. This course is designed to expose the student to the full spectrum of emergency management, from plans and preparedness to recovery and mitigation, at multiple levels—from local to Federal.  

The over-arching premise of this graduate course is that governmental crisis management is a strategic management function with the objective of protecting a company’s most valuable resource—its people—and ensuring the long-term survivability and economic success of the organization. More and more businesses are recognizing the value of specific training and education in the fields of emergency management (EM) and business continuity (BC). 

This course will be focused on the participant’s organization and community, and will follow the Norwich University School of Graduate Studies experiential learning model. Instruction will expose the student to the principles of modern emergency management while generating usable products for his/her organization or company.  Topics explored include the following:

1. Hazard Identification and Risk Mitigation

2. Information Sharing and Inter-Agency Collaboration

3. Safety and Security Considerations in Emergency Management

4. Emergency Command and Control Functions

5. Emergency Management Planning Cycle Overview

6. Organizational Emergency Response and Recovery

7. Crisis Communications

8. The Human Component of Emergency Management

3 Required Texts  

Lindell, Michael K., Prater, Carla & Perry, Ronald W., 2007, Introduction to Emergency Management, John Wiley & Sons, 584 pp., ISBN-10: 0-471-77260-7.

Hoffman, Judith C., 2008 (4th Ed.). Keeping Cool on the Hot Seat: Dealing Effectively with the Media in Times of Crisis. Four C’s Publishing Co., Highland Mills, NY., 244 pp., ISBN-13: 978-0-9709014-2-2.

Waugh, Jr., William L. & Tierney, Kathleen, 2007, Emergency Management: Principles and Practice for Local Government (2nd Ed.) 360 pp., ISBN: 978-0-87326-719-9.

National Fire Protection Association. 2007. NFPA 1600, Standard on Disaster/Emergency Management and Business Continuity Programs. NFPA. Quincy, MA. 51 pp. 

4 Topics
	Week
	Weekly Topic Outline

	Week 1
	Modern Emergency Management (EM) for Public Entities

	
	The need for emergency management principles, structure, and flexibility

	
	The unpredictability of emergency management hazards, and the requirement for new risk control methods and technologies to answer challenges 

	
	Specialized needs in the field of emergency management that have resulted from changing conditions following the September 11 terrorist attacks and Hurricane Katrina

	
	Federal, state, local, and private organizational resources to help in addressing changing needs in emergency management

	Week 2
	Emergency Management as a Continuity of Operations Function

	
	         Interaction with First Responders and Other Emergency Response Support

	
	o   IAEM Principles of Emergency Management

	
	o   How to Support First Responders

	
	o   How to Avoid Creating Difficulties for Responders

	
	o   Information Sharing between State and Local First Responders

	
	         Overview of Agency Incident Management 

	
	o   Command and Control

	
	o   Phases of Incident Management

	
	o   Organizational Responsibilities in Each Phase

	
	o   Resource Needs to Answer Responsibilities

	Week 3
	Incident Response Information Sharing and Inter-Agency Collaboration

	
	         Emergency Operations Centers

	
	o   Internal to the Organization

	
	o   External and/or Shared with Responding Agencies

	
	         Defining and Building Relationships with Stakeholders

	
	         Information Sharing Methods and Tools

	
	         Information Security Concerns

	Week 4
	Federal and Outside Support of Emergency Management Practices

	
	         Federal Support:

	
	o   NIMS ICS

	
	o   NRF

	
	o   Other

	
	         Support from other State and Local Agencies

	
	         Outside Support 

	
	o   Volunteer and Non-Profit Organizations’ Roles

	
	o   Private Sector Support – Businesses and Utilities

	Week 5
	Safety and Security Considerations in Incident Management

	
	         Continuity of Operations Priorities – Safety First

	
	         Safety Training 

	
	         Safety and Security Concerns

	
	         Safety Action Checklist

	Week 6
	Emergency Management Planning Cycle Overview – Writing a Plan

	
	         Typical Emergency Management Plan Components 

	
	         Example Incident Response Plans

	
	         Constructing Components to Answer Organizational Needs

	
	         Integrating the Response Plan with other Organizational Emergency Plans

	Week 7
	Emergency Management Project Planning – Plan Development Tasks

	
	         Identify Stakeholders and Obtain their Approval

	
	         Identify and Schedule Resources

	
	         Conduct Assessments

	
	         Review Related Plans

	
	         Establish Relationships with all Stakeholders

	
	         Define Business Continuity Support Needs in the Response Process

	
	         Document Methods of Protection for Employees and other Stakeholders

	Week 8
	Hazard and Risk Management

	
	         Hazard Identification 

	
	         Vulnerability Analyses

	
	         Determination of Risks

	
	         Risk Mitigation and/or Avoidance

	Week 9
	Crisis Communications in Emergency Situations

	
	         Public Relations and the Media

	
	         Public Image

	
	         Information Sharing Needs

	
	         Privacy Concerns

	
	         Components of a Crisis Communications Plan

	Week 10
	Emergency Response and Recovery

	
	         Defining Response and Recovery

	
	o   Response and Recovery Components in a Plan 

	
	o   Writing Response and Recovery Checklists

	
	         Post Event Analysis  and Process Improvement

	
	o   Discussion of Response Successes and Fail Points

	
	o   Determination of Improvement Areas

	
	         Evacuation and Sheltering Practices 

	
	         Training Staff to Respond

	Week 11
	The Human Component

	
	         Organizational Culture and Crisis Management

	
	         Human Reactions to Disaster

	
	o   Fear

	
	o   Trauma

	
	         Employee and other Stakeholder Services and Programs

	
	         Family and Personal Issue Support Planning

	Week 12
	After Actions/New Preparations

	
	         Discussion of Response Successes and Fail Points

	
	         Determination of Improvement Areas

	
	         Plan Review, Maintenance, and Updates

	Week 13
	Developing and Implementing Emergency Exercises

	
	         Defining emergency based Walkthroughs, Tests, Exercises

	
	         Emergency based Test and Exercise Components

	
	         Resources and Guidance for Test and Exercise Development and Implementation

	Week 14
	Legal and Ethical Considerations of Emergency Management

	
	         Ethical Responsibilities 

	
	         Legal Responsibilities for Responders

	
	o   Privacy  and Safety Laws 

	
	o   Laws Requiring Response

	
	         Legal Liabilities for Responders

	
	         Protective Laws and Regulations:

	
	o   Federal Volunteer Protection Act

	
	o   State and Local Protective Laws and Regulations – What about your state?

	
	o   Limits of Protective Laws (they do not pay court costs or protect reputation)

	
	o   Policies and Requirements Guiding Incident Management Practices

	Week 15
	Conclusion and Delivery of the Final Project

	
	         Discussion of Current Events and How Organizations Might be Affected

	
	         Responsibilities Beyond the Plan

	
	o   Continuous Improvement and Corrective Actions

	
	o   Management Understanding and Buy-in

	
	o   Staff Training

	
	o   Continued focus on safety, security, organizational continuity, and public support
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By the end of this seminar, students will be able to:

· Become conversant with the principles of emergency management and prepare to work with the main emergency management issues;

· Be able to explain how various emergency management services work together in a system of resources and capabilities, preparedness and response;

· Work with the principles of emergency response planning, training and exercising, emergency management, disaster response, and crisis communications;
· Understand some of the legal and ethical considerations in emergency management;
· Investigate the range of hazards, both natural and manmade;
· Examine the steps and sequences of risk and vulnerability assessments;
· Become familiar with myriad aspects of media, public image, and public relations; and

· Understand the human component of disasters;

· Prepare a fundamental emergency management plan for a governmental agency; 
· Describe the training and exercises necessary to implement, maintain, and improve the plan.
