Session No. 13

Course Title: Hazards Risk Management
Session Title: Scope Community Vulnerability
Time: 3 hours

Objectives:

13.1 Provide an Overview of Hazard Vulnerability


13.2 Discuss the Four Principal Vulnerability Factors in Detail


13.3 Explain the difference between vulnerability and exposure


13.4 Define critical infrastructure and explain what makes infrastructure critical

13.5 Explain how the value of community facilities is estimated

13.6 Define risk perception and explain its role in community vulnerability

13.7 Explain how emergency management capacity impacts risk and vulnerability

Scope:

This three-hour session addresses a wide range of topics related to assessing a community’s vulnerability to hazard risks.  The instructor will introduce participants to the processes by which planners determine and measure those factors which contribute to or reduce the propensity of a community to incur negative impacts from a particular hazard.  Students will consider four principal vulnerability factors, namely: physical; social; economic; and environmental.  Students will also learn the difference between hazard vulnerability and hazard exposure.  Critical infrastructure, whose protection is key to community resilience and therefore is a component of vulnerability, is also discussed.  Risk perception, which influences community capacity, follows.  Finally, participants will discuss how a community’s capacity to manage disaster events that do occur is closely tied to the vulnerability of all community stakeholders.  Participant interactions will be included in this session.  
Readings: 

Participant Reading:

FEMA. 2001. State and Local Mitigation Planning How-To Guide. Understanding Your Risks: Identifying Hazards and Estimating Losses. FEMA 386.2. http://www.fema.gov/library/file;jsessionid=8F9A7C592324CE9455640247CF0E01BC.WorkerLibrary?type=publishedFile&file=howto2.pdf&fileid=f11f7eb0-43e0-11db-a421-000bdba87d5b 

Department of Homeland Security (United States). 2008. A Guide to Critical Infrastructure and Key Resources Protection at the State, Regional, Local, Tribal, and Territorial Level. http://www.dhs.gov/xlibrary/assets/nipp_srtltt_guide.pdf
Instructor Reading:

FEMA. 2001. State and Local Mitigation Planning How-To Guide. Understanding Your Risks: Identifying Hazards and Estimating Losses. FEMA 386.2. http://www.fema.gov/library/file;jsessionid=8F9A7C592324CE9455640247CF0E01BC.WorkerLibrary?type=publishedFile&file=howto2.pdf&fileid=f11f7eb0-43e0-11db-a421-000bdba87d5b 


Department of Homeland Security (United States). 2008. A Guide to Critical Infrastructure and Key Resources Protection at the State, Regional, Local, Tribal, and Territorial Level. http://www.dhs.gov/xlibrary/assets/nipp_srtltt_guide.pdf

General Requirements:

Power point slides are provided for the instructor’s use, if so desired.

It is recommended that the modified experiential learning cycle be completed for objectives 13.1 to 13.7 at the end of the session.


General Supplemental Considerations:


n/a

Objective 13.1: 
Provide an Overview of Hazard Vulnerability.

Requirements:

Provide an overview of hazard vulnerability.  Facilitate student interactions that expand upon the class lessons.

Remarks:

I. In Session 2, students explored the concept of risk, and its components Likelihood and Consequence.


A. Risk is, in essence, a measure of how likely it is that a hazard will result in an actual disaster event, and what the outcomes of such an event if it were to occur.


B. However, there is another external factor, vulnerability, that has a direct influence on hazard risk, and which therefore must be examined.  


1. It is vulnerability that shapes the likelihood and consequence components or risk.  


2. Vulnerability is not the outcome of the risk equation – it is the determinant factor behind it.


II. Vulnerability is defined as “a measure of the propensity of an object, area, individual, group, community, country, or other entity to incur the consequences of a hazard.” (Coppola, 2011) (see Slide 13-3). 



A. In order to accurately measure vulnerability, planners will need to consider a combination of factors or processes, each of which is described below and in the remaining objectives of this session.  


B. Each one of these factors influences the degree to which the likelihood and/or consequences components of risk are increased or decreased.

C. It is important to keep in mind that vulnerability is distinct between individuals, families, groups, neighborhoods, religions, ages, and many other designations.


D. However, vulnerabilities are also collective in the community, and oftentimes in a state, region, or even within the country as a whole and on a global scale. (See Slide 13-4)


E. In the field of emergency management, these concerns are related to natural, technological, or intentional hazards.

F. Ask the Students, “When the Chernobyl nuclear accident happened in Ukraine in 1986, it affected many countries around it.  What can be said about the vulnerability of the surrounding countries at the time?” (See Slide 13-5)  

1. Following this event, wind brought radioactive fallout far from the damaged reactor.

2. The plume ultimately reached throughout the Soviet Union, Europe, and even the eastern part of the United States.

3. The neighboring country Belarus received approximately 60% of the radioactive fallout (NRC, 2009).

4. This accident was the result of poor nuclear safety practices.  While Ukraine was directly affected by this vulnerability factor (social vulnerability, described in detail later), all of the affected countries were also affected in a collective manner.

5. Ask the students, “What vulnerabilities do we face as Americans due to the behaviors or actions of our immediate and global neighbors?”

6. Ask the students, “How is vulnerability affected by the actions and capacities of neighboring communities, and how much should this play into the measurement of risk in one’s own community?”  

i. Students should recognize that the vulnerability of neighbors does influence the community’s hazard profile.  

ii. It also influences response requirements, even for events that don’t directly impact one’s own community.  In many disasters, communities that are not directly impacted become recipients of evacuees, and face mass care response despite not being in the direct impact zone of the disaster.

iii. This was true throughout the United States following Hurricane Katrina when hundreds of thousands of evacuees traveled to communities in all fifty states, a great many of which were nowhere near the disaster itself.

III. There are three components that define a community’s vulnerability, namely (See Slide 13-6): 


A. The community’s hazard portfolio


1. The hazard portfolio was defined in previous sessions.  


2. Hazards shape societies in the same manner that societies create and limit hazard risk.  


3. An individual, and a society, can only be vulnerable to a hazard that exists – therefore it is the existence of the hazard that brings about the vulnerability in the first place.


B. The capacity of the their emergency management structures to manage disasters


1. Vulnerabilities are limited by the compensation we make as societies in terms of developing emergency management systems and structures.


2. Emergency management capabilities and capacities are shaped by societies need for their services.  That need is primarily a factor of vulnerability.


3. This factor is addressed in Objective 13.7.


C. The four vulnerability profiles: 

1. Physical


2. Social


3. Economic


4. Environmental

IV. By addressing those factors that make a community vulnerable, or conversely, resilient, a community can significantly reduce their risk by reducing the likelihood that a hazard results in a disaster, or ensuring that negative consequences are reduced or eliminated in the event that a disaster event does in fact occur.

A. The hazards risk management process focuses on ways in which these vulnerability factors may be identified and understood.  


B. Mitigation measures address individual, facility, community, or even regional vulnerabilities by changing the nature of the interaction between humans, property, buildings, and other components of society with the various hazards that exist.


C. The remainder of this chapter will focus on what those different vulnerability factors are, and how they may be better understood.

Supplemental Considerations

n/a 



Objective 13.2: Discuss the Four Principal Vulnerability Factors in Detail

Requirements:

Discuss each of the four vulnerability factors in detail.  Facilitate student interactions to expand the practical understanding of these four factors.

Remarks:

I. The Physical Profile (See Slide 13-7)


A. Physical vulnerability generally involves what in the built environment is physically at risk of being affected. 


1. The choices societies make about placing structures, transportation routes, and populations either in or out of harm’s way effectively determine physical vulnerability. 


2. For instance, in Northwestern California, there is little option in the placement of highways and other main roads than to place them in areas where avalanches, land-sliding, and rock falls are common.  


3. However, certain actions can be taken to reduce the vulnerability to such events, including slope stabilization, slope monitoring, and deflection systems.


B. As populations move into areas of high risk of disaster, their physical vulnerability increases.


C. The physical profile of a community, which dictates its physical vulnerability, is generally considered to be a collective examination of three principal components: 


1. Geography and Climate


2. Infrastructure


3. Populations


D. Knowledge of each of these three components helps planners to determine not only the hazards that are likely to occur, but also how those hazards’ consequences will manifest themselves.


E. The geography and climate component of the physical profile includes the natural makeup of the area of study. 


F. Geography and climate are inevitable – we live where we live because of it, or in spite of it.


1. The economic and industrial benefits provided by many high-risk locations prompt populations to move into such zones, but by doing so, the residents increased their exposure to many different hazards they might otherwise avoid.


i. Ask the Students, “Describe some hazard-prone areas that populations are often attracted to because of some other financial or livelihood-related benefit.” 


ii. Students can draw examples from the reading assignment.


iii. Students should be able to describe measures that these populations have taken to mitigate their risk from the hazards they now face as a result of their decision to move into a higher-risk area.


iv. For instance, students may describe the decision many in agricultural livelihoods make to move onto the slope of an active volcano or into the floodplain.


a) Because volcanic soil is highly fertile, many farming communities locate there to ensure their economic well-being.


b) Farmers plant their crops in the floodplain because these areas have plentiful access to nearby water, because the land tends to be level, and because the frequently-flooded land tends to be rich in nutrients.  It may also simply be available or low-cost due to knowledge about the risk that exists on the property (or the fact that land-use planning prevents any residential or commercial development.)


c) People may also be unaware of the risk, and are living there without knowledge of the potential consequences they would face should the volcano erupt or the flood occur.


d) Students may have other justifications or reasons to provide that explain why agricultural communities might locate in such otherwise risky land. 


2. To understand the geographic and climatic factors related to physical vulnerability, planners must investigate all of those aspects of the natural environment that influence the hazard profile.  Examples include:


i. Land cover (vegetation)


ii. Topography


iii. Water resources (lakes, rivers, streams, reservoirs, etc.)


iv. Climate (wind, rainfall, temperature)


3. Ask the Students, “What are some other aspects of the geography that influence the physical vulnerability of a community?”  The assigned reading includes many other examples, and students may provide answers from their own knowledge and experience.  


4. The instructor can follow this question by asking the Students, “What aspects of our own geography influence our hazard profile?”  The instructor should indicate if this question is regarding the geography of the school, the community, the State, the country, or some other designation.


G. The infrastructure components of the physical profile look at what infrastructure exists, and how it would respond to a disaster.  In essence, this factor considers the interaction between people and the land. 


1. The infrastructure component of the physical profile is influenced by building codes, adherence to the law, and law enforcement.


2. This profile is diverse, and is often generalized for regions. 


i. Ask the Students, “What are some of the common contributing or determinant factors of the physical vulnerability of a community or a country?”  Students can draw their answers from the reading or from their own knowledge and experience.


ii. The instructor can follow up this question by asking the Students, “What are some of the infrastructure components that contribute to our own hazard vulnerability?”  Again, the instructor should be sure to define the geographic area within which students will consider these factors.  


3. Infrastructure is discussed in much greater detail in Objective 13.4.


H. The population component of the physical profile looks at where people live and work and how people move throughout time. 


1. Disasters that occur at different times of the day often can have different consequences, and knowing where people are likely to be at certain times helps to determine vulnerability. 


2. At night, most people are likely to be in their homes, while during the weekday, they will be at their jobs. 


3. For this reason, physical vulnerabilities will vary throughout the day as population movements occur. 


4. Ask the students, “How would vulnerability to hazards be different in our city if it were 2 am versus 2 pm?”


5. Urbanization impacts populations by increasing densities and likewise concentrating risk.


II. The Social Profile (See Slide 13-8)

A. Social vulnerability measures the individual, societal, political, and cultural factors that increase or decrease a population’s propensity to incur harm or damage as result of a specific hazard. 


B. Certain behaviors can contribute to or reduce that population’s ability to protect itself from harm. Within populations may be groups, such as the elderly or the very young, who exhibit different vulnerability factors than the population as a whole.

1. The social makeup of a community plays a strong yet often underestimated and misunderstood role in its vulnerability. 

2. It has an incredibly strong influence on risk, however, as people cannot easily forget who they are and what makes them who they are.
3. Ask the Students, “What types of things make up the social vulnerability of a society?”  Students should draw their answers from the readings and from their own knowledge and experience.  


C. Within most communities, the vulnerability of different groups varies due to a range of socio-cultural factors that help or prevent them from being able to protect themselves from disasters. 


1. The prevalence of epidemics, in particular, is heavily influenced by the social factors that vary from one community to another.


i. Certain social, religious, cultural, or traditional practices and beliefs can help or hinder disaster management practices. 


ii. Ask the Students, “The majority of avian influenza cases occurred in East and Southeast Asia.  What about the social profile of the countries in this region may have caused this disease to flourish there?”


a) Students may recognize that the prevalence of close interaction between humans and fowl, due to the fact that so many families kept ‘backyard chicken coops’, increased the likelihood of transmission between birds and humans, and decreased the ability of the government to control the epidemic.


b) Students may have other answers to this question based upon their knowledge or experience.


iii. Swine flu is another illness that has caused problems in recent years, specifically in areas where people have contact with pigs.  While farmers are an obvious vulnerable group, many people who are not involved in farming have contracted swine flu after visiting county fairs.  


2. Social behaviors also influence how we receive and interpret information about risk, and whether or not we choose to act on that information.  


i. For instance, certain groups may still use newspapers, while others may use social media and internet resources.


ii. There are also certain groups that are less trusting of government and emergency services personnel, such as undocumented immigrants, and who are thus less likely to hear or heed the advice coming out of associated agencies or offices.


3. Ask Students to provide other examples of situations where cultural practices contribute to or reduce vulnerability.  For instance, many followers of the Mormon religion stockpile up to one years’ worth of food and other sundries in their homes as dictated by their faith. 


4. Disaster managers must be able to recognize when social interactions are either helping or hindering people in reducing their vulnerability to hazards, and must recognize what aspect of that social process is causing the alteration. 


5. Changing certain social practices without regard for their historical bases can actually increase vulnerability due to the common but unintended consequences resulting from a social reaction in response to the change.


6. Ask the Students to describe the aspects of their own social vulnerability.  Students should not only name the factor, such as religion, for instance, but also describe how that factor either contributes to or helps to reduce their own vulnerability to disasters.


III. The Environmental Profile (See Slide 13-9)


A. Environmental vulnerability refers to the health and welfare of the natural environment within the area of study that either contributes to or reduces the propensity of the affected population to incur the consequences of disasters. 


B. Poor environmental practices, such as deforestation, a lack of land-use planning, or management of hazardous materials, can turn what would have been minor events into major disasters. 


C. A community’s natural environment plays a critical role in defining its hazard vulnerability. 

D. It also helps to define what risk management practices and actions are possible and most effective. 

E. For instance, in mountainous areas where clear-cutting of trees on unstable slopes is unrestricted or goes unenforced.  Vulnerability to landslides will increase.  Vulnerability increase is also likely in communities where the filling in of wetlands is not managed (often done to increase buildable land for development) due to an increase in flood propensity from reduced water retention capacities of the land. 


F. Ask the Students to describe other situations where the natural environment, or man’s interaction with it, can help to increase or decrease hazard vulnerability.


1. The health and vitality of the community’s natural environment is critical to measuring its vulnerability to each specific hazard. 


2. A healthy and productive natural environment provides excellent protection from a variety of hazards, while a damaged and unhealthy natural environment can reduce protection from specific hazards and, in some cases, increase the hazard’s potential impact. 


3. Students can draw other examples from the readings, including the effects of healthy forests, dunes, and mangroves, for instance.


4. Understanding the direct link between a healthy and productive natural environment and a country’s vulnerability to specific hazards is critical to developing an effective risk management strategy. 


5. Ask the Students to describe human practices that affect the environmental profile of a community.  Students can draw examples from their own knowledge or experience, or from the readings.  The diking or damming of rivers and creeks are classic examples.


IV. The Economic Profile (See Slide 13-10)

A. Economic vulnerability refers to the financial means of individuals, towns, cities, communities, or whole countries to protect themselves from the effects of disasters. 


1. Within societies, there may be much economic delineation that further divides groups into economically vulnerable subgroups. 

2. The poor are much more likely to suffer the consequences of disasters as they often do not have the financial means to avoid extreme hazards.

B. Governments’ and populations’ financial status will deeply affect their ability to protect themselves from the consequences of disaster. 

C. Financial well-being, however, does not indicate that governments or individuals (or other stakeholders) will protect them- selves; rather, it is just a measure of their ability to do so. 


D. Other factors may be learned from this economic profile. 


1. Trends and tendencies associated with wealth, or the lack thereof, can be deduced. 


2. For instance, the poor are often marginalized and have no other choice than to live on more dangerous land. Their housing is more likely to be constructed of materials that are unable to withstand environmental pressures, especially in the case of mobile homes or ‘trailers’. 


3. They are more likely to have zero tolerance to delays in basic necessities that often follow disasters.


4. Other factors involved in the economic profile that affect vulnerability include:


i. Type and vitality of the community’s business community


ii. Community budgets and debts


iii. Access to credit


iv. Insurance coverage


v. Sources of community revenue 


vi. Funds reserved for disasters


vii. Social distribution of wealth


viii. Business continuity planning


ix. Diversity of the business community


5. Because of their strong economic standing, wealthy communities are better able to develop the preparedness, mitigation, response, and recovery mechanisms before events occur, and thus are able to manage them effectively once they do happen. 


V. Each of these vulnerability elements is interconnected. Economic vulnerability can lead to social vulnerability, which causes populations to build on dangerous land, thereby causing environmental vulnerability and physical vulnerability. This is but one example, but it shows how each factor is equally important to consider when assessing the vulnerability of a country or community.


V. To better understand an area’s vulnerability, disaster managers must attempt to develop a profile of the community’s physical, social, economic, and environmental vulnerability factors. 

VI. These four factors will help them determine overall propensity to incur negative consequences, and thereby determine what is likely to occur as result of each hazard and what mitigation and preparedness measures will be most effective at treating those hazard risks. 


VII. Influence of Urban and Rural Living (see Slide 13-11)


A. There urban or rural nature of communities also influences their vulnerability in both negative and positive ways.

1. Urbanization leads to a concentration in populations into dense groupings.  Rural livelihoods are represented by low population density and great distances between households and community services.


2. Each factor contains associated processes that further influence a combination of the vulnerability factors previously discussed.


i. Ask the Students, “Why does urbanization often lead to increased vulnerability and risk?”


(a) Cities may have been developed in high risk areas, and urbanization concentrates more people in this high-risk zone


(b) Transient or migrant populations tend to have loose social and economic networks, which play a strong role in reducing hazard vulnerability


(c) Urbanization can modify hazard patterns by transforming the natural and built environments in known and unknown ways – the destruction of mangroves or destabilization of hillsides are two examples of this


(d) Urbanization causes greater reliance (as a percentage of population) on fewer facilities and sources of social service.  When a disaster disrupts those services, a much greater number of people are affected.


ii. Properly planned urban centers, however, can actually reduce vulnerability to hazards.  


a) Ask the Students, “How can urbanization lead to reduced hazard risk?”


(a) Many cities have instituted programs and systems that provide citizens with greater and greater access to risk mitigation mechanisms.


(b) Cities can provide greater access to emergency services that are not available in rural areas, for instance.


(c) Properly trained citizenry can lead to much more effective disaster response where neighbors are empowered to help neighbors.


(d) Students will likely have many other explanations to share with the class.


iii. The instructor can ask participants how rural livelihoods might contribute to or reduce vulnerability of the community.  For instance, there are fewer people who would be in the path of a tornado, flood, or hurricane.  However, given the distances between people, it is much more likely that individual households will be cut off from major utilities and other infrastructure such as roads.


Supplemental Considerations

In order to fully scope the social vulnerability of a community, hazards risk managers can consider the following:

A.
Income distribution – some areas of a community are financially better off than others.  Determining the needs of both well-off and disadvantaged areas is critical in developing Hazards Risk Management strategies.

B. Elderly populations – the special needs of the elderly population in a community must be accounted for in any risk management approach.  Locations of elderly citizens and information concerning mobility, medicines and communication difficulties must be collected and analyzed.

C. Disabled populations – disabled citizens present their own distinct special needs in the areas of mobility, warnings, communication and access to medical help and caregivers.

D. Children – issues around evacuating children from schools and recreation areas during a hazard event and their needs in the recovery phase must be understood and incorporated into any risk management approach.

E. Minority neighborhoods – issues surrounding warnings, communications and mobility in evacuation or quarantine scenarios are a major factor to be addressed concerning residents in minority neighborhoods.

F. Language and cultural barriers – communicating with populations where English is a second language and/or who are new this country present challenges to emergency officials and require special measures to ensure effective communication before, during and after hazard event.

G. Housing – lower income, disadvantaged and newly arrived immigrants to this country often live in sub-standard housing that makes them even more vulnerable to a hazard event.

In order to fully scope the economic vulnerability of a community, hazards risk managers can consider the following factors:  

A.
Small businesses – somewhere between 25-60% of all small businesses impacted by a hazard event fail.  Small businesses provide the majority of jobs in most communities.  Special attention should be paid to the risks of hazards to small businesses and measures developed and implemented that support efforts by small businesses to mitigate hazard impacts.

B.
Jobs – accounting for the potential loss of jobs because of a hazard event is critical to measuring the true economic impacts of a hazard event and in prioritizing mitigation initiatives.

C. Insurance – the level of insurance coverage for homes and businesses is critical to determine a community’s ability to recover from a hazard event.  This is especially true for flood insurance that provides insurance coverage for losses as compared to Federal and state disaster aid that only helps gets individuals back on their feet and does not fully cover flood losses.

D.
Lost wages – it is important to calculate the amount of lost wages a hazard event could cause.  There are many reasons for lost wages including place of employment temporarily closed because of damage or because public lifeline utilities are interrupted, schools are closed and parents can’t go to work or an individual’s home is destroyed and they can’t go to work.

E. Lost production – if a business facility is damaged or destroyed or employees are unable to report to work because the road to the plant is washed out or the facility can’t function because it has no water or electricity, production will be halted.

F. Lost suppliers – many production facilities rely on outside suppliers for services and raw materials.  If the suppliers are negatively impacted by a hazard event and can’t provide their services or materials, the production will be halted or severely limited.

G. Lost market share – a production facility that can’t function after a hazard event will result in the business losing market share which in turn may result in the business not returning to pre-event production and employment levels and in the worst case scenario, closing, resulting in lost jobs, lost income for residents of the community and lost tax revenue to the community (see Supplemental Considerations section for an example).

In order to fully scope the environmental vulnerability of a community, hazards risk managers can consider the following factors:

A.
Damage from a hazard event – measuring the potential damage to natural resources in a community is critical to calculating the overall impact of a hazard event.  Just as damage to community infrastructure can impact even those homes and businesses and community functions not damaged directly, damage to a community’s natural resources can impact the ability of a community to recover from a hazard event.

B. Development plans – must be closely examined to determine possible impacts on those natural resources, such a wetlands for floods and forestland for landslides and the urban/wildland fire interface, that have provided protection from hazards.

C. Damage from commerce – exiting business and industrial activities could be damaging to community natural resources that provide hazard protection.  This damage should be identified, documented and mitigation alternatives developed.

D. Value – natural resources provide recreation areas, green space and add to the quality of life in any community.  It is important that a value be attached to natural resources so that these factors can be adequately calculated and included in any cost-benefit analysis of mitigation options.

E. Reduce impacts – the protection provided by natural resources in reducing the impacts of a hazard event must be documented and included in the development of a risk management strategy.

Additional factors for determining the vulnerability of the physical components of a community, namely the replacement value of facilities, property, infrastructure, and other components, is covered in Objective 13.5.


Objective 13.3: Explain the Difference between Vulnerability and Exposure
Requirements:

Provide a lecture that defines exposure and explains the difference between exposure and vulnerability.  Facilitate student interactions to expand understanding of how exposure applies to the assessment of hazard risk.
Remarks:

I. The instructor should be sure that students understand the difference between vulnerability and exposure, which are often confused.

A. Ask the Students, “What is the difference between being ‘exposed’ to a hazard and being ‘vulnerable’ to a hazard?”

B. While vulnerability defines the propensity to incur hazard consequences, exposure merely suggests that the individual, structure, community, nation, or other subject will be exposed to the hazard. 


C. The instructor can illustrate this point by asking the students to consider the incidence of drought throughout the world (See Slide 13-12).  The map illustrated in this slide shows how often countries are exposed to major drought events over time.


1. However, this map gives no indication of what we might expect to happen as a result of these events.


2. For instance, consider the country Bolivia, which is orange in this map, indicating that between 6 and 10 major droughts occurred in the 30 year period defined (WHO, n/d).


3. One might consider this and state that “The Bolivians are vulnerable to drought.”


4. However, this statement implies more than the speaker intended. The use of the word “vulnerable” implies that the population is likely to incur negative consequences as a result of factors that make it less likely to protect its citizens and built and natural environments from harm, not simply that drought happens there. 


5. The reality, however, is that while Bolivia is exposed to regular drought conditions, and periodic periods of major drought, the country and its people are not necessarily vulnerable to their consequences.  


6. Thanks to measures taken by its people and its government, the occurrence of drought events does not translate to serious negative consequences.  In fact, despite that approximately 100,000 Bolivians are exposed to drought each year, there is an average of 0 deaths per year associated with the hazard.  


7. Compare this to the Democratic People’s Republic of Korea (North Korea), where over 10,000 people die each year on average as a result of drought-related conditions.


D. Oftentimes, when wildfires ravage neighborhoods, there are always one or two houses that survive almost completely unscathed thanks to protective measures taken by the homeowners.  


1. The images are an unmistakable illustration of exposure versus vulnerability.  


2. The instructor can display slide 13-13 which shows three images – one of a home that survived a wildfire, another that survived an F3 tornado, and a third that survived Hurricane Katrina.  The instructor can ask students to explain what these images say about the concepts of exposure and vulnerability.


E. Risk, as was discussed in Session 2, is composed of two components—likelihood and consequence. Exposure, or the measure of whether a person, building, population, or nation is likely to experience a hazard, looks only at likelihood. 


F. Vulnerability, on the other hand, is a factor of how small or great the consequences will be should the hazard manifest. 

G. Ask the Students, “Can you think of any hazards that you are exposed to, but are not vulnerable to?”

II. Vulnerability can be studied and measured. Likewise, it can be decreased through actions that lower the propensity to incur harm or increased through actions that increase that propensity—namely, mitigation and preparedness. 


Supplemental Considerations
n/a

Objective 13.4: Define critical infrastructure and explain what makes infrastructure critical 

Requirements:

Provide a lecture that defines infrastructure and explains what makes certain components of infrastructure critical.  Explain the differences between the two different types of infrastructure that exist in the community.  Describe the critical infrastructure risk factors.  Facilitate student interactions to expand understanding of how exposure applies to the assessment of hazard risk.
Remarks:

I. All modern societies rely heavily upon several different categories of infrastructure.


A. Local emergency managers, as a component of the hazards risk management process, are tasked with ensuring that hazard risk to infrastructure is mitigated.


B. As is the case with all aspects of hazards, risk, and emergency management, there must be a prioritization of resources in the management of infrastructure risk.


C. To help guide this process, communities assess their infrastructure to determine its importance, or criticality as it is most often called.


D. Emergency managers must understand (see Slide 13-14):


1. What infrastructure in their community is critical


2. How these critical infrastructure systems and structures are vulnerable (to damage or failure)


3. What options and opportunities exist to reduce such vulnerability
II. A community’s infrastructure includes the basic physical and organizational structures, systems, services, and facilities that are required for the operation of society (see Slide 13-15).  


III. The various components of a community’s infrastructure are both interconnected and interdependent, and collectively provide the functional framework for its political, social, and economic operation.

IV. The different components of community infrastructure are either object oriented or network oriented. 


A. Object oriented infrastructure components exist as individual facilities, even if multiple units of that infrastructure component exist. Hospitals, for example, are individual ‘objects’ that contribute to a nation’s health infrastructure, while schools are individual components of a local education system. 


B. Network oriented infrastructure systems include hubs and nodes, each of which are interconnected, and are often connected to hundreds or even thousands of individual facilities (such as homes).  


1. Network oriented infrastructure systems may have transmission lines that traverse great geographic distances. 


2. Pipelines, communication wires, transmission lines, and roadways, for example, are each components of network-oriented infrastructure systems (Studer, 2000). 

C. The instructor can lead a discussion about different types of infrastructure.


1. Begin by creating two list categories on the board or on easel paper, one for network-oriented infrastructure and one for object-oriented infrastructure.


2. The instructor can ask students to provide examples of infrastructure, and discuss which category each component would fall under.


3. The instructor should keep these lists on the board for an exercise that will build upon them later in this objective.


4. The instructor should ensure that the following components of infrastructure are included in these lists:

i. Food and agriculture

ii. Commercial facilities

iii. Dams

iv. The internet

v. The postal service

vi. Banking and finance

vii. Telephone communications

viii. National defense facilities

ix. Government

x. Transportation systems (road, air, sea, heavy rail, light rail, etc.)

xi. Hazardous materials production, storage, transport, and use

xii. Emergency management

xiii. Hospitals and public health facilities


xiv. Water and sewerage

xv. Oil and gas

xvi. Electrical power

V. The instructor can ask Students what they believe differentiates critical infrastructure components from all infrastructure in the community.


A. Critical infrastructure, as well as key community resources, include those assets, systems, and networks, whether physical or virtual, that are so vital to the community that their failure or destruction would have a debilitating impact on security, continuity of government, continuity of operations, public health and safety, public confidence, or any combination of these effects (DHS, 2008) (see Slide 13-17). 


B. Students may recognize that most communities are dependent on all of the different types of infrastructure that exist, especially if they are urban communities where individuals are less self-sufficient.


C. However, emergency services, and the community itself, only have a limited amount of resources to dedicate to protecting infrastructure in addition to all other aspects of the community that merit risk reduction attention.  Therefore, there must be a threshold established between that which only very little or even no interruption is tolerable, and that which interruption is tolerable, if even for just a few days.


D. The instructor can ask students if infrastructure ‘criticality’ is universal across all communities.


1. Students should recognize that the assessment of criticality is not universal.  


2. That which is considered critical in one community may not carry equal importance in another for a number of reasons such as the economic base of the community, the rural or urban nature of the community, the self-reliance of individuals, and other factors.


3. The instructor can ask students to consider different infrastructure components, and decide what about a community might influence the determination of criticality for each.


4. Finally, the instructor should use the lists of infrastructure components generated in the exercise for network- versus object-oriented infrastructure to determine, for the community where the course is being conducted, what components are critical.


5. The instructor can circle those components that students deem to be critical.  Students should explain both why the component is critical and how long the community could tolerate a loss or interruption of the services provided by the infrastructure component.  

VI. Hazards risk managers should consider the intrinsic value of infrastructure to the successful functioning of society in determining their value, and likewise the impact of their loss, for the community (see Slide 13-18). 


A. While the direct costs of building, protecting, and in the case of a disaster, rebuilding infrastructure components is fairly easy to estimate as based on construction and operations costs, one must also consider the economic and quality-of-life benefits that having that infrastructure allows (and what economic and quality of life impacts would be lost were it to be lost).


B. Such impacts can extend far beyond the impacted region.  For instance, when Hurricane Sandy damaged light and heavy rail systems passing through New York and New Jersey, millions of local commuters were unable to travel to work.  The loss of heavy-rail impacted travel on Amtrak trains between New England and the rest of the country, and the damage of many freight rail lines kept the critical freight system suspended between the highly-traveled Richmond, VA to Albany, NY line, as well as the line between Boston, MA and Philadelphia, PA.  


C. Airlines nationwide lost approximately $175 million in revenue from the storms due to the cancelling of tens of thousands of flights, not to mention the cost of air freight suspensions, because several New York area airports remained closed for days.


D. As such, students will likely recognize that it is the greater value which includes indirect and intangible costs that must be considered when calculating the impacts likely to be incurred in disasters or the investments that should be made in protecting such assets from those disasters (UNISDR, 2004).

VII. Critical infrastructure loss or suspension can translate to the loss of commerce, security, safety, movement, replenishment of life-sustaining goods, and much more, per the DHS definition.  


A. Because critical infrastructure has such a strategic role for these systems, and because of the secondary benefits it enables as just discussed – both compounded by the complexity and interconnectedness of these systems, and their wide geographic dispersal over great areas and environments (among other factors) - the associated risk considerations are both numerous and unique.  


B. These considerations include (ADPC, 2012) (see Slide 13-19):

1. Criticality (in terms of the role it plays in providing for the safe, secure, and efficient functioning of society) 


2. Exposure (almost any disaster situation is going to impact one or more infrastructure systems, especially network-based systems)


3. Redundancy (the loss of a single critical bridge or the destruction of a major regional seaport might be of such great consequence that communities have zero tolerance – as such, alternatives must be immediately available when possible) 

4. System Complexity (the failure or loss of just one critical infrastructure system will likely cascade across multiple infrastructure sectors in rapid succession as lines of dependency are severed)
5. Geographic Range and Populations Served (in urban centers, critical infrastructure disruptions affecting even small geographic ranges can significantly impact millions of people, while networked systems can extend great distances and affect people dispersed across great geographic regions and even globally) 

6. Jurisdiction (infrastructure systems may be owned, operated, and/or regulated by government agencies, by private-sector entities, or by some quasi-government or public-private partnership arrangement where responsibility is shared) 

7. Terrorist and Saboteur Valuation (Critical infrastructure has traditionally been a preferred target of terrorists and saboteurs given both the physical and symbolic impact a successful attack achieves)

VIII. Emergency managers must also consider in their analysis of community vulnerability how infrastructure itself may present a source of risk for the community (see Slide 13-20).


A. The loss of infrastructure services or systems, whether the result of an event or in the absence of one, can create serious life and safety hazards.


B. Students should consider, for instance, what the loss of any of the following might mean for the various community stakeholders (e.g., citizens, businesses (e.g., retail, grocery, restaurants, and entertainment), government, and nonprofit):


1. Water


2. Power


3. Communication


4. Roads


5. Gasoline


6. Railways


7. Hospitals


8. Prisons


9. Others, as decided by the instructor


C. Infrastructure failure can also cause the existence of a hazard.  


1. For instance, consider that:


i. Failure of a dam can cause immediate inundation of populated area, with little or no warning.


ii. The destruction of a nuclear power plant can result in instant death as well as long-term contamination.


iii. Commercial airline or light and heavy rail accidents can cause the death of passengers as well as people who live in the area where the accident occurs.


iv. Contamination from a freight rail train carrying hazardous materials.


2. Students may recall the 2007 collapse of the I-35W Bridge spanning the Mississippi River.  In addition to causing the death of 13 people and the injury of 145 more, this event had severe financial implications given that an average of 140,000 commuters and travelers used the bridge daily.  Reports have found that 150,000 bridges are considered structurally deficient or functionally obsolete in the United States (CNN, 2010).

3. Hazard risk managers must therefore understand not only the service interruption ramifications of each infrastructure component’s loss, but also the hazardous conditions that may present from their damage or failure.  

4. The instructor can ask students to try to imagine other critical infrastructure components that may serve as the source of injury, death, or property destruction in the event of failure, whether with or without some other precipitating disaster event.
IX. Understanding the sources of critical infrastructure vulnerability will help the hazards risk manager to determine the best course of future mitigation action (see slide 13-21).


A. Sources originate both from the exposure to natural, technological, and intentional hazards and from causes completely limited to the infrastructure system itself (i.e., independent of any natural, technological, or intentional hazard).


B. The instructor should ask students to consider how each of the following might influence the vulnerability of critical infrastructure components (IRP, 2010): 

1. Poor or misguided land use planning (e.g., improper siting)


2. The use of poor, weak or inappropriate construction materials

3. Inappropriate construction design

4. Insufficient building codes and/or Inadequate Code Enforcement
 

5. Neglected, deferred, or improper maintenance
 

6. Cascading failure (among various infrastructure components) 

7. Climate change
 

8. Urbanization and remoteness 

9. Regulation 

Supplemental Considerations

The German Federal Ministry of the Interior describes the process for assessing infrastructure vulnerability in the guide “Protecting Critical Infrastructure – Risk and Crisis Management.”   This guide states the following:
“Along with possible threats, the vulnerability of sub-processes and risk elements is decisive in determining how the organization is affected and what damage occurs. The more vulnerable individual sub-processes and risk elements are, the greater the impact of threats on the organization’s product or services. 

“A catalogue of criteria is used to identify the vulnerability of sub-processes and individual risk elements. Using the catalogue of criteria, the vulnerability of each risk element in a sub-process is estimated. This can also be done using a classification system.  Organizations can use the following list of criteria to create or add to their own catalogue of criteria. 
· Dependence on risk elements: If a sub-process depends on a risk element in order to perform its tasks, the potential unavailability or alteration of this risk element makes the sub-process vulnerable. In the risk analysis, this criterion can be viewed as a way to weight the importance of the risk element for the subprocess. 

· Dependence on external infrastructures: If a risk element depends on an external infrastructure in order to perform its tasks, the potential unavailability or alteration of this infrastructure makes the risk element vulnerable.
· Dependence on internal infrastructures: If a risk element depends on an internal infrastructure in order to perform its tasks, the potential unavailability of this infrastructure makes the risk element vulnerable. 

· Robustness: The physical robustness of risk elements (in particular facilities, equipment, buildings) is an important factor for whether they will be damaged by an extreme incident, with effects for the relevant sub-processes.
· Actual level of protection: A risk element not sufficiently protected against a threat is vulnerable should this threat arise (example: (non-)existent building security measures). 

· Redundancy, substitutes: If something should happen to a risk element in an organization, it is easier to handle the situation if there are backups or substitutes to perform the same tasks. Redundancy of risk elements or substitutes reduce the vulnerability of the sub-process in question.
· Restoration effort: Restoration effort refers to the effort needed to restore a damaged risk element. With regard to the vulnerability of a sub-process, this covers not only monetary costs, but also the time and staff resources needed. 

· Adaptability: A sub-process is vulnerable if its risk elements cannot adapt easily or at all to changing framework conditions (example: in the case of hot weather leading the temperature of river water to rise, this could be water-cooled equipment). 

· Buffer capacity: Buffer capacity means that the sub-process can tolerate the effects of an incident to a certain degree and for a certain time without being affected. 

· Transparency: Transparency means that it is easy to understand how a risk element is put together and how it functions, so that it can be repaired quickly in case of crisis, for example. 

· Dependence on specific environmental conditions: Organizations perform under the environmental conditions prevailing at their location. If the organization depends on specific environmental conditions, then it is vulnerable to potential changes in these conditions.

Objective 13.5: Explain how Community Vulnerability is Scoped
Requirements:

Provide a lecture that explains how hazards risk managers make qualitative and/or quantitative determinations of community vulnerability.  Facilitate student interactions to expand understanding of how this process is conducted.
Remarks:

I. Scoping the vulnerability of the physical assets of a community involves an evaluation of the inventory of physical assets described in Session 11.  This evaluation considers a number of factors concerning the number and location of buildings in community hazard areas, the value of these structures and the number and location of people in these hazard areas.  


II. As detailed in the FEMA guidebook entitled “State and Local Mitigation Planning how-to guide: Understanding Your Risks”, this evaluation involves three tasks (the following remarks are extracted from Step 3: Inventory Assets):


A. Task A (see Slide 13-22): Determine the proportion of buildings, the value of buildings and the population in your community or state that are located in hazard areas (using local resources, HAZUS or other GIS capabilities that will be discussed in later sessions).  


1. Estimate or count total number of buildings, value of buildings and number of people in your community.


2. Determine the total number of buildings inside your community by occupancy class such as residential, commercial or industrial.


3. Determine the total estimated value of the buildings inside your community or state by occupancy class using HAZUS, data gathered from tax assessment values or develop an estimate of the zvalue of the buildings inside the hazard area as a whole.


4. Determine the number of people inside your community or state using HAZUS, census data or local figures – you should note whether or not you have large daytime, nighttime or seasonal differences in your population.


5. Estimate the total number of buildings, total value of buildings and number of people in each of your hazard areas.


i. Determine the total number of buildings in the hazard area by occupancy types using HAZUS, GIS, aerial photographs, or any other means available.


ii. Determine the total estimated value of the buildings inside the hazard area using HAZUS, data gathered from tax assessment values or develop an estimate of the value of the buildings inside the hazard area as a whole.


iii. Determine the number of people inside the hazard area using HAZUS, census data or local figures – you should note whether or not you have large daytime, nighttime or seasonal differences in your population.


6. Calculate the proportion of assets located in hazard areas.  To determine the proportion of structures, building value, or people in your hazard areas compared to your community, divide the number or value in your hazard area by the total number or value in your jurisdiction.  For example, if you determined that you have 20 residential structures in your community and 10 of those are located in the 100-year floodplain, then 50%, or 10 divided by 20, of your residential structures are located in your flood hazard area.


7. Determine the location of expected growth in your community.  By referring to your local comprehensive plan, or by talking with community officials, learn where growth is expected to take place.  Note whether these areas lie within hazard areas.


B. Task B (see Slide 13-23): Determine whether (and where) you want to collect additional inventory data.  You may decide to end your inventory at this point, knowing the total estimated population, number of buildings, and value of buildings in the hazard areas, or you may decide to continue to gather additional inventory information as described in Task C.


1. Ending your inventory now will only provide you a broad picture of the potential extent of damage likely from a hazard event.  These figures will not allow you to specify the structures that are at greatest risk to damage, making objective determination of mitigation priorities difficult in the next phase of the planning process.


2. Collecting additional information will allow you to determine to what extent your assets cane be damaged in a hazard event, giving you a more accurate estimate of the losses (cost of damages) to your community.  At this time, loss estimation factors are available for floods, coastal storms and earthquakes.  In order to benefit from the use of these factors, you will need to gather additional inventory information.


3. As you decide how much (additional) information to collect ask yourself these questions:


i. Is there enough data to determine which assets are subject to the greatest potential damage?


ii. Is there enough data to determine whether significant elements of the community are vulnerable to potential hazards?


iii. Is there enough data to determine whether certain areas of historic, environmental, political and cultural significance are vulnerable to potential hazards?


iv. Is there concern about a particular hazard because off its severity, repetitiveness or likelihood of occurrence?


v. Is additional data needed to justify the expenditure of community or state funds for mitigation initiatives?


4. You may want to gather detailed loss information on all of your potential hazards, one hazard, or a particular area or neighborhood affected by a hazard.  You may decide to gather detailed loss information for all your critical and essential facilities, or you may focus your attention on just schools or hospitals.  Additionally, if you plan to use the loss information to help you identify and/or prioritize mitigation projects in the next phase of the planning process, you may find it necessary to gather the additional information in order to perform a benefit-cost analysis.


C. Task C (see Slide 13-24): Compile a detailed inventory of what can be damaged by a hazard event.   


1. Determine the priorities for your inventory collection efforts.  Following are some ideas on how to focus your time and money on the most urgent and important elements within your community:


i. Identify critical facilities that are important to your community. 

ii. Identify vulnerable populations such as non-English speaking people or elderly people who may require special response assistance or special medical care after a disaster. 

iii. Identify economic elements such as major employers and financial centers in your jurisdiction that could affect the local or regional economy if significantly disrupted. 

iv. Identify areas with special considerations such as areas of high-density residential or commercial development that, if damaged, could result in high death tolls and injury rates.

v. Identify historic, cultural and natural resource areas including areas that may be identified and protected under state and federal law. 


2. Gather building-specific information about the assets.  (see Slide 13-25)


i. The list below discusses the type of information needed to calculate potential losses from different hazards in the Analyze Risk Section of this course. 


a) Determine the size of the building – measured by the square foot, the size of the buildings is used to estimate both the replacement and function value of buildings.  Sources of information include the tax assessment, building, zoning or planning departments.


b) Determine the replacement value – this is usually expressed in terms of cost per square foot and reflects the present-day cost of labor and materials to construct a building of a particular size, type and quality.  The replacement value is the current cost of returning a physical asset to its pre-damaged condition.  HAZUS includes replacement values and national averages if local sources are not available. (See Supplemental Considerations below)


c) Determine the content value - HAZUS can supply estimated content values expressed in percentages.  Find the type of building you are assessing and determine the percent of the content value. Multiply this percent by the building replacement value to calculate the content replacement value. 


d) Determine the function use or value – this represents the value of a building’s use or function that would be lost if it were damaged or closed.  A standard way to calculate the monetary damage from losing public functions is to use the budget of the service as a proxy for its value to the community.  The damages from “loss of function” are often greater than physical damage to a structure. (See Supplemental Considerations)


e) Determine the displacement cost – the displacement cost is the dollar amount it would cost for the function (business or service) to be relocated to another structure because of a hazard event.  These costs include:


(a) Rent for temporary building space per month


(b) One-time displacement costs to set up operations in the new space


(c) Lost rent per month from all tenants


(d) Other costs of displacement


f) Determine the occupancy or capacity – determine how many people the asset, such as a building or bridge, is designed to hold or service.  Building capacities are available from local fire departments and/or fire marshal’s office.  Bridge load ratings can be obtained from the responsible local, state or federal transportation departments.


3. Gather hazard-specific information about the assets (see Slide 13-26).


4. Because the characteristics of different hazards create the need for different types of data, you should review your unique combination of hazards to determine how you may want to approach data collection.

Supplemental Considerations:

The following three tables assist the process for calculating building value and content estimates.

Table 1: Average Building Replacement Value per Square Foot
	Occupancy Class
	Total $/Square Foot

	Single Family Dwelling
	77

	Mobile Home
	52

	Multi-family Dwelling
	98

	Temporary Lodging
	102

	Institutional Dormitory
	98

	Nursing Home
	89

	Retail Trade
	67

	Wholesale Trade
	53

	Personal/Repair Services
	92

	Professional/Tech. Services
	87

	Banks
	151

	Hospital
	145

	Medical Office / Clinic
	112

	Theaters
	98

	Parking
	30

	Heavy Industrial
	69

	Food/Drugs/Chemicals
	69

	Metals/Minerals Processing
	69

	High Technology
	69

	Construction
	69

	Agriculture
	26

	Church/Non-Profit Offices
	113

	General Services
	88

	Emergency Response 
	130

	Schools
	91

	Colleges/Universities
	115


Source: Federal Emergency Management Agency. 2001. Understanding Your Risks: Identifying Hazards and Estimating Losses. FEMA. Washington, DC. P.3-10.
Table 2: Contents Value as Percentage of Building Replacement Value

	Occupancy Class
	Contents Value (%)

	Residential (including temporary lodging, dormitory, and nursing homes)
	50

	Commercial (including retail, wholesale, professional, services, financial, entertainment & recreation)
	100

	Commercial (including hospital and medical office/clinic)
	150

	Commercial Parking
	50

	Industrial (including heavy, light, technology) 
	150

	Industrial Construction
	100

	Agriculture
	100

	Religion / Non-profit
	100

	Government Emergency Response
	150

	Government General Services
	100

	Education Schools/Libraries
	100

	Education Colleges/Universities
	150


Source: Federal Emergency Management Agency. 2001. Understanding Your Risks: Identifying Hazards and Estimating Losses. FEMA. Washington, DC. P.3-11.

Table 3: Annual Gross Sales or Production (Dollars per Square Foot)

	Occupancy Class
	Annual Sales ($/ft2)

	Commercial

	Retail Trade
	30

	Wholesale Trade
	43

	Industrial

	Heavy
	400

	Light
	127

	Food/Drugs/Chemicals
	391

	Metals/Minerals Processing
	368

	High Technology
	245

	Construction
	431

	Agriculture

	Agriculture
	83


Source: Federal Emergency Management Agency. 2001. Understanding Your Risks: Identifying Hazards and Estimating Losses. FEMA. Washington, DC. P.3-11.


Objective 13.6: Define risk perception and explain its role in community vulnerability
Requirements:

Provide an overview of risk perception, and explain how risk perception influences vulnerability by impacting the desire of individuals and organizations to take action to address risk they do or do not perceive.  Facilitate student interactions to further illustrate the lesson.

Remarks:

I. It is key to effective hazards risk management that recognition of hazards exists. 


II. However, recognizing a hazard is only the beginning of the process.  Individuals must also have the ability to judge the relative seriousness of each hazard in comparison to other hazards they face if they are to take action to address those risks. 


III. There is a study within the discipline of sociology that looks at why people fear the things they do (and also why they do not fear other things) called risk perception (See Slide 13-27). 


A. Research in this field has found that people traditionally do not tend to fear the things that are statistically most likely to kill them. 


B. Understanding trends in public risk perception can help disaster managers understand why people are disproportionately afraid of spectacular hazards they are statistically less vulnerable to than, for instance, automobile accidents, food poisoning, heart disease, or cancer.


C. Ask the Students, “Write on a piece of paper the three greatest risks you face as an individual.  This risk should be specific to the hazards that are most likely to cause you to be injured or killed.”  


1. Student responses may vary significantly.  These responses will differ primarily because people use information available to them to develop impressions of the relative severity of the risks they face.  However, as a society, and as an age group, the accuracy of these perceptions will vary.


2. Ask students to explain why they believe the hazard at the top of their list is most significant.  Does this list reflect right now, or over the course of their lifetime?  


3. Actual statistical causes of death for the entire US population can be found at the Centers for Disease Control and Prevention website (http://www.cdc.gov/nchs/FASTATS/lcod.htm).  


IV. In their article “Rating the Risks,” acclaimed risk perception experts Paul Slovic, Baruch Fischhoff and Sarah Lichtenstein begin, “People respond to the hazards they perceive” (Slovic, Fischhoff, and Lichtenstein, 1979). 


A. This statement is important for two reasons. 


1. First, its converse is also true. People generally do not respond to the hazards that they do not perceive. 


2. Second, it has been found that these stated perceptions are based primarily upon inaccurate sources of information, such as mass media outlets, social networks, and other external sources, as opposed to personal experience and expert knowledge.


B. Slovic et al. identified four “Risk Perception Fallibility” conclusions to explain the ways in which people tend to inaccurately view the hazards in their world. These conclusions, which help to explain how populations decide which disasters to prepare for and why, are:


1. Cognitive limitations, coupled with the anxieties generated by facing life as a gamble, cause uncertainty to be denied, risks to be distorted, and statements of fact to be believed with unwarranted confidence.(See Slide 13-28) 

2. Perceived risk is influenced (and sometimes biased) by the imaginability and memorability of the hazard. (See Slide 13-29)

i. People, therefore, may not have valid perceptions about even familiar risks. People are more afraid of those things that they can imagine or remember. 


ii. The likelihood of occurrence of these easily available risks, as they are called, tend to be overestimated. For instance, we rarely hear about a person dying from a “common” cause such as a heart attack, unless somebody close to us dies of that specific cause. 


iii. However, the media will report heavily on a death that is result of an “uncommon” cause, like the West Nile virus. The result tends to be that people underestimate common risks and overestimate rare risks.


3. Disaster management experts’ risk perceptions correspond closely to statistical frequencies of death.  (See Slide 13-30)

i. Laypeople’s risk perceptions are based in part on frequencies of death, but there are many other qualitative aspects that affect their personal rating of risks.  It can be difficult for people to fully understand statistics they are given, and even more difficult to conceptualize how those statistics apply to them personally. 


ii. People rank their risks by using other, more heavily weighted qualitative factors, as well as the quantitative likelihood of a hazard resulting in personal consequence (Slovic et al., 1979).

iii. People are generally more concerned with the consequence component of risk than they are about the likelihood component. Even if statistics provided by the media or other sources are straightforward, people have difficulty understanding how those numbers affect them as an individual. 

iv. People tend to need other clues to help them put these numbers into perspective.

v. Slovic et al. (1980) proposed that there are 17 risk characteristics that influence public risk perception. These characteristics fall under two subgroups: factors related to dread (Factor 1), and factors related to how much is known about the risk (Factor 2). 

a) Factor 1: Factors Related to Dread (See Slide 13-31)

(a) Dreaded vs. not dreaded. People fear risks that cause painful, violent deaths more than risks that do not. 


(b) Uncontrollable vs. controllable. People tend to be less fearful of risks that they feel they can control. 


(c) Globally catastrophic vs. not globally catastrophic. Risks that have the potential to affect the entire world tend to be deemed greater than those that only would affect local or national populations. 


(d) Fatal consequences vs. not fatal consequences. A risk that results in death is more feared than other, nonlethal risks. 


(e) Not equitable vs. equitable. Risks that affect one group with a greater statistical likelihood and/or consequence than the general population tend to be considered greater than those that affect all people equally, especially to those within the groups more severely affected. This is especially true if the risk disproportionately affects children.


(f) Catastrophic vs. individual. Risks that affect a great number of people in one location or at one time are more feared than those that affect individuals one at a time, over a wide location. 


(g) High risk to future generations vs. low risk to future generations. A risk that extends across generations, especially one that will affect future generations, is considered scarier than ones that will be mitigated or prevented within our own lifetime. 

(h) Not easily reduced vs. easily reduced. People are more afraid of risks that cannot be easily mitigated. 

(i) Risk increasing vs. risk decreasing. A risk that appears to be growing in likelihood or consequence becomes more feared. 


(j) Involuntary vs. voluntary. People are more concerned with hazards that “happen to them” than those they bring upon themselves. 


(k) Affects me vs. doesn’t affect me. Just because a hazard exists does not translate to a fear or concern of that risk among the world population.  The person must have some belief that they could be affected by that risk before they worry about it. 


(l) Not preventable vs. preventable. A risk that cannot be mitigated or prepared for is more feared than one that can be. 

b) Factor 2: Factors Related to How Much Is Known about the Risk (See Slide 13-32)

(a) Not observable vs. observable. Risks that can be seen are less feared than those that cannot be seen or visualized. 


(b) Unknown to those exposed vs. known to those exposed. If people have no way of knowing whether they are exposed to a risk, they will fear that risk more. 


(c) Effect delayed vs. effect immediate. Risks that cause immediate harm or damage tend to be less feared than those that cause negative effects at some future time following exposure. 


(d) New risk vs. old risk. Risks we are facing for the first time are much scarier than risks that we have had plenty of time to become “accustomed” to. 


(e) Risks unknown to science vs. risks known to science. When risks can be explained using scientific evidence, people fear them less because of increased understanding. 


c) The professor can illustrate this point by discussing the with the class one hazard for each of the risk characteristics.  


(a) For instance, under ‘Dreaded vs. Not Dreaded’, the class might consider a shark attack vs. dying in one’s sleep.


(b) The instructor can discuss with students what it is about our backgrounds that make us conform or stray from each of these characteristic groupings.  In other words, the students can discuss whether or not these generalizations apply to them personally or as a group, and why or why not that is the case.


4. Disagreements about risk should not be expected to evaporate in the presence of “evidence.” (See Slide 13-33)

i. Definitive evidence, particularly about rare hazards, is difficult to obtain, and the weaker or more vague information that exists is likely to be interpreted in a way that reinforces existing beliefs (Slovic et al., 1979). Slovic et al. (1979) discovered that “people’s beliefs change slowly and are extraordinarily persistent in the face of contrary evidence. New evidence appears reliable and informative if it is consistent with one’s initial belief; contrary evidence is dismissed as unreliable, erroneous, or unrepresentative.” 


ii. People often are unaware of how little they know about a risk, and of how much more information they need to make an informed decision. More often than not, people believe that they know much more about risks than they actually do. 


V. Most people consider qualitative factors to gauge their concern of fear for different hazard risks.  
A. These factors can be due to attributes of the hazard itself or each individual’s personal experience and information exposure. 

B. The result of this method for determining risk is that there is no single, universal, agreed-upon ranking of hazard risks. 

C. All emergency management practitioners must consider risk in the assessment of hazards, but their work is influenced by the effects of risk perception. C. J. Pitzer writes in the Australian Journal of Emergency Management:

1. We make a fundamental mistake when we, as safety managers, deal with risk as a “fixed attribute,” something physical that can be precisely measured and managed. 

2. The misconception of risk as a fixed attribute is ingrained into our industry and is a product of the so-called science of risk management. Risk management has created the illusion that risk can be quantified on the basis of probability, exposure to risk, and from the likely consequences of accidents occurring. Risk management science can even produce highly technical and mathematically advanced models of the probabilistic nature of a risk.

3. The problem with this is that everyone has a unique set of assumptions and experiences that shape their interpretations of objects or events. 
D. When disaster managers perform the hazards risk management process, they take many steps that require the use of both qualitative assessments and personal experience and opinions (as described in Session 9). 


1. Because of differences in risk perception, this process can be flawed if risk managers do not accommodate inconsistencies between their own and their constituents’ perceptions and reality. 


2. For instance, during hazard identification, a hazard first must be perceived as a risk before it is identified as one. Perception is not the same as awareness. 


i. Consider, for example, a hazards risk management planning team that is unaware that chlorine is used to purify water in their community. Without this knowledge, they may be unaware that the hazardous chemical is not only transported by truck through populated areas several times a year but also stored in a location where a leak or explosion could result in many fatalities. This is an issue of awareness, not risk perception. 


ii. Now, imagine that the same team is aware of the above information, but because of their ‘comfort’ with the chlorine process thanks to never having heard of an actual accident, they greatly underestimate the risk in comparison to other hazards in the community or decide that the chlorine is something they do not need to worry about in their assessment. This is a result of the effects of risk perception.


3. Risk perception may have the opposite, compounding effect for emergency managers. For instance, it is possible that a risk that is essentially harmless or has extremely low likelihood or consequence is perceived to be much greater than reality by an emergency manager or by the public. 

i. Such faulty perceptions on the part of the emergency management team could result in time or funding wasted in mitigation and preparation for a risk that may never happen, at the expense of neglecting a more severe risk that threatens the population to a greater degree. 

ii. However, if the disaster managers have an accurate impression of a risk and determine that it is low enough that they need not worry about it, while the public perceives it to be significant, they run the risk of appearing negligent.  

a) Ask the Students, “What should an emergency manager do if they are in a position where they understand, based upon evidence, that a hazard presents a low risk to a community – but the population in that community believes the risk to be much greater than it actually is?”

b) Risk communication is the best way to counteract misperceptions about risk.  The emergency manager will have to address not only the root causes of public misperceptions (rumors, culture, fear factors, etc.), but also provide information that gives an accurate picture of how the hazard risk applies to individuals.

iii. Risk perception can also influence the way that the mitigation of a hazard is considered by decision makers or by constituents within a community (See Slide 13-34). 

a) If a hazard is not perceived to be a significant risk by those who decide to fund mitigation projects, funding is unlikely to be provided without significant efforts being made to correct those perceptions. 

b) Likewise, if the public does not perceive a hazard to affect them personally, they are unlikely to take any personal measures to prepare or mitigate for that hazard. 

c) Once again, the presence of differing risk perceptions highlights the need for effective risk communication as a component of mitigation and preparedness. 

iv. Risk perception can lead to difficulties in making important decisions on the management of hazard risks. Slovic and Weber write:

a) “(P)erceptions of risk play a prominent role in the decisions people make, in the sense that differences in risk perception lie at the heart of disagreements about the best course of action between technical experts and members of the general public, men vs. women, and people from different cultures. 

b) “Both individual and group differences in preference for risky decision alternatives and situational differences in risk preference have been shown to be associated with differences in perceptions of the relative risk of choice options, rather than with differences in attitude towards perceived risk.” (Slovic and Weber, 2002)

4. Managing risk perceptions is an important component of the hazards risk management process. With an understanding of the perceptions and misperceptions of risk made by their constituents, hazards risk managers can work to correct those misperceptions and address the public’s fears and concerns. 


5. Personal risk perceptions of the managers themselves will undoubtedly influence the process of risk identification, subsequent analysis, and treatment. Because much of the risk identification and analysis processes are based upon qualitative information, great discrepancies can exist, even between experts.


6. Risk managers must be as certain as possible that their assumptions and perceptions concerning risk mirror reality as closely as possible. Failure to correct risk perception could result in misguided or improper prioritization of risk, such that lower risks are given greater resources than more important risks where resources could have made a greater impact on risk reduction. 


Supplemental Considerations
n/a


Objective 13.7: Explain how emergency management capacity impacts risk and vulnerability
Requirements

Facilitate a lecture that makes a link between a community’s emergency response capacity and its overall vulnerability to one or more hazards present in the community.  Lead a discussion about the different contributors to community emergency response capacity.
Remarks

I. A community’s emergency response capacity is often cited as one of the most important indicators of vulnerability given that risk is so heavily influenced by this factor (see Slide 13-35).


A. The ability of emergency and disaster response mechanisms to manage a disastrous event and prevent further injuries, fatalities, and destruction of property and the environment play a large part in shaping the expected consequences of individuals, businesses, government agencies, infrastructure, and other stakeholders.


B. To be truly effective, emergency capabilities must be tailored to the risks of the community. 


C. Even though they are primarily designed to handle the routine emergencies experienced by the community or the region, these resources can be developed to manage large-scale events as well, thereby influencing the outcome of events. 


D. In general, the emergency and disaster management systems that play into vulnerability and resilience measures include (see Slide 13-36):


1. Fire department resources


2. Law enforcement resources


3. Public health and medical infrastructure (clinics, hospitals, ambulances, etc.)


E. Additional resources that help specialize emergency management and ensure that the community or country is prepared for major disasters include, but are not limited to:


1. Search-and-rescue teams (wilderness, swift water, and urban, for instance)


2. Hazardous materials teams


3. Special weapons and tactics teams


4. Emergency management specialists or departments


5. Disaster medical and mortuary teams


6. Debris management teams


7. Mass casualty management teams


8. Infrastructure repair resources


9. Communications coordinators


10. Volunteer management teams


II. Emergency management capacity involves more than resources when considering the impact on risk (positive or negative.)  Capacity may also include: 


A. The existence of comprehensive and effective emergency response plans for the range of known hazards that exist, detailing responsibilities, operational tasks, leadership roles, and administrative issues (such as what agency pays for what actions, and what reimbursement will occur)


B. The establishment of appropriate statutory authorities to guide and empower response and recovery officials


C. The creation of mutual aid agreements with neighboring communities and with communities and states away from the immediate impact zone

D. Training and/or certification levels of staff

III. The instructor can ask the students what other aspects of or stakeholders within the community can help to impact vulnerability by developing emergency management capacity.  Answers might include:

A. Business continuity planning

B. Community or neighborhood emergency response team training

C. Training of civic or service oriented organizations, such as the Boy Scouts

D. Community-based and regional/national nongovernmental organizations that focus on disaster response (e.g., the American Red Cross or Save the Children)

E. School / university emergency preparedness programs
Supplemental Considerations

n/a 
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