Session No. 14

Course Title: Hazards Risk Management
Session Title: Analyze Risk
Time: 3 hours

Objectives:

14.1 Provide an overview of risk analysis and explain what is required to perform it

14.2 Describe the likelihood component of risk, and methods for analyzing likelihood

14.3 Describe the consequence component of risk, and methods for analyzing consequence

14.4 Discuss how risk analysis occurs in practice 

14.5 Discuss the role of modeling in risk analysis and provide examples of available models

Scope:

This three-hour session explores the risk analysis process, and considers different methods by which risk may be analyzed.  The instructor will introduce participants to both qualitative and quantitative risk analysis methods, and will explain what is involved in the measurement of the two primary risk factors, namely hazard likelihood and hazard consequence.  The instructor will also describe the benefits of using models and subject matter expert analysis, and will use examples of models to illustrate how such tools are useful in the pursuit of hazards risk management.  Participant interactions will be included in this session.  
Readings: 

Participant Reading:

n/a
Instructor Reading:

n/a

General Requirements:

Power point slides are provided for the instructor’s use, if so desired.

It is recommended that the modified experiential learning cycle be completed for objectives 14.1 to 14.5 at the end of the session.


General Supplemental Considerations:


n/a

Objective 14.1: 
Provide an overview of risk analysis and explain what is required to perform it
Requirements:

Lead a lecture that provides participants with an overview of risk analysis.  Facilitate participant interactions that expand upon the class lessons.

Remarks:

I. Risk analysis is the process through which a risk manager or risk management team determines a risk value, or a measure of risk, for one or more hazards.


A. In Session 2, participants learned that the definition of risk, when put in the most basic terms, is the product of likelihood and consequence.  


B. Simply stated, the value of risk is equal to the measure of its likelihood of occurrence and the consequences that will result should it occur, represented by the formula RISK=LIKELIHOOD X CONSEQUENCE (See slide 14-3).


II. Hazards risk management, as a process, often considers all of a community’s hazards in concert.  However, risk managers must analyze the risk of each hazard individually when performing this function.


A. In considering the risk formula just discussed (likelihood times consequence), participants should be able to deduce that if a Hazards Risk Management team analyzed the likelihoods and the consequences of each of a community’s hazards according to a standardized method of measurement, each of the individual hazard risks faced by the community – as measured through this process - could be compared to each other.  Likewise, they could be ranked according to their relative severity.  


B. At the same time, if hazard risks were analyzed and described using different methods and/or terms of reference, it would be very difficult to accurately compare them.


C. Risk comparison, wherein different hazards are rated, or ranked, according to their relative severity, is a major component of risk assessment.  This is discussed in greater detail in Session 15.  However, it is helpful for the instructor to encourage participants to consider why risks are measured according to the standard methods of analysis described in this session in light of these future topics.


D. Standardization of risk assessment methods is a central theme in this session.

III. The instructor can highlight for participants the fact that they perform risk analysis on a regular basis in their daily lives, often without even thinking about the fact that they are doing it.


A. This exercise will introduce the hazards risk analysis process through the use of practical action.  The class activity requires participants to use the initial definition of risk analysis (see above) as they consider common hazards they experience in their own lives.  


B. The instructor can begin by asking participants to call out different risks they face on a personal level in their own lives.  For instance, they might consider drowning, choking, getting into a car or plane crash, or a fall down the stairs.


C. For each hazard that is called out and written on the board, the instructor can then encourage participants to consider how they might best conceptualize, and subsequently communicate to others, the likelihood or consequence factors for these personal hazards.  


D. The instructor should allow participants to come up with their own methods of measuring both of these factors as there are no incorrect answers.


IV. Risk analysis relies upon accurate and appropriate information about each of the hazards being analyzed.


A. Risk Statements, which contain a wide range of risk- and vulnerability-related information about a hazard, play an important role in the risk analysis process.


B. The instructor can ask the participants to recall how, in Session 12, they discussed the various methods by which hazards are profiled and, likewise, risk statements are generated.  


C. Risk statements, which allow for the characterization of important information about a particular hazard, serve as an important tool for the Hazards Risk Management team in the risk analysis process.  


D. In Session 12, participants learned about different kinds of information that feeds the risk analysis process, and the methods by which necessary information is located and gathered for each identified hazard in a community.  


E. Ultimately, the quality of this gathered information is what drives the success of the Hazards Risk Management team members who must analyze each of the community’s hazard’s risk.  


F. In generating risk statements, the Hazards Risk Management team compiles information specific to each identified hazard and reports their findings on a risk statement worksheet or using an equivalent reporting format of their choosing.  


G. This process involves the examination of the probability (likelihood) of each particular hazard occurring within or externally affecting the community, and the possible consequences should such an event occur.


H. Typically, the assignation of value to these two factors involves a cursory (though useful) initial calculation of risk.  In actuality, the determination of these two factors (likelihood and consequence) is the basis of the risk management process, and the more accuracy that can be achieved in determining hazard likelihood and consequences, the more successful the Hazards Risk Management process will be.  


I. As such, it is important that further analysis - beyond what was previously explained in regards to the generation of risk statements - be applied to each hazard.  


V. Risk analysis ultimately involves the characterization of risks according to a standardized formula or system, often one that is adapted or developed by the team performing the risk analysis.


A. In this session, participants will see different ways in which these likelihood and consequence values are determined using two primary categories of analysis, namely: 

1. Quantitative Analyses 

2. Qualitative Analyses (Power Point Slide 14-4)


B. Quantitative analyses use mathematical or statistical data to derive numerical descriptions of risk.  


C. Qualitative analyses use defined terms (words) to describe and categorize the likelihood and consequences of risk.  Qualitative analysis allows each qualifier (word) to represent a range of possibilities.


D. The instructor should point out for participants that quantitative analysis gives a specific data point (whether dollars, probability, frequency, or number of injuries/fatalities) while qualitative analysis allows for each qualifier to represent a range of possibilities.


E. The instructor can ask participants to consider whether or not it is necessary for hazards risk managers to have exact data points for community risks, or whether qualitative terms representing a range are sufficient.  Participants may defend both positions, but should justify either and point out the deficiencies and strengths of both systems.  


Supplemental Considerations:


n/a


Objective 14.2: Describe the likelihood component of risk, and methods for analyzing likelihood
Requirements:

Provide a more detailed explanation of the likelihood component or risk.  Facilitate participant interactions that expand upon the class lessons.
Remarks:

I. Measuring Likelihood

A. Likelihood is the first of two risk factors that will be addressed, though the instructor should point out to participants that this order places no bearing on the importance of either factor in terms of treating or even preventing a hazard’s risk.
B. The likelihood component of risk, as previously explained, is what describes the chance of hazard risk being realized (or, in more simple terms, the chance that a particular disaster happens).  
C. This measurement of hazard likelihood is something that can be described quantitatively as a frequency or a probability, or qualitatively using descriptive terms (words).   Each option is described.

D. Quantitative representation of likelihood (Power Point Slide 14-5)
1. As previously stated, quantitative representations (or measures) of risk use mathematical or statistical data to derive and communicate levels of risk.

2. Quantitative risk measures are almost exclusively represented as either a frequency or as a probability.  There are subtle differences between frequencies and probabilities, as explained below.

i. Frequency
a) Frequency describes the number of times an event or situation will or is expected to occurrence over a chosen timeframe.  
b) Examples of hazard frequencies include:
(a) 3 times per year
(b) Once per decade
(c) 10 times per week.
ii. Probability
a) A probability measures the same data that is measured when calculating a frequency, but expresses the outcome as either fraction between 0 and 1 or as a percentage (between 0% and 100%) – each representing the chance of occurrence.  The instructor can confirm that participants are clear that a .5 chance of occurrence is equal to a fifty-percent chance, and that a .05 chance of occurrence is equal to a five percent chance, or any other example to illustrate the comparison.
b) Probabilities, like frequencies, are measured according to specific periods of time, typically a year when considering major hazard risks.

c) Examples of probabilities include:
(a) A 50-year flood has a 1/50 chance of occurring in any given year, which is expressed as a probability of 2% or .02
(b) An event that is expected to occur 2 times of the next 3 years would have a .66 probability each year, or a 66% chance of occurrence.
(c) A community that has experienced a hurricane 3 times in the past 75 years has a 1/25 or 4% probability of occurrence in any given year.

d) Any event that is expected to occur once or more per year would have a probability of 1 in a given year.  Probability does not exceed 1 or 100%, even if the event is expected to occur several times per year.  To more accurately represent risk using probabilities, the timeframe would have to change.  In other words, an even that was expected to occur 6 times a year at random intervals would have a probability of .5 in any given month, but 1 (or 100%) for the year.


iii. Participant discussion on Frequency vs. Probability


a) The instructor can illustrate the difference between frequency and probability by asking students to write on a paper how many times per day they brush their teeth.  Students may write 1, 2, 3, or even more.  Their frequencies will likely differ in this regard.  


b) The instructor can then ask students to write down the probability that their teeth are brushed in a given day.  Students should all likely write that there is a probability of 1, or 100%.  


c) The instructor can show that, for teeth brushing in a given day, their frequencies differ while their probabilities are the same.  


d) The instructor can ask participants whether there are advantages or disadvantages to either format, and whether there are certain times or conditions where one may be preferable to the other.


E. Qualitative representation of likelihood

1. Qualitative representations of likelihood use words to describe the chance of occurrence.  

2. Each word, or phrase, represents a designated range of possibilities, rather than any one specific data point.  

3. For instance, the likelihood of a particular disaster event could be described as (Power Point Slide 14-6):


i. Certain - >99% chance of occurring in a given year (one or more occurrences per year.)

ii. Likely - 50 - 99% chance of occurring in a given year (one occurrence every one to two years.)


iii. Possible - 5-49% chance of occurring in a given year (one occurrence every 2 to 20 years.)


iv. Unlikely - 2-5% chance of occurring in a given year (one occurrence every twenty to fifty years.)


v. Rare - 1 - 2% chance of occurring in a given year (one occurrence every fifty to one hundred years.)


vi. Extremely rare – <1% chance of occurring in a given year (one occurrence every one hundred or more years.)  


4. The instructor should note for participants that this set of terms is just one of a limitless range of qualitative terms and values assigned that can be used to describe the likelihood component of risk.

5. The instructor can ask why, when considering major disasters, probability might be preferable to frequency in a qualitative system of measure.  The answer lies in the fact that few hazards cause multiple major disasters year after year.  And if such were the case with a particular hazard, such as a wildfire as often occurs in some states, that hazard would likely be the only that receives the highest qualitative rating of ‘certain’, thus meriting special attention when the process moves into risk assessment.
Supplemental Considerations:


n/a


Objective 14.3: Describe the consequence component of risk, and methods for analyzing consequence

Requirements:

Provide a more detailed explanation of the consequence component or risk.  Facilitate participant interactions that expand upon the class lessons.

Remarks:

I. Consequence (Power Point Slide 14-7)

A. The consequence component of risk describes the effects of the risk on humans, built structures, and the environment.  

B. There are generally three factors examined in determining the consequences of a disaster, described below:


1. Deaths/Fatalities (Human)

2. Injuries (Human)

3. Damages (Cost, reported in US dollars)


C. Although several attempts have been made to devise a method by which all three of these factors are converted into dollar amounts in order to derive a single number to quantify the consequences of a disaster, such practices are all but impossible. 


1. The instructor can ask students why it might be difficult to place a financial value on life in order to allow students to consider the difficulty in standardizing the measurement of deaths, injuries, and damages.

2. The problem is the controversial aspect of valuing one human life over another, or at all (e.g., is a young life worth more than an old life, or is a life a measure of income or earning potential?  Is a sick person more valuable than a healthy person?)   

D. As such, in the Hazards Risk Management process described herein, the three factors will remain separate measurements.


E. Furthermore, each of these consequence categories listed above can be further categorized, and are often done so to better understand the total sum of all disaster consequences.  

F. Two of the most common distinctions are Direct and Indirect losses, and Tangible and Intangible losses.

1. Direct and Indirect Losses

i. Direct Losses, as described by Keith Smith in his book “Environmental Hazards,” are “those first order consequences which occur immediately after an event, such as the deaths and damage caused by the throwing down of buildings in an earthquake.”  

ii. Examples of direct losses are (Power Point Slide 14-8): 


a) Fatalities


b) Injuries (the prediction of injuries is often more valuable than the prediction of fatalities, because the injured will require a commitment of medical and other resources for treatment (UNDP 1994).)


c) Cost of repair or replacement of damaged or destroyed public and private structures (buildings, schools, bridges, roads, etc.)


d) Relocation costs/temporary housing


e) Loss of business inventory/agriculture
f) Loss of income/rental costs


g) Community response costs

h) Cleanup costs


iii. The instructor can ask participants to name additional examples of direct costs that could be incurred by a municipality in the event of a large-scale disaster.  Participants should be able to develop a list of examples, which the instructor may write on the board under the heading “Direct Costs” for use in a future question.


iv. Indirect Losses (as described by Smith) may emerge much later and may be much less easy to attribute directly to the event.  

v. Examples of indirect losses include (Power Point Slide 14-9):


a) Loss of income


b) Input/output losses of businesses


c) Reductions in business/personal spending - ‘ripple effects’


d) Loss of institutional knowledge


e) Mental illness


f) Bereavement


vi. The instructor can ask participants to name other examples of indirect costs that could be incurred by a municipality in the event of a large-scale disaster.  Participants should be able to develop a list of examples, which the instructor should write on the board under the heading “Indirect Costs” for use in a future question.

2. Tangible and Intangible losses


i. Tangible losses are those for which a dollar value can be assigned (see slide 14-10).  

a) Generally, only the tangible losses are included in the estimation of future events and the reporting of past events.  

b) Examples of tangible losses include (Power Point 14-8):


(a) Cost of building repair/replacement


(b) Response costs


(c) Loss of inventory


(d) Loss of income


ii. Intangible losses are those that cannot be expressed in universally accepted financial terms (see slide 14-11).  

a) These losses are almost never included in damage assessments or predictions.  

b) This is the primary reason that human fatalities and human injuries are assessed as a separate category from the cost measurement of consequence in the Hazards Risk Management.  

c) Examples of intangible losses include (Power Point 14-9):
(a) Cultural losses


(b) Stress


(c) Mental illness


(d) Sentimental value 


(e) Environmental losses (aesthetic value)


d) The instructor can ask participants which of the direct and indirect costs that were listed on the board in the previous exercise are considered tangible, and which are considered intangible.  

e) The instructor should circle the items that are considered direct costs, and underline those considered indirect (or use another indication system of the instructor’s choosing.)


f) The instructor can ask participants if there is any other way, besides cost in dollars to measure the intangible losses that have been identified.


g) Oftentimes, these intangible losses cannot be included in Hazards Risk Management analyses because of their un-quantifiable nature.  

(a) It is not uncommon for the intangible impacts to exceed the tangible ones in terms of the overall effect they have on a community (UNDP 1994).  

(b)  Handout 14-1 describes the differences between tangible and intangible impacts, and provides examples of both. 

G. Gains (Power Point 14-12)


1. Though it is extremely rare for gains to be included in the assessment of past disasters or the prediction of future ones, it is undeniable that benefits can exist in the aftermath of disaster events.


2. Like losses, gains can be categorized as direct and indirect, tangible and intangible.


3. Examples of gains include (tangible, intangible, direct, and indirect):


i. Decreases in future hazard risk by preventing rebuilding in hazard-prone areas


ii. New technologies used in reconstruction that results in an increase in quality of services


iii. Removal of old/unused/hazardous buildings

iv. Jobs created in reconstruction


v. Greater public recognition of hazard risk


vi. Local/State/Federal funds for reconstruction or mitigation


vii. Environmental benefits (fertile soil from a volcano, for example)


4. The instructor can ask the participants whether or not they can name any other gains that may arise following a disaster event, and which of these are direct and which are indirect / which are tangible and which are intangible.  

i. The instructor can ask participants to consider whether or not it makes sense to include gains in risk calculations.  

ii. In most instances, it is not – however, it is important that the hazards risk management team understand the nature of these positive impacts so that they may be best exploited in the event that a disaster does occur to reduce future risk (and potentially written in to pre-disaster recovery plans or mitigation plans that look to the post-disaster planning environment).


H. As was true with the likelihood component of risk, disaster consequences can be described according to quantitative or qualitative reporting methods.  

1. Quantitative representation of consequence (Power Point Slide 14-13) 


i. Deaths/Fatalities

a) The quantitative representation identifies the specific number of people who perished in a past event or that would be expected to perish in a future event.  

b) For example, 55 people killed.


ii. Injuries 

a) The quantitative representation identifies the specific number of people who were injured in a past event or that would be expected to become injured in a future event.  

b) Can be expressed just as injuries, or divided into mild and serious.  

c) For example, 530 people injured, 56 seriously.


iii. Damages

a) The quantitative representation identifies the assessed dollar amount of actual damages incurred in a past event, or the expected amount of damages expected to occur in a future event.  

b) Occasionally, this number includes insured losses as well in order to better describe the anticipated support requirement in this regard (by allowing the assumption that insured losses are already covered and therefore addressed.)  

c) For example, $2 billion in damages, $980 million in insured losses.


2. Qualitative representation of consequence

i. As was true with the qualitative representation of likelihood, words or phrases that have associated meanings are used to describe the effects of a past disaster or the anticipated effects of a future one.  

ii. These measurements can be assigned to deaths, injuries, or costs (oftentimes, the qualitative measurement of fatalities and injuries are combined).  

iii. An example of a qualitative measurement system for injuries and deaths is (Power Point Slide 14-14):


a) Insignificant: No injuries or fatalities.


b) Minor: Small number of injuries but no fatalities.  First aid treatment required.

c) Moderate: Medical treatment needed but no fatalities.  Some hospitalization.


d) Major: Extensive injuries, significant hospitalization.  Fatalities.


e) Catastrophic: Large number of severe injuries.  Extended and large numbers requiring hospitalization. (EMA 2000)


I. Additional measures of consequence are possible, depending on the depth of analysis that is to be conducted.  These additional measures tend to require a great amount of resources to determine, and are often not reported or cannot be derived from historical information.  Examples include (Power Point Slide 14-15):


1. Emergency Operations

i. Emergency operations can be measured as a ratio of responders to victims, examining the number of people who will be able to participate in the response to a disaster (can measure both official and unofficial responders), as a ratio of the number of people who will require assistance.  

ii. This ratio will differ significantly depending on the hazard in question.  For example, following a single tornado touchdown, there are usually many more responders than there are victims, but following a hurricane, there are almost always many more victims than responders.  

iii. This measure could include the first responders from the community, and the responders from the surrounding communities for which mutual aid agreements have been made.  This can also measure the mobilization costs and investment in preparedness capabilities.  

iv. It can be difficult to measure the stress and overwork of the first responders, and the lost capability in terms of regular operations (fire suppression, regular police work, regular medical work).


2. Social disruption (People made homeless/displaced):

i. This can be a difficult measure because, unlike injuries or fatalities, people do not always report their status to any municipal authorities (injuries and deaths are reported by the hospitals.)  

ii. It is also difficult to measure how many of those who are injured or displaced have alternative options for shelter.  

iii. Damage to community morale, social contacts and cohesion, and psychological distress can be very difficult if not impossible to measure. 


3. Disruption to the economy: 

i. This can be measured in terms of the number of working days lost, or the volume of production that has been lost.  

ii. The value of lost production is relatively easy to measure, while the lost opportunities, lost competitiveness, and damage to reputation can be much more difficult.


4. Environmental impact: 

i. Environmental impact can be measured in terms of the clean-up costs and the costs to repair and rehabilitate damaged areas, but is harder to measure in terms of the loss of aesthetics and public enjoyment, the consequences of a poorer environment, newly-introduced health risks, and the risk of future disasters.
Supplemental Considerations

n/a


Objective 14.4: Discuss how risk analysis occurs in practice
Requirements:

Discuss Provide a more detailed explanation of the consequence component or risk.  Facilitate participant interactions that expand upon the class lessons.

Remarks:

I. Introduction
In order to be assessed and analyzed, risks must be determined according to their likelihood and consequence values.


A. It is often cost and time prohibitive, and is often not necessary, to find the exact quantitative measures for the likelihood and consequence factors of risk.


B. Qualitative measures, on the other hand, are much easier to determine, and require less time, money and, most importantly, expertise to conduct. 


C. For this reason, the use of qualitative measures of risk factors is often the preferred choice by emergency managers. 


D. However, there are certain factors, like risks perception, that require such systems to be specific in communicating the values each qualitative factor represents.


I. The impact of risk perception on qualitative measurement systems (see slide 14-16)


A. In Session 13, the importance of considering risk perception was examined.  The instructor can remind participants that this discussion centered on the fact that different people fear different hazards, for many different reasons.  

B. These differences in perception can be based upon experience with previous instances of disasters, specific characteristics of the hazard, or any other combination of reasons described in that session.  Even the word ‘risk’ has different meanings to different people, ranging from danger to adventure.


C. Members of the Hazards Risk Management team are likely to all have different perceptions of risk, regardless of whether or not they are even able to recognize these differences.  Such differences can be subtle, but can have a major influence on the risk analysis process.  The instructor will conduct a class exercise to illustrate the impact of these differences later in this objective.


1. Quantitative methods of assessing risk use exact measurements, and are therefore not very susceptible to the effects of risk perception.  A 50% likelihood of occurrence represents the same information to everybody, regardless of their convictions.  


2. Unfortunately, there rarely exists sufficient information to make such definitive calculations of the likelihood and consequence of a hazard.


3. The exact numeric form of measurement achieved through the use of quantitative measurements is incomparable to that of qualitative assessments.  

4. The value of qualitative assessments, however, lies in their ability to accommodate for an absence of exact figures, and in their ease of use.  


D. Unfortunately, risk perceptions will cause different people to view the terms used in qualitative systems of measurement differently.  

1. For this reason, it is vital to the success of the Hazards Risk Management process that qualitative assessments of risk be based upon quantitative ranges of possibilities or clear definitions.  


2. For example, imagine a qualitative system for measuring the consequences of earthquakes in a particular city, measured in terms of lives lost and people injured.  

3. Now imagine that the options used by the Hazards Risk Management team include “None; Minor; Moderate; Major; Catastrophic”.  

4. To one person on the team, 10 lives lost could be minor.  

5. However, to another, the same number of lives could be considered catastrophic.  

6. It is truly a measure of the perception of risk that each has developed throughout their lives.


E. The instructor can ask the participants to raise their hand if they think that a disaster that kills only one person is major.  The instructor can next ask participants to raise their hand if they think that a hazard that kills 10 people is major.  The same should be asked about a hazard that kills 100 people.  

1. Participants should have differing opinions on the number of people that have to be killed before a disaster is considered major.  

2. The instructor can ask participants to define what the word major, in relation to disasters, means to them.  

3. The instructor should conclude by explaining that the word major was never defined in the beginning of the exercise, and therefore students had to rely on their own experiences and perceptions to decide what is ‘major’.  


F. When detailed definitions are given to determine the assignation of consequence measurement for each hazard, this confusion is significantly alleviated.  

1. The instructor should ask participants to imagine the same scenario, where the following qualitative system of measurement is used (adapted from EMA, 2000):


i. None -No injuries or fatalities.


ii. Minor - Small number of injuries but no fatalities.  First aid treatment required.


iii. Moderate - Medical treatment needed but no fatalities.  Some hospitalization.


iv. Major - Extensive injuries, significant hospitalization.  Fatalities.


v. Catastrophic - Large number of severe injuries.  Extended and large numbers requiring hospitalization. Significant fatalities. 


2. Using this system of qualitative measurement, that where terms are defined as such, it would be more likely that both of the people in the example in the remarks above would choose either Major or Catastrophic.  

3. Were this system to include ranges of values, such as 1-20 fatalities for Major, and over 20 fatalities for catastrophic, the confusion could be alleviated to an even greater extent.


II. The importance of customization and standardization (see slide 14-17)

A. While it does not matter what system is used for a qualitative analysis, the same qualitative analysis system must be used for all hazards being analyzed in order for risks to be compared.  

B. It may be necessary for the Hazards Risk Management team to create a customized qualitative system of measurement (one that is tailored to fit the characteristics of the community.)  

C. Participants should recognize that not all communities are the same in regards to demographics, capabilities, economies, and other facts, and as such a small impact in one community could be catastrophic to another.  The measurement system created should accommodate these differences.  

D. For example, a town of 500 people would be severely affected by a disaster that caused the death of 10 citizens, while a city of 5 million may experience that number of deaths in car accidents alone in a given week.


E. Another benefit that can be attained by creating an individualized system of qualitative analysis is the incorporation of the alternative measures of consequence listed above (ratio of responders to victims, people made homeless/displaced).  

F. Certain alternative measures may be very important to particular communities, such as impacts to cultural resources such as museums that are a primary draw to the community, or loss of the employment base.


III. Combining Systems of Measurement (see slide 14-18)

A. Because there is rarely sufficient information to determine the exact statistical likelihood of a disaster occurring, or to be able to determine the exact number of lives and property that would be lost should a disaster occur, it is often most useful to use a combination of both quantitative and qualitative measurements.  

B. By combining the two methods of analysis, the Hazards Risk Management team is able to achieve a standardized measurement of risk that accommodates for less precise measurements of both risk components (likelihood and consequence), to determine the comparative risk between hazards.


C. The goal of the process through which likelihood and consequence values for each hazard are determined is to begin with both quantitative and qualitative data, and convert it all into a qualitative system of measurement that accommodates all possibilities presented by hazards (from the most rare to the most common, and from the least damaging to the most destructive).  

D. The combined systems of measurement as utilized in hazards risk assessment, as described in this course, is most typically conducted according to the following four-step process: 


1. Calculate the (quantitative) likelihood of each identified hazard (broken down by magnitude or intensity if appropriate).


2. Calculate the (quantitative) consequences that are expected to occur for each hazard (broken down by magnitude or intensity if appropriate), in terms of human impacts and impacts and economic/financial impacts.


3. Develop a locally-tailored qualitative system for measuring the likelihood and consequence of each hazard identified as threatening the community.


4. Translate all quantitative data into qualitative measures for both the likelihood and consequence of each hazard.

E. It does not matter whether the likelihood or consequence is analyzed first, or if both are done concurrently, as neither depends upon the other for information.  It is important, however, that the quantitative analyses be completed before the qualitative ones, as the qualitative rankings will be based upon the findings of the quantitative analyses.  


F. The majority of the information that will be used in the analysis of both of these assessments (qualitative likelihood and consequence) will come directly from the descriptions of the community and environment from Session 11 and the risk statements generated in Session 13.

G. Ask the Students, “What, if any, advantages would using a quantitative likelihood measurement have over a qualitative likelihood measurement to an emergency manager considering all of a community’s hazards?  


1. The primary benefit of doing this is that it can save considerable financial and human resources.  For the analysis of risk, values do not need to be as precise as results from a qualitative analysis.


2. The professor can continue the discussion by asking students if they can think of any situations where the time and expense required to obtain precise likelihood values would be worth it in terms of benefits.


IV. Determining the Depth of Analysis Desired (see slide 14-19)


A. As has been described throughout this course in other sessions, the depth of analysis to be undertaken by the Hazards Risk Management team depends on three factors

1. The amount of time and money available


2. The seriousness of the risk (determined using the information gathered on the risk statements generated in Session 13)

3. The complexity of the risk


B. The Hazards Risk Management team must decide, according to the information gathered in the risk statements, the level of effort and resources required by each hazard.


1. Each hazard analyzed must be considered according to the range of possible intensities that could be exhibited by the particular hazard.


2. Depending on the characteristics of the hazard, it may be necessary to break the hazard down according to intensity, and perform separate analyses on each possible intensity, because the likelihood and consequences for each category of intensity will be different, which in turn results in different treatment (mitigation) options.  


3. For instance, the general hazard of ‘earthquake’ could be further divided into events of magnitude 4, 5, 6, or 7, and so on.  


i. Generally, the lower the intensity of an event, the greater the likelihood of that event occurring, while the consequences associated tend to be lower.  


ii. Several thousand earthquakes of very low intensity and magnitude occur daily with little or no consequences at all.  


iii. However, the rarer large earthquakes must be treated differently than the common small ones because of the potential they have to inflict massive casualties and damages. 


4. The amount of subdivision of hazards into specific intensities taken by the Hazards Risk Management team again depends upon the available time and resources.  More divisions will give a more comprehensive assessment, but there will come a point where the added time and resources spent no longer provide added value to the assessment commensurate with the added effort.


V. Availability of adequate data


A. For disasters that occur regularly, such as flash floods or snowstorms, if records have been maintained it will be fairly easy to calculate the number of occurrences that would be expected to happen in a coming year or years.  


B. More often than not, however, sufficient information does not exist to accurately quantify the likelihood of a future occurrence of a disaster to a high degree of confidence.  

1. This is especially true for hazards that occur infrequently, and/or occur with no apparent pattern of behavior, such as earthquakes, terrorism, or nuclear accidents, to name a few.  

2. This inability to achieve precision is a fundamental reason that qualitative measures are used in the final determination of the likelihood of a hazard. 


C. The Need for Expert Analysis

1. For rare and extremely rare hazards, such as terrorist attacks, nuclear accidents, or airplane crashes (outside of communities where airports exist), there may be few if any data points to base an analysis upon.  However, this does not mean that there is a zero percent probability of the disaster occurring, even if there has been no previous occurrence.  


2. In these incidences, it will be necessary to consult with a subject matter expert (SME) to determine the likelihood of a disaster resulting from the hazard over the course of a given year, and any information on the existence of a rising or falling trend for that particular hazard.  

3. There are often professional associations or other organizations that maintain risk data on particular rare hazards, such as the Nuclear Regulatory Commission, the Transportation Safety Board, or the Office of Homeland Security, to name three that would be able to help with the examples above.  

4. Additionally, modeling techniques, as described later in this session, can also be used to estimate the likelihood of infrequent events.


D. Historical Data


1. The historical data on injuries, fatalities, and property/infrastructure damage and destruction gathered during the generation of risk statements is highly valuable in predicting future likelihoods and consequences.  


2. However, as will be explained in the following remarks on trends, human behavior and/or changes in hazard characteristics often result in either increasing or decreasing trends in the consequences of disasters over time.  

3. Changes in settlement, new development, among other reasons, can increase community vulnerability significantly between two different occurrences of a hazard.  (Having access to recently updated land-use maps can alleviate this problem significantly.)


4. Historical information does have its uses, however, especially in more common hazards where data has been collected methodically and accurately.  


5. Consequence data based upon historical information can act either as a benchmark to validate the findings of more in-depth analyses or as the actual estimation of consequences, should the Hazards Risk Management team decide to perform a lower level of analysis.  


6. In Session 11, the process of describing the community and the environment was explained.  In this step, information was gathered on the physical community, the built environment, and the social environment, as well as the critical infrastructure and the interdependence of the community on surrounding and other external communities.


7. Using the hazard maps created or obtained during the process of creating risk profiles, combined with the described community environment, it will be possible for the Hazards Risk Management team to develop numerical figures for the expected number of lives that will be lost, people that will be injured, and the dollar amount of the direct and indirect damages that may occur.  (However, it is always important to keep in mind that even the most extensive analyses of consequences are imperfect, based heavily upon assumptions and upon historical data that may or may not indicate future behavior of hazards.)


8. Consequence analyses must look not only at the location of structures in relation to the hazard, but also at the vulnerability of each structure.  

9. Oftentimes, mitigation measures are taken to reduce the vulnerability of a structure following a past occurrence of a disaster.  

i. For instance, imagine if a school is located in a floodplain within the community.  

ii. The Hazards Risk Management team has obtained information indicating that the school has been raised to an elevation where it will only be affected by floods of magnitude greater than the 50-year (2% chance/year) flood.  

iii. Using this information, the Hazards Risk Management team can deduce that such a structure will likely sustain no damage during the course of a 20-year (5%) flood event.  


10. While the Hazards Risk Management team will likely not have the value of all structures within the community, or be able to determine complete data pertaining to lost revenue and inventory, such data deficiencies will likely be consistent across all hazard consequence analyses, and will therefore not necessarily cause the results of the analyses to be unreliable.  

i. Obviously, more data generally results in more accurate assessments.  

ii. However, the amount of data that can be collected will always be a factor of time and resources available.  

iii. Moreover, the process of translating the quantitative data that has resulted from these analyses into the qualitative determination of likelihood and consequence described can be tailored to accommodate for almost any lack of accuracy.


11. Deaths/Fatalities and Injuries


i. The Hazards Risk Management team can estimate the number of people who will be hurt or killed using two methods, estimation based upon historical data and changes in population, or modeling techniques. 

a) Historical Data


(a) To estimate the number of deaths and injuries using historical data, the Hazards Risk Management team must first assemble the data on historical incidences of disasters caused by the particular hazard being analyzed.  Then, using current data on the community previously gathered, a conversion to current day conditions can be made.


(b) For example, imagine that a category IV hurricane struck a community in 1955, causing 4 deaths and 35 injuries.  The population of the community at the time was approximately 10,000 people.  Today, the community population is estimated to be 15,000 people.  Converting to present day conditions, the Hazards Risk Management team can estimate that there will be 6 deaths and 52 injuries resulting from a future category IV hurricane.


(c) These estimations do not account for mitigation measures that have been taken in the interim period between disasters.  

(d) The more recently a comparable disaster has occurred, the more accurate the conversion will be.  Using modern modeling techniques, such as HAZUS (acronym for Hazards U.S., a nationally standardized, Geographic Information System (GIS)-based, risk assessment and loss estimation tool developed by FEMA and described later in this session) and HAZUS-MH (HAZUS Multi-Hazard) can increase the accuracy of injury and death estimations.


E. Trends (see slide 14-21)


1. The more often that a disaster occurs, the more data points that those performing the quantitative likelihood assessment will have, and therefore, the more accurate that the historical analysis will be (given that the collected data is, in fact, accurate).  However, more information than the number of events per year must be examined.  


2. Frequently occurring disasters and infrequent ones alike tend to exhibit either falling or rising trends in occurrence over time, rather than having a steady rate of occurrence.  

3. These rising and falling trends must be accounted for if there is to be any accuracy attained in an analysis of likelihood.


i. For example, if a community has sustained approximately 35 wildfires per year for the past 40 years, then it might easily be assumed that it is very likely there are going to be approximately 35 wildfires per year in the coming years.  


ii. However, upon further inspection of historical records, it is discovered that 40 years ago, there was 1 fire.  39 years ago there were 3 fires.  The number of fires steadily increased until the historical record ended with 70 fires occurring the last year.  


iii. Over the 40-year period, the average number of wildfires is in fact 35 per year.  However, if the rate of wildfires has been increasing each year, from 1 per year 40 years ago to 70 per year last year.  Considering this trend, the expected number of wildfires next year cannot be expected to be 35 despite the fact that the average per year is 35.  


iv. It has to be assumed from this data that there is a rising trend in the occurrence of wildfires, and there is likely to be 70 or more fires in the coming year.  


v. Why this rising trend is occurring and what can be done to counteract it is something that will need to be examined in the coming sessions that describe the evaluation of risk and the treatment options available.


vi. The reasons for these changes in rate of occurrence may or may not be apparent from the data collected in the generation of risk statements.  However, if a trend has been discovered, the presence of such should be recorded on the risk statements at this step in the process, and any explanation why it is occurring if one is known.  In the next sections, Risk Assessment and Risk Treatment, these trends will be factored into decisions on mitigation options and the ranking of risk.

VI. Abbreviated damage consequence analysis (see slide 14-22)


A. If the Hazards Risk Management team has chosen to perform a lower level of analysis on the consequences of the community’s hazards, then two pieces of information are needed.  

B. The first is the historical incidence of hazard damage for each disaster.  

C. The second is data on the population/structural changes in the community since the date of each historical disaster to compare to present day data collected as described in Session 13. 


D. Once that data is assembled, the team must calculate damages as they would be expected to affect the community as a comparison between the two dates.  

1. For instance, imagine that a flood (of a specific magnitude) in 1955 caused $1 million in damages in a community.  

2. The community is found to have grown approximately 50% in the floodplain in the intervening years.  

3. Using this information, the Hazards Risk Management team can estimate the consequences of a future event of similar magnitude to be approximately $1.5 million in 1955 dollars, or $12,946,847 in 2012 dollars. (Currency inflation converters are widely available on the internet.  Examples include: http://www.bls.gov/data/inflation_calculator.htm and http://www.westegg.com/inflation/)

4. If a certain hazard has not affected the community in a significantly extended period of time, or if the hazard has never affected the community, the team may want to either use data from an example of the hazard affecting a community of comparable structure and size, or avoid performing a quantitative analysis for the rare hazard.


VII. Full Damage Consequence Analysis


A. Step 4 of FEMA’s State and Local Mitigation How-To Guide, assigned as student reading, provides several examples of the damage estimation tools that are available to Hazards Risk Managers.  (This guide is provided as handout 14-2).  A full damage consequence analysis requires that the Hazards Risk Management team consider the current estimated cost of all physical assets within the community.  These include:


1. Losses to structures – estimated as a percentage of the total replacement value.  This figure is obtained by multiplying the replacement value of the structure by the expected percent damage to the structure (based upon tables provided by FEMA and other sources) for each hazard.


2. Losses to contents – estimated as a percentage of the total replacement value.  This figure is obtained by multiplying the replacement value of the contents by the expected percent damage (based upon tables provided by FEMA and other sources) for each hazard.


3. Losses to structure use and function and cost of displacement – The losses to structure use is a function of the number of days the structure is expected to be out of use multiplied times the average daily operating budget or sales (annual revenue/budget divided by 365).  The cost of displacement is the product of the costs incurred as result of the business/service being displaced and the number of days that displacement is necessary.  These calculations can apply to businesses, bridges, utilities, public services (libraries), and any other community asset.


i. To track calculated figures, a standardized worksheet should be used by the Hazards Risk Management team.  One example of a standardized worksheet, offered by FEMA in their State and Local Mitigation How-To Guide (#2), is found on the second to last page of this document: http://www.fema.gov/library/file?type=publishedFile&file=howto2.pdf&fileid=f11f7eb0-43e0-11db-a421-000bdba87d5b.


ii. Each hazard will affect structures and their contents in different ways.  

iii. FEMA, and other organizations, have made tables available to determine this information specific to different hazards.  

iv. In order to perform a full damage consequence analysis, the Hazards Risk Management team will need to have the following information (which would have been gathered during the process of describing the community and environment and determining the vulnerability of the community.)


4. Replacement value of all community assets (homes, businesses, and infrastructure)


5. Replacement value of inventory (business inventory, personal property in homes, contents of government offices and other buildings)


6. Operating budgets/annual revenues of businesses and government assets.


7. Costs of relocation of operations/services.



VIII. Once quantitative figures have been calculated for both the likelihood and consequence components of risk, the Hazards Risk Management team can begin the process of determining the qualitative values assigned to the likelihood and consequence for each hazard (and hazard intensity or magnitude, if the hazard is sub-divided into such.)


A. The Hazards Risk Management team should begin by selecting a system of qualitative measurement, or by designing one that suits the needs of both the format of results in the quantitative analysis and the characteristics of the particular community.


1. A disaster, as defined in Session 2, is ‘a serious disruption of the functioning of society, causing widespread human, material, or environmental losses which exceed the ability of affected society to cope using only its own resources’ (UNDP 1994).  

2. Therefore, a specific set of hazard consequences may constitute a disaster in one community but not in another.  For instance, in a community of 500, 10 injuries may exceed the capacity of the local clinic, but in a large city, 10 injuries would be easily managed.  


B. Whether designing a new system of measurement or using an existing one, it is necessary that the Hazards Risk Management team be aware of the local capacity, in order to know how many deaths and injuries, and how much damage can be sustained, before the local capacity is either stressed or exceeded.  

1. The Hazards Risk Management team will have the data collected in the previous sessions, describing the community and the environment, upon which to base their new or acquired system of measurement.


2. It can be beneficial to create two measures of consequence; one that measures the tangible physical/material losses associated with cost, and the other that measures the intangible losses of deaths/fatalities and injuries.  


3. Each qualitative term should then have two measures associated with it, corresponding to deaths/injuries and costs.  In many occurrences the tangible ranking and the intangible will not be the same.  For instance, in a chemical spill, there may be no physical damages to structures, but many people may become injured or die.  In other events, there may be no immediate deaths or injuries, but a great amount of physical loss, such as a low-level radioactive accident that causes the long-term evacuation of an area.  In either of these cases, whichever factor achieves the qualitative measure of greater (higher) consequence is used to determine the consequence of the hazard.


4. Handout 14-3 provides multiple examples of qualitative measures of likelihood and consequence.


C. Once a measurement system has been chosen, the team can assess each hazard according to its qualitative likelihood and consequences, using the quantitative data obtained in the previous steps of the hazard analysis process.  These qualitative rankings that are derived are then recorded and assessed according to a risk assessment matrix (to be described in Session 15.) 


D. When assessing the qualitative ranking for consequence for a hazard, two different types of consequences are usually examined - human impacts (injuries and deaths/fatalities) and material/physical losses.  


1. In making a determination of the qualitative consequence ranking, the Hazards Risk Management team will choose whichever ranking is the greater.  


2. Differences between the severity of human and material losses often exist – a poisonous gas leak would be good example of a hazard where few material/physical damages are likely, but many deaths/injuries could occur.  In that case, the Hazards Risk Management team will probably base their assessment on the human consequences of the hazard rather than the material/physical ones.) 


IX. Uncertainty in Risk Analysis (see slide 14-23)


A. The very nature of risk analysis is one of uncertainty.  


B. All figures that result from both the quantitative and qualitative analyses are merely estimates, and cannot account for many unknown and confounding variables that affect the way humans and the built environment are affected by disasters of all kinds.  


C. Hazards Risk Managers must always keep this fact in mind when performing their tasks, and both minimize and account for such uncertainty to the best of their abilities.  


D. Bruna De Marchi, the director of the Mass Emergencies Programme of the Gorizia (Italy) Institute of International Sociology, writes that there are 6 types of uncertainty faced by emergency managers:


1. Scientific - difficulty of risk assessment or of forecasts


2. Legal - possibility of future liability for actions or inactions


3. Moral - potential guilt implications involved in actions or inactions


4. Societal - relationships between publics and institutions


5. Institutional - relationships and rules of engagement between institutions


6. Proprietary - ownership of resources function, included contested rights to know, warn, or conceal. (EMA 2001)


E. The issue of scientific uncertainty is a major one in the risk analysis process.  


1. Because the risk analysis process is so heavily dependent upon accurate data, and because there is only so much time and so many resources available to collect that data, a certain degree of uncertainty is likely to exist in the outcome of the analyses.  


2. Hazards Risk Managers need to understand these uncertainties, and the uncertainties to follow in the assessment and implementation phases that follow analysis.


Supplemental Considerations:

When the risk analysis process is completed for all identified hazards in the community’s hazard portfolio, the Hazards Risk Management team is able to begin assessing these hazards using a standardized hazards matrix.  Before beginning the next section, the instructor may want to show the students examples of the risk matrices that will be used in the next step of the Hazards Risk Management process, Risk Assessment. Two examples are provided in Handout 14-4. 

Objective 14.5 -
Discuss the role of modeling in risk analysis and provide examples of available models
Requirements:  

Provide an overview of modeling techniques, including their components, their requirements for use, the benefits of using them, and their weaknesses.  Describe several models that are available to the Hazards Risk Management team.  Provide an in-depth description of HAZUS-MH.

Remarks:

I. There are several computer modeling techniques that are available to the Hazards Risk Management team, each offering a different product of analysis (see slide 14-24). 


A. Modeling techniques provide insight to the Hazards Risk Management team about the scope of expected disasters, the location and severity of damages, the risk to life and property, the resources that are required to manage disasters, and many other factors.


B. While models can be used to measure both of the risk components (likelihood and consequence), the most common product of these models is an estimation or prediction of the consequences of a user-defined disaster.  This type of modeling is called ‘loss modeling’ or ‘consequence modeling’.  


C. Models have been developed to predict the consequences of virtually every hazard, natural or technological.  Their accuracy of output, however, can vary widely.


D. Consequence and loss models are primarily Geographic Information System (GIS) based products, and their outputs are displayed in a map format. 


E. All models require the input of specific scenario parameters.  

1. Users must provide a range of data relevant to the disaster scenario and specific to the model or simulation in question, including (at minimum) the hazard and its associated magnitude/scope and the area that is impacted.  

2. Some of the more widely-applied modeling resources, including the FEMA Hazards United States: Multi-Hazard (HAZUS-MH) software or the US Army Corps of Engineers (USACE) modeling services, contain pre-loaded baseline data layers that address various aspects of almost every community in the United States (such as building stock, populations and demographics, critical infrastructure, transportation infrastructure, pipelines, topography, soil types, among others).  

3. Regardless of the model selected, the quality and accuracy of output data will increase as more relevant and timely data is entered into the system.  

F. Like all analyses, consequence and loss modeling techniques are only as good as the data upon which they are based.  


1. There is a saying in modeling that goes, “Garbage in, garbage out” which states that only good data will provide good information.  


2. For a model to be as accurate as possible the Hazards Risk Management team must ensure that any data used by the model, whether included with the modeling package or entered manually by the team, is timely, accurate, and complete.


G. Most models are based upon a database of information.  As previously noted, this information is often GIS-based, and can include any range of inputs, including (see slide 14-25):


1. Building stock


i. Material of construction (wood, reinforced concrete, etc.)


ii. Value (structure and contents)


iii. Use (residential, industrial, commercial, etc.)


iv. Peak wind speed resistance


2. Transportation routes


i. Roads and Highways


ii. Bridges


iii. Railroad tracks


iv. Airports


v. Maritime channels and routes


3. Land characteristics


i. Topography


ii. Soil type


iii. Rivers, streams, lakes, ponds, reservoirs


iv. Land use (agricultural, residential industrial, commercial)


4. Critical Infrastructure Components


i. Utilities (power generation, communications, water/sewage treatment, etc.)


ii. Dams


iii. Hospitals/Police/Fire


iv. Government


5. Population demographics


i. Time-specific population data (workday, weekday, evening)


ii. Vulnerable populations (elderly, handicapped, poor)


6. Components of Disaster Response


i. Evacuation routes


ii. Shelter Locations


II. Consequence models often function in the following manner (simplified for description):


A. Database of information defining the community is acquired or entered into the model by the user. 


B. User defines the attributes of the hazard to be modeled.  For instance, for an earthquake, this could include the magnitude, the location of the epicenter, the duration of the earthquake, the earthquake depth, aftershock intensity, etc.


C. The model then evaluates each data component individually to determine the predicted outcome of the interaction between that structure or community component and the disaster defined by the user.  


III. Models use calculations and estimations that are scientifically based (laws of physics, engineering, statistics, etc.), and upon historic data.  


IV. Models are not perfect, and in fact do have some disadvantages.  These include (Power Point Slide 14-26):


A. Models are heavily data dependent.


B. Models are based upon many assumptions which may not be true in reality.


C. If models underestimate consequences, they can give a false sense of security.  If models overestimate consequences they can cause fear


D. Models can be difficult to use, and their results may be hard to interpret by the untrained.


V. However, the advantages of using models can easily outweigh these disadvantages.  Model advantages and benefits include (see slide 14-26): 


A. Models can give planners a higher level of analysis


B. Model outputs can give a spatial, visual representation of the consequences and likelihood of hazards.


C. Models can be manipulated to incorporate environmental and social changes to a community to re-evaluate levels of risk or consequence.

VI. Popular Risk Models (see side 14-27)


A. There are literally hundreds of modeling packages available to the Hazards Risk Management team to use in their analysis of risk.  


1. The following are brief descriptions of several of the more useful or more popular, including website links for further information where available.  


2. Please note that this is just a sample of the many tools available, and is not an endorsement of any particular product. (Power Point Slide 14-x)


B. CAMEO (Computer-Aided Management of Emergency Operations)


1. CAMEO is a system of software applications used to plan for and respond to chemical emergencies.  It was developed by the Environmental Protection Agency’s (EPA’s) Chemical Emergency Preparedness and Prevention Office (CEPPO) and the National Oceanic and Atmospheric Administration (NOAA) Office of Response and Restoration, to assist front-line chemical emergency planners and responders.


2. CAMEO is used to access, store, and evaluate information critical for developing emergency plans.  In addition, CAMEO supports regulatory compliance by helping users meet the chemical inventory reporting requirements of the Emergency Planning and Community Right-to-Know Act (SARA Title III).


3. CAMEO integrates a chemical database and a method to manage the data, an air dispersion model, and a mapping capability.  All modules work interactively to share and display critical information in a timely fashion.


4. CAMEO uses a mapping program called Mapping Applications for Response, Planning, and Local Operational Tasks (MARPLOT).  MARPLOT allows users to ‘see’ their data (roads, facilities, schools, response assets, etc.), by plotting the information on printable maps.  The areas contaminated by potential or actual chemical release scenarios also can be overlaid on maps to determine potential impacts.  


5. CAMEO also uses a dispersion model called Areal Locations of Hazardous Atmospheres (ALOHA).  ALOHA is used for evaluating releases of hazardous chemical vapors.  ALOHA allows the user to estimate the downwind dispersion of a chemical cloud based on the toxicological/physical characteristics of the release.  Graphical outputs include a ‘cloud footprint’ that can be plotted on maps with MARPLOT to display the location of other facilities storing hazardous materials and vulnerable locations, such as hospitals and schools.  Specific information about these locations can be extracted from CAMEO information modules to help make decisions about the degree of hazard posed.


6. More information on CAMEO can be found at http://www.epa.gov/emergencies/content/cameo/index.htm.  


C. CATS (Consequence Assessment Tool Set) 


1. CATS is a disaster analysis system for natural and technological hazards.  


i. It is used before a disaster to create realistic scenarios for training and planning, and to create contingency plans with comprehensive population and infrastructure data.  


ii. It is used during a disaster to assess the affected population quickly and accurately, track hurricane damage, assess damage from earthquakes, tidal surges, explosive devices, industrial agent releases, or weapons of mass destruction, reduce response timelines, and determine roadblock locations and exclusion zones for safe routing of responders and victims.  


iii. CATS is used after a disaster to assess needs and locate resources for a sustained response, obtain information for reporting, damage assessment, and lessons learned, and to obtain support for remediation and compensation.


2. CATS provides a comprehensive package of hazard prediction models and casualty and damage assessment tools.  CATS also accepts real-time data from local meteorological stations.


3. CATS is supplied with over 150 databases and map layers.  These include the location of resources to support response to specific hazards, infrastructure objects and facilities (communications, electric power, oil and gas, emergency services, government, transportation, water supply), a variety of population breakouts, and more.  It also allows users to add custom databases.


4. CATS offers 3 models for natural disasters, which analyze the consequences of:


i. Hurricanes


ii. Hurricane storm surges


iii. Earthquakes


5. CATS offers a range of modules that assess technological hazards.  These include:


i. HPAC - Hazards Prediction and Assessment Capability, used for assessing potential hazards associated with attacks from NBC (Nuclear, Biological, Chemical) weapons or from attacks on nuclear, biological, and chemical facilities.


ii. CHAS - Comprehensive Hazards Assessment System, used for NBC weapons.


iii. D2PC - Used for the propagation of chemical hazards.


iv. NAERG - North American Emergency Response Guide Protocol, used for defining the initial extent of toxic industrial materials hazards.


v. HE - High-explosive blast damage assessment tool.


vi. RIPD - Radiation-Induced Performance Decrement, for the assessment of mortality and personal performance perturbation resulting from acute and protracted exposure to ionizing radiation (used with CHAS).


vii. NewCas - used for the assessment of mortality, incapacitation, visual impairment, and symptom threshold associated with exposure to military biological and chemical agents (used with CHAS and HPAC).


viii. More information on CATS can be found at http://www.saic.com/products/security/cats/.  A fact sheet can be found at: http://www.saic.com/products/security/cats/CATS-FS.pdf 


D. RMP*Comp


1. RMP*Comp is a free program that can be used to complete the offsite consequence analyses (both worst case scenarios and alternative scenarios) that are required under the Risk Management Planning Rule of the 1990 Clean Air Act.


2. RMP*Comp allows users to enter information such as the amount of a chemical stored in a vessel.  The model performs all calculations to analyze the consequences of possible accidents or releases.

3.
RMP*Comp allows planners to determine if hazardous chemicals and/or materials could put nearby populations at risk should an accident occur.

3. More information on RMP*Comp can be found at http://www.epa.gov/osweroe1/content/rmp/rmp_comp.htm. 


E. WaterRisk

1. WaterRisk is a floodplain information management application developed by Worley Parsons.  

2. WaterRisk was created and introduced to flood and floodplain management professionals in order to provide an easier interface with which to manipulate and utilize the information currently generated by existing flood modeling software.  

3. This program, also called WaterRIDE (Water Resources Investigation Development Environment) in Australia/New Zealand, integrates existing GIS and hydrodynamic modeling technologies with a display and manipulation interface in order to better manage the operational data and information needs of the emergency and floodplain manager.  

4. WaterRisk also includes several important features, including the ability to enable users with minimal technical knowledge to manipulate flood model reporting data, and to attach and modify key floodplain management information, images, flood certifications, and other relevant data onto selected geographic points and/or addresses displayed in the flood model products. 


5. In essence, WaterRisk™ provides for the floodplain manager a one-stop consolidated information management solution.   


6. WaterRisk is works on top of existing mapping software packages developed and sold by external organizations that provide flood water surface data.  

7. WaterRisk functions by constructing a continuous, temporal (time-varying) surface through the results of 1D and 2D hydraulic models (see ‘Model Types’).  

i. This surface then interacts with a finer scale digital terrain model (DTM – see ‘Digital Terrain Model’) to provide realistic flood inundation 'animations' and flood extents, all within a live GIS environment.  

ii. This is performed through a special “purpose built GIS engine” that integrates the 1-D and 2-D information with GIS data in a live GIS environment.  By combining in a dynamic interface all of this information; inclusive of flood model output, property data, and other spatial layers, WaterRisk effectively creates a planning floodplain management platform.

iii. What is most distinguishing about the WaterRisk program, however, is that it provides, in effect, a management solution to all roles and responsibilities of the typical floodplain manager.  Rather than simply supporting the knowledge base of the floodplain manager by providing raw risk data, WaterRisk serves as the real-time databank of community-wide and property-specific flood information, both actual (such as elevation certification) and estimated (including such things as NFPA flood designations and specific flood depths for simulated events).  As designed, the floodplain manager could organize and/or base their every action according to the information contained and presented in WaterRisk.

8. More information about WaterRisk can be found at: http://www.waterride.net/whatisWR.htm 

F. EM-Tools


1. EM-Tools is a suite of modules that can be used individually or together.  The complete package includes:


i. EM-Tools Earthquake Model - This is a stand-alone version of the NHEMATIS earthquake hazard model developed by the Office of Critical Infrastructure Protection and Emergency Preparedness (OCIPEP) in Canada.  This model produces outputs very quickly and requires little training.  The model produces maps of Modified Mercalli Index (MMI – defined in the supplemental considerations) and Peak Ground Acceleration (PGA – defined in the supplemental considerations). 


ii. EM-Tools Flood Model - A stand-alone version of the NHEMATIS flood hazard model.  This model generates models of flood areas from gridded digital elevation (DEM – defined in the supplemental considerations) data.


iii. EM-Tools Hazmat Interfaces - plots geo-referenced plumes (chemical clouds) and evacuation areas.


iv. EM-Tools Shared Tools - A number of useful tools and utilities for working with the hazard models listed above.  It includes a quick query and reporting function to produce a listing of map layers that fall within each model’s output.


v. EM-Tools Building Damage Estimation Model - displays predicted and actual building damage based upon damage ‘postings’ (inspected, restricted use, unsafe), percent damage, and estimated populations at risk.  A publishing utility is included to produce web-based damage summary reports.


2. More information on EM-Tools can be found at http://www.lookfarsolutions.com/hazard_modelling.htm.  There are several screen shots available on this webpage.  


G. AIR Terrorism Loss Estimation Model


1. The AIR model, launched in September 2002, is a detailed terrorism loss estimation model that provides fully probabilistic loss costs.  The AIR Terrorism Loss Estimation Model provides quantitative information that insurers, reinsurers, and corporate risk managers can use to better understand the risks of terrorism and to support decision-making.


2. The AIR model produces estimates of the financial impact of potential acts of terror. The AIR model can be used to:
i. Analyze concentrations of exposures and their proximity to likely targets


ii. Examine the effects of deterministic scenarios that affect specific exposures


iii. Perform fully probabilistic analyses for company-specific portfolios


iv. Support pricing, portfolio management, and overall risk management


v. Analyze correlations of estimated losses across multiple lines of business on an event basis

3. To develop estimates of the frequency, location and severity of potential future terrorist attacks, AIR assembled a team with national and international, high-level operational and analytical expertise in counter-terrorism.  With input from the expert team, AIR identified the potential types of targets for possible attack. The resulting "landmark database" consists of over 300,000 potential targets that include commercial, industrial, educational, medical, religious, and governmental facilities. 

4. The model analyzes various threats posed by domestic extremists, formal international and state-sponsored terrorist organizations, and loosely affiliated extremist groups. The nature of the selected targets and of the weapons used is a function of the goals and capabilities of the individual groups. A wide variety of weapon types is considered. These include the full range of conventional weapons, including bombs of various sizes, as well as general and commercial aviation crashes. Also modeled are the effects of unconventional weapons, including chemical, biological, radiological, and nuclear (CBRN).


5. The AIR terrorism model employs an engineering-based approach to estimating building damage from weapons effects on both the target and surrounding buildings. These effects are multiple and include pressure and shock waves, fire, and both falling and projectile debris.  To model the effects of unconventional weapons on structures, the AIR terrorism model utilizes the Consequences Assessment Tool Set (CATS), which is capable of simulating various attack types, including chemical agents such as sarin and VX, and biological agents such as anthrax and small pox. Nuclear and radiological attacks using materials such as cesium and cobalt are also modeled.


6. While the AIR terrorism model is intended primarily for private sector customers, the end products of its analysis could be valuable to emergency managers and Hazards Risk Management teams conducting consequence analyses from the terrorism hazard.


7. More information on the AIR Model can be found at https://www.air-worldwide.com/Models/Terrorism/


H. CoreLOGIC US Flood Catastrophe Model 

1. The CoreLogic US Flood Catastrophe Model addresses both riverine and coastal surge risk in the United States. 

2. This model targets the insurance industry by providing a means to financially quantify flood risk in a manner consistent with other natural hazards. 

3. The CoreLOGIC flood model simulates the frequency and severity of possible river and coastal surge events to determine loss potential for residential, commercial and industrial facilities.

I. FLDVIEW 

1. FLDVIEW (Managed by NOAA/NWS)  was developed to produce maps of the expected aerial extent of flooding in an operational setting where timeliness is as important as accuracy. 

2. FLDVIEW was developed using ESRI ArcView 3.1 (including the Spatial Analyst and 3-D Analyst extensions). It uses ArcView to produce a map of the inundated area in both raster and vector formats. 

3. The current version imports existing USGS Digital Elevation Models (DEMs) and convert them to grids, or creates grids from contour lines in AutoCAD's DXF or ArcView’s shapefile file formats. 

4. USGS DEMs are available for free on the web as part of the National Elevation Dataset (NED) at a minimum resolution of 30 meters.

J. FLO-2D 

1. FLO-2D is an NFIP-accepted, dynamic flood routing model that simulates channel flow, unconfined overland flow and street flow. 

2. The model uses wave momentum and a “difference routing scheme” (with eight potential flow directions) to predict the progression of a flood over a system of square grid elements. 

3. RiverFLO-2D is a 2-D in-channel flood routing model that uses a finite element model to compute flood hydraulics.  This model, a companion to FLO-2D, calculates flow around key river features in complex environments. 

K. HEC-RAS/GeoRAS 

1. Hydrologic Engineering Centers River Analysis System (HEC- RAS), maintained by the USACE, is an NFIP-accepted modeling program that allows users to perform 1-D steady flow, unsteady flow, sediment transport/mobile bed computations, and water temperature modeling. 

2. The user interacts with HEC-RAS through a graphical user interface (GUI). 

3. The main focus in the design of the interface was to make it easy to use the software, while still maintaining a high level of efficiency for the user. 

4. HEC-GeoRAS is a set of procedures, tools, and utilities for processing geospatial data in ESRI’s ArcGIS using a graphical user interface (GUI). The interface allows the preparation of geometric data for import into HEC-RAS and processes simulation results exported from HEC-RAS. 

5. The user creates a series of line themes pertinent to developing geometric data for HEC-RAS. The themes created are the Stream Centerline, Flow Path Centerlines (optional), Main Channel Banks (optional), and Cross Section Cut Lines referred to as the RAS Themes. 

6. Additional RAS Themes may be created/used to extract additional geometric data for import in HEC-RAS. These themes include Land Use, Levee Alignment, Ineffective Flow Areas, and Storage Areas. 

7. Water surface profile data and velocity data exported from HEC-RAS simulations may be processed by HEC-GeoRAS for GIS analysis for floodplain mapping, flood damage computations, ecosystem restoration, and flood warning response and preparedness.

L. MIKE FLOOD 

1. MIKE FLOOD, Maintained by the DHI Group, is an NFIP-accepted 1-D and 2-D flood modeling package that integrates several hydrologic modeling tools. 

2. MIKE FLOOD integrates flood modeling for rivers (MIKE 11), overland flow (MIKE 21) and urban drainage (MIKE URBAN's MOUSE engine). This program allows users to model some areas in 2D detail, while other areas can be modeled in 1D.  


M. TUFLOW 


1. TUFLOW simulates flooding in major rivers though to complex overland and piped urban flows; estuarine and coastal tide hydraulics; and inundation from storm tides.  

2. TUFLOW is 1-D and 2-D flood and tide simulation software. TUFLOW offers 1D/2D dynamic linking capabilities.  

3. Since 2004, over 300 organizations across fifteen countries purchased TUFLOW, with many of the larger organizations utilizing extended network licenses across offices worldwide. TUFLOW is the dominant 2D flood modeling software in the UK, and is the most widely used 1D/2D flood modeling software in Australia. 


N. WSPRO 


1. WSPRO, maintained by USGS, is an NFIP-accepted computer model for water surface profile computations.  


2. WSPRO computes water-surface profiles for subcritical, critical, or supercritical flow as long as the flow can be reasonably classified as one-dimensional, gradually-varied, steady flow.  

3. WSPRO can be used to analyze:  (1) open-channel flow; (2) flow through bridges;  (3) flow through culverts; (4) embankment overflow; and (5)multiple-opening (two or more separate bridge and (or) culvert structures) stream crossings.   

4. A primary objective in developing WSPRO was to provide bridge designers with a highly flexible tool for analyses of alternative bridge openings and (or) embankment configurations. However, WSPRO is equally flexible and suitable for analyses of existing stream crossings.  

5. WSPRO is a very easy-to-use model, which is generally applicable to water-surface profile analyses for highway design as well as for problems related to flood plain mapping, flood insurance studies, and estimating stage-discharge relationships.


O. XP-SWMM 


1. XP-SWMM is an NFIP-accepted comprehensive software package for modeling of storm water, sanitary, and river systems.  

2. It is used to develop link-node (1D) and spatially distributed hydraulic models (2D) for analysis and design.  

3. XP-SWMM simulates natural rainfall-runoff processes and the performance of engineered systems that manage water resources. It also simulates flow and pollutant transport in engineered and natural systems including ponds, rivers, lakes, floodplains and the interaction with groundwater.  

4. XPSWMM can model:


i. Stormwater Management


a) Stormwater master plans


b) Major/Minor or Dual Drainage Systems


c) Watershed master planning


d) 1D drainage network with 2D overland flow hydraulics


e) Detention pond optimization


f) LID/WSUD and BMP design and analysis


g) Subdivision drainage


ii. Sanitary and Combined Collection Systems


a) Capacity analysis and collection system hydraulics


b) CSO and SSO mitigation studies


c) RDII Infiltration and Inflow studies


iii. River Systems and Floodplain Management


a) 1D and 2D River Hydraulics


b) Identifying flood hazards


c) Culvert and Bridge Analysis


d) Generating flood maps


P. SLOSH

1. The National Oceanographic and Atmospheric Administration’s (NOAA) National Hurricane Center (NHC) developed the Sea, Lake, and Overland Surges from Hurricanes (SLOSH) model to measure storm surge heights and winds resulting from historical, hypothetical, and predicted hurricanes.  

2. This model calculates inundation, but does not give response requirements.  Therefore, model output (the inundated area) must be analyzed using a subsequent model (such as HAZUS-MH, for instance) which has the ability to generate estimated response requirements using the inundation data.  

3. The SLOSH model is generally accurate within plus or minus 20 percent. For example, if the model calculates a peak 10 foot storm surge, it can be expected that an actual observed peak will range from 8 to 12 feet. 

4. The model accounts for astronomical tides (which can add significantly to the water height) by specifying an initial tide level, but does not include rainfall amounts, river flow, or wind-driven waves. However, this information is combined with the model results in the final analysis of at-risk-areas.  

5. For information on the SLOSH model, visit: http://www.nhc.noaa.gov/ssurge/ssurge_slosh.shtml  

Q. National Infrastructure Simulation and Analysis Center (NISAC)

1. The National Infrastructure Simulation and Analysis Center (NISAC) is a Congressionally-mandated source of expertise on critical infrastructure interdependencies and the consequences of disruption. 

2. The NISAC team includes management and outreach personnel in Washington, DC, and analytical staff at Sandia National Laboratories (SNL) and Los Alamos National Laboratory (LANL) in New Mexico. 

3. This program integrates the two laboratories’ expertise in the modeling and simulation of complex systems for evaluating national preparedness and security issues. 

4. The center operates under the direction of the Department of Homeland Security (DHS), Office of Infrastructure Protection (IP), Infrastructure Analysis and Strategy Division (IASD). 

5. To ensure consistency with IP priorities, NISAC initiatives and tasking requests are coordinated through the NISAC program office. NISAC provides strategic, multi-disciplinary analyses of interdependencies and the consequences of infrastructure disruptions across all 17 critical infrastructure and key resource (CIKR) sectors at national, regional, and local levels. 

6. NISAC experts have developed and are employing tools to address the complexities of interdependent national infrastructures, including process-based systems dynamics models, mathematical network optimization models, physics-based models of existing infrastructures, and high-fidelity agent-based simulations of systems. 

7. Among NISAC’s tools are the following:

i. Fast Analysis Infrastructure Tool (FAIT) - FAIT was developed to determine the significance and interdependencies associated with elements of the nation’s critical infrastructure.  

ii. Spatial Infrastructure Mapping and Analysis Tool (FASTMap) - 
The FASTMap software suite is a set of mapping and analysis tools custom built for enhanced situational awareness and infrastructure analysis.  FASTMap looks at transportation, telecommunications, banking and finance, chemical and hazardous materials, emergency services, energy, and population and demographics.


8. A full description of NISAC modeling and simulation resources can be viewed by accessing http://www.sandia.gov/nisac/ 
R. HAZUS-MH (Hazards United States – Multi-Hazard) (see slide 14-29)

1. HAZUS-MH is managed by the National Institute of Building Sciences (NIBS) and supported by FEMA.

2. HAZUS-MH is a loss estimation program created to support FEMA's mitigation efforts at federal, state and local levels by assessing the risk & estimating potential loss from floods and other hazards.  

3. HAZUS estimates damage using specific assumptions about hazard consequences, taking into account impacts of a hazard event such as:

i. Physical damage

a) Residential & commercial buildings

b) Schools

c) Critical facilities

d) Infrastructure

ii. Economic loss

a) Lost jobs

b) Business interruptions

c) Repair & reconstruction costs

iii. Social impacts

a) Impacts to people, including requirements for shelters & medical aid. 

4. HAZUS-MH can be used to model flood, earthquake, and hurricane wind hazards.  

5. The model allows for three different levels of analysis, with increasing specificity as determined by the amount of user data entered supplemental to included databases.  
6. Loss estimates produced by HAZUS are based on current scientific and engineering knowledge of the effects of hurricane winds, floods, and earthquakes. 

7. HAZUS was originally developed to assess the risk of, and to estimate the potential losses from, earthquakes.  FEMA initiated development specifically for estimation of direct and indirect hazards triggered by earthquakes.  


8. HAZUS has since been expanded to include hurricane and flood hazards, and was re-released under the name HAZUS MH (Multi-Hazard) in fall of 2003.  


9. HAZUS is an integrated GIS designed for personal computers.  It was developed based upon several criteria, including (Power Point Slide 19-6):


i. Standardization - to enable comparisons between different regions, standard practices were defined to:


a) Collect inventory data based on site-specific or U.S. Census tract aggregation


b) Classify database maps for soil types, liquefaction susceptibility, and landslide susceptibility

c) Classify occupancy classes for buildings and facilities


d) Classify building structure type


e) Describe damage states for buildings and lifelines


f) Develop building damage functions


g) Group, rank, and analyze lifelines

h) Use technical terminology


i) Provide output

ii. User-friendly design and display - HAZUS is implemented in an integrated GIS that can be run on a personal computer.  The system is a Windows-oriented environment.


iii. Accommodation of user needs - To accommodate a wide spectrum of potential users, HAZUS consists of modules that can be activated or deactivated by the user.  


iv. Accommodation of different levels of funding - HAZUS is flexible enough to permit different levels of detail that may be dictated by funding.


v. Revisable results - Results of studies can be updated as inventory databases are improved, as the building stock or demographics of a region change, or if revised earthquake scenarios are proposed.


vi. State-of-the-art models and parameters - HAZUS incorporates state-of-the-art models and parameters based on recent earthquake damage and loss data.  The methodology can evolve readily as research progresses, prompting modification of individual modules.


vii. Balance - HAZUS provides balance between the different components of loss estimation.  For example, a precise evaluation of casualties or reconstruction costs would not be warranted if estimates of building damage are based on an inferred inventory with large uncertainty.  The methodology permits users to select methods that produce varying degrees of precision.


viii. Non-proprietary methods and data - HAZUS includes only non-proprietary loss estimation methods and inventory data.  The GIS technology (MAPInfo and ArcView), which must be purchased and licensed from a vendor, is non-proprietary to the extent permitted by software suppliers.  


10. HAZUS-MH requires very little user-defined data to describe the affected area because the program maintains a standard set of nationwide databases that adequately meet the needs of a basic hazard analysis.  These databases include:


i. Demographics – Population, Employment, Housing

ii. Building Stock – Residential, Commercial, Industrial


iii. Essential Facilities – Hospitals, Schools, Police Stations, Fire Stations


iv. Transportation – Highways, Bridges, Railways, Tunnels, Airports, Ports and Harbors, Ferry Facilities


v. Utilities –Waste Water, Potable Water, Oil, Gas, Electric Power, Communication Facilities


vi. High Potential Loss Facilities – Dams and Levees, Nuclear Facilities, Hazardous Material Sites, Military Installations


11. For more detailed analyses (Level 2 and Level 3) these databases can be customized with more specific data to allow for more accurate scenario output.

12. To run a HAZUS-MH analysis on any of the three hazards addressed by the model, users simply install the HAZUS-MH software on a terminal equipped with ArcGIS software, download necessary data layers, and enter the basic scenario information.  The model then generates a report of consequences.

13. State and local government agencies and the private sector can order HAZUS-MH free-of-charge from the FEMA Publication Warehouse. Simply download the order form (http://www.fema.gov/library/viewRecord.do?id=2898) and mail or fax the request to the following:

FEMA Publication Warehouse
P.O. Box 2012
Jessup, MD 20794-2012
Phone: 1-800-480-2520
Fax: 301-362-5335 

VII. HAZUS-MH Discussion

A. Handout 14-5 contains the output for a HAZUS-MH model run for a flood in Sedgwick County, Kansas.

B. The instructor can use this model output to lead a class discussion on the benefits of using models to estimate risk.

C. The instructor can distribute the handout to students, and give them a few minutes to read it over to themselves.

D. The instructor can use the following questions to lead the discussion:

1. What is the likelihood of the scenario used? (It is a 1/100, or .01 probability, or a once per 100 year event (though this terminology is controversial because a 1/100 flood can occur two years in a row).

2. What is the area that is being studied in this model run?

3. What information does this model tell us about the social impacts of the disaster event?

4. What does this model run tell us about the physical damages to the community?

5. What does this model tell us about the vulnerability of the building stock in the community?

6. What does this model output tell us about the response requirements of the event?

7. What value does this model have in assisting the hazards risk management process?

E. The instructor can use additional model run outputs from other models and use a group discussion format in place of the class discussion format.  Additional model runs can be found on many of the websites listed in this session.  For instance, Handout 14-6 shows the output from a US Army Corps of Engineers model run for a hurricane event.

Supplemental Considerations:

For some hazards, models may not exist, may not be readily available, or might not meet the user’s needs.  For these hazards, rather than using a software-based solution, planners will have to call upon the knowledge and experience of subject matter experts who can estimate the anticipated response requirements of a hazard.  This often involves manual analysis of the affected area and population (using maps or other cartographic or GIS resources), investigation of the historical incidence of consequences from similar hazard events, and other interpretation as required by the scenario.    

Among the nation’s greatest resources for subject matter expertise or for assistance with traditional modeling efforts are the scores of colleges and universities that maintain undergraduate and graduate degree programs in emergency management and/or homeland security.  Students, instructors, and research associates in these programs have a uniquely academic perspective on hazards and risk and are often willing to assist in the running of hazard models or the development of scenario simulations.  Students and professors in these programs typically have an intimate knowledge of HAZUS-MH and other modeling resources (some of which were developed by the universities and colleges themselves), and they are therefore a highly reliable source of response requirement information.

The FEMA Emergency Management Institute (EMI) maintains an alphabetical list of emergency management higher education programs, with weblinks, which can be accessed at: http://training.fema.gov/EMIweb/edu/collegelist/). 
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