PAGE  
1

Instructor Notes for Session 7 – 2

________________________________________________________________________

Course Title: Catastrophe Readiness and Response

Session Title: Critical Infrastructure



Author:  Drew Bumbak

Estimated Time: 1 Hours
________________________________________________________________________
Learning Objectives:

By the end of this session (readings, lectures and exercises) the student should be able to:
7–2.1
Provide an overview of critical infrastructure and key resources (CI/KR)

7–2.2
Explain the effects of a catastrophe on infrastructure

7–2.3
Describe the needs of responders for critical infrastructure

7–2.4 
Discuss prioritization of restoration of critical infrastructure (e.g. which sectors have priority for restoration, and what sectors suffer as a result?)

________________________________________________________________________
Readings:

Required:

·  PK: Infrastructure, Natural Disasters and Poverty.  Chapter 5 in Managing Disaster Risk in Emerging Economies, Alcira Kreimer and Margaret Arnold, eds.  Washington D.C., World Bank Publications, 2000. (ISBN 0821347268)
Recommended:
· United States. Dept. of Homeland Security. (2006). National infrastructure protection plan. Washington, D.C., U.S. Dept. of Homeland Security.

· United States. President G. W. Bush (2003). National strategy for the physical protection of critical infrastructures and key assets. Washington, D.C., The White House.
· United States. Dept. of Homeland Security. (4/3/08). Critical Infrastructure and Key Resources. Retrieved 6/25/08, 2008, from http://www.dhs.gov/xprevprot/programs/gc_1189168948944.shtm 
Overview:

Critical Infrastructure and Key Resources (CI/KR) protection is a highly complex and involved topic, the subject of a myriad of courses and publications. This one hour session IS NOT intended to impart expert knowledge of CI/KR and/or CI/KR protection. Rather, its purpose is to provide a general overview of CI/KR, CI/KR Protection and to the issues of interruption and restoration of CI/KR after catastrophic events. Furthermore, to teach this lecture, one need not be an expert on critical infrastructure, though, as with the other sessions of this course, it is strongly recommended that, prior to teaching this lecture, the instructor become familiar with the topic and with the suggested readings.
It is important to note that much of the extant material on critical infrastructure / key resources is dedicated to CI/KR protection (e.g. prevention) rather than restoration. Furthermore, the CI/KR work, with few exceptions, does not focus on the impact of catastrophic disasters so much as on “run of the mill” disasters. Furthermore, since we have very limited experience with catastrophic disasters in the United States, we also have little experience with regard to how catastrophic disasters in general will impact critical infrastructure. However, we do have ample experience with “ordinary” disasters and how they impact critical infrastructure. Therefore, it may be possible to project the plausible effects on CI/KR from catastrophic disasters.
________________________________________________________________________

7 – 2.1
Provide an overview of critical infrastructure and key resources (CI/KR)
Remarks:  In this section (slides 3 through 11), the instructor will give students an overview of CI/KR and CI/KR protection. Additionally, you should impress upon the students that both CI/KR protection and restoration are shared responsibilities for which federal, state, local, and tribal agencies must work closely and coordinate with the private sector, since approximately 85% of the critical infrastructure in the United States is privately owned and operated. Therefore, the process of protecting CI/KR and the process of restoring CI/KR post disaster or catastrophe is not always seamless, since different stakeholders can have varying approaches or priorities. 
What are Critical Infrastructure / Key Resources?
The official definition of Critical Infrastructure is set forth in the United States Patriot Act (P.L. 107-56), which defines CI as:

Systems and assets, whether physical or virtual, so vital to the United States that the incapacity or destruction of such systems and assets would have a debilitating impact on security, national economic security, national public health or safety, or any combination of those matters. 
As this is the definition as prescribed by law, Federal Government agencies (e.g. the Department of Homeland Security) either use this definition or similar ones that vary by only a few words, as in the Department of Homeland Security’s National Infrastructure Protection Plan (NIPP).

The definition of CI is fairly straight forward, and should not need further elucidation. However, time permitting, the instructor may find it useful to have the students delve into their understanding and interpretation of what Critical Infrastructure is. 
Key resources are defined in both the Homeland Security Act of 2002 (P.L. 107-296) and the NIPP as:

Key Resources are publicly or privately controlled resources essential to the minimal operations of the economy and government.
As noted by the Government Accountability Office, the Homeland Security Act does not articulate exactly what key resources are, but it does view “key resources as distinct from critical infrastructure, albeit worthy of the same protection.”

The NIPP does further elucidate key resources by equating key resources with the earlier used phrase “key assets” which are defined as:

Individual targets whose destruction would not endanger vital systems, but could create local disaster or profoundly damage the Nation’s morale or confidence.
The NIPP clearly states that “key assets” and “key resources” are one and the same and that “key resources” is now the commonly used and correct term. Thus, key resources can essentially be seen as the component parts which comprise critical infrastructure.

CI/KR Protection:

The basics of CI/KR protection are set forth in Homeland Security Presidential Directive 7 (HSPD-7), Critical Infrastructure Identification, Prioritization, and Protection. The primary effect of HSPD-7 which concerns this course is that HSPD-7 establishes the basic framework for protection of CI/KR, sets forth the responsibilities of the Department of Homeland Security and other federal agencies with respect to protection of CI/KR, and identifies 17 distinct areas of the national economy as CI/KR. These sectors are:
	· Agriculture and Food
	· Government Facilities

	· Banking and Finance
	· Information Technology

	· Chemical
	· National Monuments and Icons

	· Commercial Facilities
	· Nuclear Reactors, Materials, and Waste

	· Communications
	· Postal and Shipping

	· Dams
	· Public Health and Healthcare

	· Defense Industrial Base
	· Transportation Systems

	· Emergency Services
	· Water 

	· Energy
	


HSPD-7 also specifically assigns primary responsibility for each CI/KR sector to one or more federal agencies, each of which is called a “Sector Specific Agency” (SSA). The sector specific agencies responsible for each sector are:

	Sector
	Sector Specific Agency(ies)

	
	

	· Agriculture and Food
	Department of Agriculture (USDA) – meat, poultry, and eggs;
Department of Health & Human Services, Food and Drug Administration (FDA) – all other food & agriculture

	· Banking and Finance
	Department of the Treasury

	· Chemical
	Department of Homeland Security

	· Commercial Facilities
	Department of Homeland Security

	· Communications
	Department of Homeland Security

	· Dams
	Department of Homeland Security

	· Defense Industrial Base
	Department of Defense

	· Emergency Services
	Department of Homeland Security

	· Energy
	Department of Energy (Except for commercial nuclear power facilities and nuclear waste).

	· Government Facilities
	Department of Homeland Security

	· Information Technology
	Department of Homeland Security

	· National Monuments and Icons
	Department of the Interior

	· Nuclear Reactors, Materials, and Waste
	Department of Homeland Security

	· Postal and Shipping
	Department of Homeland Security

	· Public Health and Healthcare
	Department of Health and Human Services

	· Transportation Systems
	Department of Homeland Security

	· Water
	Environmental Protection Agency


Each Sector Specific Agency is responsible for leading efforts to protect that agency’s particular CI/KR sector(s). This responsibility includes overseeing development of a sector specific plan (SSP) that explains how the National Infrastructure Protection Plan will be implemented for the specific sector (e.g., how the sector will be protected, given the guidelines and requirements set forth in the NIPP and the unique characteristics of the particular sector). The Sector Specific Agencies also coordinate private industry and government representatives who are involved in the specific sector. 

Private industry representatives for the sector meet as members of the Sector Coordinating Council (SCC) which is intended to have broad representation of members of the particular CI/KR sector, including owners, operators, and industry associations.  The SCC is also intended to serve as a method for communication between private industry representatives as well as to be the primary means for the government and the sector’s private industry representatives to coordinate and communicate. 
Representatives of federal, state, local, and tribal government agencies meet as members of the Government Coordinating Council (GCC) and provide interagency coordination for CI/KR protection. The GCCs are the government counterparts of the SCCs, and the GCCs facilitate interagency and cross-jurisdictional coordination and communication. 
________________________________________________________________________

7–2.2
Explain the effects of a catastrophe on infrastructure

All CI/KR sectors have weaknesses and are vulnerable to damage, disruption, and destruction, and any catastrophic disaster that can cause physical damage to an area (such as an earthquake) will have a physical impact on the built environment and hence, on CI/KR. However, as with a “run of the mill” disaster, the effects on CI/KR of a catastrophe can vary depending on the specifics of the catastrophe, including the type of event, location, magnitude, and the time of year when the event occurs, as well as specific characteristics and vulnerabilities of CI/KR in the impacted areas. 
For example, while catastrophic earthquakes and hurricanes can both cause massive and widespread damage to CI/KR, their effects on CI/KR may differ from each other. More importantly, the same type of catastrophic event may have a significantly different impact on CI/KR in different parts of the country (e.g. an earthquake in the Central U.S. vs. the West Coast). 
On the other hand, though a pandemic is potentially much more catastrophic than an earthquake or hurricane due to its worldwide impact on human beings, it may cause little or no direct damage to the physical infrastructure. However, attrition of critical personnel brought about by a pandemic can cause significant disruption of CI/KR. This can also lead to delaying of routine maintenance and emergent repairs, all of which can bring about physical damage to the infrastructure and cascading failure of other sectors.
Perhaps the best way to predict the impact of a catastrophic disaster on CI/KR is to consider the damage estimates for two potential catastrophic disasters – the South Florida Hurricane scenario, also known as Hurricane Ono, and the New Madrid Seismic Zone (NMSZ). As both the Hurricane Ono and the NMSZ scenarios are the subject of case studies later in the course, we will only briefly examine them here.
In the South Florida Hurricane scenario, Hurricane Ono makes landfall just north of Fort Lauderdale as a catastrophic Category 5 hurricane with sustained winds in excess of 155 miles per hour. The storm remains at Category 4 strength as it dumps up to 15 inches of rain on South Florida and grazes Lake Okeechobee. The combination of rainfall, storm surge on the lake, and tornados spawned by the hurricane result in breaches of three separate sections of the Herbert Hoover Dike, while the storm also causes the failure of a flood control structure on the St. Lucie Canal. After 36 hours over South Florida, Ono exits into the Gulf of Mexico at Pinellas County as a Category 2 storm. Back over warm water, Ono rapidly reintensifies, turns north, and makes a second landfall between Mobile, Alabama and Pensacola, Florida as a Category 4 storm. 
In the course of less than two days, Ono floods most of South Florida with 1 to 4+ feet of water which will remain for weeks; destroys or severely damages more than 750,000 buildings; forces almost 3 million people to evacuate before the storm and almost 800,000 people to use emergency shelters; destroys the homes of more than 3.8 million people, and leaves more than six million people without electricity for weeks. Ono also devastates Florida’s transportation infrastructure as well as the state’s agriculture, service, and tourism industries. 
Ono results in damage to all of the CI/KR sectors and major damage to or disruption of at least 12 of the 17 CI/KR sectors. Because of where the storm hits, the Nuclear Reactors, Material, and Waste; Chemical; Information Technology; Banking and Finance; and Defense Industrial sectors may escape major damage.
In the NMSZ planning scenario, a magnitude 7.7 earthquake on the New Madrid Fault in northeastern Arkansas results in massive damage to parts of at least 5 states, and the earthquake is felt over much of the eastern half of the United States. 
In the course of just a few seconds, the earthquake kills over three thousand people, injures over 60,000 people, damages or destroys almost 750,000 buildings, and leaves millions of people in the immediate impact area without power, water, sewer, and other necessary services. The earthquake severely damages or destroys significant portions of the critical infrastructure in the impact zone, including transportation systems, electrical power systems, gas and petroleum pipelines, and communications infrastructure. The damage to electrical power transmission systems causes a “cascading catastrophic failure” of the eastern power grid which interrupts power to much of the eastern third of the U.S. Power interruptions in areas more distant from the epicenter are short-lived, lasting only hours to days, however, closer to the epicenter, it may take several months to restore electrical service. Damage to or destruction of gas and petroleum transmission lines results in persistent shortages of gas and petroleum products throughout much of the Northeast and Midwest. In addition, the collapse of bridges over the Mississippi River blocks the transportation of Midwest farm products and many industrial goods, both of which constitute major sources of export earnings.
The NMSZ earthquake results in some damage to all of the CI/KR sectors and major damage or disruption of at least 13 of the 17 sectors. Because of facility locations, it is possible that the Nuclear Reactors, Material, and Waste; Banking and Finance; and Defense Industrial sectors may avoid major damage. 
Both of these scenarios will result in significant damage to and interruption of essentially every sector of critical infrastructure, albeit different parts of each sector. It is clear that catastrophic disasters which have a physical impact have the potential to severely affect most or all of the CI/KR sectors. 
In-Class Exercise 

The instructor should have the students discuss the potential effects of one or more of the following catastrophes on critical infrastructure:
· A 7.2 magnitude New Madrid Earthquake
· Landfall of a Major Hurricane (e.g. Category 4 or 5) 

· Pandemic

· Major volcanic eruption of Mt. Rainier in the Pacific Northwest 
This exercise can either be run as an “ad-hoc” in-class discussion, or students can be divided into groups with each group assigned to determine the potential effects of one of the above catastrophes.  Additionally, this exercise can be used as a take-home project with students submitting a short paper on the topic or giving presentations to the class on it.
________________________________________________________________________

7–2.3
Describe the critical infrastructure needs of responders

In order to effectively respond to a catastrophic disaster, certain CI/KR needs will have to be met. If these needs are not met, either by the existing (undamaged) infrastructure or temporary / replacement infrastructure, responders will not be able to effectively carry out their missions, and the response and recovery will both suffer and be delayed.
While all CI/KR sectors are critical to the nation, only some are immediately necessary for disaster or catastrophe responders.  Those CI/KR sectors that can be considered necessary for response are:
· Agriculture and food (food)

· Communications

· Energy (particularly electric power and fuel)

· Information technology

· Transportation systems

· Water

While services or products of these sectors are necessary for responders, they may not all be immediately necessary for response to begin. This is because many, if not all responders will most probably bring resources to meet some of their initial essential CI/KR needs. This is particularly true of the federal response teams, and with regard to food, communications, energy, information technology, and water. 
The one CI/KR sector that is immediately essential to all responders, including units that are designed to be self-sufficient during the initial few days of response (e.g. DMAT and USAR teams) is transportation systems – without some type of transportation, responders cannot actually travel to and then within the impact area. Furthermore, even if teams are initially self-sufficient, they will eventually use up the supplies which they brought with them and will require resupply. Therefore, it is critical that advance plans be made for resupplying the critical needs of responders.  Please note that some of the federal teams travel with a three day supply of necessary materiel; beyond that time period they will require external resupply.  
It is also critical to note that, because of the massive scope of a catastrophe, there will be many more responders to a catastrophic disaster than to a “run-of-the-mill” disaster, hence significantly greater demands placed on the existing infrastructure, as well as a need for significantly greater resupply levels.  It is also likely that the external response teams will be on the ground for a much longer period of time following catastrophes as compared to disasters, thus further straining the resupply logistics both in terms of quantity and duration at a time that transportation resources are likely to be minimal. While there is no easy way to estimate the total number of responders to a given event, a quick look at some of the planning work for Hurricane Ono shows that, from a search and rescue (SAR) standpoint alone, there will be a need for thousands of responders (in fact, many more than are readily available in the entire country); therefore, it would be prudent to plan for massive numbers of responders.
Lastly, it is absolutely critical to remember that responders will not be the only ones with CI/KR needs. There will also be a large number of survivors of the catastrophe, and they will also place demands on the infrastructure, particularly due to their need for food, water, and shelter. Briefly looking at the Hurricane Ono scenario again shows just how great the magnitude of this issue can be. The projections for South Florida are that there will be approximately 4.3 million survivors left in the area after Ono. The vast majority of these people will have no electricity, most will not have sufficient shelter, and many will not have sufficient supplies. Therefore, these survivors will require food, water, and shelter. The task of providing three (3) hot meals per day for these survivors (one of Florida’s avowed goals) will be an incredibly daunting task given the severe damage to CI/KR sectors and the massive logistical requirements for meeting this goal. 
________________________________________________________________________

7–2.4 
Discuss prioritization of restoration of critical infrastructure (e.g. which sectors have priority for restoration, and what sectors suffer as a result?)

Any treatment of CI/KR issues post-catastrophic disaster also has to deal with restoration of the various damaged CI/KR sectors. Unfortunately, as is true in the aftermath of ordinary disasters, there will not be sufficient resources to restore all sectors at the same time after a catastrophic disaster. Restoration will therefore require “triage” (e.g. restoration of some CI/KR sectors will have to be prioritized while restoration of other sectors will suffer as a result). As with both protection and response, different agencies, companies and individuals will have different ideas of what should be restored first, and, in the absence of advanced planning, lack of uniform agendas may unfortunately prevail as the status quo. Therefore, advanced planning is essential to ensure that the most good is done for the most survivors in the shortest amount of time. It may be easy to quickly determine that certain CI/KR sectors require immediate attention for restoration (e.g. Agriculture and food, emergency services, water). It may also be easy to decide that restoration of others can wait for some time (e.g., National Monuments and Icons), other than for emergent tasks necessary to prevent further damage. However, the vast majority of CI/KR structures do not readily lend themselves to rapid determination of restoration priority. Can the Postal and Shipping sector be delayed for some time? Can we forego restoration of the energy sector for several weeks? If we allow restoration of commercial facilities to be significantly delayed, how many businesses will survive? Without rapid restoration of CI/KR, the impacted area begins to spiral out of control, with businesses failing or at least leaving the area and people relocating permanently. In fact, one of the avowed goals for the South Florida Catastrophic Planning is rapid restoration of as many CI/KR sectors as possible to prevent mass relocation of the population. 
In-Class Exercise: 

Based on the results from In-Class Exercise I, the instructor should lead students in a discussion of the priority for restoration of CI/KR sectors with regard to one or more of the following catastrophic events and time of occurrence: 
· 7.2 magnitude New Madrid Earthquake in late November

· 7.2 magnitude New Madrid Earthquake in late March 

· Major Hurricane landfall on South Florida 

· Pandemic 
· Major volcanic eruption of Mt. Rainier in the Pacific Northwest 

As with the first in-class exercise, this exercise can either be run as an “ad-hoc” in-class discussion, or students can be divided into groups with each group assigned to determine the potential effects of one of the above catastrophes. Furthermore, as with the first exercise, the instructor may choose to use this exercise as a take-home project. If this approach is chosen, the students should either submit a short paper on the topic or give presentations to the class on it.

________________________________________________________________________

Take home paper / presentation assignment: 
Based on class lecture, readings and external research conducted by students, the instructor can assign students to create an outline of CI/KR restoration prioritization for a designated community or region of the country in the aftermath of a catastrophic disaster. If the instructor chooses to use this assignment, directions given to the students should be very specific in describing the type of catastrophic disaster, the impacted region, the time of year of occurrence, and any other variables which may affect prioritization of CI/KR restoration.
Take home paper / presentation assignment OR class discussion point:  

Is the division of several CI/KR sectors between multiple SSAs problematic, either from the standpoint of CI/KR protection or restoration post-disaster? In particular, the Agriculture and Food Sector is divided between the USDA and the FDA, while the Department of Energy has responsibility for the entire energy sector except for nuclear power. Does give rise to the potential for disconnect in planning for restoration of services post catastrophe?

________________________________________________________________________
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