Syllabus: Continuity of Governmental Operations

Norwich University 
Continuity of Governmental Operations Course
Syllabus
Course Description / Purpose
Continuity of Governmental Operations prepares governmental officials at the local, state, and federal level to develop, implement, and maintain continuity of operations programs at their agencies.  This course also prepares participants for the Professional Continuity Practitioner certification offered by FEMA.
Continuity of Governmental Operations is both intensive and practical, with participants developing continuity of operations programs at their own organizations during their studies.  This approach melds theory and practice to provide the student’s own organization with the outlines of a continuity of operations plan.

The focus of the course is on the process of developing a Continuity of Operations Plan at a public agency.  The topics include the following:

1. Historical Perspective on Emergency Management
2. Project Initiation & Program Development

3. The Risk Management Process

4. Developing Strategies to Mitigate Risks and Continue Operations

5. Plan Writing, Documentation, and Maintenance

6. Exercising & Testing the Plan(s)

Learning Outcomes / Goals
As a result of completing this course, the student will:

1. Understand the components of Continuity of Operations Planning
2. Develop an outline of a Continuity of Operations plan for his organization

Course Reading Materials

1. George Haddow, Jane Bullock, Damon P. Coppola. (2008) Introduction to Emergency Management, Third Edition (Homeland Security Series). Butterworth-Heinemann. (ISBN 978-0-7506-8514-6)
2. Fagel, Michael J. (2008) Emergency Operations:  EOC Design. Chicago Spectrum Press. (ISBN 978-58374-173-3)
3. Holpp, Lawrence. Managing Teams.  Blacklick, OH, USA: McGraw-Hill Professional Book Group. 1998.  pages 1-18, 109-128, and 150-169.  http://site.ebrary.com/lib/norwich/Doc?id=5004743
4. Federal Continuity Directive 1 (FCD 1) Federal Executive Branch National Continuity Program Requirements.  February 2008

5. Federal Continuity Directive 2 (FCD 2) Federal Executive Branch Mission Essential Function and Primary Mission Essential Function Identification and Submission Process.  February 2008.

6. Continuity Guidance Circular 1 (CGC 1).  Continuity Guidance for Non-Federal Entities January 21, 2009
7. Continuity of Operations (COOP) Multi-Year Strategy and Program Management Plan Template Guide
8. NFPA 1600.  Standard on Disaster/Emergency Management and Business Continuity Programs. 2007.Edition
9. NIST 800-34:  Contingency Planning Guide for Information Technology Systems

10. Producing Emergency Plans: A Guide for All-Hazard Emergency Operations Planning for State, Territorial, Local, and Tribal Governments, August 1, 2008 

11. IS-547: Continuity of Operations Planning Summary
12. The Business Impact Analysis, ICOR

13. Developing Strategies to Protect the Organization, ICOR

14. COOP Plan Template and Template Instructions

15. Student Manual:  A student manual will be included in the course providing students with templates they can use to apply the theory of the course and make practical applications at their organization.
Grading System
During the 15 week course there will be the following grading components:

	Grading Component
	Maximum Points
	Total Points

	Weekly discussion posts (14)
	10
	140

	Weekly essays (13)
	10
	130

	Exams (2)
	40
	80

	Final Project (1)
	130
	130

	Total Points
	480


Students must earn a minimum of 80% on each graded component.  If a score of less than 80% is received the point for that grade is a zero.  Passing for the course is a minimum of 80%.

Course Structure

Each week the following activities will be part of the curriculum requirements:

1. Assigned reading

2. Presentation materials

3. Minimum of 2 discussion questions

4. 1000 word essay

There is a mid-term and a final exam as well as a final project.

Course Outline

Listed below are the topics for each of the 15 weeks of study.

Week 1: Historical perspective on Emergency Management 

Week 2: Introduction to Continuity of Operations Planning
Week 3: Requirements for Continuity Planning

Week 4: Continuity Roles & Responsibilities - Developing Effective Teams

Week 5: Elements of a Viable Continuity Program
Week 6: COOP Program Development:  The Planning Process
Week 7: The Risk Management Process

Week 8: Identifying Essential Functions

Week 9: Supporting Essential Functions
Week 10: Developing Continuity Plans and Procedures
Week 11: Operating in a Continuity Environment / Plan Activation, Relocation, Devolution, & 

                 Reconstitution
Week 12: Training, Testing & Exercising 
Week 13: Maintaining and Updating the Plan Documents:  Developing a Corrective Action 

                Program
Week 14: Outreach and Resources
Week 15: Family Support Planning
Week 1: Historical Perspective on Emergency Management 

No country, no community, and no person is immune to the impact of disasters.  Disasters, however, can be and have been prepared for, responded to, recovered from, and had their consequences mitigated to a certain degree.  The profession and the academic discipline that addresses this “management” of disasters is called emergency management.  (1)
This week’s lesson takes a close look on the evolution of emergency management.  It takes the student through the historical context of emergency management to the present day evolution into the world of homeland security.

The focus of week 1 is on the history of emergency management and how it got to where it is today.
Learning Objectives

By the end of this week, you should have an understanding of:
1. The early roots of emergency management  

2. The modern history of emergency management in the United States 

3. How FEMA came to exist , and how it evolved during the 1980s , 1990s , and the early twenty-first century 

4. The sudden changes to modern emergency management that have resulted from the September 11 terrorist attacks and Hurricane Katrina

5. The future of emergency management 

Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. Introduction to Emergency Management chapters 1 and 10

2. Emergency Management Principles

Discussion Questions
Identify / Describe positive or negative aspects of disaster-driven evolutionary changes in the United States ' emergency management system.  What about changes that occur in the absence of initiating disaster events?

What do you think could have been done in the years preceding Hurricane Katrina to better prepare the states to deal with this kind of event? Do you think that this event was so large that only a federal response could have managed it? Explain your answer. 
Essay

Investigate how civil defense and emergency management evolved in your state or city. Look at such factors as when it was created, what was its original purpose, and what did it do. 
Find out how this organization changed following the creation of FEMA. Determine who your local or state emergency manager is, and where this person falls within the organizational diagram of your municipal or state leadership. 
Is there an online profile or biography for this person? If so, what emergency management experience does he or she have to qualify for the job?
(1) George Haddow, Jane Bullock, Damon P. Coppola. (2008) Introduction to Emergency Management, Third Edition (Homeland Security Series). Butterworth-Heinemann. (ISBN 978-0-7506-8514-6)

Week 2: Introduction to Continuity of Operations Planning

Continuity of Operations Planning or COOP Planning provides procedures and capabilities to sustain an organization’s essential, strategic functions at an alternate site for up to 30 days.  All government agencies at every level should have a COOP plan in place.  

This lesson is an introduction to the Continuity Planning Model used to develop a COOP program.
Learning Objectives

By the end of this lesson, you should have an understanding of:
1. Purpose of Continuity Planning

2. The Continuity Planning Model
3. Continuity Plan Operational Phases and Implementation
Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. Continuity Guidance Circular 1 (CGC 1).  Continuity Guidance for Non-Federal Entities January 21, 2009. pages Annex N 
2. COOP Awareness Course:  IS-546

3. Fagel, Michael J. (2008) Emergency Operations:  EOC Design. Chicago Spectrum Press. (ISBN 978-58374-173-3) Pages 1-4

4. NFPA 1600.  Standard on Disaster/Emergency Management and Business Continuity Programs. 2007.Edition. Pages 1-10.
Week 3: Requirements for Continuity Planning
The purpose of a continuity program is to document and ensure the capability of continuing agency essential functions during a wide range of potential emergencies.

Simply stated, the goals of any agency’s continuity plan and initiatives are to protect life and property (including vital information), while at the same time, providing for the continuity of essential services until normal operations can be resumed. 

Continuity of operations is a Federal initiative, required by Presidential directive, to ensure that agencies are able to continue performance of essential functions under a broad range of circumstances.  Federal directives apply only as guidance to State, local, tribal, and other organizations and entities.  Organizations at all levels of government, as well as nongovernmental organizations (NGOs), can benefit from Federal directives and guidance for their continuity planning.
Continuity of operations is part of every agency’s fundamental mission. Today’s changing threat environment has increased the need for continuity capabilities and plans at all levels of government and within the private sector.
The focus of this lesson is the legal basis for COOP planning and the relationship of the COOP plan with COG and EOP plans.
Learning Objectives

By the end of this week, you should have an understanding of:
1. The Legal Basis for COOP planning
2. COOP and its relationship with COG and EOP
Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. IS-547: Continuity of Operations Planning, Lesson 1: COOP Overview
2. Federal Continuity Directive 1 (FCD 1) Federal Executive Branch National Continuity Program Requirements.  February 2008. Pages 1-16

3. Continuity Guidance Circular 1 (CGC 1).  Continuity Guidance for Non-Federal Entities January 21, 2009. Pages 1-14
4. NSPD-51/HSPD-20—National Continuity Policy – see student  manual pages XXX
Discussion Questions

Question 1:

The concept of establishing a COOP plan is not new.  However, many organizations still do not have COOP plans in place and many more fail to have current, comprehensive and actionable plans. Even with the regulations and requirements oftentimes plans are still not in place.

Please explain your perspective on why this condition exists.  Go beyond the “we have never had a problem here” answer and describe some of the obstacles and challenges.  Include some potential solutions.

Question 2:
What are some roadblocks to financing and funding the COOP planning process?  Consider the impact of elected officials, the current economic situation, and others.
Essay

This week’s lesson focused on the legal requirements for developing a COOP capability.  Using the directive that best aligns with your organization, identify the requirements for your organization.  Also describe what plans and procedures your organization currently has in place (COG?  EOP?), how mature they are, and what improvements you see as needing to be implemented.  Discuss also how to manage “roadblocks” to meeting the legal requirements.
Week 4: Continuity Roles & Responsibilities - Developing Effective Teams
COOP planning is a team effort.  The tasks required to develop, test, train, exercise, and implement the COOP plan are far too many and complex for a single individual to complete.

In addition, members of the planning team should be able to understand and accept the roles of other departments and agencies. One goal of using a planning team is to build and expand relationships that help bring creativity and innovation to planning during emergencies. It helps establish a planning routine, so that processes followed before an emergency are the same as those used during an emergency.

This lesson will cover the roles and responsibilities for key COOP planning personnel.  The lesson will also cover the responsibilities that every employee has for assisting with COOP planning and implementation.

Learning Objectives

By the end of this week, you should have an understanding of:
1. Who should be part of the planning effort

2. Roles and responsibilities of the COOP planning team

3. How to build successful teams

Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. Producing Emergency Plans: A Guide for All-Hazard Emergency Operations Planning for State, Territorial, Local, and Tribal Governments, August 1, 2008. Pages 2.6-2.13 (understanding that the teams here are for the EOP, the methodology is sound)
2. Continuity Guidance Circular 1 (CGC 1).  Continuity Guidance for Non-Federal Entities January 21, 2009. Pages 12-14.
3. IS-547: Continuity of Operations Planning:  Lesson 1 and 3
4. Holpp, Lawrence. Managing Teams.  Blacklick, OH, USA: McGraw-Hill Professional Book Group. 1998.  pages 1-18, 109-128, and 150-169.  http://site.ebrary.com/lib/norwich/Doc?id=5004743
Discussion Questions

Question 1

The need to use teams to develop and maintain the COOP plan and program is understood.  But in reality, working in a team environment can be a challenge.  Describe some challenges you have faced or predict you might face when creating and managing the COOP planning team.  Share any team management strategies that have proven successful.

Question 2

How are team members determined for your organization?  How does this impact the overall effectiveness of the team?

Essay 

Identify planning team members (titles) for your organization.  Include a description of their responsibilities, a plan for team meetings, goals and objectives of the team, and how team leadership should cope with conflict.  Also include a plan for scheduling meetings and for managing change.
Week 5:  Elements of a Viable Continuity Program

All COOP plans have certain elements in common. Together, these elements give the COOP plan a reasonable chance of succeeding—or viability.

This lesson will cover the elements that make a COOP plan viable, including:
1. Essential Functions

2. Orders of Succession

3. Delegations of Authority

4. Continuity Facilities

5. Continuity Communications

6. Vital Resource Management

7. Human Capital

8. Test, Training, and Exercise (TT&E)

9. Devolution of Control and Operations

10. Reconstitution 
Learning Objectives

By the end of this lesson, you should have an understanding of:
1. Their agencies’ essential functions.

2. Whether their agencies’ orders of succession meet the requirements of FCD 1.

3. Whether their agencies’ delegations of authority cover all critical functions.

4. Whether their agencies have identified adequate continuity facilities.

5. The requirements for continuity communications.
6. A vital records program.

7. Special human capital issues in a continuity situation.

8. The components of an effective test, training, and exercise program.

9. The steps for developing a devolution plan.

10. The process for reconstitution of operations.

Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. IS-547: Continuity of Operations Planning:  Lesson 2

2. Continuity Guidance Circular 1 (CGC 1).  Continuity Guidance for Non-Federal Entities January 21, 2009. Page 7-11, Annexes E-M
Discussion Questions

Question 1

Of the 10 elements necessary for a viable continuity program, which element(s) do you see as the easiest to implement in your organization and why?
Question 2

Of the 10 elements necessary for a viable continuity program, which elements(s) do you see as the most difficult to implement in your organization and why?
Essay

From the 10 elements necessary for a viable continuity program choose a minimum of 3 to develop a plan for implementation of those elements.  Include a budget, timeline, and necessary resources.

Week 6: Initiate the Planning Process - COOP Program Development
An organization’s resiliency is directly related to the effectiveness of its continuity capability. An organization’s continuity capability—its ability to perform its essential functions continuously—rests upon key components and pillars, which are in turn built on the foundation of continuity planning and program management. These pillars are Leadership, Staff, Facilities, and Communications. The continuity program staff within an organization should coordinate and oversee the development and implementation of continuity plans and supporting procedures. 

The challenge of developing as plan for protecting the organization is made easier if those preparing it apply project management principles to the planning process.
This week’s lesson reviews the COOP program development process utilizing proper project management principles.
Learning Objectives

By the end of this week, you should have an understanding of:
1. The Continuity Program Management Lifecycle

2. COOP Project Management Planning Principles
3. The Planning Process
4. The COOP Multi-Year Strategy and Program Management Plan

Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. Continuity Guidance Circular 1 (CGC 1).  Continuity Guidance for Non-Federal Entities January 21, 2009. Pages 1-11, Annex A
2. Federal Continuity Directive 1 (FCD 1) Federal Executive Branch National Continuity Program Requirements.  February 2008. Pages 1-14, Annex A

3. Continuity of Operations (COOP) Multi-Year Strategy and Program Management Plan Template Guide pages 1-17
4. Producing Emergency Plans: A Guide for All-Hazard Emergency Operations Planning for State, Territorial, Local, and Tribal Governments, August 1, 2008. Pages 2.1-2.6. 

Discussion Questions

Question 1

There are 12 planning principles identified in the presentation materials and in the reading.  Do you see any of these as being more important than others?  Why?

Question 2

Discuss the requirement for a multi-year strategy and program development plan.  What are the benefits and the challenges of implementing this multi-year plan?
Essay

If you do not currently have a COOP program in your organization, identify how you will begin the process.  Discuss the importance of establishing policies, defining the management chain, assigning responsibilities and getting “buy-in” from participants. 
Consider how you will encourage the organization to support COOP, how you will gain and / or manage the available resources, how you will use external requirements such as laws and regulations, and how you will set expectations.
If your organization currently has some aspects of a COOP program in place or what you feel is a more mature program, identify areas for improvement and how you can utilize what is currently in place to grow and mature the program.
Week 7: The Risk Management Process
Risk management is a process to identify, control, and minimize the impact of uncertain events. This process supports the overarching Continuity Program Management Cycle by identifying (1) the critical risks to organizational readiness and (2) the strategies that best mitigate the risks.

Risk management should identify threats and vulnerabilities so that appropriate controls can be put into place to either prevent incidents from happening or to limit the effects of an incident.  

This week’s lesson will take a close look at the risk management process using an all hazards approach.

Learning Objectives

By the end of this week, you should have an understanding of:
1. The risk management process

2. How to identify risks, evaluate the probability of risk occurrence, and recommend risk treatments

Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. Continuity Guidance Circular 1 (CGC 1).  Continuity Guidance for Non-Federal Entities January 21, 2009. Pages Annex A1-A3 and Annex B.
2. George Haddow, Jane Bullock, Damon P. Coppola. (2008) Introduction to Emergency Management, Third Edition (Homeland Security Series). Butterworth-Heinemann. (ISBN 978-0-7506-8514-6), Chapter 2 pages 27-72 and Chapter 9 pages 303-384.

Discussion Questions

Question 1:
The purpose of the COOP planning process is to protect the organization in case of a major disruption. So why worry about specifically what the disruption might be? Isn’t it better to just plan for anything that might happen? Agree or disagree and why?
Question 2:
How have the findings of the 911 Commission impacted your agency?  Have these findings improved the continuity of operations capability of your agency or negatively impacted that capability?

Essay 

You will perform a basic risk assessment for your organization. We recognize that you cannot perform a comprehensive risk assessment in a week.  Consider what you can research and identify.  

Consider what you anticipate the risk tolerance of your organization.  What are acceptable risks, what can you transfer, and what controls may need to be added? Organize your risk assessment around the risks to the four pillars of COOP planning.

Use the threat assessment worksheet included in your student manual.

Week 8: Identifying Essential Functions

The Federal executive branch recognizes that the entire spectrum of government functions may not be performed or needed in the immediate aftermath of an emergency. Indeed, in a crisis, resources may be scarce. Allocating resources based on sound planning helps to ensure that the delivery of essential functions and services will remain uninterrupted across a wide range of potential emergencies and provides a mechanism for the resumption of all functions as resources become available.

This lesson takes a close look at the methodology used to identify essential functions and conduct the business process analysis.

Learning Objectives

By the end of this week, you should have an understanding of:
1. The types of essential functions and their role in COOP planning
2. The methodology for completing a business process analysis
Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. Federal Continuity Directive 2 (FCD 2) Federal Executive Branch Mission Essential Function and Primary Mission Essential Function Identification and Submission Process.  February 2008.  Pages 1-33.

2. IS-547: Continuity of Operations Planning:  Lesson 2 Pages 1-2

3. The Business Impact Analysis, ICOR
Discussion Questions

Question 1

Federal Continuity Directive (FCD) 1 defines essential functions as those functions that enable an organization to:

· Provide vital services.

· Exercise civil authority.

· Maintain the safety of the general public.

· Sustain the industrial or economic base during an emergency.

Simply stated, essential functions are an agency’s business functions that must continue with no or minimal interruption.
Given this definition, how do you determine what functions are essential?
Question 2

The business sector or private sector conducts a similar activity.  It is called a Business Impact Analysis.  From the ICOR reading, do you see any elements of the business sector BIA that might be helpful for use when identifying essential functions or are they not aligned?  How are the BPA and the BIA similar and how are they different?  How is the BIA or Supporting Essential Functions process conducted after the joint review and validation of the potential PMEFs and the NCC has approved the PMEFs similar or different from the private sector BIA?
Essay 

The purpose of this week’s essay is to encourage you to begin the process to identify MEFs in your agency and begin the BPA process.  This is impossible to complete in a week, but you can make some progress. 
Use the worksheets included in FCD 2 to conduct your identification and analysis.  Consider your agency’s mission and critical services to identify one PMEF.  Then identify at least one MEF that supports the identified PMEF.  Identify also one function that does not rise to the level of PMEF or MEF but is required to support those identified. 
Week 9: Supporting Essential Functions
In order for essential functions to continue during a crisis or disaster event, these functions will need support in many areas.  It is very important that the agency or organization identifies the following support areas:

· Staffing Needs

· Vital Records and Databases 

· Continuity Communications Needs

· Equipment Needs

· Support Policies and Procedures

This week’s lesson focuses on how to support the essential functions.
Learning Objectives

By the end of this week, you should have an understanding of how to:
1. Determine essential staff required to perform essential functions

2. Determine the criteria for selecting the Emergency Relocation Group (ERG) 

3. Identify vital records and data required to support essential functions

4. Verify that maintenance strategies for vital records and databases and communications have been established 

5. Identify mission-critical systems required to support essential functions

Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. Federal Continuity Directive 2 (FCD 2) Federal Executive Branch Mission Essential Function and Primary Mission Essential Function Identification and Submission Process.  February 2008.  Pages 1-33.

2. IS-547: Continuity of Operations Planning:  Lesson 2 Pages 1-2

3. The Business Impact Analysis, ICOR

4. Developing Strategies to Protect the Organization, ICOR
Discussion Questions

Question 1

Federal Continuity Directive (FCD) 1 defines essential functions as those functions that enable an organization to:

· Provide vital services.

· Exercise civil authority.

· Maintain the safety of the general public.

· Sustain the industrial or economic base during an emergency.

Simply stated, essential functions are an agency’s business functions that must continue with no or minimal interruption.
Given this definition, how do you determine what functions are essential?
Question 2

The business sector or private sector conducts a similar activity.  It is called a Business Impact Analysis.  From the ICOR readings, do you see any elements of the business sector BIA that might be helpful for use when identifying essential functions or are they not aligned?  How are the BPA and the BIA similar and how are they different?  How is the BIA or Supporting Essential Functions process conducted after the joint review and validation of the potential PMEFs and the NCC has approved the PMEFs similar or different from the private sector BIA?
Essay 

The purpose of this week’s essay is to encourage you to begin the process to identify MEFs in your agency and begin the BPA and BIA processes to both identify and support essential functions.  

Use the worksheets included in FCD 2 to conduct your identification and analysis.  Consider your agency’s mission and critical services to identify at least one PMEF.  Then identify at least one MEF that supports the identified PMEF.  Identify also one function that does not rise to the level of PMEF or MEF but is required to support those identified. 

In addition, identify the staffing, vital records, communication, equipment and policy needs required to support the Primary Mission Essential Function.

Week 10: Developing Continuity Plans and Procedures
The purpose of this step of the process is to document the work you have been doing to develop your continuity capability.  The document is called the Continuity of Operations Plan.
FCD 1 provides the information on what needs to be included in the plan.  In addition, FEMA has developed a Continuity of Operations Plan Template and Instructions that can be used to assist you with plan development.

This focus of this lesson is on the writing of the COOP plan.

Learning Objectives

By the end of this week, you should have an understanding of how to:
1. The purpose of a Continuity Plan

2. How to create an outline for a Continuity Plan

3. The procedures that can effectively support a continuity program

Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. Continuity of Operations (COOP) Plan Template Instructions

2. George Haddow, Jane Bullock, Damon P. Coppola. (2008) Introduction to Emergency Management, Third Edition (Homeland Security Series). Butterworth-Heinemann. (ISBN 978-0-7506-8514-6).  Chapter 6 pages 183-225.

Discussion Questions

Question 1
What about planning tools? There are lots of them out there, some very expensive and some quite inexpensive. Have you used any? What do you think of them? What are the advantages and disadvantages of using a software product or other planning tool?
Question 2

How did your organization respond to the recent H1N1 Flu?  What was the impact to your organization?  Was your organization prepared?  How did the mildness of the flu impact the planning process?  
Essay
One of the challenges of developing a continuity plan is deciding what goes in and what doesn’t.  A plan needs to be as slim as possible so that it is understandable and easy to read, but it needs to also be executable.  

How will you comply with the requirements of a COOP plan and also develop a plan that is executable?  For your organization, identify what procedures need to be included in your plan document.
Week 11: Operating in a Continuity Environment / Plan Activation, Relocation, Devolution, & Reconstitution

FCD 1 makes the distinction between emergencies that result in short-term availability of a facility and those that result in long-term unavailability. 
Emergencies, such as a hazardous materials incident, may require facility evacuation with little notice. These emergencies result in the activation of the Occupant Emergency Plan—OEP—but cause only a short-term disruption.

Emergencies that are so severe that an agency facility is unusable for a period long enough to impact normal operations, may require COOP plan implementation.
This week’s lesson investigates the different phases of plan implementation beginning with plan activation, relocation, devolution and reconstitution.
Learning Objectives

By the end of this week, you should have an understanding of how to:
1. The phases of implementation

2. The decision-making process related to implementation

3. Special issues related to devolution and reconstitution

Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. Continuity of Operations Summary: Lesson 5
2. George Haddow, Jane Bullock, Damon P. Coppola. (2008) Introduction to Emergency Management, Third Edition (Homeland Security Series). Butterworth-Heinemann. (ISBN 978-0-7506-8514-6).  Chapters 4 and 5 pages 99-182.

Discussion Questions

Question 1
Activating the plan can be the most difficult decision to make.  Discuss “creeping disasters” that you may have experienced when choosing when to activate the plan was not an easy task.  What kinds of procedures can you have in place to help avoid these “creeping disasters?”

Question 2

COOP plans focus specifically on planning for those disasters that require leaving the “facility” and moving to another facility.  What other kinds of disasters or crises might severely impact your organization that would not require the activation of the COOP plan?  How might you plan for them?

Essay
For this essay, develop a decision tree with triggers for continuity plan activation for a hazard likely to impact your organization.  Then review your organization’s activation and relocation procedures to determine whether they are adequate to the organization’s needs.  Document what are adequate and what needs to be improved and why.  And finally, evaluate your organization’s reconstitution procedures for adequacy.

Week 12: Training, Testing & Exercising 

Tests, training, and exercising are critical to ensuring that vital systems work, personnel have the skills and knowledge they need to implement the COOP if necessary, and that the plan works as intended.

This lesson covers the reasons to test, train, and exercise.  It also covers the types of training and exercises that are commonly used in COOP planning.

Learning Objectives

By the end of this week, you should have an understanding of:
1. The role of testing, training and exercising as part of the COOP program.

2. The types of training and exercises commonly used in COOP planning.

Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. Fagel, Michael J. (2008) Emergency Operations:  EOC Design. Chicago Spectrum Press. (ISBN 978-58374-173-3). Chapter 6 pages 69-178.
2. Continuity of Operations Planning Summary Lesson 4.
Discussion Questions
Question 1
A plan is not complete unless it is exercised and tested. Encouraging people to participate seriously in an exercise is not an easy task. How will you ensure your exercise program is adequate and what obstacles do you expect to have to overcome?
Question 2

Planning for and managing catastrophic events should include a ‘chaos” factor.  Many organizations assign key roles based on the existing organizational chart. Disruptions can be exhausting, challenging and exciting.  Some staff may perform well while others falter. What planning and advanced training can you conduct so you can handle the unexpected variety of responses you will observe during a disaster?

Essay

Everyone has a story to share of a test or exercise that didn’t go the way it was supposed to.  View the “Fire Sprinkler Test” and The Office Exercise Episode for some grins: http://beta.video.msn.com/play/?pid=YurBQkTHv76VDxDgHb_jeH0IHwSeAcS9&v=hulu
Share your story on a test or exercise that did not go the way it should have and analyze what mistakes were made and make recommendations on how the “exercise disaster” could have been avoided.  Consider this a “lessons learned” activity.
If you do not have a story to share, create an exercise plan for an essential function including goals, objectives, and how it will be evaluated.
Week 13: Maintaining the COOP Capability:  Developing a Corrective Action Program

After the COOP plan has been prepared and procedures have been developed, it is time to establish a program to maintain the agency’s COOP capability.   A Corrective Action Program (CAP) provides the expertise for developing, validating, and implementing corrective actions.  A well-planned CAP can also identify funding and other resources needed for the continuity program.
A CAP promotes continual continuity program improvement, stimulates preemptive planning to avoid future failures, delineates clear lines of communication and responsibility by publicizing points of contact, and encourages open dialog to identify program weaknesses

This week’s lesson presents an overview of the tasks that you should undertake to maintain COOP readiness.
Learning Objectives

By the end of this week, you should have an understanding of:
1. Corrective Action Planning (CAP).

2. The role that CAP plays in effective continuity of operations planning.
3. How a CAP benefits and supports a continuity program.

4. The requirements for corrective action.

Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. Continuity of Operations Planning Summary Lesson 6.

2. Fagel, Michael J. (2008) Emergency Operations:  EOC Design. Chicago Spectrum Press. (ISBN 978-58374-173-3). Chapter 6 pages 179-205.

Discussion Questions
What do you see as the major obstacle in maintaining the COOP plan?  Should the plan be evaluated internally or externally?  Provide justification for your answers.

Essay

Your agency has recently conducted an exercise.  The after-action report highlights the following issues:

· The call-down roster was not current.

· The Continuity Program Manager was on temporary duty.  The delegation of authority delegated an individual who retired 2 months ago.

· Cell phones did not work in the continuity facility.

· Some vital records were not up to date.

· The continuity facility had supplies for only 3 days of operations.

· Headquarters badges did not work for access to the continuity facility.

What are the issues, in order of priority, for continuity operations? How will you resolve each issue?

Create a prioritized list of issues and their proposed corrective actions.  What decision making process for implementing and testing the resolutions through the Corrective Action Program need to be enacted?  
Week 14: Outreach and Resources

There are various continuity outreach programs available through headquarters-based groups, regionally based groups, and agencies with continuity responsibilities.  There is a need for coordination and practice of continuity activities within an organization.
This lesson will also identify the role and responsibilities of the senior agency leader for the planning and development of a continuity plan.

The topics covered in this lesson include outreach programs and support for continuity program managers.
Learning Objectives

By the end of this week, you should have an understanding of:
1. Existing outreach programs related to continuity planning
2. Opportunities to partner within and outside of the organization

Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. Student Manual
Discussion Questions
Question 1

What should you be doing to promote continuity planning within your organization?  Identify the needs of your organization and how you might act to improve the situation.
Question 2

Using the responsibilities for agency leaders as your guide, what do you see as the challenges agency leaders face in fulfilling these responsibilities?
Essay

Complete the Continuity Outreach Worksheet below for your agency.  Identify three possible groups:  Public or private organizations; or Federal, State, and local entities with which to form partnerships.  Identify three specific and distinct benefits of continuity planning that you can use to sell the continuity program to managers within the organization.  Identify at least three tasks and activities needed to create a continuity marketing plan.

Week 15: Family Support Planning 

During a continuity situation, employees will need to focus on maintaining essential functions.  Their focus will be disrupted if the employees are also concerned about their families’ safety and security.  The topics covered in this lesson include:


· Pre-incident family support planning.

· Communicating during continuity operations.

· Special Family Considerations
Individual and family preparedness is important for any emergency, not just continuity situations.  Family plans should always be prepared and practiced before an incident occurs.  
Learning Objectives

By the end of this week, you should have an understanding of:
1. The need for a family support plan.

2. How to identify key family support planning issues.

3. The need for family support services at the continuity site
Lesson Commentary

PPT slides summarizing key points of required readings

Required Readings

1. Student Manual
Discussion Questions
Question 1
Share different strategies for ensuring that the families in your organization each have a completed and up to date family plan.  

Question 2

Real life example.  I sat on the Safety Committee for my local elementary school district.  It was part of the PTA.  We tried to implement a “Safety Fair” where the police and fire departments would take finger prints, pictures, etc., of children as part of ensuring information was in place in case a child was lost or stolen.  Other parts of the Safety Fair included creating a family “Go Kit.”

The materials would have been donated by local businesses and organized by the fire department.  The PTA voted to not participate in the Safety Fair as they thought it would be too frightening for the children.  After many hours of work and coordination the idea was tabled.
Why do you suppose the “moms” voted this down?  How can we work with local groups and our own employees to encourage family preparedness?
Essay

Develop a family plan for your family.  Include each of the elements introduced in this lesson.[image: image1.png]
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