Session No. 7 


Course Title: Comparative Emergency Management

Session Title: Hazards

Time: 1 hr


Objectives:

7.1 Understand the difference between a hazard and a disaster, and the various methods of categorizing hazards


7.2 Discuss the Natural Hazard Category


7.3 Discuss the Technological Hazard Category


7.4 Discuss the Intentional Hazard Category

Scope:

Over the course of the next two sessions, the instructor will explain to the students one of fundamental components of risk management - Hazard Identification.  During this session, titled “Hazards”, the instructor will detail three categorization of the various hazards that exist throughout the world, and provide examples of each.  Included in this session will be student interactions.

Readings: 

Student Reading:

Coppola, Damon P. 2006. Introduction to International Disaster Management. Butterworth Heinemann. Burlington. Pp. 39-100.

Instructor Reading:

Coppola, Damon P. 2006. Introduction to International Disaster Management. Butterworth Heinemann. Burlington. Pp. 39-100.


General Requirements:

Power point slides are provided for the instructor’s use, if so desired.

It is recommended that the modified experiential learning cycle be completed for objectives 7.1 – 7.4 at the end of the session.


General Supplemental Considerations:


This session is much greater in length because it is primarily descriptions of the various hazards that exist.  The instructor can use this material to lecture on all three forms of hazards, or can divide the class into three groups, each which presents on their category of hazards to the class.


For many of the hazards described, additional information can be found in the course text as detailed in the reading assigned to the session.


Objective 7.1: 
Understand the difference between a hazard and a disaster, and the various methods of categorizing hazards

Requirements:

Provide definitions of the terms hazard and disaster, and explain to students how these terms are related.  Facilitate a student discussion with students about the hazards that affect their community, and what causes hazards to become disasters in their community.  Explain to students how hazards are commonly categorized, and inform the students of the categorization that will be used in this session. 

Remarks:

I. There is dispute about the origin of the word hazard, but it likely came from either the French word hasard, which is a game of dice predating craps, or from the Arabic word al-zahr, which means “the die.” Clearly, the term is rooted in the concept of chance. 


A. In the modern sense of the word, hazards are events or physical conditions that have the potential to cause fatalities, injuries, property damage, infrastructure damage, agricultural loss, damage to the environment, interruption of business, or other types of harm or loss (See Slide 7-3) (FEMA, 1997).


B. What determines whether a hazard becomes a disaster are risk and vulnerability.


II. Our lives are full of hazards, which exist in many forms, defined according to their source.  The focus of this course, and of emergency management, are those hazards that have the potential to overwhelm resources on a community, regional, or national level.


III. While many hazards, like automobile accidents, falls down stairs, choking, or drowning, have the ability to overwhelm an individual or a small group of individuals, events associated with these hazards very rarely cause a disaster beyond the individual level.


IV. Other hazards occur on a large scale, and can in fact overwhelm community, regional, or national level resources, but do not amount to a disaster that is managed or even the responsibility of emergency management resources.  These include societal problems like heart disease, alcoholism, and cigarette smoking.


V. Ask the Students, “What are some of the hazards that exist in our community?”


A. Student answers may range from personal hazards, such as house fires or bicycle accidents, to major hazards that affect the community like flooding, blizzards, or hurricanes.


B. Students may realize that hazards can also be financial or social – there is a very wide range of answers that conform to the definition provided above. 


C. Ask the Students, “Which of these hazards have the potential to cause a disaster in the community, and which hazards occur on the personal or household level?”


VI. Disasters are what result when a hazard risk is realized (See Slide 7-4). 


A. There is a caveat to this definition, however: To be considered disastrous, the realized hazard must overwhelm the response capability of the organizational-level for which the disaster is defined. 


B. A local disaster, for instance, would be an event that overwhelms a town or city’s fire, police, and emergency management departments, requiring assistance from other communities, from a regional authority (such as a county, parish, state, or other classification), or from the national government.


C. In the United States, a Presidentially-declared disaster, or ‘national disaster’, is an event that exceeds the capability of a state or states to manage the event.


D. The United Nations defines an international disaster to be any event that presents, “a serious disruption of the functioning of society, causing widespread human, material, or environmental losses which exceed the ability of the affected society to cope using only its own resources” (UN, 1992).


VII. There is an important distinction between an event and a disaster. Not all adverse events are disasters, only those that overwhelm response capacity. 


A. For instance, a simple house fire requires response by a jurisdictional fire department. There is surely property loss, and likely the possibility of injury or loss of life. However, as fires are routine occurrences that are easily managed, they normally are not considered disasters. 


B. In the great Chicago fire of 1871, on the other hand, more than 2000 acres of urban land were destroyed over the course of three days. Overall, the destruction included 28 miles of roads, 120 miles of sidewalk, 2000 lampposts, and 18,000 buildings, all totaling over $200 million in property damage (onethird of the value of all property in the city at the time) (Wikipedia, 2005). Between two and three hundred people died. While both events are fires, only the Chicago fire can be called a disaster.


VIII. Disasters grow in intensity as they overwhelm progressively larger response units. A local disaster is not a national disaster, for instance, if a state or provincial response entity can manage the consequences. If not, only then does the disaster become national, thereby requiring the intervention of the national government. In situations in which a national government or several national governments are unable to manage the consequences of an adverse event, the event becomes an international disaster, requiring intervention by a range of international response and relief agencies.


IX. Disasters are measured in terms of the lives lost, injuries sustained, property damaged or lost, and environmental degradation (See Slide 7-5).  


A. These consequences manifest themselves through both direct and indirect means, and can be tangible or intangible. 


B. Disasters may be sudden onset or “creeping.” Sudden-onset disasters often happen with little or no warning, and most of their damaging effects are sustained within hours or days. Examples include earthquakes, tsunamis, volcanoes, landslides, tornadoes, and floods. Creeping disasters occur when the ability of response agencies to support people’s needs degrades over weeks or months, and they can persist for months or years once discovered. Examples are drought, famine, soil salination, the AIDS epidemic, and erosion.

X. Ask the Students, “What types of conditions make similar hazard events result in a disaster in one community and a manageable emergency event in another?”


A. Student answers may include any of the following, and more:


1. Vulnerability of the population


2. Emergency management resources that may be used to address the event


3. Prior experience or training in dealing with the hazard


4. The effectiveness of leadership


5. The range of consequences that are sustained


XI. There are countless ways in which hazards may be classified, and then further classified.  For instance, a landslide is an example of a mass-movement hazard.  There are many mass movement hazards, which could include mudslides, avalanches, rockfalls, rockslides, and others.  All of these mass movement hazards fall under the general category of natural hazards.


XII. While there exists any number of possibilities for which hazards may be classified, this course will use the following three, described in much greater detail in Objectives 7.2-7.4.


A. Natural hazards


B. Technological hazards


C. Intentional hazards

Supplemental Considerations

N/A 

Objective 7.2: Discuss the Natural Hazard Category

Requirements:

Provide a description of natural hazards, and facilitate a lecture on the various hazards of natural origin.

Remarks:

I. It can be said that no disaster is natural, because a disaster event by definition requires interaction either with man, his built environment, or both. 


II. However, the many forces that elicit such disasters are natural phenomena (hazards) that occur regardless of the presence of man. 


III. It is possible, and is often the case, that human actions exacerbate the effect of these natural processes.  Examples include: 


A. Increased flooding after the destruction of wetlands


B. Landslides on slopes where anchor vegetation has been removed


C. Increased flash flooding after the paving and sealing of land for construction and roadways


IV. There are several subcategories of natural hazards, and several hazards within each.  The most common of these include: 


A. Tectonic Hazards.  Tectonic hazards are associated with the movement of Earth’s plates.  They are also called seismic hazards (See Slide 7-6).  


B. The specific type of interaction between the earth’s plates, including collision, subduction (one plate sliding under another), or separation, determines the kind of tectonic hazard.  These hazards occur most often at the boundaries of the great plates, where the interactions originate, but they are by no means limited to these convergent zones.  The tectonic hazards include:


1. Earthquakes


i. Earthquakes are sudden movements of tectonic plates caused by an abrupt release of strains that have accumulated over time along fault lines. 


ii. The reverberation of energy through the plate from the point where plates have become snagged is the earthquake. 


iii. Fractures within the crust of the Earth along which the plates have slipped with respect to each other are called faults, and are divided into three subgroups as determined by movement:


a) Normal faults occur in response to pulling or tension; the overlying block moves down the dip of the fault plane.


b) Thrust (reverse) faults occur in response to squeezing or compression; the overlying block moves up the dip of the fault plane.


c) Strike-slip (lateral) faults occur in response to either type of stress; the blocks move horizontally past one another. 


iv. Earthquakes are generally measured according to their magnitude and intensity. The commonly referred-to Richter Scale, named after its creator Charles Richter, is an open-ended logarithmic scale that measures the magnitude, or amount of energy released, by the earthquake, as detected by a seismograph. 


v. A second scale used to measure earthquakes is the Modified Mercalli Intensity Scale (MMI). This scale, which measures the effect of the earthquake on the Earth’s surface, is based upon observations rather than scientific measurements, and uses Roman numerals ranging from I to XII. 


vi. Secondary natural hazards known to occur in the aftermath of an earthquake include:


a) Landslides, rockslides (rock falls), and avalanches 


b) Tsunamis

vii. Secondary technological hazards that commonly result after earthquake events include:


a) Structural collapse


b) Bridge or raised highway collapse


c) Fires (from severed gas lines or collapsed structures


d) Hazardous materials release


2. Volcanoes


i. Beneath Earth’s crust lie super-heated gases and molten rock called magma. At certain points along the planet’s crust, most notably in the seismically active zones along the plate boundaries, this magma can escape to the surface to become lava. 


ii. These fissures, or “vents,” are known as volcanoes. There are three main categories of volcanoes:


a) Subduction volcanoes occur when one plate dips beneath another. 


b) Rift volcanoes occur when two plates move away from each other.


c) Hotspot volcanoes occur when there is a weak spot within the interior of a plate under which magma can push through to the surface. 


d) These three categories can be further subdivided according to their shape and composition, and include:


(a) Calderas


(b) Cinder/Scoria cones

(c) Composite volcanoes and stratovolcanoes


(d) Continental volcanoes


(e) Island-arc volcanoes

(f) Lava plateaus


(g) Lava domes


(h) Maars (tuff cones) 


(i) Oceanic volcanoes


(j) Shield volcanoes


(k) Submarine volcanoes, ridges, and vents


(l) Tuyas


iii. Many secondary hazards are associated with volcanoes, including:


a) Earthquakes


b) Rockfalls and landslides


c) Mudflows (lahars)


d) Tsunamis


e) Poisonous gases


3. Tsunamis


i. A tsunami is a series of waves generated by an undersea disturbance such as an earthquake. 


ii. There are many events that result in the generation of a tsunami, but earthquakes are the most common. Other forces that generate the great waves include landslides, volcanic eruptions, explosions and, though extremely rare, the impact of extraterrestrial objects, such as meteorites.


iii. Tsunamis are generated when a large area of water is displaced, either by a shift in the sea floor following an earthquake, or by the introduction of mass from other events. Waves are formed as the displaced water mass attempts to regain its equilibrium. 


iv. The waves that are generated travel outward in all directions from the area of the disturbance. The time between wave crests can range from as little as 5 minutes to as much as 90 minutes, and the wave speed in the open ocean averages a staggering 450 miles per hour. Wave heights of more than 100 feet have been recorded. 


v. As the waves approach the shallow coastal waters, they appear normal but their speed decreases significantly. The compression of the wave resulting from the decrease in ocean depth causes the wave to grow higher and crash onto land—often resulting in great destruction, injuries, and death (NTHMP, 2003).


C. Mass-Movement Hazards. Mass-movement hazards are events caused either by the rapid, gravity-induced downward movement of large quantities of materials or by the contraction or expansion of the Earth from nonseismic means. These hazards exist in almost every country of the world, and result in hundreds of deaths worldwide each year.  Mass-movement hazards include: 


1. Landslides


i. Can occur whenever the physical mechanisms that prevent soil or bedrock from moving down a slope are weakened or disturbed. 


ii. Landslides are most often triggered by earthquakes and other seismic hazards, but can be generated by loss of vegetation (especially after fires), human modification, or excessive water saturation of the ground. 


iii. They can move at very high speeds, or they may occur slowly over days, weeks, or even longer. 


2. Rockfalls

i. Involve the freefall, rolling, and tumbling of very loose material. 


3. Debris flows


i. Also referred to as mudflows or mudslides


ii. Debris flows are dependent upon the introduction of great amounts of water from prolonged rainfall, flash flooding, or very rapid snowmelt. The lubrication provided by the liquid content of the debris allows for much faster descent down the affected slope and, likewise, greater overall distances traveled from the source of the flow.


4. Avalanches

i. Movements of debris composed of snow, ice, earth, rock, and any other material that is picked up as they progress down the affected slopes. 


5. Land subsidence

i. A loss of surface elevation caused by the removal of subsurface support. Sink- holes are a form of subsidence. 


ii. The affected area can range from a broad, regional lowering of the land surface to a pronounced, localized collapse. 


6. Expansive soils 


i. As their name suggests, these are soils that tend to increase in volume when they are influenced by some external factor, especially water. 


ii. The most common type of expansive soil is clay, which expands or contracts as water is added or removed. 


7. Common secondary hazards of mass movements include:


i. Flooding


ii. Tsunami 


D. Hydrologic Hazards.  Hydrologic hazards are the result of either excess or a severe lack of water.  Hydrologic hazards include (See Slide 7-7):


1. Floods


i. By far the most common natural hazard.  More people are killed by flooding each year than any other hazard, with an average of 20,000 deaths and 75 million people affected (Brun, n.d.). 


ii. Most often they are a secondary hazard resulting from other meteorological processes, such as prolonged rainfall, localized and intense thunderstorms, or onshore winds. However, other generative processes, including landslides, logjams, avalanches, icepack, levee breakage, and dam failure can also generate rapid and widespread flooding. 


iii. The five most commonly flooded geographic land types are:


a) River floodplains


b) Basins and valleys affected by flash flooding


c) Land below water-retention structures (dams) 


d) Low-lying coastal and inland shorelines


e) Alluvial fans

iv. Flash flooding 


a) Occur with little or no warning, are the result of intense rainstorms within a brief period of time.


b) Flash flooding is often the result of rapid, unplanned urbanization, which can greatly reduce the land’s ability to absorb rainfall. The resulting runoff has nowhere to go and accumulates as quickly as the rain can fall. 


c) Drainage systems can be built to alleviate some of this problem, but very heavy rains will often exceed the capacity of even the best-designed systems of the developed countries.


v. Secondary effects of flooding include:


a) Coastal erosion 

b) Soil erosion. 


2. Drought


i. Drought is a period of unusually dry weather that persists long enough to cause serious problems such as crop damage and water supply shortages. 


ii. The severity of the drought depends upon its duration, the degree of moisture deficiency, and the size of the affected area. 


iii. Drought is a hazard that requires many months to emerge and that may persist for many months or years thereafter. This type of hazard is known as a “creeping” hazard. 


iv. The causes, or triggers, of drought are not well understood, and are often part of constantly changing global climate patterns. What defines a drought has not been established through any standardized measure. 


v. Droughts are categorized into four distinct groups: 


a) Meteorological drought 


b) Agricultural drought 


c) Hydrological drought


d) Socioeconomic (famine) drought


vi. The lack of rainfall associated with drought can cause debilitating effects to both agricultural and urban centers. 


vii. In poor countries, drought is often, but not always, associated with the emergence of famine. 


E. Meteorological Hazards. Meteorological hazards are related to atmospheric weather patterns or conditions. These hazards are generally caused by factors related to precipitation, temperature, wind speed, humidity, or other, more complex factors. The greatest range of natural hazard types falls under this general category.  Meteorological hazards include (See Slide 7-8):


1. Tropical cyclones 


i. Tropical cyclones are spinning marine storms that significantly affect coastal zones, but that may also travel far inland under certain conditions. 


ii. These storms are marked by a combination of high winds, heavy rainfall, and coastal storm surges.


iii. Tropical cyclones with maximum sustained surface winds of less than 39 mph are called tropical depressions. Once attaining sustained winds of at least 39 mph, they are typically called tropical storms, and assigned a name. If winds reach 74 mph, they are called:


a) Hurricane in the North Atlantic Ocean, the Northeast Pacific Ocean east of the dateline, or the South Pacific Ocean east of 160E 


b) Typhoon in the Northwest Pacific Ocean west of the dateline 


c) Severe tropical cyclone in the Southwest Pacific Ocean west of 160E or the Southeast Indian Ocean east of 90E


d) Severe cyclonic storm in the North Indian Ocean


e) Tropical cyclone in the Southwest Indian Ocean 


iv. In order for a tropical cyclone to form, several environmental factors must exist, including:


a) Warm ocean waters (at least 80°F) extending at least 150 feet deep


b) An atmosphere that cools quickly enough and is high enough that it is potentially unstable to moist convection


c) Relatively moist layers near the mid-troposphere 


d) A minimum distance of at least 300 miles from the equator to provide near-gradient wind balance


e) A pre-existing near-surface atmospheric disturbance


f) Low vertical wind shear values (less than 23 mph) between the surface and the upper troposphere


v. Tropical cyclones are the most deadly of all natural hazards. It is estimated that 15–20% of the world’s population is at risk from these hazards.


2. Monsoons 


i. Monsoons are strong seasonal winds that exist throughout the world, and reverse in direction at predictable intervals each year. 


ii. They are often associated with heavy rainfall when they cross over warm ocean waters before heading to cooler landmasses. As the wind blows over the warm water, the upward convection of air draws moisture from the ocean surface.


iii. When it passes over the cooler landmass, the moisture condenses and is deposited in heavy rainfalls that can last for weeks or months.


iv. Disasters related to monsoons are associated with secondary effects from either monsoon failure or excessive monsoon rainfall. 


3. Tornadoes


i. Tornadoes, or funnel clouds, are rapidly spinning columns of air (vortexes) extending downward from a cumulonimbus cloud.


ii. Thousands of tornadoes are formed throughout the world each year but most do not touch ground and therefore remain harmless. 


iii. Tornadoes form when warm, moist air meets cold, dry air, though the presence of these factors in no way guarantees that a tornado will form. 


iv. The most destructive tornadoes form from supercells, which are rotating thunderstorms with a well-defined radar circulation called a mesocyclone. 


v. When a tornado occurs over a body of water, it is called a waterspout. 


vi. Tornado damage is rated according to the Fujita-Pearson Tornado Scale, or the F-Scale. This scale relates the degree of damage caused with the intensity of the wind and is assigned after the tornado is generated. Assignment of intensity is largely subjective and, therefore, arbitrary. However, the F-Scale is the most widely used and recognized. 


4. Ice storms

i. Ice storms are precipitation events involving freezing rain that accumulates on exposed surfaces to a thickness greater than one-quarter of an inch. 


ii. These storms can extend for hundreds of square miles, and are highly destructive due to the damage caused by the weight of the accumulated ice.


iii. Certain conditions must be present in order for freezing rain to occur. 


a) Two layers of cold air must be present, each less than or equal to 32°F, with a warm layer greater than 32°F in between them. 


b) The position of the warm layer in this arrangement is important, since it determines whether precipitation will fall as freezing rain, sleet, or snow. 


c) Relative humidity must be near 100%, and upward-moving air is needed to keep the relative humidity at that level. 


iv. The damage associated with ice storms results from the weight of the ice accumulation, which causes tree limbs to break, power lines to fall, and roofs to collapse. 


v. Icy roads lead to transportation accidents. Power outages can lead to people being exposed to extremely cold temperatures, and can cause economic impacts due to business interruption and agricultural damage.


5. Severe winter storms

i. Severe winter storms are cold-weather cyclonic weather hazards associated with excessive precipitation of snow, sleet, and ice. 


ii. Many classifications of winter storms dictate that at least 4 inches of accumulation must occur within 12 hours, or 6 inches within 24 hours. 


iii. Blizzards are a type of severe snowstorm accompanied by very low temperatures (below 20°F) and high winds (35 mph or greater).


6. Hailstorms

i. Hailstorms are meteorological events characterized by the precipitation of balls or lumps of clear ice and compact snow. 


ii. Cold ground temperatures are not necessary for hailstorms to occur, and these events commonly occur throughout the world, including the tropics. 


iii. The primary negative consequence of hail is damage to crops. 


7. Frost


i. Frost is a hazard associated with agricultural disasters. 


ii. Frost crystals form when water vapor freezes upon contact with a surface that is below the frost point. Frost is most common in low-lying valleys where heavier, cooler air collects, especially at night. It also can occur when the air temperature is higher than freezing, but just above the surface is below freezing because of this heavier cold air. 


iii. Crops often can survive freezing temperatures in the absence of frost, as their cells remain in a liquid state as much as 10°F (12°C) below the freezing point of water. However, once frost forms on the plant, the cells begin to sustain damage and often die.


8. Extreme cold


i. Extreme cold temperatures, which may be fleeting or may persist for days or weeks, can have severe negative consequences. 


ii. What constitutes extreme cold, and its effects varies across geographic regions. For example, in regions relatively unaccustomed to winter weather, near-freezing temperatures are considered “extreme cold.” Generally, a significant drop below the average low temperature for an area will cause adverse affects to unprepared people, animals, or property.


iii. Extreme cold is a dangerous situation that can bring on health emergencies in susceptible people, such as those who are without shelter or stranded, or who live in a home that is poorly insulated or without heat. 


9. Extreme heat


i. Extreme heat, like extreme cold, is a temperature-related hazard associated with a significant deviation above normal high temperatures for a given geographical area. 


ii. Periods of extreme heat are often called “heat waves.” Extreme heat most significantly affects humans, though stresses upon electrical infrastructure related to intense demand caused by widespread overuse of air conditioners often causes secondary, exacerbating disasters. 


10. Windstorms


i. Windstorms are periods of high wind not associated with convective events.

ii. They are considered severe if sustained winds of 40 mph or more persist for an hour or longer, or if sustained winds of 58 mph or more are sustained for any amount of time. 


iii. Categories of windstorms include:


a) Gradient high winds 


b) Mesoscale high winds 


c) Channeled high winds 


d) Tropical-cyclone-associated high winds 


e) Chinook or foehn winds 


iv. Windstorms cause damage primarily because of their powerful wind forces and secondarily from flying debris. 


v. The Beaufort Scale is the most common measurement of wind force. 


11. Sandstorms


i. Sandstorms, or duststorms, occur when very strong winds blow over loose soil or sand, picking up significant amounts of material in the process. 


ii. In desert regions, sandstorms become a frequent occurrence at certain times of the year due to the intense heating of the air over the desert surface, which in turn causes instability in the lower atmosphere. 


iii. This instability produces higher winds in the middle troposphere, which are drawn downward and produce much stronger winds at the surface.


iv. Areas where the ground is extremely dry and has very little vegetation are most susceptible to sandstorms. Once particles become airborne, they can reduce visibility to a few feet, cause respiratory problems, and have a damaging, abrasive effect on machinery and structures. 


v. Damage caused by these storms includes:


a) Impaired visibility and breathing difficulties 


b) Crop damage


c) Destruction to buildings, vehicles, and trailers


d) Power outages and other infrastructure damage


e) Broken trees


f) Scouring damage to buildings and automobiles


g) Damage to electronics, computers, and communications equipment from accumulated dust 


12. Wildfire


i. Wildfire, which is a brush or wildland fire burning out of control over great geographic range, is often considered a meteorological event because it is so closely associated with the weather conditions necessary to sustain and spread it, called “fire weather.” 


ii. Other factors also contribute to the generation and spread of wildfire, including hydrological conditions, topography, and vegetation. 


iii. The following weather conditions promote ignition and rapid spread of fires:


a) Low humidity


b) High winds (over 10–20mph)


c) Dry thunderstorm (i.e., lightning without rain)


d) Unstable air


iv. Other factors that impact the spread and severity of fires include:


a) Dry antecedent conditions


b) Urban-wildland interface


c) Available fuel


d) Hilly terrain


v. Wildfires can cause incredible environmental damage, both during the fire and after they have burned. They often burn any unprotected structure that lies in their path, and many deaths are attributed to people who become stranded within zones of major burning. 


vi. They can also cause transportation problems when they occur along major road and railway routes. Smoke from wildfires tends to cause severe respiratory problems in susceptible individuals. Once the fires have passed or have been extinguished and a major loss of vegetation has occurred, secondary hazards can occur, including mudslides, landslides, river silting, and flooding.


vii. Forecasters use the Haines Index to indicate the potential for large fire growth. 


13. Thunderstorms


i. Thunderstorms are local storms that are accompanied by lightning and thunder, are produced by a cumulonimbus cloud, and are usually accompanied by gusty winds, heavy rain, and occasionally hail. 


ii. Three factors are required for a thunderstorm to develop:


a) Moisture in the form of water vapor, which must lie in the lowest atmospheric levels


b) A rapid cooling of air above these low, wet levels, decreasing in temperature with altitude, up to two to three miles


c) A force strong enough to lift the low moist air to the higher, colder atmospheric layers—usually a cold front 


iii. Thunderstorms are classified as nonsevere and severe. Nonsevere thunderstorms rarely last longer than two hours. A typical, nonsevere thunderstorm life cycle consists of three stages:


a) Cumulus stage


b) Mature stage


c) Dissipation stage


iv. Severe thunderstorms develop when wind speeds exceed 58 miles per hour and hail forms in balls greater than three-quarters of an inch in diameter. Several different kinds of thunderstorms can form, including:


a) Single cell

b) Multicell

c) Supercell


d) Squall lines


14. Fog


i. Fog is essentially a cloud that forms at ground level. However, it is formed by very different processes than those that form clouds in the upper atmosphere. 


ii. Like clouds, fog consists of airborne condensed water droplets, the result of moist air being cooled to the point at which it can no longer hold all of the water vapor it contains, known as the dewpoint. With fog, this cooling may happen for a variety of reasons, including the cooling and moistening of surface air by rain, infrared cooling of a cloudless, humid air at night (also called “radiation fog”), and the passage of a warm, moist air mass over a cold surface (usually snow or ice), which produces “advection fog.” 


iii. The primary danger associated with fog is reduced visibility. Constant fog near steep mountain slopes can either cause or be an indicator of high moisture content in the water, which leads to more rapid erosion and subsequent landslides, mudslides, and mountain road collapse.


15. El Niño / La Niña


i. El Niño and La Niña are related weather phenomena characterized by a disruption in the ocean atmospheric system of the tropical Pacific. 


ii. Both of these events are associated with severe negative consequence around the world. 


iii. In normal, non–El Niño conditions, the trade winds blow toward the west across the tropical Pacific. These winds literally “pile up” warm surface water in the west Pacific, so that the sea surface is about half a meter higher at Indonesia than at Ecuador. 


iv. The sea surface temperature is about 46°F (8°C) higher in the west, with cool temperatures off South America, due to an upwelling of cold water from deeper levels. 


v. This cold water is nutrient-rich, supporting high levels of primary productivity, diverse marine ecosystems, and major fisheries. 


vi. Rainfall is found in rising air over the warmest water, and the east Pacific is relatively dry. 


vii. During El Niño years, the trade winds relax in the central and western Pacific, leading to a depression of the thermocline (juncture of cold and warm water) in the eastern Pacific and an elevation of the thermocline in the west. 


viii. Ocean water temperatures reach points well above normal in the eastern Pacific, and rainfall follows that warm water eastward, bringing the associated flooding to South America and drought in Indonesia and Australia. The eastward displacement of the atmospheric heat source overlaying the warmest water results in large changes in the global atmospheric circulation, which in turn forces changes in weather in regions far removed from the tropical Pacific.


ix. La Niña is a phenomenon that is often described as being the opposite of El Niño. It is characterized by cooler-than-normal sea surface temperatures in the central and eastern tropical Pacific Ocean and the impacts of the resulting global weather pattern. Like El Niño, La Niña recurs every few years and can persist for as long as two years.


a) La Niña years are marked by altered weather patterns in certain parts of the world. Abnormally high rainfall is observed in southeast Asia, while dry to drought conditions occur in South America. 

16. Climate change


i. Climate change is not a single hazard but an observed change in average global climactic conditions over time. 


ii. Drastic climate changes have occurred throughout Earth’s existence, but over very gradual periods of time. Recent scientific studies have indicated, however, that many of these gradual processes are speeding up significantly, and it is likely that human activities are to blame. 


iii. As humans have adapted to a specific climate, it is only logical that any significant change in that climate system will cause primary and secondary effects that are very hazardous to human life and property.


iv. While no conclusive correlations have been developed as of yet, it is certain that continued climate change will eventually increase the catastrophic potential of many meteorological hazards that exist today (and will likewise decrease the potential of others). 


F. Biological/Health-Related Hazards Biological hazards is the umbrella grouping for all hazards that cause or are related to disease in plants, animals, and humans.  For various reasons, biological hazards can become unmanageable, and a disaster results. The most common biological disasters include (See Slide 7-9):


1. Human epidemics


i. Human epidemics are illnesses caused by single pathogenic sources that affect a quantity of people rising at a rate faster than the disease is being controlled. 


ii. Epidemics are not a factor of the total number of people with the disease; thus, for certain very rare diseases, a small number of people can constitute an epidemic (often called an outbreak). 


iii. Epidemics are often defined by their geographical range, which can include a community, a country, or even the entire globe (called a pandemic).


iv. Epidemics can arise quickly or gradually, and can be halted quickly or persist for decades. 


v. Controlling epidemics is difficult. It needs a complex set of requirements managed by public health and other government officials, nonprofit agencies, and private facilities such as hospitals and clinics. 


vi. Epidemics, statistically, have been the greatest killers of man. History is dotted with epidemic and pandemic events that have decimated populations. 


2. Livestock epidemics


i. Livestock, or animal, epidemics, including those in aquatic environments, refer to epidemics that affect the life of any animal other than humans. 


ii. Animal epidemics often strike livestock on a large scale, with great economic consequences to affected regions and countries. 


iii. Epidemics can cause a loss of confidence in food supplies from the afflicted areas, and even non-contaminated meat can be rendered valueless. 


3. Plant and agricultural epidemics


i. Plant and agricultural epidemics threaten to cause both economic and environmental damage. 


ii. Plant and agricultural epidemics can be caused by a number of factors, many of which are not dependent upon an external biotic organism like pathogens, insects, or animals. Epidemics can be simply the result of a change in climate. 


iii. There are five basic categories of plant diseases: 


a) New diseases


b) Emerging diseases


c) Reemerging diseases 


d) Threatening diseases 


e) Chronic/spreading diseases 


Supplemental Considerations

More in-depth descriptions of each of these hazards, and several examples, are found in the course text detailed in the student and instructor reading section. 

Objective 7.3: Discuss the Technological Hazard Category
Requirements

Provide a description of technological hazards, and facilitate a lecture on the various hazards of natural origin.

Remarks

I. Technological hazards are the negative consequences of human innovation that can result in the harm or destruction of life, property, or the environment. 


II. By their very nature, they are generally new hazards in terms of the full spectrum of threats humans have faced, so relatively little is known about their consequences. 


III. They can be very difficult to predict, and a wide range of triggers tends to initiate them, including many natural disasters previously discussed.  Depending on the circumstances, seemingly equal technological hazards can affect geographic areas from as small as a single city block to as large as an entire continent. 


IV. As technology advances, the catalog of technological disasters only expands. Technological hazards differ from natural hazards in that societies have chosen to assume technology’s associated risks (known and unknown) in exchange for some realized benefit. 


V. Perhaps the best illustration of this cost/benefit gamble, as well as one of the single greatest technological hazards, is the automobile (NIH, 2004). On average, 1.2 million people worldwide die each year in traffic accidents, yet society has collectively decided to accept that risk for the benefit of rapid transit.  


VI. Since 1980, the number of reported technological disasters has skyrocketed, increasing at a rate that completely outpaces the increase of natural disasters. Furthermore, the number of people dying as result of these technological disasters is also rising. 


VII. There are several subcategories of technological hazards, and several hazards within each.  The most common of these include (See Slide 7-10):


A. Transportation Hazards

1. The vast system of land, sea, and air transportation involves complex and expensive infrastructure, humans or machines to conduct that infrastructure, and laws and policies by which the whole system is guided. 


2. A flaw or breakdown in any one of these components can and often does result in a major disaster involving loss of life, injuries, property and environmental damage, and economic consequences.


3. Transportation infrastructure disasters

i. Transportation infrastructure disasters involve not the vehicles themselves but the systems upon which those vehicles depend. 


ii. Vast engineering feats are often required to join the world’s cities, to cross mountains and waterways, and to shorten the distances from point A to point B. 


iii. As with all engineering projects, a certain risk is imposed by the very nature of the forces the projects must overcome, including gravity, tension, mass, resistance, and velocity. And, of course, bridges, tunnels, raised highways, mountain roads, overpasses, airport terminals, and other infrastructure components are all subject to the realization of that risk: failure.


iv. A component of infrastructure can fail for many reasons. The most common causes are poor design, poor maintenance, or the introduction of unforeseen or unexpected outside forces, which can cause the impacted structures to collapse or sustain significant damage, often harming or killing those inside or nearby. 


v. As the event usually renders these infrastructure components useless, transportation of all individuals and businesses dependent upon the overall system is instantly hindered or eliminated. It thus is not a surprise that transportation infrastructure disasters often result in economic collapse for towns and cities. 


4. Airline accidents


i. Airline accidents are relatively rare, but are often both spectacular and catastrophic due to the high number of people involved and the very low number of survivors. 


ii. When airline accidents occur in cities, in addition to fatalities and injuries sustained by people on the ground, structure fires and collapses usually occur, requiring difficult response efforts. 


5. Rail accidents


i. Rail accidents can occur for both passenger and freight trains, with each posing unique problems for disaster managers. 


ii. Accidents primarily occur because of:


a) Contact between two trains


b) Contact between a train and a foreign object (car, animal, debris)


c) Onboard fire


d) Faulty or misaligned tracks (due to external forces, human error, sabotage, or poor maintenance). 


iii. Rail accidents involving passenger trains are often mass casualty incidents. 


iv. Trains are used extensively to transport cargo, much of which is classified as hazardous. 


a) Accidents involving train cars with flammable or poisonous gases or liquids have caused several major disasters, and are a significant hazard for any urban area they pass. 


b) These accidents can involve explosions, fires, the release of deadly gases, and severe environmental degradation. Evacuations may be necessary to protect the surrounding population, and rescue efforts are difficult to impossible without proper equipment and training.


6. Maritime accidents


i. Maritime accidents, like rail accidents, may involve either passenger vessels or freight vessels, each posing a specific set of risk factors. 


ii. The range of causes of maritime accidents include:


a) Weather-related accidents


b) Mechanical failure


c) Human error


d) Overloading (passengers or freight)


e) Poor maintenance


f) Fire


g) Collision (other vessels, stationary objects, striking of floating or submerged objects or land)


h) Sabotage


i) Terrorism


7. Roadway accidents


i. Mass casualty accidents involving passenger transportation lines, such as intercity buses, are common, especially in developing countries where enforcement of safety standards is sparse, driver training and regulations lax, and rescue resources slim to nonexistent. 


ii. Hazardous materials accidents involving tanker trucks or other forms of transportation are also common, and almost always pose a hazard risk to life, property, and the environment. 


B. Infrastructure Hazards

1. Infrastructure hazards are primarily related to critical systems of utilities, services, and other assets that serve the public. 


2. The consequences of infrastructure hazards may include loss of vital services, injury, death, property damage, or a combination of these. 


3. As technological innovation, global communication, and global commerce increase, nations are becoming much more dependent upon their critical infrastructure. 


4. Several types of infrastructure hazards include (See Slide 7-11):


i. Power failures


a) Power failures can be caused by a breakdown in the power generation and/or distribution grid, or by an accident or preceding disaster that somehow damages the grid. Increased dependence upon electronic equipment for communications, management, commerce, and other vital systems has increased public and private entities’ vulnerability to the consequences of this hazard. Extended power outages can quickly turn into public health emergencies when life safety systems begin to fail. 


b) Without power, citizens can find themselves unable to travel, purchase necessary supplies, heat or cool their homes, communicate, or work. Companies have discovered that power outages lasting as short as one hour can result in millions of dollars in losses and, if extended across a whole region’s industry, can result in major economic damage. 


ii. Telecommunications systems failures


a) Telecommunications systems failures, which include telephone (land line and mobile), radio, satellite, and Internet, have economic and social impacts. Most businesses and governments depend upon reliable communications in order to function. 


b) When communications systems fail, citizens are unable to contact emergency resources, and businesses are unable to sell their products or provide their services. Computer network failures are becoming as costly as power and telecommunications failures. 


c) Most of the world’s businesses and banks are wholly reliant upon the Internet, and public facilities and service providers (such as utilities, communications, public health facilities, traffic systems, and other government-related offices) are heading in that same direction. The interconnectedness of the global internet has created the risk that a collapse of a portion of that network anywhere in the world could result in total collapse of the entire system. This risk is increasing in all countries of the world, rich and poor. 


iii. Critical water or sewer system failures

a) Critical water or sewer system failures can and do occur quite often, primarily as result of natural hazards. Humans depend upon a steady supply of useable water for basic survival, industry, and agriculture, and an interruption of as little as one day can result in a disaster. 


b) Many mechanisms can lead to failure of water resources, ultimately resulting in either drinking water contamination, cessation of service, or environmental destruction. If reservoirs that populations depend on become contaminated and this is not quickly discovered, in only a very brief interval, the contaminated water enters the public supply and begins to cause a widespread public health disaster. Following heavy rains or flooding or during times of drought, water and sewer systems can become overloaded or damaged and fail altogether, adversely affecting both the served population and the surrounding environment.


iv. Major gas distribution line breaks


a) Major gas distribution line (main) breaks are becoming more of a risk as intra- and intercity systems are established. These systems of pipes, which contain highly pressurized and flammable gas, are vulnerable to a range of natural and man-made influences that could ultimately result in their failure. 


b) A breach of a gas line can result in fire, environmental pollution, injury, and death. Special expertise is required to respond to a break in a gas distribution line, and significant populations can be affected. 


v. Dam failure


a) Dam failure is a hazard that exists in almost every country of the world, posing serious danger to all people and property located downstream from the structures. These structures can be constructed using any number of materials, ranging from resilient concrete to soft earth. 


b) The number of dams that exist throughout the world is much greater than most people may realize, and recently stood at 800,000 (IRN, 1999). The vast majority of these are privately constructed, owned, and maintained. 


c) The most common cause of dam failure is flooding caused by excess amounts of precipitation, but other possible causes include:


(a) Prolonged periods of rainfall and flooding


(b) Inadequate spillway capacity 


(c) Internal erosion 


(d) Improper maintenance 


(e) Improper design


(f) Negligent operation 


(g) Failure of upstream dams on the same waterway


(h) Landslides into reservoirs 


(i) High winds 


(j) Sabotage or terrorism


(k) Earthquakes 


vi. Food shortage (and Famine)


a) Food shortage, defined as the situation that exists when available food supplies do not meet the energy and nutrient requirements of the affected population, can have disastrous consequences. 


b) When systems of food production, transportation, and reserve cannot accommodate the local population’s needs, a famine becomes possible. Malnutrition, starvation, panic, and civil disobedience are often the consequences. 


c) Food shortages can be caused by food production crises, social, cultural, political, or economic factors, and environmental hazards. The World Food Programme calls famine the greatest threat to health worldwide, and reports that 797 million people, or 16% of the world’s population, currently suffer from the effects of food shortages (WFP, 2005).  


d) Famines are rarely caused by a single factor, but by rather a complex interaction of several ongoing and sudden-onset issues. The following list highlights four major food shortage factors:


(a) Food production crises 


(b) Social/cultural 


(c) Political/economic 


(d) Environmental 


vii. Overburdened public health facilities


a) Overburdened public health facilities can be either a cause or a consequence of disaster. Most public health facilities throughout the world are designed to accommodate non-crisis patient caseloads. 


b) However, following disasters or during epidemics, the physicians, support staff, facilities, and inventories upon which these systems depend become quickly strained or overloaded, and a breakdown in service may take place. But even at times, the public health infrastructure can break down due to labor issues (strikes), supply line breaks, loss of facilities, increased demand without increased capacity, and other reasons, the majority of which are related to poverty.


viii. Economic failure


a) Economic failure, which is caused by a collapse or serious downturn in the ability of a country, region, or community to sustain economic solvency, can result in a wide spectrum of disastrous consequences, including but are not limited to:


(a) Currency devaluation


(b) High unemployment


(c) Loss of basic government and private services


(d) Inflation


(e) Fuel shortages


(f) Civil unrest


(g) Hunger and famine


(h) Crime


(i) Political upheaval and instability


(j) Rising international debt


(k) Loss of foreign investment


(l) Deterioration of critical infrastructure


C. Industrial Hazards

1. Hazardous materials and conditions are a fact of life in the industrialized world. 


2. Man’s ability to extract, create, produce, and provide much of the goods and services we depend upon has introduced a whole new range of hazards that is expanding at an ever-increasing rate (See Slide 7-12). 


3. Hazardous materials processing and storage accidents


i. Hazardous materials processing and storage accidents are common, affecting almost any private or public facility that works with these kinds of materials. Many of our industrial processes depend upon one or more hazardous materials (solids, liquids, or gases) that, when removed from their controlled setting, can cause injury and death to humans and animals and can devastate the environment. 


ii. Although safety standards, procedures, and other measures are often in place, all of these are dependent upon a degree of enforcement and a level of environmental control. Therefore, any locality where fabrication, processing, storage, transport (including by pipeline) or disposal of hazardous materials occurs is at risk from these hazardous materials (HAZMAT) incidents.


iii. The vast majority of hazardous materials events occur because of accidents during transportation on highways and railroads. The minority of events that do occur at industrial sites have a range of causes, including natural disasters, fire, human error, infrastructure deterioration or failure, accidents, sabotage, and terrorism. 


iv. In a free and open society, the presence of these hazards is often well mapped and well communicated to the at-risk public. However, there are many societies in which such openness does not exist. In these cases, people will often unknowingly place themselves at even greater risk, by moving closer to the source of risk and doing nothing to protect themselves from a possible incident.


4. Raw materials extraction (mine) accidents


i. Raw materials extraction (mine) accidents, which are caused by fires, explosions, poisoning, flooding, and structural collapse, continue to be a hazard. Because of the underground, confined nature of mines, these events often result in mass casualty and require very difficult technical rescue. Collapse of overlying land can also occur, resulting in severe property damage.


ii. Mining kills more workers than any other industry, in both large and small accidents. 


5. Structural Fires and Failures

i. Structure fires and failures pose a significant risk that is universal among all countries of the world, rich or poor. The number of casualties from structure fires is greater than from many other hazards combined. This is mainly because almost everyone is dependent upon a built structure for their home, and probably for employment, their government, or for commerce as well. Exposure to this risk, therefore, is extreme. 


ii. Many natural and manmade factors influence the risk posed by this class of hazard, including design, geographic location, climate, seismicity, construction materials, maintenance, and safety standards employed. When buildings burn or collapse, they pose great risk not only to the inhabitants but also to the first responders to the event. 


Supplemental Considerations

More in-depth descriptions of each of these hazards, and several examples, are found in the course text detailed in the student and instructor reading section.
Objective 7.4: Discuss the Intentional Hazard Category

Requirements

Provide a description of intentional hazards, and facilitate a lecture on the various hazards of natural origin.
Remarks

I. Intentional, civil, and political hazards include those hazards that exist not due to accident or “act of God,” but as a result of the conscious decision of man to act in an antisocial or anti-establishment manner. 


II. Assigning these hazards to this category does not imply that they are wrong or right, just that they are caused with intent. Like the technological hazards, many of these hazards are new and emerging, such as modern biological, chemical, and radiological weapons. Others, like war, have existed almost as long as humans themselves (See Slide 7-13).


III. Terrorism

A. Terrorism is the most salient hazard due to a remarkable upsurge in terrorist acts during the past decade.  


B. Terrorism is defined as “the unlawful use or threatened use of force or violence against people or property to coerce or intimidate governments or societies, often to achieve political, religious, or ideological objectives” (GlobalSecurity.org, n.d.). 


C. The Council on Foreign Relations has identified several different sources of terrorism, grouped into six major categories:


1. Nationalist terrorism


2. Religious terrorism


3. State-sponsored terrorism


4. Left-wing terrorism


5. Right-wing terrorism


6. Anarchist terrorism


D. A seventh source not included above, but that having an increased impact throughout the world, is single-interest terrorism. 


E. The means by which terrorists achieve their disastrous ends are diverse. Though kidnappings, assassinations, shootings, robberies, and other tactics are regularly employed, the most feared incidents involve weapons of mass destruction (WMDs). WMDs are weapons designed specifically for causing mass casualty harm to humans, and often significant property damage as well.


F. WMDs can be subdivided into four principal categories, often referred to as CBRNE: 


1. Chemical


2. Biological


3. Radiological/nuclear


4. Explosive


G. Conventional explosives


1. Conventional explosives have existed for centuries, since explosive gunpowder invented by the Chinese for use in firecrackers was modified for use in weaponry. Both traditional and improvised explosive devices (IEDs) are the easiest weapons to obtain and use. 


2. Conventional explosives are most troubling as a WMD in light of their ability to effectively disperse chemical, biological, or radiological agents. 


3. Conventional explosives and IEDs can be either explosive or incendiary. 


4. Explosions and fires can be delivered as a missile or projectile device, such as a rocket, rocket-propelled grenade (RPG), mortar, or air-dropped bomb. 


5. Because these weapons rely upon such low technology and are relatively easy to transport and deliver, they are the most commonly utilized terrorist devices. Though suicide bombings, in which the bomber manually delivers and detonates the device on or near his person, are becoming more common, most devices are detonated through the use of timed transmission, remote transmission, or other methods.


H. Chemical Agents


1. Like explosives, chemical agents have existed for centuries and have been used repeatedly throughout history. Chemical weapons are created for the sole purpose of killing, injuring, or incapacitating people. 


2. They can enter the body through inhalation, ingestion, or through the skin or eyes. Many different kinds of chemicals have been developed as weapons; they fall under six general categories that are distinguished according their physiological effect.


i. Nerve agents (sarin, VX)


ii. Blister agents (mustard gas, lewisite)


iii. Blood agents (hydrogen cyanide)


iv. Choking/pulmonary agents (phosgene)


v. Irritants (tear gas, capsicum [pepper] spray)


vi. Incapacitating agents (BZ, Agent 15)


3. Terrorists can deliver chemical weapons via several mechanisms. Aerosol devices spread chemicals in liquid, solid (generally powdered), or gas form by causing tiny particulates to be suspended into the air. Explosives can be used to spread the chemicals through the air as well. Containers that hold chemicals, either for warfare or everyday use (such as a truck or train tanker), can be breached, exposing the chemical to the air. Chemicals can be mixed with water or placed into food supplies. Some chemicals are easily absorbed through the skin and can be placed directly onto a victim to cause harm or death. 


4. The effect on victims is usually fast and severe. Identifying what chemical has been used presents special difficulties, and responding officials (police, fire, emergency medical services, hazardous materials teams) and hospital staff treating the injured are at risk from their effects. Without proper training and equipment, first-response officials can do little in the immediate aftermath of a chemical terrorist attack (FEMA, 1999).


I. Biological agents


1. Biological agents, or “germ” weapons, are live organisms, either bacteria, viruses, or toxins generated by living organisms. They are used to cause illness, injury, or death in humans, livestock, or plants. 


2. Because of advances in weapons technology that have allowed much more successful use of bioweapons over much wider geographic limits, biological weapons elicit great concern from counterterrorism officials and emergency planners alike. 


3. Bioweapons can be dispersed either overtly or covertly. Their use can be extremely difficult to recognize because their negative consequences may take hours, days, or even weeks to emerge. This is especially true with bacteria and viruses; toxins generally elicit an immediate response. Recognition is made through a range of methods, including identification of a credible threat, the discovery of weapons materials (dispersion devices, raw biological material, or weapons laboratories), and correct diagnosis of affected humans, animals, or plants. 


4. Detection depends upon a collaborative public health monitoring system, trained and aware physicians, patients seeking medical care, and suitable equipment for confirming diagnoses. Bioweapons are unique in that detection is likely to be made not by a first responder but by members of the public health community. 


5. Their devastating potential is confounded by the fact that people normally have no idea that they have been exposed. During the incubation period, when people do not exhibit symptoms but are contagious to others, the disease can spread. Incubation periods can be as short as several hours or as long as several weeks, allowing for wide geographic spreading due to the efficiency of modern travel. 


6. Biological weapons are effective at disrupting economic and industrial components of society when they target animals or plants. Terrorists could potentially spread a biological agent over a large geographic area without being detected, causing significant destruction of crops. If the agent spread easily, an entire industry could be devastated. Cattle diseases such as foot and mouth disease and mad cow disease, which occur naturally, could be used for sinister purposes without extensive planning, resources, or technical knowledge. 


7. The primary defense against the use of biological weapons is recognition, which is achieved though proper training of first responders and public health officials. Early detection, before the disease or illness has spread to critical limits, is key to preventing a major public health emergency.


8. Biological agents are grouped into three categories: A, B, and C. 


i. Category A agents are those that have great potential for causing a public health catastrophe and are capable of being disseminated over a large geographic area. 


ii. Category B agents are those that have low mortality rates but may be disseminated over a large geographic area with relative ease. 


iii. Category C agents are common pathogens that have the potential for being engineered for terrorism or weapon purposes. 


J. Nuclear and radiological weapons


1. Nuclear and radiological weapons are those that involve the movement of energy through space and material. 


2. There are three primary mechanisms by which terrorists can use radiation to carry out an attack: 


i. Detonation of a nuclear bomb


ii. Dispersal of radiological material


iii. Attack on a facility housing nuclear material.


3. Nuclear weapons are the most devastating attack form. They are also the most difficult to develop or acquire, and so are considered the lowest threat in terms of terrorist potential. A nuclear weapon causes damage to property and harm to life through two separate processes. 


i. First, a blast is created by the bomb’s detonation. An incredibly large amount of energy is released in the explosion, the result of an uncontrolled chain reaction of atomic splitting. The initial shock wave, which destroys all built structures within a range of up to several miles, is followed by a heat wave reaching tens of millions of degrees close to the point of detonation. High winds accompany the shock and heat waves. 


ii. The second process by which nuclear weapons inflict damage is through harmful radiation. This radiation and radiological material is the most dangerous close to the detonation area, where high concentrations can cause rapid death, but particles reaching high into the atmosphere can pose a threat several hundreds of miles away under the right meteorological conditions. Radiation can persist for years after the explosion occurs. 


4. Radiological dispersion devices, or RDDs, are simple explosive devices that spread harmful radioactive material upon detonation, without the involvement of a nuclear explosion. These devices are often called “dirty bombs.” Some radiological dispersion devices do not require explosives for dispersal. Though illnesses and fatalities are likely very close to the point of dispersal, these devices are more apt to be used to spread terror. As with many biological and chemical weapons, initially detecting that a radiological attack has occurred may be difficult. Special detection equipment and training in its use are a prerequisite.


5. A third scenario involving nuclear/radiological material entails an attack on a nuclear facility. There are many facilities around the world where nuclear material is stored, including nuclear power plants, hazardous materials storage sites, medical facilities, military installations, and industrial facilities. An attack on any of these could release radiological material into the atmosphere, posing a threat to life and certainly causing fear among those that live nearby. If a radiological or nuclear attack were to occur, humans and animals would experience both internal and external consequences. External exposure results from any contact with radioactive material outside the body, while internal exposure requires ingestion, inhalation, or injection of radiological materials. Radiation sickness results from high doses of radiation and can result in death if the dosage is high enough. Other effects of radiation exposure can include redness or burning of the skin and eyes, nausea, damage to the body’s immune system, and a higher lifetime risk of developing cancer (FEMA, 2002).


K. Combined  Hazards


1. Terrorist can use combined hazards to achieve a synergistic effect. By using two or more methods, they can increase the efficacy of each agent in terms of its potential to destroy, harm, or kill, creating a more devastating total consequence than if each agent had been used individually. 


2. A dirty bomb, in which radiological material is added to a conventional explosive, is one example. The explosive causes physical damage from the expansion of gases, while the radiological material causes severe health effects. The combination causes both physical damage and harmful radiation, and it disperses the radiological material over a much larger area. Additionally, the debris from the conventional explosive becomes dangerous beyond the original explosion due to radiological contamination.


3. Explosives can be used to deliver chemical or biological weapons. This presents a dangerous scenario. Trauma resulting from the explosion will demand immediate attention from responders, who may enter a contaminated attack scene without first recognizing or taking the time to check if a biological or chemical agent is present. Victims who are rushed to hospitals can cause secondary infections or injuries to emergency medical services and hospital staff. Additionally, contaminated debris can help to spread certain viruses that may not otherwise have entered the body as easily.


L. Cyberterrorism


1. Cyberterrorism, which is described by the Federal Bureau of Investigation (FBI) as an “attack against information, computer systems, computer programs, and data which results in violence against non-combatant targets by sub-national groups or clandestine agents,” can cause severe economic damage or result in a loss of critical services (About.com, 2006). 


M. Narcoterrorism


1. Narcoterrorism also deserves mention. Narcoterrorists are terrorist groups that fund their activities through the global drug trade (including cultivation, production, transport, distribution, and sales). The marriage between terrorist groups and the drug trade is a dangerous one, because each presents a special set of problems that are exacerbated when combined. They protect each other’s interests, as their dependence is mutual. 


IV. Civil unrest, including protests, strikes, and rioting


A. Civil unrest, including protests, strikes, and rioting, while daily and often non-newsworthy throughout the world, often leads to major property damage, economic damage, injuries, and death. 


B. Political and economic instability are very often either the cause or the consequence of this hazard, though nonpolitically and noneconomically motivated civil unrest does occur. Governments often take severe police or military measures to quell civil unrest and, in the process of doing so, can both sustain and inflict casualties. Crowds of demonstrators are as often to blame for instigating violence as they are victims of it, though it can be the actions of a select few seeking to incite a reaction that sets off a violent encounter. 


V. Stampedes


A. Stampedes, which are uncontrolled, often panicked movements of people, are unpredictable and deadly. They occur at sports venues, festivals, and other events where people congregate together within a facility that cannot accommodate a hurried exit or entrance or hurried movement within the structure or facility. 


B. Most victims in stampedes die because of suffocation or crushing. The force of the crowd behind them places so much pressure upon their chest that breathing is impossible. The passing crowd often tramples those who fall. 


VI. Crime


A. Crime, which is common, affecting hundreds of millions of people each year on a small, individual scale, results in disaster when criminals target or affect significant populations or property. 


B. Examples of criminal disasters are mass murders, arson, poisoning, illegal dumping, poaching, sabotage, and hostage taking. 


VII. War



A. War is perhaps the greatest of all manmade hazards, having resulted in hundreds of millions of deaths throughout history. 


B. As weapons technology has progressed, war’s deadly consequences have increased, with the nuclear bomb retaining the distinction of being the most deadly weapon ever employed. 


C. War devastates populations, economies, and cultures, leaving a lasting mark on all parties involved for generations. The outcome of war is almost always significant in terms of deaths, injuries, damage and destruction of infrastructure, and homelessness, and often involves acts of genocide or other racial or ethnic violence. In almost all wars, the civilian population suffers the greatest consequences.


D. During and immediately following major conflicts, civilian populations in the war-affected countries are likely to be displaced from their homes and communities, and are subject to many of the threatening conditions associated with general humanitarian crises—namely, shortages of adequate food, water, shelter, healthcare, and other basic services. 


E. However, they may also be threatened by violence or further conflict, thereby qualifying their situation as something completely distinct from a regular humanitarian emergency. This special category of disaster that results from ongoing war or violence is the complex emergency, or as it is also commonly known, the complex humanitarian emergency (CHE).


Supplemental Considerations


More in-depth descriptions of each of these hazards, and several examples, are found in the course text detailed in the student and instructor reading section.  Additionally, a much more in-depth discussion of complex humanitarian emergencies is provided.
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