Session No. 9

Course Title: Business Crisis and Continuity Management
Session 8: Risk Management III – Risk Perceptions and Risk Communication

Time: 1.5  hrs


Objectives:

9.1    Explain the concept of risk perception and why an understanding of the concept is necessary for accomplishing the risk management function and engaging in effective risk communications.

9.2    Discuss the drivers of risk perception and why they should be considered when making risk comparisons.

9.3    Define risk communications and state the criteria for successful risk communications as set forth in the 1989 National Research Council report Improving Risk Communications.
9.4    Explain the developmental stages of risk communications as proposed in Baruch Fischhoff’s 1995 article “Risk Perception and Communication Unplugged: Twenty Years of Process” and how they support open and effective risk communications.
9.5    Through small-group work apply the concept of risk communications, the criteria for effective risk communications, and the developmental stages of risk communications to the Brent Spar case study.


Scope:

This session covers the topic of risk perception and risk communication and why they must be considered and accommodated in the risk management function. During this session the instructor will present a definition for risk perception and lead a discussion of the drivers of risk perception and the use of risk comparisons.  The instructor will also present a definition of risk communications and the criteria for successful risk communications as established by the National Research Council. A model of the developmental stages of risk communications as proposed by Fischhoff is presented with special emphasis on risk comparisons, risk benefits, the development of trust and the need for open dialogue. The concepts and ideas developed concerning risk communications will then be applied to the Brent Spar case study.

Readings:

Student Reading:

Brent Spar Case Study provided as a handout for class session nine.

Crisis and Emergency Risk Communication For Leaders by Leaders.  Pages 18 and 19. This document may be accessed at: http://www.bt.cdc.gov/erc/leaders.pdf
What was the Brent Spar? Retrieved from the Risk-Ed Web Site on November 29, 2008 at: http://www.risk-ed.org/pages/spar/spar_index.htm
Instructor Reading: 

Brent Spar Case Study provided as a handout for class session nine.

Crisis and Emergency Risk Communication For Leaders by Leaders.  Pages 18 and 19. This document may be accessed at: http://www.bt.cdc.gov/erc/leaders.pdf
Cutter, Susan L. 1993. Living With Risk: Geography of Technological Hazards. New York: Edward Arnold. Chapter 2, pages 11–32.

Fischhoff, Baruch. 1995. “Risk Perception and Communication Unplugged: Twenty Years of Process.” Risk Analysis. Vol. 15, No. 2. Pages 137–144.

“Greenpeace: We Erred in Brent Spar Controversy.” 1995. Oil and Gas Journal. Vol. 93, No. 37. Page 22.

Lofstedt, Ragnar, and Renn, Ortwin. 1997. “The Brent Spar Controversy: An Example of Risk Communication Gone Wrong.” Risk Analysis. Vol. 17, No. 2. Pages 131–136.

Lynch, James R. No Date provided. Quantitative Risk Assessment: Application to Industry. Disaster Recovery Journal. Retrieved from the Disaster recovery Journal Web Site on November 28, 2008 at: http://www.drj.com/index.php?option=com_content&task=view&id=598&Itemid=450

National Research Council. 1989. Improving Risk Communications. Washington, DC: National Academy Press. Chapter 2, pages 30–53.

Slovic, Paul. 1987. “Public Perception of Risk.” Journal of Environmental Health. May 1997. Pages 22–23.

Slovic, Paul, Fischhoff, Baruch, and Lichtenstein, Sarah. 1979. “Rating the Risks.” In Readings in Risk, edited by Theodore Glickman and Michael Gough. Washington, DC: Resources for the Future. 1990. Pages 61–74, table on page 69. Originally appeared in Environment (Vol. 21, No. 3, pages 14–20, 36–39).
What was the Brent Spar? Retrieved from the Risk-Ed Web Site on November 29, 2008 at: http://www.risk-ed.org/pages/spar/spar_index.htm

General Requirements:

Power Point slides are provided for the instructor’s use if desired. 


Objective 9.1: Explain the concept of risk perception and why an understanding of the concept is necessary for accomplishing the risk management function and engaging in effective risk communications.

Requirements:

Present the content by means of lecture and discussion as necessary.

Statistics are presented that can be used to compare the relative risks of motor vehicle and airline travel, yielding different results depending on how the statistics are used. Present the information to the students and discuss the implications.

Remarks:
I. Risk perception defined.

A. Perception, in the narrow sense, refers to the reception of environmental stimuli by one or more of the five sensory preceptors: sight, smell, hearing, taste, and touch
.

B. Cognition is the process of making sense of these sensory stimuli that are coded and filtered through one’s (or a group’s) experiences (including exposure to media reports), education, personality, and value and belief systems, and that are ultimately stored as knowledge and memories. 

C. The combination of perception and cognition shapes an individual’s or a group’s mental image of reality. This mental image, when applied to risks, is what we refer to as “risk perception.” 

D. The proposed definition of risk perception (Power Point Slide 9 – 2) combines the components expressed in A, B and C above: An individual’s or group’s beliefs about risks which are based upon the information available to them, their past experiences, value systems, and the social context.
II.
The importance of understanding the concept of risk perception.

A. An appreciation of the complexities of risk perception is extremely important to the assessment and communication of risk, its understanding within and external to an organization, and the execution of crisis management and business continuity functions. 

B. As discussed in the previous sessions, risk assessment, risk analysis, BAA and BIA attempt to identify and quantify the sources of risk and determine probability and impact in a systematic manner for the purpose of supporting organizational decision making. 

1. The data used to conduct these assessments and analyses can be gathered from historical records as described in Lynch’s article “Quantitative Risk Assessment: Application to Industry
” and other quantitative methods as described in session 8. These methods are not without their limitations, though, and are not necessarily the only or best method to use. 

2. Qualitative methods involving personal judgement are often the primary, if not the only source of data for risk assessment, risk analysis BAA and BIA. Judgmental biases, as described below, can influence the perception of risk (both probability and impact), thus influencing and possibly distorting the results of the risk assessment, risk analysis BAA and BIA. (Power Point Slide  9 – 3)
a. Anchoring – search for an appropriate starting point and adjust. Problems: misleading starting points and conservative judgments.

b. Availability – events more easily remembered are often judged with high probability. Problems: ignoring relevant information.

c. Representativeness – judging events due to their similarity to other, more familiar events or stereotypic images. Problems: stereotyping outcomes.

d. Internal Coherence – making judgments conform to beliefs built up over years. Problems: rejection of new information.

e. Reliance on Hindsight – relying on personal knowledge and past experiences. Problems: Over predicting probability of past events.
f. Also to be considered are risk perception factors which relate to the way that individuals, be they experts, stakeholders, decision makers, or the public think about and respond to risk. Strongly held initial views and beliefs based upon prior experiences and education can be resistant to change, even in the face of contradictory evidence.

3. Risk perception influences the understanding and acceptance of risk assessment, risk analysis, BAA and BIA information by internal decision makers. Risk perception also impacts the myriad of other external and internal stakeholders who are concerned with risks that extend beyond purely internal business matters. 

III.
Personal and shared perceptions influence the collection and analysis/assessment of risk information and its eventual understanding and use. The article “Rating the Risks,” by Slovic, Fischhoff, and Lichenstein
, proposes several conclusions based upon previous risk perception research and the authors’ own research:

A. The cognitive limitations of people, coupled with the anxieties generated by facing life as a gamble, cause one to deny the uncertainties of life, to distort risks, and to believe statements that are claimed to be factual with an unwarranted degree of confidence.

B. Perceived risk is influenced and possibly biased by the imaginability and memorability of a potential hazard. Therefore, people may not have a valid perception for even familiar risks.

1. The meaning of the terms “imaginability” and “memorability” in this article are the same as the meaning of term “availability” (events more easily remembered are often judged as having high probability) stated above to explain sources of judgmental biases in the risk assessment process. 

2. Similarly, Dr. Cutter points out in her book that we tend to overestimate the frequency of an event if instances of it are easily recalled
.

a. As an example, she uses the graphic portrayal of an airline crash site, with pieces of wreckage, human bodies, and rescue workers searching for the black box flight recording devices. Media coverage places this image in front of the general public, with the resulting perception that airline crashes are relatively frequent events.

b. To emphasize this point, Dr. Cutter states that “in actuality the occurrence of an airline accident is quite rare and in the U.S., the risk of dying from an airline crash is actually less than the risk of dying from an automobile crash
” (See below and Supplemental Considerations. Ms. Cutter makes a factual statement that can either be supported or refuted depending upon how the historical data is considered and the risks compared.)

C. Disagreements about risk should not be expected to disappear in the presence of convincing evidence that supports one side or the other.

1. Judgmental bias of internal coherence can result in the rejection of new information that contradicts beliefs built up over a period of years.

2. A great deal of research indicates that beliefs change slowly and are generally extraordinarily persistent, even in the face of evidence to the contrary
. 

3. The case of siting nuclear plants and nuclear waste disposal sites drives this point home. Statistical evidence supporting the safety of the siting has been largely ineffective in changing the perception of the associated risk. Any mishap or near mishap is generally viewed as reinforcing the widely held perception of high risk, while long periods of safety and accident-free operation do little or nothing to diminish the perception of high risk. 

IV. Risk comparison – following up on Ms. Cutter’s example.

A. Ask the class, What does Dr. Cutter mean by the comparison expressed in her general statement of relative risk above? 

1. For this particular risk the impacts of airline and motor vehicle accidents are the same – death. 

2. The difference in measure of risk is thus due to different probabilities (or, as represented in the following statistics, frequency of occurrence).

3. When making statements of probability, and, in this instance, relative risk, it is necessary to define the metric chosen to avoid confusion and/or misrepresentation. In this case you might ask the following questions concerning the metric:

a. Is she comparing the number of fatalities per mile traveled or per trip?
b. What types of air travel (major passenger, commuter, private, cargo, etc.) and what types of motor vehicle travel (passenger vehicles, light and heavy trucks, motorcycles, buses etc.) are being compared, and are the comparisons logical and meaningful? 

c. Is she making the comparison for the population in general or just for those who travel by air and by motor vehicle? Obviously, a higher percentage of the population in general travels by motor vehicle than by airplanes. 

B. Historical statistics on air and motor vehicle fatalities and resulting comparisons.

1. Henley’s and Kumamoto’s book Reliability Engineering and Risk Assessment estimates the probability per year for the entire U.S. population as .0003 (3 chances in 10,000) for death by motor vehicle accident and .000009 (9 chances in 1,000,000) for death by air travel in 1969.
 

2. From the Department of Transportation safety statistics found on the Web at http://www.bts.gov/btsprod/nts/chp3v.html  for the period 1990 – 1995 (the year range of dates though very dated are retained since they reflect the period of time when Dr. Cutter wrote her book.  Up to date statistics are available at the Bureau of Transportation Statistics Web Site at: http://www.bts.gov/):

a. For motor vehicles (including passenger vehicles, trucks, motorcycles, and buses) the number of fatalities of vehicle occupants was 1.5 per 100 million miles traveled.

b. For motor vehicles (including passenger vehicles, trucks, motorcycles, and buses) the number of fatalities of vehicle occupants and others (pedestrians, cyclists, etc.) was 1.8 per 100 million miles traveled.

c. For airlines (including major passenger carriers, commuter flights, and cargo carriers) the number of fatalities of airplane occupants was 1.7 per 100 million miles traveled. The airline statistics do not indicate if they do or do not include fatalities of others (persons on the ground).

d. During any one year in the period 1990–1995, airline fatalities per 100 million miles traveled ranged from a low of .019 in 1993, when there was a total of one airline fatality, to 4.4 in 1994, when there were 239 fatalities. During the same period, motor vehicle fatalities ranged from 1.7 to 2.1 per 100 million miles traveled with the total number of fatalities ranging from 39,250 to 44,599 in a year. 

3. From the above statistics, what conclusions can you reach concerning the relative riskiness of airline and motor vehicle travel?

C. An example of a misleading and irrelevant comparison (misleading because it is erroneous and irrelevant because the comparison of geographic areas to the presence of a toxin is not very meaningful) can be found on page 281 of the book Crisis Management by Otto Lerbinger
.
1. Lerbinger quotes a speech by David A. Meeker, executive vice president of Edward Howard & Co., a public relations consulting firm, in which he suggests putting technical terms in perspective when discussing risk. The example he uses is “likening a one part in a billion presence of a toxin with a postage stamp on the physical area of California and Oregon combined.”

2. This comparison is made to drive home the point that one in a billion is very small; but is the comparison accurate and does the comparison make sense?
a. Challenge the students to do the math and to make a similar comparison of the size of a postage stamp to an area that is one billion times greater. Assuming the size of a postage stamp is one square inch (one inch by one inch), an area one billion times greater is approximately one quarter of one square mile, an area much less than the combined areas of California and Oregon and yielding a comparison much less dramatic than that set forth by Meeker (see the calculation in the supplemental considerations).

b. Does a comparison of relative areas to levels of a toxin make sense? Can the students think of a comparison on one part in a billion that makes sense to them?

3. The intention here is not to ridicule Meeker or Lerbinger but to emphasize that inaccurate comparisons can obviously distort the message being conveyed and that even when comparisons are mathematically correct, they may not be very useful.

D. The point to be made and hopefully highlighted by these examples is that you need to be careful in what you compare, how you compare it, and the accuracy of your comparisons. By manipulating the comparisons, it is possible to exaggerate or minimize relative risk resulting in less than optimal risk management decisions.

Supplemental Considerations:

Dr. Cutter makes the statement that in the United States, the risk of dying in an airline crash is actually less than the risk of dying in an automobile accident, without any supporting explanation, reference, or statistics. What does she mean by this general statement? Is she merely stating the approximate individual risk measured in fatality probability per year for the entire population in a given year, which clearly portrays air travel as less risky? Is she comparing the number of fatalities per mile traveled or per trip? Does this include all types of airplanes (commercial and private)? Does it include all purposes of air travel (cargo, major passenger carrier, commuter)? The choice of metric and comparison can be used to support or refute her general statement. For example, the Department of Transportation airline and motor vehicle safety statistics for the period 1990–1995 in the U.S. (See the Web site at http://www.bts.gov/btsprod/nts/chp3v.html) show the following:

For motor vehicles (including passenger vehicles, trucks, motorcycles, and buses) the number of fatalities of vehicle occupants was 1.5 per 100 million miles traveled.

For motor vehicles (including passenger vehicles, trucks, motorcycles, and buses) the number of fatalities of vehicle occupants and others (pedestrians, cyclists, etc.) was 1.8 per 100 million miles traveled.

For airlines (including major passenger carriers, commuter flights, and cargo carriers) the number of fatalities of airplane occupants was 1.7 per 100 million miles traveled.

The airline statistics do not indicate if they do or do not include fatalities of others (persons on the ground, which is a relatively rare occurrence).

Thus, for the period 1990–1995, the risk of airline travel defined as the number of occupant fatalities per 100 million miles traveled was in fact higher than motor vehicle travel (1.7 compared to 1.5) which refutes Cutter’s statement.

Alternatively, for the period 1990–1995, if the risk is defined as the total number of fatalities per 100 million miles traveled, then airline travel is less risky than motor vehicle travel (1.7 to 1.8) which supports Cutter’s statement. 

During any one year in the period 1990–1995, airline fatalities per 100 million miles traveled ranged from a low of .019 in 1993 when there was a total of one airline fatality to 4.4 in 1994 when there were 239 fatalities. During the same period, motor vehicle fatalities ranged from 1.7 to 2.1 per 100 miles traveled with the total number of fatalities ranging from 39,250 to 44,599 in a year. 

Taking one year at a time and comparing fatalities per 100 million miles traveled for airline and motor vehicle travel, airline travel was riskier in 1994 and 1995 but less risky in 1990–1993. The choice of one particular year for the comparison thus either supports or refutes Cutter’s statement. Other comparisons such as fatalities per trip (motor vehicle travel would always be less risky since the number of motor vehicle trips are orders of magnitude greater), fatalities per hour of travel (again, motor vehicle travel would generally be less risky due to the lower speeds), or the total number of fatalities per year as the metric of risk (motor vehicle travel would always be riskier) allow different conclusions regarding the comparative risks. 

For Lerbinger’s comparison, use the area comparison – 1 stamp per square inch x 144 square inches per square foot x 5280 x 5280 square feet per mile = 4.01 billion stamps per square mile.


Objective: 9.2: Discuss the drivers of risk perception and why they should be considered when making risk comparisons.

Requirements:

Give the students the risk perception handout provided for session 9 and allow them 10 minutes to rate the relative risks of the 20 items with 1 the highest risk and 20 the least risk, measured in estimated casualties per year. 

Discuss the individual drivers of risk perception (Power Point Slides 9 – 4 and 5) and included in the handout and also in the assigned reading for this session: Crisis and Emergency Risk Communication for Leaders by Leaders.  Pages 18 and 19) and ask the class to provide examples of each and relate their rankings of risk on the handout to these drivers.

The handout also contains the actual numerical rankings of risk for the 20 items which can be used to compare the students’ responses and discuss the topic or risk perceptions. 
Remarks:

I. The handout for this session from Slovic, Fischhoff, and Lichtenstein 1979, “Rating the Risks,” contains a list of 20 activities and technologies. Rank the relative risks of the activities and technologies from 1 to 20, with 1 being the highest risk as measured in estimated fatalities per year. 

A. The article does not quote a source for the statistics presented.

B. The article does not state if the statistics are for the U.S. alone or for multiple countries. Due to the stated number of motor vehicle fatalities (50,000) it is assumed that the statistics are for the U.S. only.

II. Drivers of risk perception.

A. Power Point Slides 9 – 4 and 5, derived from the National Research Council publication Improving Risk Communication (1989) includes a list of qualitative factors that can contribute to the development and persistence of one’s risk perception. Similar tables are included in Crisis and Emergency Risk Communication for Leaders by Leaders.  Pages 18 and 19. 

B. Discussion of the qualitative factors and the conditions associated with increased and decreased public concern (the examples provided are merely the opinion and ideas of the course author unless references are provided)
. 

1. Catastrophic potential.
a. National attention associated with an airline crash in which numerous fatalities occur. The total number of airline crash fatalities in a year in the U.S. has ranged from 1 to 526 since 1960 (for the years included in the safety statistics found on the Department of Transportation Web site, (see Supplemental Considerations). 

b. During the same time period motor vehicle accident fatalities, which generally occur in small numbers for an individual accident, ranged in total number per year from over 36,000 to over 52,000. With the exception of major motor vehicle accidents in which large numbers are injured and killed or large numbers of children are involved (another driver of perception), attention rarely extends beyond the local area.

c. In the aftermath of the July 17, 1996, crash of TWA 800, national attention focused on airline safety. On July 25, 1996, President Clinton announced the creation of a commission, headed by Vice President Gore, to review aviation safety. In a February 12, 1997, White House speech, President Clinton stated “We will achieve a national goal of reducing the aircraft accident rate by 80% within 10 years.”

(1) Assuming 500 fatalities caused by airline crashes per year and the equal distribution of fatalities across all aircraft accidents, meeting this national goal would save 400 lives per year, roughly the average number of fatalities per three-day period for motor vehicle accidents (assuming 50,000 motor vehicle fatalities per year).

(2) A level of national attention and concern for motor vehicle safety certainly exists, but does it receive a commensurate level of expressed support of national leaders? 

2. Familiarity – concern for nuclear waste disposal (unfamiliar) compared with concern for household waste disposal (familiar yet potentially hazardous) in local landfills.

3. Understanding – concern for genetic research and its application compared with heavy manufacturing.

4. Own controllability – concern for traveling in an airplane as a passenger compared to driving an automobile and having control or even riding as a passenger (some passengers exert control over the driver).

5. Exposure willingness – willingness to pursue relatively unsafe activities undertaken voluntarily, such as smoking, skiing, rock climbing, and hunting, while refusing to live in the proximity of power lines or a nuclear plant, where risk is imposed by other persons or organizations. Keith Smith, in his book Environmental Hazards: Assessing Risk and Reducing Disaster, discusses voluntary and involuntary risk and makes the statement that “there is a major difference between voluntary and involuntary risk perception with the public being willing to accept voluntary risks approximately 1,000 times greater than involuntary risks
.” 
6. Effects on children. General social values are protective of children, who are considered more vulnerable than adults.  As an example, during the Washington Sniper events of 2002, the morning of October 7th began with the shooting of a thirteen year-old boy in front of a middle school in Bowie, MD.  Chief Moose (the police spokesperson), in a press conference following the shooting (that did not kill the boy), stated that the Sniper was “stepping over the line, shooting a kid”, and that it was “getting to be really, really personal now.
”
7. Effects manifestation. This is an interesting point to consider. For a nuclear disaster such as Chernobyl or a near miss like Three Mile Island, there is a high level of awareness and concern for the long-term (delayed) effects on people’s health, future generations, the environment, etc. Much of this can be linked to other qualitative factors such as familiarity, understanding, controllability, exposure willingness, etc. The author does not agree, however, that the immediate effects are associated with decreased public concern. The immediate effects of the Chernobyl disaster and the reaction to the events at Three Mile Island during and immediately following the problems raised significant public concern.  
8. Future generation effects. There is increased public awareness and concern for environmental issues such as pollution, deforestation, global warming, ozone layer depletion, uncontrolled use of natural resources, etc., which may be of little or no immediate risk but may place future generations at severe risk.

9. Victim identification. The statistic that 50,000 fatalities occur per year as a result of motor vehicle accidents generally has less personal impact than personally knowing someone who died or witnessing a fatal accident. Victim identification can also extend to proximity. People are generally more concerned with a disaster that occurs in their own country than one that occurs in a distant land. For example, people in the U.S. have more immediate concern for an earthquake in California than for an earthquake in Turkey.

10. Dread. The dread associated with the possible suffering and death due to cancer tends to elevate concern about possible cancer causes such as radiation, toxic chemical exposure, family history, etc. 

11. Trust in institutions. The population in general may have a tendency to distrust certain groups such as politicians, lawyers, oil company executives, etc., while trusting others such as college professors, social activists, not-for-profit organizations, etc., based upon general feelings rather than specific information. 

12. Media attention. As mentioned when discussing Susan Cutter’s book earlier, media coverage can mold and shape public perceptions. Coverage of large-scale, spectacular events such as the Three Mile Island nuclear plant problems can raise the public’s perception of risk to a level that is considerably above levels supported by scientific study and analysis.

13.  Accident history. A record of safety (no or minimal accidents over a sustained period) can result in the general perception that an inherently risky operation is of low risk. If an accident does occur, the public perception of risk can change considerably. Witness the perception of risk for the space shuttle program that changed following the Challenger disaster or the public’s reaction following the Three Mile Island nuclear plant event.

14.  Equity. Increased social awareness creates a call for a more equitable distribution of risks and benefits on a national and international level.

15. Benefits. If the benefits of a particular medical treatment (i.e., chemotherapy or radiation treatments) for cancer are known and understood, the associated risks may be acceptable. If the benefits are not as well known and understood, the treatment might be rejected due to the perceived risk.

16. Reversibility. If a hazardous substance is transported through an environmentally sensitive area there is a risk of damaging the environment. The perception of risk may decrease if there are plans in effect and resources available to immediately contain and clean up the hazardous material following a spill.

17. Origin. People continue to live in areas with a relatively high risk of natural phenomena (e.g., the San Francisco Bay area – earthquakes; coastal areas – hurricanes; flood plains – floods) and are concerned with man-made risks such as secondary tobacco smoke exposure and proximity to nuclear power or chemical production plants, which could be statistically shown to be of lower risk.

C. Provide the students with the page of the handout which contains the rankings of risk from Slovic, Fischhoff, and Lichtenstein’s article and ask the students to compare their ranking with the statistical ranking and to comment on how the drivers of risk perception may have influenced their individual ranking. 

III.
Consideration of the drivers of risk perception.

A. The comparison of risks and alternatives is essential to the risk management function. Often, in making risk-based decisions, various risks are compared, and it is important to keep the concept of risk perception in mind. 

B. As stated in a note to the Qualitative Factors Affecting Risk Perception and Evaluation table, in Improving Risk Communication, from which the handout  is derived, “Risk comparisons that ignore these distinctions (e.g., between voluntary and involuntary risks) are likely to backfire unless appropriate qualifications are made
 

Supplemental Considerations:

The article by Slovic, Fischhoff, and Lichtenstein is dated (1979). The relative rankings have probably changed; but this was the only source of comparative risks for a wide range of activities and technologies that could be located for use in this session. If the instructor locates a more up-to-date list in his/her research, it should be substituted. Actual rankings of activities and technologies are not important. The discussion of qualitative factors and how they influenced the students’ rankings hopefully reinforces the content area of drivers of risk perception. 

The examples provided for the discussion of the qualitative factors and the conditions associated with increased and decreased public concern are merely suggestions and reflect the opinions and ideas of the author, unless a specific reference is provided. They are intended to generate the instructor-led class discussion on risk perception.

Through completion of the modified experiential learning cycle for objectives 8.2, 8.3, and 8.4 the students should understand how risk perception can affect the risk assessment and risk management functions. They should realize that their own perceptions of risk are influenced by qualitative factors and that the perceptions of internal decision makers and the external public are subject to the same influences.

They should understand that risk comparisons and statements of relative risk should include an explanation of the metric of comparison and that the choice of metric can change the results of the comparison. They should also realize that it is necessary to use accurate statements when making comparisons. 

Objective 9.3: Define risk communications and state the criteria for successful risk communications as set forth in the 1989 National Research Council report Improving Risk Communications.
Requirements:

Present the content by means of lecture and discussion as necessary.

Remarks:

I. Risk Communications – General.
A.   The term risk communications was previously defined – The exchange of risk  

 related information, concerns, perceptions, and preferences within an organization
 and between an organization and its external environment that ties together overall 
enterprise management with the risk management function. Risk communication 
requires consideration of the following questions:

1.
To whom do we communicate about risk?
2.
What do we communicate about risk?
3.
How do we communicate about risk?
B.   Most of the literature on risk communications focuses on communications between 
an organization and its external environment. The principles of effective external communication apply to internally directed communicationsas well. While setting goals, conducting risk assessments, risk analyses, BAAs  and BIAs, accomplishing 
       the risk management functions, and measuring the impact of decisions and actions, 
       effective risk communications, both internally and externally focused, are essential.

II. Risk Communications – Measures of Success.
A. In 1983 the National Research Council completed a study on managing risk, leading to a report, Risk Assessment in the Federal Government: Managing the Process. This report recognized the growing concern for better risk communications and in 1987, the National Research Council began a study on risk communications. The resulting report, Improving Risk Communications, published in 1989, is considered one of the seminal works on the subject. 

B. The 1989 report sets the measure of success for the risk communications process as “the extent that it, first, improves or increases the base of accurate information that decision makers use, be they government officials, industry managers, or individual citizens, and second, satisfies those involved that they are adequately informed within the limits of available knowledge
.” (Power Point Slide 9 – 6)
C. It further states, “Improving risk communications is therefore more than merely crafting ‘better messages.’ Risk communications procedures as well as risk message content must be improved
” 

Objective 9.4  Explain the developmental stages of risk communications as proposed in Baruch Fischhoff’s 1995 article “Risk Perception and Communication Unplugged: Twenty Years of Process” and how they support open and effective risk communications.

Requirements:

Present the content by means of lecture and discussion as necessary.

Remarks.

I. The evolution of risk communications.

A. The risk communications process has been subject to widespread interest, with research and publication of scholarly works on the subject since the early 1980s. 

B. The traditional approach to risk communications was the delivery of one-way messages intended to inform and thereby influence the thought process, level of acceptance, and decisions of various audiences. Little, if any, consideration was given to the intended audience in the construction of and decision on the method of delivery of the message. 

II. Baruch Fischhoff’s article “Risk Perception and Communication Unplugged: Twenty Years of Process,” published in 1995, sets forth seven developmental stages of risk communications that build upon each other to achieve the goal of open and effective two-way risk communications. The stages and a brief description of each follow
: (Power Point Slide 9 – 7)
A. Stage 1: All we have to do is get the numbers right.

1. The emphasis is placed on developing numbers that quantify the risks.

2. The analysts believe that they can remove all ambiguity and subjectivity from the risk assessment, risk analysis, BAA and BIA functions. The numbers generated therefore represent the “truth” and reduce the risk management function to the mere selection of the “best” alternatives supported by the numbers.

B. Stage 2: All we have to do is tell them the numbers.
1. The numbers generated in the risk assessment are presented with the assumption that they are self explanatory. 

2. The characteristics and perceptions of the intended audience are not important and are not considered when presenting the numbers. What is important are the numbers.
C. Stage 3: All we have to do is explain what we mean by the numbers.
1. If just the numbers are not sufficiently self explanatory, then some further level of explanation is necessary.
2. At this stage, the process of meaningful and effective communications, though still primarily unidirectional, is just beginning. 

3. The communications concerning risk should be constructed to tell the audience what they need to know: to fill in gaps in understanding; to reinforce correct beliefs; to correct misconceptions; and to be delivered in such a way that the content is comprehensible to the audience.

D. Stage 4: All we have to do is show them that they’ve accepted similar risks in the past.
1. Risk comparisons (mentioned earlier in this session) are used to contrast an unfamiliar risk with one that is more familiar and hopefully better understood. 

a. Attention must be paid to what is compared and how it is compared if the comparison is to be accurate and have meaning to the recipients. 

b. Remember: risk perceptions strongly influence the receptivity to and acceptance of the risk message. 

(1) No matter how strong the analytic study and quantification of a particular risk, the qualitative risk perceptions of the intended audience should be taken into account.

(2) For example, a risk message comparing a voluntary risk such as death from a skiing accident to an involuntary risk such as death resulting from radiation exposure associated with living close to a nuclear power plant may lose its intended value of informing due to qualitative risk perception effects. 

c. An additional consideration in risk comparisons is the benefits that come with the risk. 

(1) The compensating benefits (if well defined) can strongly influence the acceptability of a particular risk that, when considered by itself, would be totally unacceptable. 

(2) For example, certain medical treatments which have detrimental side effects (risks) are judged as acceptable due to their potential benefits to certain patients. 

E. Stage 5: All we have to do is show them that it’s a good deal for them.
1. Again, at this stage, the consideration of the benefits associated with risks is essential.

a. Benefits need to be analyzed and quantified with the same rigor as risks if comparisons of alternatives are to be meaningful. 

b. Risks and their associated benefits, when considered together, provide a complete message and facilitate meaningful two-way communication.

c. One possible problem in the presentation and resulting consideration of risks and benefits is the “framing effect” in which logically equivalent representations of the same content lead to inconsistent evaluations and decisions. Slovic in his article “Public Perception of Risk,” provides an example of framing which illustrates his point that framing introduces subjectivity into the risk assessment and risk management functions
.

(1) In a research study, subjects were asked to imagine they had lung cancer and had to decide between two therapies, surgery or radiation; the two therapies were described in great detail.

(2) One group was presented with the cumulative probabilities of surviving for periods of time following treatment. The same cumulative probabilities were presented to a second group, but framed in terms of dying rather than surviving (e.g., instead of being told that 68% of those having surgery will survive for one year, they were told that 32% will have died). 

(3) Framing the probabilities in terms of dying changed the percentage of subjects choosing radiation therapy over surgery from 44% to 18%. The measured effect was as strong for physicians as it was for lay persons.

(4) Slovic adds that equally striking changes in preference result from framing consequences in terms of either lives lost or lives saved or by describing a business decision in terms of improvement from current levels or restoration of lost quality. 

2. Slovic concludes his article with a very profound statement that transcends the entire risk-based decision making process: “Defining risk is thus an exercise in power
”. This statement should be considered and discussed during the completion of the modified experiential learning cycle for this session. 

a. Slovic supports this assertion by stating that risk assessment blends science and judgment with important psychological, social, cultural, and political factors which make the risk assessment function inherently subjective. 

b. Accordingly, the person who controls how risk is analyzed and communicated ultimately controls the resulting risk-based decisions.
c. Measuring and communicating risk in one way supports a particular option and decision as the “best” choice. Different measures and presentations, perhaps incorporating qualitative and other contextual factors, can lead to the choice of an entirely different option and decision. The risk analyst and communicator are thus placed in a position where they may intentionally or unintentionally steer decisions in a particular direction with their own personal values and perceptions. 

F. Stage 6: All we have to do is treat them nice.
1. Getting the content of the risk communication right requires significant effort: Relevant science must be summarized and presented in a comprehensible but not overly simplified manner; the needs and capabilities of the intended audience of the communication must be accurately judged and accommodated; and communications must be adjusted and tried again until they achieve the desired result of providing the recipients with the information they need.

2. No matter how perfectly a message is crafted and delivered, it must be perceived as respectful and trustworthy by the intended audience to receive acceptance. 

3. The perceived level of respect is generally a function of the way the risk information is presented. Regardless of the presentation method, be it spoken or written, the message should be clear and concise. In particular, when the message is to be delivered orally, polished presentation skills and the ability to adapt to the audience’s reactions are a necessity.

4. Trust is a fragile commodity that is typically earned over long periods of time through demonstrated performance and competence but lost rapidly as the result of a single mishap or mistake. 

a. Improving Risk Communications makes the very important point that “the most important factors affecting the credibility (trustworthiness) of a source and its message relate to the accuracy of the messages and the legitimacy of the process by which the contents were determined, as perceived by the recipients
” 

b. The recipients’ level of trust towards the message and its source can be adversely affected by several factors.

(1) The real or perceived advocacy by the source of a position in the message that is not consistent with a careful assessment of the facts.

(2) A reputation for deceit, misrepresentation, or coercion on the part of the source. 

(3) Previous statements or positions taken by the source that do not support the current message.

(4) Self-serving framing of the message’s content.

(5) Contradictory messages from other credible sources.

(6) Actual or perceived professional incompetence or impropriety on the part of the source. 

G.
Stage 7: All we have to do is make them partners.

1. This final stage gets to the heart of effective risk communications. Effective risk communications are a partnership involving the open and honest flow of information in both directions.

a. The audience – be it the public placed at risk by technology, or business decision makers deciding amongst alternatives for organizational continuity protection – bring their own perceptions and insights to the process. 

b. Their reaction and input to the process are essential.

2. Looking back at the previous six stages, each, done correctly, by itself provides some level of support; but they must be combined with the seventh stage to enable truly effective and successful risk communications – communications that provide the base of accurate information needed by decision makers and satisfy all involved that they have been adequately informed and involved.

3. Successful risk communications do not always result in the best decisions or consensus about controversial issues however.

a. They are only a necessary part of the entire risk-based decision making process. 

b. Disagreements on final decisions and what is the best alternative reflect the values of those involved and political considerations which do not necessarily converge on a common ground regardless of the quality and quantity of information available. 

4. What can be said, though, is that a well-informed decision process supported by effective risk communications is more likely to result in better decisions than an uninformed one.
Supplemental Considerations: 

None

Objective 9.5: Through small-group work apply the concept of risk communications, the criteria for effective risk communications, and the developmental stages of risk communications to the Brent Spar case study.

Requirements: 

A student handout describing the Brent Spar controversy from a risk communications perspective is provided for reproduction and use by the students.

Have the students read the material (reading assigned for session 9) and discuss the following questions in their small groups:

1. Did Shell U.K. and the U.K. government meet the measure of success for a successful risk communication process as set forth in the 1989 NRC report Improving Risk Communications. 
2. What could Shell U.K. and the U.K. government have done before and after Greenpeace occupied the Brent Spar on April 30, 1995, to establish a more successful risk communication process?

Allow 10 to 15 minutes to complete the small group work and 2 to 3 minutes per group for the oral reports. Rotate the formal assignments within each group. 

Remarks:

I. Explain the task of the small groups – to discuss and prepare a short (two to three minutes) oral report which answers the following two questions:

A. Did Shell U.K. and the U.K. government meet the measure of success for a successful risk communication process as set forth in the 1989 NRC report Improving Risk Communications: “the extent that it, first, improves or increases the base of accurate information that decision makers use, be they government officials, industry managers, or individual citizens, and second, satisfies those involved that they are adequately informed within the limits of available knowledge” ? 
B. What could Shell U.K. and the U.K. government have done before and after Greenpeace occupied the Brent Spar on April 30, 1995, to establish a more successful risk communications process?

II. Several ideas for improved risk communications as applied to this case study (and expanded upon in Supplemental Considerations) are: 

A. Establish an open dialogue.
B. Communicate in a respectful manner.

C. Use meaningful and convincing risk comparisons.
D. Develop trust.
E. Be proactive with the media.

Supplemental considerations:

Several ideas for improved risk communications in the context of this case study follow.

What Shell U.K. and the U.K. government could have done:

They could have implemented a dialogue approach to risk communication rather than a top-down, one-way message approach. The approach they chose and maintained gave the impression of being arrogant and inflexible (disrespectful) to any other ideas.

They needed to develop an aura of trust by presenting a consistent message from Shell’s leadership. Shell Germany and Shell Netherlands publicly criticized Shell U.K. and the U.K. government, which reflected very negatively on Shell as a corporation. Apparently, no single person was in charge at Shell. Also, Shell U.K. could have made an attempt to counter some of the claims made by Greenpeace by consulting a wider representation of scientists and environmentalists who understood the consequences of deep-sea disposal. 

Once Greenpeace entered into the media coverage, Shell U.K. and the U.K. government assumed a largely reactive stance, which further eroded the level of the public’s trust. Greenpeace courted the media and provided material supporting their position for public dissemination, and was largely trusted by the public for their open communications. Shell U.K. and the U.K. government chose to defend themselves rather than actively attempt to provide their side of the argument to the media. A more proactive stance might have helped build public trust.

They should have recognized that deep-sea dumping of pollutants is a very emotional issue for many people. Scientific arguments – particularly ones like that which says the amount of pollutants that will be released is less than 1% of the total amount discharged by ships into the North Sea every year – will not sway opinions based upon emotions. A better use of risk comparisons between the viable options for disposal would probably have been more convincing. 

You may consider assigning one or more members of the class to search the Internet using the key word “Brent Spar” and to report on the scope of the articles and sites found. Many of the Web sites take an extreme position, supporting either Shell or Greenpeace and slanting their arguments accordingly. The WEB Site – What was the Brent Spar? at http://www.risk-ed.org/pages/spar/spar_index.htm includes a diagram of Brent Spar, and explains the conflict surrounding the Brent Spar. 
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