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Learning Objectives:
5.1   Discuss steps six through ten of John Laye’s ten steps for preparedness as set forth in    Chapters two of his book  Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. 
5.2   Describe the selling points for a BCCM program.
5.3   Explain the legal requirements of a BCCM program.
5.4    Discuss the evolving structure and process for “voluntary” certification of private sector preparedness.

Scope:
The session will start with a short discussion of steps 6 through 10 for a BCM program as presented in Chapter Three of Laye’s text.  The steps explain essential components of a comprehensive program at a relatively high level and are generally consistent with the course BCCM framework.  Sessions later in this course will provide the necessary detail for the various functions in the framework. Next, the instructor will lead a class discussion of the case for a comprehensive BCCM program which includes the benefits and costs of developing and maintaining a program.  Topics to be covered include obtaining leadership buy in for the program, protection, security, resiliency, legal requirements, employee morale, customer satisfaction, and evolving requirements for organizational BCCM certification. Prior to the class discussion, the instructor can lead a small group or class level exercise to conduct a force field diagram to identify and the drivers and impediments to the development and maintenance of a comprehensive BCCM program.

Readings:

Student Reading: 

Laye, J. 2002. Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. Hoboken, NJ. John Wiley and Sons, Inc. Chapter 3. 

Rothstein, Philip Jan. (1996). Pitching Preparedness. Retrieved August 5, 2008 at:   http://www.rothstein.com/articles/pitching.html  Originally published March/April 1996 Contingency Planning and Management Magazine.
Instructor References/Reading:
Final Report of the National Commission on Terrorist Attacks Upon the United States. Retrieved Sep 7, 2008 at: http://www.gpoaccess.gov/911/Index.html 
INTERCEP. New York University. (2007). Briefing Document. Retrieved Sep 7, 2008 at: http://www.nyu.edu/intercep/document-clearinghouse/

INTERCEP. New York University. (2007).  The Business Case for Preparedness. Retrieved August 4, 2008 at: http://www.nyu.edu/intercep/research/pubs/annotated-business-case_20-aug-2007.pdf
INTERCEP. New York University. (2007). The Business Case for Enterprise Resilience.  Retrieved August 4, 2008 at: http://www.nyu.edu/intercep/research/pubs/Business%20Case%20for%20Enterprise%20Resilience%201.5.07.pdf
INTERCEP. New York University. (2007). The Legal Obligation for Corporate Preparedness.  Retrieved August 4, 2008 at: http://www.nyu.edu/intercep/Legal%20Case%20for%20Preparedness%2016%20oct%2006.pdf
Laye, J. 2002. Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. Hoboken, NJ. John Wiley and Sons, Inc. Chapter 3. 

National Infrastructure Protection Plan Overview. DHS Web Site retrieved Sep 7, 2008 at: http://www.dhs.gov/xlibrary/assets/NIPP_Overview.pdf
Rothstein, Philip Jan. (1996). Pitching Preparedness. Retrieved August 5, 2008 at:   http://www.rothstein.com/articles/pitching.html  Originally published March/April 1996 Contingency Planning and Management Magazine.
The White House (2007). HSPD 20 – National Continuity Policy. Retrieved August 4, 2008 at: http://www.whitehouse.gov/news/releases/2007/05/20070509-12.html

General Requirements: 

Power Point slides are provided for the instructor’s use if desired. 

Objective 5.1: Discuss steps five through ten of John Laye’s ten steps for preparedness as set forth in  Chapters two of his book  Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. 
Requirements: 

The content should be presented by lecture with time allocated for discussion as necessary.

Remarks:

I. Review of Chapter Three of John Laye’s text  Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. (Power Point slide 5 – 2)
A. Follow on to Step 5:   Crisis Management Team. The Crisis Management Team (CMT) as described with Laye should remain distinct from the Emergency Management Team (EMT) and focus on Business Continuity.  As presented in the course sessions on the Crisis Management and Crisis Communication functions, the role of the CMT is much more expansive and is continual before, during, and after any disruptive event which may carry with it emergency response and Business Continuity requirements. Laye does make several very important points concerning the CMT which are mentioned at this point for emphasis of the importance of the CMT in the course BCCM framework.
1. Characteristics of the CMT (Power Point slide 5 – 3)
a. Selecting members of the team with the competency (knowledge, skills, and motivation) to effectively function in a crisis situation. 
b. Ability to access and process information to gain situational awareness.

c. Team members train and exercise together to function as a true team

d. Is capable of and empowered to make decisions impacting on the crisis and/or understands the requirement to refer the information and the options to the appropriate level for a decision.

e. Ability to manage resources consistent with the requirements of the crisis.

f. Ability to monitor the evolving situation and adjust as necessary.
2. CMT Organization

a. The organizational structure of the CMT should be consistent with the normal management structure employed on a day to day basis and should facilitate communication and coordination up and down and laterally across the organization.  

b. Some BCCM “experts” recommend a structure consistent ICS organization.  This is certainly an option and facilitates coordination with public sector organizations and first responders that employ ICS, but it is a different way of doing business from normal operations which can be problematic in stressful crisis situations.  Much more on this topic in later class sessions. (Power Point slide 5 - 4)
3. CMT meeting place

a. Appendix A to Chapter 3 provides a list of Crisis Management Center (CMC) supplies and equipment (also commonly referred to as and Emergency Operations Center (EOC)). 

Possible Discussion Questions
Is the list of supplies and equipment complete?  If not, what should be added. 
b. For a crisis situation that does not involve physical disruption, the primary CMC may be located in the same structure/location as the location of the primary CMT members.
c. An alternate CMC location with necessary supplies and equipment or ready access to the supplies and equipment should be established and maintained as a backup when the nature of the crisis event does not allow use of the primary CMC. 

4. Crisis Management functions 
Possible Discussion Questions
What is entailed in each of these functions?

 Can you think of any additional functions that should be part of Crisis Management?
a. Appendix B to Chapter 3 provides a list and short explanation of the following representative Crisis Management functions.
i. 
Manager/director

ii. 
Advance planning

iii. 
Alerting and warning

iv. 
Regulatory liaison

v. 
Casualty management

vi. 
Customer liaison

vii. 
Damage assessment
viii. Damage control

ix. 
Demobilization

x. 
Documentation and record keeping

xi. 
CMC administration

xii. 
Expenditures tracking

xiii. Facilities management

xiv. Family relations

xv. 
Information services/telecommunications

xvi. Legal advice

xvii. Lodging

xviii. Materials and supplies

xix. Operational (short term) restoration

xx. 
Shareholder and employee information

xxi. Recovery planning

xxii. Regulatory liaison

xxiii. Relocation

xxiv. Safety and security

xxv. Situation analysis

xxvi. Traffic control

xxvii. Transportation

xxviii. Vital records

B. Step 6: Plan development
1.
Plan development follows from the risk management function and the risk management informed decisions on what to do (ignore, avoid, transfer, manage) about the risks (hazards with their assessed probabilities and consequences) facing an organization.  The risk management sub functions of Business Area Analysis (BAA), Risk Assessment (RA), Business Impact Analysis (BIA), and Risk Communication (RM) provide the basis for strategies that will be incorporated into the plans.  
2. As stressed by John Laye, the planning process should “involve those who must implement the plan with every step.”  The person responsible for BCCM planning in an organization should provide the guidance for plan development, but the actual plan must come from those who will in fact be charged with carrying out the plan. Businesses that are not really committed to BCCM as a program often have an individual or small team (sometimes external consultants) write the plans and then present them to the people who must carry them out. Experience shows that this approach can result in unrealistic and essentially useless plans that can actually detract from preparedness by building a false sense of confidence.

3. Plan development will be revisited in a latter course session and will recommend an approach that is very similar to approach set forth by John Laye in Chapter 3.

C. Steps 7 and 8: Awareness and Training, and Maintaining and Exercising Plans.
1. Awareness of the BCCM program goals and objectives and the program status and components is a foundation of a culture supporting preparedness.  The indoctrination of new employees should include not only the importance and resources for personal and family preparedness, but also the organization’s commitment to and structure for comprehensive BCCM.  This awareness should be reinforced for all employees on a periodic basis.  

2.
Training selected personnel and backups for specific BCCM responsibilities at all levels of the organization is a relatively expensive undertaking but a necessary component of success.  Crisis management, emergency response, business continuity, recovery and restorations requirements can be very stressful and can involve competencies and actions outside of the normal scope of individuals’ and teams’ world of work.  An organization owes it to those involved and to itself to make sure that the individuals and teams have the knowledge, skills and resources necessary to perform their assigned and emergent responsibilities. 
3.
Exercises, ranging from a simple walk through with prompting, and coaching to full scale exercises, are the means for testing plans and the overall BCCM program and providing the necessary evaluation, capturing of lessons learned and input for the improvement and maintenance of the program and plans.

4.
Some organizations envision exercises as a means to train personnel in their responsibilities and skip or scrimp on awareness and training activities prior to conducting the exercise.  This can be a very bad mistake and actually detract from rather than support organizational preparedness. More on in the course session on awareness, training, testing and exercising.
D. Step 9: Public Relations and Crisis Coordination. 

1. The topic of crisis communication including priorities and best practices is the topic of an entire session later in this course.  The content, delivery and audiences for communication create many demands on an organization and the selected communicators.  Referring back to step 8, training for and exercising crisis communication is an essential component of BCCM.  

2. Communications with all stakeholders shape the perception of an organization’s performance in a crisis and can result in snatching failure from the jaws of success if improperly thought trough and delivered.  The topics of crisis (and risk) communication have been the focus of extensive study and analysis from respected bodies such as the National Research Council.  There is no paucity of guidance and lessons learned and these will be included in sessions later in the course.
E. Step 10: Avoiding Disaster and Interaction with Government Agencies. 

1. This step should probably be listed first in any inventory of steps for creating and maintaining a BCCM program.  Organizations should interact with their local first responders and emergency management personnel.  They are resources that can provide valuable input to the risk management, plan development, awareness, training, testing and exercising functions. They are obviously involved in the emergency response function and generally exercise control over post event access to facilities for the purpose of recovery and restoration.
2. The development of relationships with first responders, emergency management personnel and even other area businesses should not be left to the time if a crisis.  These relationships are part of an ongoing BCCM program and should be developed and maintained on a continual basis. 

Supplemental Considerations

None

Objective 5.2: Describe the selling points for a BCCM program.
Requirements:
During the previous session, the following discussion questions were recommended:

What are the barriers to obtaining top level support (a champion) for starting a BCCM program?

What can be done to overcome these barriers?

Building on this discussion the instructor may wish to conduct a force fields analysis to further consider the drivers and impediments to the development and maintenance of a comprehensive BCCM program.  This can be accomplished in a small group or entire class format.
The remaining content for this objective should be presented by lecture with time allocated for discussion as necessary.

Remarks:
I.
Force field analysis of the driver and impediments to the development and maintenance of a comprehensive BCCM program.

A.
A force field analysis is a useful tool for identifying the drivers for and impediments against making a particular decision.  Its use can get the students involved in the content and can demonstrate a method that is applicable to just about any decision.

B.
A Power Point slide (5 – 5) is provided as an example of a force field analysis.  The drivers and impediments are represented by opposing arrows of length signifying their magnitude.  After identifying the drivers and impediments and their relative strengths, strategies and tactics can be developed to strengthen selected drivers and/or reduce selected impediments.
Possible Discussion Questions
Is this a useful tool for developing strategies and tactics to support the implementation and maintenance of a comprehensive BCCM program?  

What types of decisions could you apply the force field analysis to in your own life?

II. Pitching Preparedness
A. Rothstein’s article, Pitching Preparedness, is certainly dated, but is still relevant to the necessity for selling BCCM as a program worthy of top level management support and resourcing amongst the myriad priorities facing organizations. The article provides a series of key points and considerations that are summarized for presentation and discussion.
B. Justifying based on key points (Power Point slide 5 – 6)

1. Justify on tangible results, not emotions – Provide examples of the results of BCCM efforts in similar businesses or businesses in close geographic proximity.  
Possible Discussion Question

What are some of the tangible results and direct benefits of having a BCCM program?  

2. Point out specific, direct benefits - The INTERCEP document - The Business Case for Enterprise Resilience
 includes the following benefits (Bottom line impacts) for Enterprise Resiliency which is synonymous to an enterprise wide BCCM program. 

a. Assuring corporate survival in planning to sustain core operations and their revenue streams through crisis. 
Possible Discussion Question

Can a BCCM program actually assure corporate survival?
b. Expanding the customer base and increasing customer retention including participation in selective customer supply chains with security and preparedness requirements 

c. Decreasing operational expenses through lower insurance costs, reduced legal litigation costs, decreased theft, reduced employee turnover, and increased competition among suppliers 

d. Lowering cost of capital as both equity and debt markets (including key rating agencies) increasingly evaluate corporate preparedness and resiliency 

e. Protecting key assets including inventories, property, plant, equipment and intellectual property 

f. Strengthening reputation and brand through both the application and communication of resilience 

g. Reducing liabilities including decreased provisions for litigation, damaged inventory, asset impairment, environmental claims, dismantling provisions, and employee benefits 

h. Facilitating regulatory and governance compliance both internally and in terms of external review 

i. Increasing productivity and innovation often supported by more effective internal communications, streamlined processes, more adaptive workplaces, better workflows and increased employee morale 

j. Increasing agility in identifying and pursuing new opportunities created by a rapidly changing marketplace 

3. Recognize top management may have other conflicts
a. The fact is that BCCM requires a commitment of time and money to start and maintain a program. Despite the before mentioned benefits, some are intangible while others may not be realized.  Business leaders are faced with multiple priorities and opportunities which draw upon a finite pool of resources.  BCCM just needs to compete based upon the merits of the program as compared to other projects and programs.
b. Circumstances and priorities change with time and a savvy BCCM proponent needs to realize that a program that is less than optimal in terms of resources is at least a start and may well be the start to a better program with time and demonstrated benefits to the organization.  Better 10% of something than 100% of nothing.
4. Speak top management’s language.
a. When laying out the benefits of a BCCM program, a solid approach is to establish the benefits in the context of what the leadership/decision makers’ values.  These values should be reflected in the organization’s vision and mission statements and core values.

b. For example, for an organization that values the quality of its service, the components of a BCCM program that promotes quality should be highlighted.  For a very competitive company, the components of a BCCM program that can provide a competitive advantage should be highlighted. 

5. The bottom line of Rothstein’s article is the objective of business continuity by itself may not be enough – You need to specify objectives that focus on core business planning issues.  You don’t have a BCCM program just for the sake of having a program. BCCM needs to be viewed as a sound business management practice and stand on the merits of how it supports the strategic goals and objectives of the business. 

Supplemental Considerations:  
The term resilience has found common usage in the area of business preparedness, response and recovery. As defined in Webster’s On-line Dictionary: re·sil·ience is: 1: the capability of a strained body to recover its size and shape after deformation caused especially by compressive stress 2: an ability to recover from or adjust easily to misfortune or change.
  This definition captures the essence of Comprehensive Emergency Management (CEM), COOP and BCCM as defined and used in this course. Resilience/resiliency as a descriptive term has particularly found its way into the area on National Infrastructure Protection (NIP) in the post 9/11 environment. A brief overview of the National Infrastructure Protection Plan (NIPP) is provided.  The instructor may chose to briefly discuss CIP and the goals of the NIPP to point out the similarities with CEM, COOP and BCCM .
The National Infrastructure Protection Plan (NIPP) of 2006 (NIPP) follows from the Homeland Security Presidential Directive 7 (HSPD-7) of December 2003: Critical Infrastructure Identification, Prioritization, and Protection. The following is extracted from the NIPP Overview and reflects the reality that our overall economy depends on infrastructure and assets that are predominantly owned and operated by the private sector (figures are thrown out that over 80% of the CI and KR are owned and/or operated by the private sector, but the metric for making that claim is not well defined) and that protection goes beyond prevention to include preparedness, response and recovery. 
“The National Infrastructure Protection Plan (NIPP) sets forth a comprehensive risk management framework and clearly defines critical infrastructure protection roles and responsibilities for the Department of Homeland Security; Federal Sector-Specific Agencies (SSAs); and other Federal, State, local, tribal, and private sector security partners. The NIPP provides the coordinated approach that will be used to establish national priorities, goals, and requirements for infrastructure protection so that funding and resources are applied in the most effective manner. 

The goal of the NIPP is to: 
Build a safer, more secure, and more resilient America by enhancing protection of the Nation’s critical infrastructure and key resources (CI/KR) to prevent, deter, neutralize, or mitigate the effects of deliberate efforts by terrorists to destroy, incapacitate, or exploit them; and to strengthen national preparedness, timely response, and rapid recovery in the event of an attack, natural disaster, or other emergency.”
Achieving the Goal
Achieving the NIPP goal requires meeting a series of objectives that include understanding and sharing information about terrorist threats and other hazards, building security partnerships, implementing a long-term risk management program, and maximizing the efficient use of resources. Measuring progress toward achieving the NIPP goal requires that CI/KR security partners have: 

1. Coordinated risk-based CI/KR plans and programs in place addressing known and potential threats and hazards; 

2. Structures and processes that are flexible and adaptable to incorporate operational lessons learned and best practices and quickly adapt to a changing threat or incident environment; 

3. Processes in place to identify and address dependencies and interdependencies to allow for more timely and effective implementation of short-term protective actions and more rapid response and recovery; and 
4. Access to robust information-sharing networks that include relevant intelligence and threat analysis and real-time incident reporting.”

Objective 5.3: Explain the legal requirements of a BCCM program.
Requirements: 

The content should be presented by lecture with time allocated for discussion as necessary.

Remarks:

I. Background
A. BCCM as an enterprise wide program as extended beyond disaster recovery to the entire business, and not just computer system protection and recovery, is a relatively new area of business concern and attention. Only in the two decades (since the late 1980s) has the focus of business preparedness extended to business wide programs, functions, and processes (a comprehensive BCCM program).
B. Accompanying the evolution of BCCM  is the evolution of legal requirements and liability considerations.
C. Business leaders, who previously considered and made decisions concerning BCCM based on financial considerations and cost/benefit reasoning, need to extend their consideration to legal requirements and liability protection.  
D. This is a real concern and must be considered when making the case for BCCM. Legal requirements and liability considerations may be the stick, as opposed to the carrot approach of making a business case for BCCM.
II. The New York University INTERCEP white paper: The Legal Obligation for Corporate Preparedness
 (2006) provides one of the most up to date presentations on legal requirements and liability considerations and is used as the primary source for the coverage of this topic.  The paper makes the following key points which are extracted directly from the documents. The term corporation is used in the document, but the legal obligations are applicable to all businesses.
A. Corporations are vulnerable to significant legal liability if they do not undertake emergency preparedness efforts. This liability can result from several sources including common law negligence, specific legislation/regulations and contractual obligations. 

B. Negligence law requires corporations to exercise reasonable care under the circumstances, including care to prevent an accident or other injury. The basic principles of negligence law readily apply to specific emergency preparedness efforts undertaken by organizations that focus on the prevention or mitigation of the impact of foreseeable hazards. 

C. Since the essence of negligence is the failure to exercise reasonable care under the circumstances, much attention has been paid of late to practical cases in which the circumstances have arguably changed. For example, hurricane projections as well as business risk analyses indicate that the probability of an event occurring, the gravity of the resulting injury, and the burden of adequate precautions are all changing to potentially increase corporate liability. 

D. As legislators and regulators attempt to respond to these same changing circumstances, corporations may increasingly be held liable for emergency preparedness based upon specific legislation and/or regulations that address their industry. The clear beginnings of this trend are visible in specific arenas including firms operating in financial services and other critical infrastructure industries. 

E. Finally, corporations may also have liability based upon requirements that arise from specific contract obligations with other parties. Such “push down” obligations have increasingly appeared in supply chain relationships, where procuring corporations require suppliers to validate their emergency preparedness programs as a condition of doing business. 

F. Thus in view of the common law, legislative/regulatory and contract liability surrounding emergency preparedness, corporations would be prudent to undertake preparedness efforts to mitigate or avoid exposure to these risks.
III. The INTERCEP paper concludes with the statement that “In sum, the duty to undertake emergency preparedness is consistent with the basic principles of negligence law and constitutes a significant exposure for the corporation. Plans to respond to disasters are just as critical in minimizing the resulting damages as reasonable steps to prevent an accident.”  

IV. The discussion of legal liability trends in the context of business preparedness actually dates back to  the 70 -plus-year-old landmark case of the T.J. Hopper (1932). This case is briefly described as a segue into the last topic of this session - for “voluntary” certification of private sector preparedness.
A. Summary of the T. J. Hooper case.
1. During a severe storm off the East Coast (1928), several vessels sank.
2. The vessels were not equipped with radio receivers, the availability of which would have allowed them to avoid the storm.

3. Despite the fact that only one shipping line in the United States had fitted its vessels with radio receivers (transmitters for sending distress calls were common), the court found the lost vessels’ owners negligent.

4. The court balanced the relatively small cost of outfitting vessels with receivers against the risk of not having them and decided that the prevailing custom of not providing receivers was negligent.
B. Today’s corporations should extend the analogy of the T.J. Hooper case to their operations. One need only substitute business contingency planning for radio receivers to determine the necessity for a comprehensive BCCM program from a legal liability perspective.

C. Clearly, with the abundance of resources (books, articles, consultants, software, training, education, conferences, certification, etc.) available to assist in BCCM  planning, corporate officers cannot claim ignorance of the process or lack of expertise to accomplish their planning responsibilities.

D. An evolving issue in liability concerns is certification and standards of business preparedness.

1. As an example, the Exxon Valdez oil spill in Prince William Sound (1989) resulted in an environmental disaster with impacts still being experienced almost 20 years after the accident. Existing plans for responding and recovering from such a spill were in existence predating the disaster and had been formally approved by the State of Alaska.  Since these plans were totally inadequate and based upon faulty assumptions as demonstrated by the response and recovery, what was the basis for approving the plans?  They certainly did not conform to any widely accepted standards.  In fact the existing standard for oil spill response and recovery plans was essentially that you had a plan.  
2. How will the legal system judge the adequacy of business preparedness when there are no widely accepted standards?
3. Title IX, Section 524 of the Implementing Recommendations of the 9/11 Commission Act of 2007 (Public Law 110-53 of August 2007) addresses this question by mandating the creation of a voluntary business preparedness certification program based upon specified standards. The creation of the certification process and the specification of standards are work in progress at the time of the creation of this course and will be briefly described in the next section of the session.
Supplemental Considerations:

The INTERCEP white paper The Legal Obligation for Corporate Preparedness contains considerably more detail than the brief summary provided in this session. The instructor may choose to include additional information from the paper in the coverage of the topic.
Objective 5.4: Discuss the evolving structure and process for “voluntary” certification of private sector preparedness.

Requirements: 

The content should be presented by lecture with time allocated for discussion as necessary.

Remarks:
I. The mandate for a voluntary business preparedness certification program as established in Title IX, Section 524 of the Implementing Recommendations of the 9/11 Commission Act of 2007 obviously follows from the study and report of the 9/11 Commission.  

A. The following recommendation is included on page 398 of the Commission’s report: “We endorse the American National Standards Institute’s recommended standard for private preparedness. We were encouraged by Secretary Tom Ridge’s praise of the standard, and urge the Department of Homeland Security to promote its adoption. We also encourage the insurance and credit-rating industries to look closely at a company’s compliance with the ANSI standard in assessing its insurability and creditworthiness. We believe that compliance with the standard should define the standard of care owed by a company to its employees and the public for legal purposes. Private-sector preparedness is not a luxury; it is a cost of doing business in the post-9/11 world. It is ignored at a tremendous potential cost in lives, money, and national security.”

B. Note the specific mention of “standard of care owed by a company to its employees, and the public for legal purposes.”  

C. The ANSI standard referred to is the Standard on Disaster/Emergency Management and Business Continuity Programs (NFPA 1600) which was briefly presented and described in Session two.  
D. The Ready.gov- Ready.Business Web Site includes the statement that “Ready Business outlines common sense measures business owners and managers can take to start getting ready. It provides practical steps and easy-to-use templates to help you plan for your company's future. These recommendations reflect the Emergency Preparedness and Business Continuity Standard (NFPA 1600) developed by the National Fire Protection Association and endorsed by the American National Standards Institute and the Department of Homeland Security.”

E. The work of DHS to comply with the mandate for the voluntary certification based upon standards is on going and is building momentum in fall 2008.  At this point there are no fully accepted standards for business preparedness, however, the NFPA 1600 standards serve as the de facto primary national standards pending the efforts to define and develop the entire voluntary certification program.  These efforts are not without controversy as organizations such as ASIS International (developer of BC Guidelines) and Disaster Recovery Institute International (DRII) debate their input to the process.
F.
On December 23, 2008, DHS issued a fact sheet (included as a handout for this session) addressing voluntary certification and including the following in the statement of purpose: (extracted directly from the fact sheet)

1.
The Department of Homeland Security (DHS) established a voluntary private sector accreditation and certification preparedness program (PS-Prep). PS-Prep will assess whether a private sector entity complies with one or more voluntary preparedness standards adopted by DHS, through a system of accreditation and certification set up by DHS in close coordination with the private sector. The program is completely voluntary; no private sector entity will be required by DHS to comply with any standard adopted under the program. However, DHS encourages all private sector entities to seriously consider seeking certification on an appropriate standard adopted by DHS, once those standards become available.
2.
Only time will tell if the PS-Prep program is to be widely accepted throughout the private sector.
II. The INTERCEP Briefing Document on the voluntary certification program
 (June 2008) states that program is to be developed in consultation with key private sector stakeholders and reflect existing best practices and standards in emergency preparedness  and makes the following key points:.  
A. The program is to provide a method to assess the preparedness of private sector entities including businesses.

B. The certification program is to be voluntary with businesses and other organizations choosing to utilize its processes only if they see value in doing so.

C. The certification program will operated in the private sector outside of government by private sector organizations.
D. The criteria for assessing preparedness are to be based on one or more standards reflecting existing practices in activities such as disaster/emergency management and business continuity.

E. Businesses may be credited in the certification process for their existing preparedness certification efforts to avoid unnecessary duplication.
III. The Briefing Document also recognizes the fact that for wide scale acceptance the voluntary certification program needs to provide incentives for participating businesses.  The following potential benefits are suggested to support the voluntary program:
Possible Discussion Question

Are the listed incentives realistic, convincing and of value to businesses?

Will the incentives result in wide scale voluntary participation and certification?
A. This certification program could provide such a measurement that could be recognized and potentially rewarded by supply chain managers, rating agencies, insurance companies, and the legal liability community among others.
B. As rating agencies potentially widen their review of enterprise risk management in their analysis of businesses, the rating agency perspective should be invited into the development and ongoing operation of the certification program. This potentially could facilitate greater recognition of effective corporate preparedness and its role in supporting a company’s ability to repay its debt obligations.  Such acknowledgement could contribute to better credit rating and thus a lower cost to borrow.

C. Supply chain management is a growing concern among corporations.  The voluntary certification program offers potential value in assessing supplier resilience.  The supply chain management perspective should be included in the development and ongoing operations of the certification program.  Both the customer and the supplier could likely minimize efforts and consequent costs of assessing supplier preparedness by utilizing a commonly accepted preparedness certification.
D. Insurance company and related input should be incorporated into the voluntary certification program to support increased recognition of business preparedness in the future, potentially resulting in relatively better premium pricing and other policy terms.
E. Representatives from the corporate counsel and wider legal community should be incorporated in the development and implementation process of the program.  This supports a potential role of the certification program in validating preparedness in advance of crisis and possibly minimizing legal liability for the impacts of emergencies.
F. A common measure of preparedness may potentially work to integrate multiple and various benefits of preparedness across the organization in such a way as to clarify the overall value of business preparedness and thereby inform the appropriate investment in preparedness by a business – effectively working to sum the various parts into a larger whole.
IV. The goal of voluntary certification based upon accepted standards is certainly consistent with the emphasis of this course, but is it achievable?  Time will tell.
Supplemental Considerations:

The INTERCEP Briefing Document is very complete. The instructor may chose to include additional information from the paper in the coverage of the topic.
Student Reading for Session Six
Business Executives for National Security (2007). Getting Down to Business: A Plan for Public/Private Sector Coordination. Retrieved July 30, 2008 from the BENS Web Site: http://bens.org/mis_support/Getting-Down-To-Business.pdf. Read pages 2 - 12 and skim the remainder of the document.
Laye, J. 2002. Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. Hoboken, NJ. John Wiley and Sons, Inc. Chapter 4. 
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