Session No. 23
Course Title: Business Crisis and Continuity Management

Session 23: Pandemic Preparedness, Planning and Table Top Exercise
Time: 1.5 hrs


Objectives:

23.1:
Discuss the general characteristics of pandemic influenza and its impact on business 



BCCM preparedness.

23.2:
Discuss the considerations and steps for business pandemic preparedness and 





planning. 

23.3:
Participate in a Pandemic Influenza Tabletop exercise based upon Karen Wood’s 




and Stanley Supinski’s 2008 article in the Journal of Homeland Security and 





Emergency Management:  Pandemic Influenza Tabletop Exercises: A Primer for the 



Classroom and Beyond. 

Scope: 
This session attempts to tie together the entire content of the course and the BCCM framework through a discussion of the requirements for and the planning necessary for a pandemic.  This is a very topical  (most recently the H1N1 virus) and evolving subject which has received considerable attention at all levels of government and by organizations such as the American Red Cross, the Center for Disease Control, the Department of Homeland Security, etc.  A list of pandemic planning and preparedness considerations from Dr. Jim Kennedy, an internationally recognized expert in BCCM,  is presented and complemented by pandemic check off lists from the U.S. Department of Health and Human Services and possible discussion questions.  Following the initial presentation and discussion, the students, in small groups, will participate in a table top exercise based upon (modified for a business focus)  Karen Wood’s and Stanley B. Supinski’s , 2008 article  Pandemic Influenza Tabletop Exercises: A Primer for the Classroom and Beyond, published in the  Journal of Homeland Security and Emergency Management: Volume. 5 : Issue 1, Article 36.  The instructor is urged to research state and local government Web Sites to access strategies and resources for their geographic area and their University/College. The State of Virginia Department of Health Site is provided in the references as an example.

Readings:

Student Reading:

Missouri Department of Health and Senior Services.  Pandemic Influenza Business Planning Toolkit. (2006). Retrieved on June 1, 2009 at: http://www.dhss.mo.gov/PandemicInfluenza/PanFluBusinessToolkit.pdf  (Handout 23 – 4)
Instructor References/Reading:

Kennedy, Jim. Pandemic Business Continuity Planning – Things to Consider. (Feb 2006) Continuity Central. Retrieved May 29, 2009 at: http://www.continuitycentral.com/feature0300.htm.

Missouri Department of Health and Senior Services.  Pandemic Influenza Business Planning Toolkit. (2006). Retrieved on June 1, 2009 at: http://www.dhss.mo.gov/PandemicInfluenza/PanFluBusinessToolkit.pdf (Handout 23 - 4)
OSHA Web Site. Guidance on Preparing Workplaces for an Influenza pandemic. Retrieved May 29, 2009 at: http://www.osha.gov/Publications/influenza_pandemic.html
Pandemicflu.gov Website. Pandemic Flu Business Letter. Retrieved May 29, 2009 at: http://www.pandemicflu.gov/plan/workplaceplanning/panbusletter.html
Pandemicflu.gov Website. Business Pandemic Influenza Checklist. Retrieved May 29, 2009 at: http://www.pandemicflu.gov/plan/pdf/businesschecklist.pdf
Sikich, G. and Stagl, J. Continuity Central Web Site. Are we Missing the Point of Pandemic Planning? Retrieved May 29, 2009 at: http://www.continuitycentral.com/ArewemissingthepointofPandemicPlanning.pdf
Sikich, G. Protecting Your Business in a Pandemic: Plans, Tools, and Advice for Maintaining Business Continuity. (2008). Praeger Publishers. Westport, CT.
U.S. Chamber of Commerce Pandemic Planning Web Site. Pandemic Planning. Retrieved May 29, 2009 at: http://www.uschamber.com/issues/index/defense/pandemic_influenza.htm
Virginia Department of Health Web Site. Pandemic Influenza. Retrieved May 29, 2009 at: http://www.vdh.state.va.us/pandemicflu/index.htm
Wood, Karen and Supinski, Stanley B. (2008) "Pandemic Influenza Tabletop Exercises: A Primer for the Classroom and Beyond," Journal of Homeland Security and Emergency Management: Vol. 5 : Issue. 1, Article 36. Retrieved May 29, 2009 at: http://www.bepress.com/jhsem/vol5/iss1/36 .
General Requirements:

Handouts (check off lists are provided for use in the presentation/discussion)

Power Point slides are provided for the Instructor’s use if desired. 

Objective 23.1:  Discuss the general characteristics of pandemic influenza and its impact on business BCCM preparedness.
Requirements: 

Present the material by means of lecture and discussion as necessary.
Remarks:
I.
Background – Background material is extracted from the Missouri Department of Health and Senior Services publicly available document Pandemic Influenza Business Planning Toolkit
.

A.
What is an influenza pandemic?
1.
Pandemics are distinct from seasonal influenza epidemics caused by influenza viruses that circulate through populations.  Although serious and the cause of over 30,000 (on average) deaths each year in the United States, seasonal influenza is considered controllable and causes a relatively minor disruption of day-to-day life.
2.
Pandemic influenza refers to a global outbreak of a new strain of the influenza virus that can spread by person to person contact. Unlike seasonal influenza, there may be little or no natural immunity and existing vaccines may not be effective and new vaccines may require considerable time to develop and distribute. 



3.
Pandemic influenza has the potential for disrupting the governmental, social and 



economic base of the United States (and the world in general) for extended periods 



and is not predictable as to occurrence and severity. 


4.
At the time of the writing of this session, the H1N1 virus is of topical concern and 



may be considered as the fourth pandemic of the past century (Previous Spanish 




(1918); Asian (1957) and Hong Kong (1968)).  On June 1, 2009, the Center for 




Disease Control provides the following statement: “It’s uncertain at this time how 




severe this novel H1N1 outbreak will be in terms of illness and death compared with 



other influenza viruses. Because this is a new virus, most people will not have 





immunity to it, and illness may be more severe and widespread as a result. In 





addition, currently there is no vaccine to protect against this novel H1N1 virus. CDC 



anticipates that there will be more cases, more hospitalizations and more deaths 




associated with this new virus in the coming days and weeks.
”

5.
The national and global impacts of an influenza pandemic are not totally predictable and depend on multiple factors as we are witnessing with the current H1N1 Flu situation. Based upon past experience and the global nature of the world, the effects 
of the next pandemic may be severe and result in widespread sickness, large numbers of deaths and significant social and economic disruption. 

B.
Effects of an influenza pandemic on businesses.



1.
Unlike physically caused (infrastructure and physical plant damage/lack of access) 



operational disruptions, pandemic influenza will primarily impact the workforce, 



customers and the availability of goods and services (commerce) provided through 


supply chains. 
2.
BCCM plans and structure focusing on more traditional planning scenarios may not be applicable to pandemic influenza mitigation, preparedness, response and recovery.



3.
Businesses will need to include the following considerations (as expanded upon in 



Objective 23.2) in their planning:
a.
High absenteeism due to actual sickness, fear of social contact, quarantine, caring for family members, etc.




b.
Customers may change their demand for products and their way of shopping for 




and buying products. 




c.
Supply chains may be disrupted.




d.
Multiple waves of outbreaks may occur over months and even a year or more.

C.
What can businesses do to prepare for pandemic influenza?

1.
This question is addressed in Objectives 2.2 and 2.3.  As a starting point employers need to develop strategies, plans, policies, and procedures to protect their workforce, customers, and suppliers to the extent practical and to be able to adapt to changing patterns of commerce and the interruption of the flow of goods and services. 



2.
The following general business objectives should guide the pandemic influenza 




preparedness effort. (Power Point slide 23 – 2)



a.
Reduce transmission of the influenza among the workforce, customers and 





suppliers.




b.
Minimize illness.



c.
Maintain a means of communication with all stakeholders to pass relevant 





information and to manage expectations. 




d.
Maintain mission-critical operations and services.




e. 
Maintain the ability to critically analyze the evolving social and 








economic environment (internal and external to the business) as a basis of 





strategic decision making.
For many hazard scenarios, businesses may assume a return to normal with minimally or unchanged market conditions when developing BCCM strategies and plans.  Does this assumption necessarily hold true for pandemic influenza?
Supplemental Considerations:
Objective 23.2 provides more in depth information of considerations and steps for pandemic influenza preparedness. Numerous resources are available on the Internet that supplement the material included in this session.  Some examples include:
The International Centre for Infectious Diseases Pandemic Influenza Took Kit for Business and Employers Web Site at http://www.pandemicbusinesstoolkit.ca/  (accessed June 1, 2009)

The Ready Business Pandemic Influenza Web Site at http://www.ready.gov/business/plan/influenza.html  (accessed June 1, 2009)

The Canadian Centre for Occupational Healy and Safety Pandemic Planning Web Site at http://www.ccohs.ca/pandemic/documents/10steps.html  (accessed June 1, 2009)

Objective 23.2:  Discuss the considerations and steps for business pandemic preparedness and planning. 
Requirements:

Present the material by means of lecture and discussion as necessary.

Handouts (Business and Individual check off lists for pandemic planning) are provided to support the presentation and discussion.

Remarks:

I. There are numerous resources available to facilitate BCCM focused preparedness and planning for a pandemic.  The following considerations and steps are largely extracted from Dr. Jim Kennedy’s 2006 article Pandemic Business Continuity Planning – Things to Consider.  Dr. Kennedy make the very important point that the intent of his article is “not to discuss the science or to debate the public policy issues, but to provide some thoughts on what the various business industry segments should consider in business contingency planning for such an event if and when it should occur.
”:  (Power point slides 23 – 3 through 23 – 10)
A. Planning – First review section 1.1: Plan for the impact of pandemic on your business (Handout 23 -1) from the U.S. Department of Health and Human Services PandemicFlu.gov Web site Business Pandemic Influenza Planning Checklist
 with the class. 
Possible Discussion Questions: (placed in content at the appropriate point)

      1.
Develop a crisis management plan tailored to a pandemic. 
How is a pandemic different from other crisis (disruptive) events and what needs to be done to tailor the BCCM plan to a pandemic?



2.
Develop a plan for an alternative workforce in the event that a large portion of 




the usual workforce is impacted by a pandemic. Estimates are for potential 





absenteeism rates of 10 to 25%, with larger rates in 
metropolitan areas.




a.
Additional authoritative sources such as Pandemicflu.gov (an official U. S. 





Government Web site managed y the Department of Health and Human 






Services) provide the planning assumption that absenteeism may reach 40% 





or higher
. 

What is a valid assumption for employee absenteeism during a pandemic?




3.
Plan on taking special precautions to assess the health of the workforce 






and potentially plan to turn back infected workers who report for work. 



4.
Plan on how to deal with the emotional impact of such events as death and 





potential of death on the individual’s family as well as the workforce in general. 




5.
Companies should plan for reduced production or service delivery based on 




reductions of customer demand, labor force, raw material supply or energy 





resources needed for operations. 




6.
Companies should entertain plans to work cooperatively with other companies to 



maintain critical business services and ventures in the event that this is necessary 




7.
Develop contingency plans for raw material and supply stockpiling as these 





resources may be impacted by a pandemic, especially those that are imported or 




rely on imported raw materials for their production. 
B. Policy Development - review section 1.3: Establish policies to be implemented during a pandemic (Handout 23 -1) from the U.S. Department of Health and Human Services PandemicFlu.gov Web site Business Pandemic Influenza Planning Checklist
 with the class. 



1.
Changes to policies defining absenteeism.
What organizational policies and procedures will impact employee absenteeism?




2.
Changes to policies on teleworking or telecommuting.
Remembering the earlier discussion of telework/work at home strategies (Session 15) – Is telework a viable strategy during a pandemic?



3.
Changes to travel policies. 




4.
Changes to ‘use of videoconferencing’ policies. 




5.
Changes to flexible work hours and alternate workplace policies. 


C.
Technology




1.
Use of tele or videoconferencing instead of face-to-face meetings 



2.
Increasing capacity of remote access facilities. 




3.
Increasing trunk capacity of telephone systems to accommodate increase use of 




teleconferencing and telephone meetings. 




4.
Increasing the capacity of Internet connectivity. 




5.
Improved information security protection due to increased technology use. 




6.
Increased use of VoIP or cellular phones to allow for management, sales and 




service colleagues to be accessible wherever they are.
Upgrading technology for pandemic preparedness and planning can be a very expensive undertaking.  Can this cost be justified if the technologies have wider applicability to every day operations?  

D.
Workforce - review sections 1.2, 1.4 and 1.5 : Plan for the impact of pandemic on 
your employees and customers; Communicate to and educate your employees; and 
Allocate resources to protect your employees and customers during the pandemic
(Handout 23 -1) from the U.S. Department of Health and Human Services 
PandemicFlu.gov Web site Business Pandemic Influenza Planning 
Checklist
 with 
the class. Review the Pandemic Flu planning checklist for individuals and families 
(Handout 23 – 2)
from the U.S. Department of Health and Human Services 
PandemicFlu.gov Business Pandemic Influenza Planning Checklist




1.
Develop and deliver internal communications and training of the workforce in 




dealing with proper reactions to a pandemic. 




2.
Hospitals and healthcare facilities will be severely overwhelmed and probably 




have insufficient resources to treat patient load, company should be prepared to 




offer internal medical assistance to its workers or others in the event of a 






pandemic. 




3.
Review insurance coverage specifically reviewing coverage in regard to the 





impact of a pandemic on business operations and employee health. 




4.
In the event of food, medicine, and other shortages company should be prepared 



to provide aid to both to employees and to customers. 
Should companies incur the expense of providing food, medicine and other commodities in short supply to their employees? To their customers?




5.
Identify and train back-up staff for key positions in the event that key personnel 



are impacted by a pandemic.
Is cross training personnel to fill multiple roles specific to pandemic preparedness and planning or is it a more widely applicable component of general BCCM preparedness and planning?




6.
Consider in-house day care facilities.
Should organizations assume the role as day care providers for their employees if they do not regularly provide this service?  Are their legal considerations that impact this decision?



E.
Raw Material Supply



1.
Plan on the assumption that shortages will take place. 




2.
Make sure that if raw materials are unavailable for some reason related to a 





pandemic, there are sufficient surge capacities to allow for continued production. 




3.
Make sure that alternative sources are identified for critical domestic and 





imported raw materials. 

4.
Make sure that adequate maintenance and repair supplies are obtained, as lead times to acquire such materials could be severely impacted by the pandemic.
Are the considerations for raw material supply specific to pandemic preparedness and planning or are they more widely applicable to general BCCM preparedness and planning?



F.
Transportation Services



1.
A pandemic will cause restrictions in the movement of raw materials and 






products, or shortages of fuel may occur; make sure, therefore, that contingency 




plans are in place to provide adequate movement of product to sustain business 




operations. 




2.
Make sure that waste management systems are designed for surge capacities in 




the event that movement and processing of wastes is disrupted. 




3.
Plan for alternate transportation sources. 

4.
Plan for providing transportation for critical workers to and from work locations.
Are the considerations for transportation specific to pandemic preparedness and planning or are they more widely applicable to general BCCM preparedness and planning?



G.
Communications
1.
Prepare for and communicate the communication channels that the company will utilize to keep employees, customers, and suppliers informed as to company activities during the pandemic. 




2.
Company should develop pre-planned media statements for use when needed. 




3.
Company should have contingency statements prepared for delivery to its 





workforce. 




4.
Early communications should be made to suppliers and customers to set 






expectations. 




5.
Alternate communications channels need to be developed in case normal 





communication channels become unreliable or overloaded.
Are the considerations for communication specific to pandemic preparedness and planning or are they more widely applicable to general BCCM preparedness and planning?



H.
Customers
1.
Anticipate what customers will expect in terms of product or service demand, and delivery during the pandemic. 




2.
Determine what product or services are likely to be impacted the greatest by the 




pandemic. 




3.
Develop a prioritization for product and service delivery for customers if 





production or service delivery is adversely impacted. 




4.
Communicate any changes to lead times for notification to the customer if the 




capability to provide the goods or services significantly reduces.

Are the considerations for customers specific to pandemic preparedness and planning or are they more widely applicable to general BCCM preparedness and planning?

I.
Review section 1.6: Coordinate with external organizations and help your community (Handout 23 -1) from the U.S. Department of Health and Human Services PandemicFlu.gov Web site Business Pandemic Influenza Planning Checklist
 with the class. 

Are the items for coordinating with external organizations and helping your community specific to pandemic preparedness and planning or are they more widely applicable to general BCCM preparedness and planning?

Supplemental Considerations:
The material presented and discussed in objectives 23.1 and 23.2 will be applied through the table top exercise included in objective 23.3.
Objective 23.3:  Participate in a Pandemic Influenza Tabletop exercise based upon Karen Wood’s and Stanley Supinski’s 2008 article in the Journal of Homeland Security and Emergency Management:  Pandemic Influenza Tabletop Exercises: A Primer for the Classroom and Beyond. 
Requirements:

The students should break up into small groups ( five to ten in each group) and discuss the questions (as modified for the purpose of this course and this session) posed in the article by Karen Wood and Stanley Supinski. The questions are provided as Handout 23 – 3.

The questions are broken up into two categories: Preparedness considerations and actions; and Continuity of Operations. 
The groups should be provided with sufficient time to discuss the questions (recommended forty minutes minimum) and reach some level of consensus on their response.  

Time should be allotted to process the tabletop results per the guidelines set forth for the experiential model and learning cycle described in Objective 1.8 of Session one of this course (recommended ten minutes for each group). 
For the purpose of this tabletop exercise, the Instructor should select a representative business (recommended medium sized) from the general locale of the university/college where this course is being conducted as the business planning and responding to pandemic influenza event.  If at all possible, it would be very instructive to invite the individual (or representative) responsible for continuity planning to observe the exercise and post exercise processing and comment on what the business is actually doing for pandemic influenza preparedness.

Alternatively, the university/college where this course is being conducted can be the subject of the exercise or the Instructor can just propose a generic company as the subject of the exercise.
Remarks: 
I.
Background
A.
The tabletop exercise as developed by Wood and Supinski 
 builds on the Department of 
Health and Human Services Tabletop Exercise for Pandemic Influenza Preparedness in Local Public Health Agencies to address planning areas specifically for public safety and emergency management professionals and to facilitate pandemic-related problem solving for public and private sector organizations. 
B.
As discussed in Session 16, a tabletop exercise can be a component of an overall program of awareness, training and exercising to meet the following objectives: (Power Point slide 23 – 11)

1.
Inform and engage all personnel in the planning process at an appropriate level.

2.
Inform personnel of their responsibilities before, during, and in the aftermath of 
disruptive crisis events.

3.
Provide personnel with the resources and skills they need to meet their 

      responsibilities. 

4.
Test (exercise) the results of their efforts and involvement for the purpose of 

     
continual program and plan improvement.


C.
The students should keep these objectives in mind as they go through the tabletop 



exercise and include the in their post exercise processing of the experience, how the 



tabletop exercise contributed to or did contribute to meeting the objectives. 
II.
The exercise.
A.
Wood and Supinski state the following “Unfolding Situation” as the basis of the exercise: “A new influenza a subtype has been spreading from person to person in countries in Southeast Asia and initially materializes in the United States in  a location distant from the local jurisdiction of the exercise participants (e.g., in another nonadjacent U. S. state.)
” 

B.
The students in each group should discuss the steps they would take to prepare for the 


disease prior to its spread to the locality of their business. The following questions 



(modified from those in the article to be more business specific) are to be discussed and 


agreed upon by each group. 


1.
What types and methods of education/training will you provide to your employees 



and their families and what are the learning objectives? 



2.
What types of personal protective equipment (PPE) will you provide for your 




employees and their families?  At what point will you distribute the PPE for use?



3.
What goods and/or services are you legally required to provide? In addition to legal 



requirements, what goods and/or services are you ethically obliged to provide?



4.
Which non-governmental organizations could you anticipate offering support 




services?  How will you incorporate these services?



5.
How will you insure that mission critical supplies are available in the face of a 




shortage? What items would you stockpile, where would they be stored, and under 



what circumstances would they be accessed?

6.
Is there a local plan for vaccinating personnel in priority positions in the community?  If so, are any of your employees on the list for vaccination? What type of a case would 
you make for including any of your employees on the priority vaccination list?


7.
What policies will you establish to encourage well employees to report to work and 



sick employees to remain away from work?



8.
How will you prepare for staffing shortages due to personal illness, family illness, 



and/or psychological disturbances?  



9.
Will the policies associated with 7 and 8 above change if you are unable to meet 




operational demands due to staffing shortages? 

10.
What records, new and old, or reporting requirements will you need to maintain your business operations? Can they be streamlined during the pandemic influenza emergency for lack of personnel or processing capability?

C.
Wood and Supinski provide the following “Later Developments” (modified to be more 


business specific) to move from preparedness to “Continuity of Operations” in the 



exercise:
“The disease spreads to the local jurisdiction of the participants.  Participants 


are required to discuss everything from how they would initially detect the disease’s 



presence in their community, to how they would mitigate the disease’s effects on their
” 


business. “During this part of the exercise, participants continue to make decisions about 


command, control, and communications and also make decisions regarding risk 




communication and disease prevention and control.
”


1.
How does communication flow within your business and from your business? 
2.
What is your business’ policy for requests for information on the event from outside stakeholders and the media?



3.
At what point do you activate your Crisis Management Team?



4.
What types of needs will your employees, their families, your customers, and your 



suppliers have? 



5.
How will you prepare your employees for expanded roles and responsibilities?



6.
What types of support are willing to provide outside your business to assist the 




community in general and other businesses?

D.
Process the tabletop exercise using the experiential model and learning cycle described in 
Objective 1.8 of Session one of this course.

Supplemental Considerations:

None
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