Session No. 21

Course Title: Business Crisis and Continuity Management

Session 21: Crises of confrontation, malevolence, skewed management values, management deception and management misconduct.  

Time: 3.0 hrs


Objectives:

21.1:  Explain the characteristics of and dynamics of a confrontation crisis. 

21.2:  Explain the steps necessary for effectively managing a confrontation crisis.

21.3: List and explain the general categories of crises of malevolence.

21.4: Describe the strategies for managing a crisis of malevolence

21.5:  Discuss the threat of internally (to the organization) generated crises of malevolence and    

          the management of the associated risks.

21.6: Describe the characteristics of the three management induced crises: Crisis of skewed 
         management values; Crisis of management deception; and Crisis of management 
         misconduct. 

21.7: Describe the strategies for managing the three management induced crises: Crises of 
         skewed management values; Crises of management deception; Crises of management 
         misconduct. 

Scope:

This session starts with a discussion of the general characteristics of a confrontation crisis and a brief description of the legacy of three social activists of the 20th century: Rachel Carson, Ralph Nader, and Saul Alinsky. Although not explicitly included in the objectives of this session, an understanding of the efforts and impact of these historically important people is considered essential to an understanding of crises of confrontation. In the discussion of Saul Alinsky, his “Rules for Radicals” are presented. The six-step process for managing confrontation crises from Lerbinger’s book is then presented along with the eleven actions for dealing with a “not in my back yard” (NIMBY) crisis from Barton’s book.  The session then transitions to a general description of “crises of malevolence,” a term coined by Lerbinger in his book that primarily focuses on those “crises of malevolence” precipitated by external (to the organization) influences. Crises of malevolence caused by internal (to the organization) influences such as sabotage, employee violence, sexual harassment, and discrimination are added to Lerbinger’s categories of crises.  Lecture and discussion material on employee sabotage is provided, and the students will provide coverage of employee violence, sexual harassment, and discrimination through their written assignments, small-group work, and oral reports. The session concludes with a description of the general category of management induced crises and the sub categories of : crises of skewed management values; crises of management deception; and crises of management misconduct, and the strategies for managing these management induced crises.
Readings:

Student Reading:

CERES. About Us. Retrieved April 28, 2009 at: http://www.ceres.org/Page.aspx?pid=415 – review the general content of the Web Site.

The Investor's Advocate: How the SEC Protects Investors, Maintains Market Integrity, and Retrieved April 23, 2009 at: http://www.sec.gov/about/whatwedo.shtml - review the general content of the Web Site.
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General Requirements:

Power Point slides are provided for the Instructor’s use if desired. 

Objective 21.1:  Explain the characteristics of and dynamics of a confrontation crisis. 
Requirements:

Present the material by means of lecture and discussion as necessary.

Remarks:

I. General considerations.

A. Characteristics of confrontation.

1. The noun confrontation refers to discord or a clash of opinions and ideas.

2. In the context of crisis management, confrontation refers to the use of provocation by individuals and/or groups to win acceptance of their demands and expectations reflecting their special interests or what they envision as greater social causes.
3. Confrontation crises proliferated since the 1960s and have been generally characterized with a focus on environmental, civil rights, and consumer protection issues.

B. The reference books by Lerbinger and Barton mention several individuals who were instrumental in the growth of activism and the resulting proliferation of confrontations between individuals and social action groups and the government and corporate America. Three are mentioned to provide a historical perspective for the students.

II.
A historical perspective.

A. Environmental awareness and activism as supported by the Silent Springs of Rachel Carson.  The following factual information is largely extracted from the Rachel Carson – Silent Springs Web Site.

1. Rachel Carson (1907–1964) was a central figure in the environmental movement starting in the 1960s. Her memory is honored at the Rachel Carson Institute, Chatham University, Pittsburgh, Pennsylvania, and the Rachel Carson National Wildlife Center in Maine.

2. Rachel Carson worked for the U.S. Fish and Wildlife Service for seventeen years and learned about the problems of pesticides. She was particularly concerned with the use of DDT, for which there were several existing studies showing the major problems caused to the environment that were all but ignored by government and industry leaders.

3. Undaunted by the chemical companies’ hostility and by the public’s high enthusiasm for pesticides, she completed writing and published Silent Springs in 1962, causing a major shift in public consciousness about the environment.

a. Even before the publishing of segments of the book in the New Yorker (June 1962) and its full publishing (September 1962), Silent Springs caused an uproar within the chemical industry and the federal government. 

b. Chemical companies took the offensive by launching a public relations campaign extolling the benefits of pesticides. 

(1) Major chemical industry associations provided reports to the press that promoted pesticides as the only real defense against starvation and disease.

(2) Doctors were provided information kits to relieve patients’ fear of chemical poisoning.

(3) Chemical companies threatened to remove all advertising from periodicals that gave Silent Springs favorable reviews.

c. Velsicol Chemical Corporation of Chicago wrote to Ms. Carson’s publisher strongly suggesting that they not publish Silent Springs due to “inaccurate and disparaging statements” about two pesticides.

d. “A government official attacked Ms. Carson personally, saying “I thought she was a spinster. What’s she worried about genetics for?” (Hopefully, we’ve come a long way since 1962!!!) 

e. Other public officials took Ms. Carson more seriously. 

(1) President Kennedy ordered the Science Advisory Committee to study the effects of pesticides.

(2) Congressman John Lindsay inserted portions of the book that appeared in the New Yorker into the Congressional Record.

4. Despite the efforts of the chemical industry to discredit Ms. Carson and her book, Silent Springs was bought by the Book-of-the Month Club and had significant impact in the United States and throughout the world. Since being published in 1962, Silent Springs was a direct influence on the introduction of over 40 bills regulating pesticide use.

5. Ms. Carson was by no way a “wild-eyed radical.” She realized the potential benefits of pesticides and focused her arguments against their abuse and the need for adequate testing and investigation of alternative pest control methods. Her balanced and reasonable approach has been proven effective over the last 46 -plus years. (See the Web site at http://onlineethics.org/CMS/profpractice/exempindex/carsonindex.aspx for links to articles about Rachel Carson and her accomplishments and impact).

B. Ralph Nader, founder of the consumers’ rights movement (based on Ralph Nader: Consumer Crusader
).

1. Ralph Nader (1934–present) is America’s most renowned and effective crusader for the rights of consumers and the general public, a role that has repeatedly brought him into conflict with both business and industry.
2. Graduating magna cum laude from the Princeton University Woodrow Wilson School of International Affairs, Mr. Nader pursued his studies at the Harvard University Law School, where he became editor of the Harvard Law Review and graduated with honors.

3. As a young attorney, he spoke out against the abuse of corporate power in many areas, particularly his perception of the indifference of American corporations to the global consequences of their actions.

4. In 1965, Mr. Nader published Unsafe at any Speed, a book that attacked American auto makers for producing unsafe vehicles. The automobile industry resisted Mr. Nader’s allegations, but public outcry prevailed and forced the government and industry to apply new safety standards including shoulder harnesses and air bags. 

5. Mr. Nader became a public folk hero when executives of General Motors hired private detectives to harass him and then publicly apologized before a nationally televised Senate committee hearing.
6. Mr. Nader organized a team of lawyers and researchers, referred to as “Nader’s Raiders,” that has produced exposés of industrial hazards, pollution, unsafe products, and governmental neglect of consumer safety rules. Their efforts have been instrumental in the creation of the Environmental Protection Agency, the Occupational Safety and Health Administration, the Freedom of Information Act, and the Consumer Product Safety Commission.

7. In 1996 he appeared on the presidential primary ballot in California as the “Green Party” candidate. He made a more substantial effort in 2000, running nationwide as the candidate of the Green Party. He won nearly three million votes nationwide, close to three percent of the votes cast. Ralph Nader ran for president again as an independent candidate in 2004 and in 2008. 

8. Currently in his mid 70s, Mr. Nader continues to work for consumer safety and political reform. (see the Web site at http://www.achievement.org/autodoc/page/nad0bio-1 for additional information on Ralph Nader.)

C. Community anti-government and anti-corporate activism – the strategies and tactics of Saul Alinsky (1909–1972).  The following factual information is extracted from Mike Seal’s Saul Alinsky, Community Organizing and Rules for Radicals.

1. Like Rachel Carson and Ralph Nader, Saul Alinsky’s writings have had a lasting impact on social change in the United States.

2. Saul Alinsky is often called the father of modern American radicalism. His strategies and tactics as contained in the book Rules for Radicals, published in 1971, provide guidance for grassroots groups in channeling their commitment and energy into effective anti-government and anti-corporate activism.

a. In the 1940s Mr. Alinsky organized local leaders from the Chicago stockyard neighborhoods to form the “Back of the Yards Neighborhood Council.” In the 1950s and 1960s he organized additional neighborhood groups in predominantly African American neighborhoods.

b. These groups demanded and negotiated with public and private sector organizations on bread and butter issues such as better schools and more jobs.

c. Mr. Alinsky also was a founder of the Industrial Areas Foundation, a network of community-based church, interfaith, and interracial groups that today includes over 50 separate organizations throughout the United States. 

3. Saul Alinsky’s “Rules for Radicals” specifies a list of types of behavior that, coupled with an emotional commitment to win no matter what the opposition, allow grassroots organizations to seize the offensive. This behavior is targeted at the weaknesses and repeated mistakes of large organizations and include (Power point slide 21 – 2 and 3):

a. “Power is not only what you have, but what the enemy thinks you have.” 

b. “Never go outside the expertise of your people.” Feeling secure stiffens the backbone. 

c. “Whenever possible, go outside the expertise of the enemy.” Look for ways to increase insecurity, anxiety, and uncertainty. 

d. “Make the enemy live up to its own book of rules.” If the rule is that every letter gets a reply, send 30,000.

e. “Ridicule is man’s most potent weapon.” There’s no defense. It’s irrational. It’s infuriating. It also works as a key pressure point to force the enemy into concessions. 

f. “A good tactic is one your people enjoy.” They’ll keep doing it without urging and come back to do more. They’ll even suggest better ones.

g. “A tactic that drags on too long becomes a drag.” Don't become old news. Even radical activists get bored. So to keep them excited and involved, organizers are constantly coming up with new tactics.
h. “Keep the pressure on. Never let up.” Keep trying new tactics to keep the opposition off balance. As the enemy masters one approach, hit them with something new. 

i. “The threat is usually more terrifying than the thing itself." Imagination and ego can dream up many more consequences than any activist.
j. "If you push a negative hard enough, it will push through and become a positive." Violence from the other side can win the public to your side because the public sympathizes with the underdog.
k. "The price of a successful attack is a constructive alternative." Never let the enemy score points because you're caught without a solution to the problem.

l. “Pick the target and freeze it, personalize it, polarize it.” Isolate the target from sympathy. Go after people, not institutions. People hurt faster than institutions. 

4. The above rules, in part, illustrate why opposition groups enjoy opposing power and why large organizations usually fail in crises of confrontation. Simply put, large organizations are generally not as committed to victory as their opposition is committed to defeating them with predictable results. 

III. Dynamics of confrontation.

A. Lerbinger’s book lays out a series of steps common to most confrontational crises (Power Point slide 21 – 4)
:

1. Definition of grievances and remedial demands by an individual or group.

2. Organization of a social action group to press demands.

3. Solicitation of public approval and support for action.

4. Use of crisis-provoking tactics.

5. Involvement of news media.
Supplemental Considerations:

The next objective deals with managing a confrontation crisis. 

Objective 21.2:  Explain the steps necessary for effectively managing a confrontation crisis.

Requirements:

Present the material by means of lecture and discussion as necessary.

Remarks:

I. Tactical and strategic considerations.

A. From a tactical perspective, an organization faced with a confrontation must act to control and resolve the immediate crisis.

B. Decisions and actions taken to resolve the immediate situation must be considered in terms of strategic goals that focus on organizational survival and profitability. Decisions and actions that can harm the organization in the future should not be made and taken for expediency in the immediate situation.

1.
An example is the decision by Shell UK to use police to forcibly remove demonstrators from Brent Spar in April 1995 and then turn water cannons on demonstrators in a June 1995 attempt to take over Brent Spar. Shell UK may have won the battles by removing the demonstrators, but lost the public relations war.

2. Strategic lawsuits against public participation (SLAPP) suits are another example of a short-term resolution to a confrontation crisis that can have very negative long-term effects (more on SLAPP suits later in this objective).

II. Confrontation crises management process.
A. Six steps (Power Point slide 21 – 5):
 

1. Planning a response.

2. Evaluating the organization’s vulnerability.
3. Meeting with reasonable and potent activist groups.

4. Using legal approaches sparingly.

5. Preparing to negotiate.
6. Taking the initiative when dealing with the media.
B. Planning a response.

1. Barton’s book
, provides a list of actions which are focused on a “not in my back yard” (NIMBY) crisis which is a form of confrontation crisis that involves community-based support.

2. These actions are related to all of Lerbinger’s 6 steps but are of primary importance in proactively managing public relations before a crisis and planning a response should a crisis arise. The actions, paraphrased from Barton’s book are (Power Point slide 21 - 6 and 7): 

a. Meet with leaders of neighborhood associations before meeting with all residents in a public forum.

b. Keep neighbors informed of the organization’s mission and plans through periodic newsletters. 

c. Meet with the local zoning director and community planning director to ascertain what changes in local building laws may be contemplated.

d. Join the local chamber of commerce or board of trade as well as other local groups. Contribute to meaningful community programs.

e. Hire a clipping service that scans all area newspapers and business magazines to look for early warnings of potential problems.

f. Periodically issue news releases to keep the community updated about the organization.

g. Urge the collective organization and individual members to get involved with the community and maintain positive relations.

h. Make publications concerning the organization available to community members. Emphasize positive contributions to the community in these publications.

i. If deemed appropriate by a thorough analysis, provide support for public officials who understand the organization and the benefits it provides to the community.

j. If major physical changes are contemplated, develop a master plan that can be shared with the community.

k. If the organization has a tax-exempt status, consider the costs and benefits of making contributions to the community.

3. The above considerations are consistent with principle 6 of the “Principles of Crisis Leadership” (session 19): “To emerge from a crisis with its business base and reputation intact, an organization must respond in a manner 100% consistent with its image.”
a. The time to develop and build a positive image is before a crisis.

b. Barton’s ideas can be extended beyond the local community to other individuals and groups who are potential adversaries in a crisis of confrontation.

C. Evaluating the organization’s vulnerability.
1. The risks of crises of confrontation are just as real as those attributed to natural, technological and other human caused hazards. They should be considered in accomplishing the pre crisis event function of risk management which informs and shaped the planning function.
2. Certain factors should be considered in the analysis of an organization’s vulnerability to crises of confrontation. Lerbinger lists several such factors, including (Power Point slide 21 - 8)
:

a. Type of organization.

b. Degree of identification of the product to the organization.

c. Classification of products as convenience items.
d. Availability of competing products.
e. Connection of the organization to previous controversies or social issues.
f. Strength of the potential adversaries. 

g. Legal rights of potential adversaries.

3. The above are supplemented by Barton’s drivers of vulnerability: (Power Point slide 21 – 9)

a. Ownership of the organization.

b. Size of the organization and adequacy of insurance.

c. Ability to read and act on warning signals.
d. Nature of products and services.

e. Public awareness.
f. Location.
D. Meeting with reasonable and potent confrontation groups.

1. The history of the confrontation group, its status and leadership, the nature of its demands, and the social context must all be taken into account in determining if and under what conditions to meet.

2. In many instances, the organization may determine that the confrontation can only damage their strategic position and that negotiations are the best alternative. Lerbinger lists five reasons for avoiding a confrontation (Power Point slide 21 – 10).

a. Issues are complex and difficult to explain briefly.

b. The confrontation will divert attention from more important matters.

c. The opposition is very strong and/or is promoting an issue that the organization does not want to be perceived as opposing.

d. The opposition needs public exposure to improve its position and power.

e. The organization has overwhelming resources or an unassailable position from which to negotiate. The organization does not want to be perceived as being in a Goliath-David confrontation. 

3. For some issues, the organization may determine that it wants a confrontation because it believes that it is in the right and can and will win, or that engaging in the confrontation has strategic benefits that outweigh the potential costs. Decisions to avoid or meet with the opposition will be made accordingly.

E. Use legal and police action sparingly.

1. Legal and police actions tend to escalate a confrontation and shift public sympathy to the perceived “underdog.” Organizations should not, however, abandon appropriate legal actions and police intervention in the face of illegal and potentially dangerous acts of their opposition.

2. Both Barton
and Lerbinger
 mention “strategic lawsuits against public participation” (SLAPP suits) as a tactic for stifling public dissent in a negative connotation.

a. Law professor George Pring and sociologist Penelope Canan, from the University of Denver authored the 1996 book SLAPPs: Getting Sued for Speaking Out, reflecting their research into over 100 SLAPP suits. Pring and Canan actually coined the term SLAPP based upon the implicit threat to the First Amendment right to speak, protest, and petition the government.

b. Alexandra Dylan Lowe’s 1996 article “The Price of Speaking Out,” published in the American Bar Association Journal, contains a summary of Pring and Canan’s work.
(1) According to Canan, “the essence of a SLAPP is the transformation of a debate over public policy – including such local issues as zoning, wetlands preservation, school curriculum or consumer protection – into a private legal dispute.
”
(2) Increasingly, people who speak out against development, speak out at school board meetings, or circulate petitions to elected officials are finding themselves in court, sued by parties claiming defamation or other injury by public comment.

(3) Justice Nicholas Colabella, New York Supreme Court, in a court opinion, cautions that SLAPP suits influence people to remain silent on issues of public importance. “Short of a gun to the head, a greater threat to the First Amendment expression can scarcely be imagined.
”
(4) Although the vast majority of SLAPP suits are eventually dismissed, the process of review siphons “time, money and resources away the underlying public issues and poses a “fundamental threat to our entire concept of participatory government” according to Pring.

c. The concern for the impact of SLAPP suits is not limited to the research and writing of Pring and Canan. As of September 1996, nine states had adapted anti-SLAPP legislation that requires early court review of the merits of lawsuits characterized as SLAPPs.

d. The targets of SLAPP suits have also countered by filing suits alleging injuries from the original SLAPP suit. These “SLAPPback suits” have met some level of success with several multi-million dollar verdicts or settlements.

e. As summarized in Lowe’s article, regardless of the success in SLAPPback, or dismissed SLAPP suits, the real loser is our Democratic process. “No amount of money can compensate for the loss of idealism and civic involvement that often follows in the wake of a SLAPP suit.
”
F. Be ready to negotiate.
1. True negotiation requires both sides to listen to and try to understand the position of the opposition. With some issues, emotions can take control, blocking effective negotiation by either or both parties.

2. Lerbinger recommends an “ideal negotiating stance” of firmness allied with friendliness.

3. The seven stages of risk communication (covered earlier in Session 09), culminating in achieving a partnership in the communication process, are applicable to negotiation. Characteristics of effective risk communication such as respect and trust are also necessary in negotiations.

G. Take initiative in dealing with the media.

1. Lerbinger provides several examples of organizations employing a successful proactive strategy of taking their case to the media.

2. Going public can be a risky strategy, however. As Lerbinger points out, the organization’s communicators must be prepared, sophisticated, and knowledgeable to succeed. They must know their opposition and the nature of the disagreement. When the disagreement centers on emotional issues such as environmental concerns, and/or the opposition is widely known and capable, it may be better to avoid opening the confrontation to the public.

Supplemental Considerations:

The Instructor may wish to refer back to the Brent Spar case study (Session 08) to discuss the characteristics, dynamics and steps for managing a confrontation crisis.
Objective 21.3: List and explain the general categories of crises of malevolence.
Requirements:

Present the material by means of lecture and discussion as necessary.

Communicate the written assignment to be completed for the second half of this session to the students.

Remarks:

I. Crises of malevolence caused by external influences.
A. “Malevolence” is defined as “The quality or state of being malevolent” and “malevolent” is defined as “(1) Having or exhibiting ill will; wishing harm to others, and (2) Having an evil or harmful influence.
”
B. Lerbinger’s book (chapter 7) looks outside the organization for the causes of crises of malevolence (the causes are predominantly external to the organization, although each could be generated by internal sources) and has grouped malevolent acts into several categories. Each category should be considered in accomplishing the functions comprising the Business Crisis and Continuity Management process. The categories include (Power Point slide 21 – 11)
:

1. Product tampering.
2. Terrorism.
3. Extortion.
4. Corporate espionage.
5. Rumors.
6. Disinformation.
II. Categories caused by internal (and other external) influences.

A. Added to the above are other categories caused by predominantly internal (and sometimes external) influences fitting the definition of malevolence. They too can lead to organizational crises and include (Power Point slide 21 – 12):

1. Workplace violence.
2. Employee sabotage.
3. Sexual harassment.
4. Discrimination due to race, religion, sex, physical capabilities, etc.

B. The categories are generally arbitrary and depend on the chosen definitions of terms. For example, employee violence and sabotage could be considered as terrorist acts, and sexual harassment and discrimination as skewed organizational, management, and/or individual values (skewed values are discussed later in this session).

III. Homework assignment for the second half of the session.

A. The remainder of the first half of the session will focus on the categories of externally caused crises. During the second half of the session the focus will shift to internally caused “crises of malevolence” with the topic of sabotage briefly covered through lecture and class discussion. The students will then be given 20 minutes to discuss their written assignments in their small groups to develop a short (three to five minutes) oral report of their collective efforts. These reports will focus on the causes, impact, and crisis management of malevolent acts associated with employee violence, sexual harassment, and discrimination.

B. Written assignment.
1. Assign each small group a topic; employee violence, sexual harassment, or discrimination.

2. Each member of the small group is to conduct research on the assigned topic using the Internet and other available resources.

3. Each member of the small group is to individually prepare a two-page written report covering the following points (Power Point slide 21 – 13):

a. A brief description or definition of the topic.

b. Specific legal protection for employees.

c. Current trends or issues.
d. A discussion of the impacts on the affected people and the workplace in general.

e. What should be done to prevent events (preventive controls).

f. What should be done if an event occurs (consequence mitigation controls).

4. The written assignment will be turned in at the start of the second half of the session.

C. Small-group work.
1. Members of each small group will discuss their individual and collective ideas and prepare a short (three to five minutes) oral report.

2. The small-group reporter will deliver the oral report to the class.

Supplemental Considerations:

There are numerous public sector, educational, and private sector Internet sites that provide information on employee violence and sexual harassment (search “employee violence” or “sexual harassment”). Several interesting and informative sites include:

Employee Violence

http://www.cdc.gov/niosh/violrisk.html
http://www.smartbiz.com/article/view/1015
http://www.managementhelp.org/emp_well/violence.htm
http://www.opm.gov/Employment_and_Benefits/WorkLife/OfficialDocuments/handbooksguides/WorkplaceViolence/index.asp
http://www.employeescreen.com/workviol.htm
(Cited April 15, 2009)

Sexual Harassment

http://www.eeoc.gov/types/sexual_harassment.html
http://www.dotcr.ost.dot.gov/Documents/complaint/Preventing_Sexual_Harassment.htm
http://www.sexualharassmentsupport.org/
(Cited April 15, 2009)

Discrimination

Fewer Internet sites are accessed through a search of “discrimination” or “workplace discrimination” but the information necessary to complete the written assignment is available. Several interesting and informative sites include: 

http://www.allbusiness.com/human-resources/workplace-health-safety-employment/1317-1.html
http://www.workplacefairness.org/sc/discrimination.php
http://www.dosomething.org/whatsyourthing/Discrimination?gclid=CP_L-saD85kCFRKLxwodnEd5Tg
http://www.ehow.com/how_2140040_avoid-workplace-discrimination.html
(Cited April 15, 2009)


Objective 21:4: Describe the strategies for managing a crisis of malevolence.
Requirements:

Present the material by means of lecture and discussion as necessary.

Remarks:

I.
The general strategies (Power Point slide 21 – 14)
.


A.
Reduce vulnerability to the threat (hazard).


B.
Engage in intelligence activities.

C.
Strengthen security measures.


D.
Take defensive action.


E.
Seek law enforcement support.

II.
Risk Management in the context of managing “crises of malevolence.”

A.
As emphasized in the discussion of confrontation crises, all of the strategies and the resulting plans, policies, procedures and actions taken to manage “crises of malevolence” follow from the results of the Risk Management function.
B.
Each of the listed strategies involves the allocation of resources which necessitates prioritization informed and supported by all of the Risk Management sub functions (BAA, BIA, Risk Assessment and Risk Communication). 
III.
Examples of the general strategies.


A,
Reduce vulnerability to the threat (hazard).

1.
Reducing vulnerability applies to each of the listed strategies which in themselves refer to specific ways to reduce vulnerability. 


B.
Engage in intelligence activities.

1.
Intelligence requires an understanding of the relevant internal and external environment.

2.
For crises of malevolence involving the purposeful actions of an intelligent adversary (e.g. a terrorist), intelligence goes beyond historical information on past events (e.g. natural hazards and accidents), to more proactive intelligence gathering.

3.
An example of intelligence gathering is the efforts of Marriott Corporation which conduct continuous intelligence gathering and analysis from multiple sources including contract sources: Control Risk Group, Ltd., Transecur, Hill and Associates, and Sentigence Inc; and official sources: U.S. State Department, U.S. Embassies, and the FBI
.  This intelligence is used to set security levels at Marriott properties throughout the world which are reviewed and potentially adjusted on a daily basis.


C.
Strengthen security measures.

1.
Security measures are implemented to protect all organizational assets including people, physical property, intellectual property, business functions and processes, data, etc.

2.
Security, particularly in the post 9/11 environment, can be the topic of  multiple courses and entire education programs.  For the purpose of this course, security expenditure can be imposed by regulation and/or be voluntarily implemented based upon a risk management based approach.

D.
Take defensive action.

1.
Defensive actions are generally proactive and can involve measures such as employee and other stakeholder education and training focused on malevolent act protection, detection, reporting, response, etc. risk communication and rumor control through open and responsive communication channels, and more pronounced actions such as product recalls (remember the Tylenol case).
2.
Johnson and Johnson is held up as the poster child of crisis management for its handling of the Tylenol crisis (a crisis of malevolence) which included an immediate product recall.  Time and the results proved this response to be correct, however Lerbinger cautions, “because an automatic recall gives malevolent persons enormous power to control the behavior and profitability of businesses, a company must avoid recalling a product automatically.
”

E.
Seek law enforcement support.

1.
Although this may contradict the advice to “Use legal and police action sparingly in dealing with confrontation crises,” crises of malevolence generally involve illegal actions and the enforcement of laws is not only appropriate but totally necessary.
Supplemental Considerations:
None
Objective 21.5:  Discuss the threat of internally (to the organization) generated crises of malevolence and the management of the associated risks.

Requirements:

Present the material by means of lecture and discussion as necessary.

Rotate assignments in the small groups.

Provide the small groups 20 minutes to complete their work.

Provide the group reporters three to five minutes each to report of the work of their group.

Complete a class discussion of the lecture- and student-presented material covering the following topics:

Similarities between the acts, causes, and impacts of sabotage, employee violence, sexual harassment, and discrimination.

Similarities and differences of managing the risk of each.

Remarks:

I. General considerations.

A. As discussed at the start of this session, crises of malevolence can also be generated by sources primarily internal to the organization. Such crises include:

1. Employee sabotage.
2. Workplace violence.
3. Sexual harassment.
4. Discrimination.
B. All require preventive and consequence mitigation controls following from the Risk Management function, with particular attention to human resource management issues and programs. 

C. Additionally, sabotage and violence prevention and detection should be considered in the accomplishment of the safety and security management organization and responsibilities, while harassment and discrimination are more closely connected to overall organizational culture and leadership.
D. The topic of employee sabotage will be covered in the following lecture/discussion with coverage of violence, sexual harassment, and discrimination accomplished through presentation and discussion of the students’ individual assignments and small-group work.
II. Acts of sabotage.
A. Incidents of employee sabotage are on the rise and are generally traced to employees who are feeling resentful, alienated, fearful about their long-term job security, and wary of their fellow workers and management
.

1. Business practices of the 1990s, including downsizing, reorganization, virtual work groups and environments, and dashed expectations of employee empowerment from failed efforts to implement philosophies such as Total Quality Management, have eroded trust and loyalty between management and workers. The more recent economic crisis of 2008 – 2009 (and possibly beyond), following years of relative economic boom, have again driven a wedge between management and workers. Richard Brain, technical director for ProCheckUp, warns that as the world is experiencing an extended recession and IT and other staff are being made redundant, the risk of sabotage from disgruntled employees is even greater in 2009.

2. Shari Caudron’s 1995 article “Fighting the Enemy Within,” published in Industry Week, states that only 35% of employees claim to have a positive attitude toward top management
.

3. Added to the above statistic are the findings of a 1994 Wyatt Work USA study that 44% of workers report that changes in their company have had a negative effect on the work climate and morale, and 42% complain of work overload
.

4. These feelings are creating a breed of workers, named “get even employees” by Caudron, who by outward appearance seem to be doing a good job, but secretly are doing what they can to sabotage their company. Frighteningly, the “get even employees” feel little or no guilt and actually feel justified in their actions because of overall dissatisfaction with the work environment, their fellow workers, and management.

a. Contributing to the ability to rationalize one’s behavior is the depersonalization of the workplace with physical design, new work processes, and work overload decreasing the level of interpersonal relationships amongst workers and between workers and management. 

b. With the growth of virtual work groups and meetings, telecommuting, flexible work hours, and communications via e-mail, fellow workers and the organization are becoming anonymous. “Before, employees knew who they were hurting, but not anymore.
” 

5. The “get even employees” represent a shift from the threat from the laid-off worker who is seeking revenge (perceived as a major threat during the initial downsizing trend of the early 1990s) to the threat from disgruntled current employees. 

B. Along with increases in the amount of sabotage, the variety of acts is also growing.

1. “Get even employees,” fearful of being laid off, will initiate acts of sabotage to prolong their job and will particularly target areas where they have specialized skills and knowledge that make them “indispensable.”

2. With increased expectations of quality and customer service, employees can passively ignore customers or even act in a rude or abusive manner, confident that their actions will drive the customer to a competitor.

3. Information systems are extremely vulnerable to acts of sabotage. 

a. Unless afforded appropriate safeguards, employees with only limited computer skills and knowledge may be able to access critical data and information for the purpose of sabotage or industrial espionage.

b. More sophisticated computer “hackers,” “crackers,” and “cyberpunks” have the potential to penetrate even the best information system security controls and can introduce a variety of “malicious codes” such as viruses, Trojan horses, and worms.

III. Managing the risk of sabotage.
A. As with other crises of malevolence, the primary focus of risk management should be on prevention. 

B. several physical and electronic security measures mentioned in the context of terrorism and economic espionage can help by decreasing the opportunity to commit acts of sabotage. Rules and policies aimed at deterrence can also help. These same controls, if viewed as overly restrictive, and demonstrating a lack of trust, can also serve to exacerbate the problem by further alienating employees.

C. The key to prevention lies in interventions and changes targeting root causes. 

1. “Reducing the risk of employee sabotage is not that difficult. All it takes is a willingness to respect and pay attention to the needs of the workforce.
”
2. Creating a corporate culture and climate where employees do not have any motivation to “get even” is being proven as the most effective means for reducing the risk of sabotage.

a. Research conducted by the University of Florida in cooperation with Loss Prevention Specialists (LPS), Inc., a firm specializing in corporate crime reduction, confirms the assertion that solid human resource policies and programs can help reduce sabotage
.

b. Read Hayes, a security consultant with LPS states, “There is a strong correlation between the treatment of people and the extent of a company’s loss, with the single greatest variable being how close employees feel…to the company.
”
c. Solid human resource policies and programs which help develop and maintain close feelings within an organization include:

(1) Formal grievance procedures.

(2) Competitive pay and benefits.

(3) Management-level training in areas such as effective communications and human relations.

(4) Open communication channels facilitated by employee-executive visits and discussions, newsletters, videos, and periodic climate assessment surveys.

(5) A proven record of management decisions that seek to avoid negative employee actions (such as layoffs or degradation of benefits) to the maximum extent possible. When such actions are necessary, open, and honest communication can help minimize the negative impacts.

D. All of this is not to say that management should loose sight of the strategic goals of organizational survival and profitability. The design and implementation of policies and programs that threaten these goals is not expected. What is expected is a culture and environment that provides deserved respect throughout the organization and realistic policies and procedures that support organizational survival and reasonable profitability. 

IV. Managing the risk of employee violence, sexual harassment, and discrimination.

A. Rotate group assignments.

B. Within their assigned small groups the students should discuss their responses to the written class assignment and prepare a short (three to five minutes) oral report of their collective efforts.

C. Following all the oral reports a class discussion should be conducted to discuss:

1. Similarities between the acts, causes, and impacts of sabotage, employee violence, sexual harassment, and discrimination.

2. Similarities and differences of managing the risk of each.

Supplemental Considerations:

None.

Objective 21.6: Describe the characteristics of the three management induced crises: Crisis of skewed management values; Crisis of management deception; and Crisis of management misconduct. 
Requirements:

Present the material by means of lecture and discussion as necessary.

Remarks:

I.
General

A. Lerbinger (Chapters 8, 9 and 10) discuss the three closely related management induced crises:  Crisis of skewed management values; Crisis of management deception; Crisis of management misconduct. 
B. To generalize, these three categories of crisis are similar in that they originate from the actions of managers within companies, and differ in the level of intent and seriousness as measured by impact on the company and its stakeholders. 
C. Due to the common source (management motivations and actions) and common crisis management strategies based upon prevention and response based upon ethical practices, sound corporate governance and corporate responsibility, all 
three of the categories are considered together in this objective.
II.
Crises of skewed management values.
A.   Lerbinger defines “crises of skewed management values” as crises caused when managers favor short-term economic gain and neglect broader social values and stakeholders other than investors
.

B.    Lerbinger further defines the “classical business creed” as an almost total focus on the interests of stockholders, with the interests of other stakeholders – such as customers, employees, and the community – viewed as relatively unimportant.
 He provides Albert J. Dunlap (Chainsaw Al), former chairman of the board and CEO of Scott Paper Co., as an example.

1. Dunlap is primarily portrayed as a villain by Lerbinger, but the June 1998 Barron’s editorial commentary “Felling a Giant,” by Thomas Donlan, provides a more balanced commentary on Dunlap.

2. Dunlap was ousted as CEO of Sunbeam in June 1998, following stints at Crown-Zellerbach, Lily-Tulip, and Scott Paper.

a. His legacy at each company was “closing plants, firing workers by the thousands and executives by the hundreds, and abandoning product lines by the dozens.
”
b. He prided himself in doing what was necessary to bring companies back to life and was not afraid to take dramatic actions to support the interests of what he envisioned as of primary importance – shareholders.
c. Interestingly, his dismissal from Sunbeam was predicated on accounting manipulations and irregularities that caused significant harm to Sunbeam’s shareholders (Sunbeam stock prices fell from $53 to $11.25 between March and June 1998 in the midst of discoveries of irregularities). 

3.
Donlan characterizes Dunlap as “mean-spirited,” in the wishful-thinking world 

of the nineties and also as an “S.O.B. in a land that needed more of them.
”

a.  Donlan contends that CEOs must be devoted to the interests of shareholders 


  and “must avoid wishful thinking, especially the kind that preserves 
          unproductive jobs at the expense of workers whose jobs are still necessary.
”
    b.   Dolan attributes the following “truths” to Dunlap that contributed to his 
 

(Dunlap’s) success (at least from a shareholder’s perspective)
:
    c. “The problems all start at the top, with senior people going through the   


motions and the board accepting the status quo. They hire consultants and draw 

up plan after plan – but somebody’s got to execute, somebody’s got to 



manage.”

d.
“You can build on tradition, but you sure as hell can’t live on it.”

e.
“(If executives say,) Oh, we tried that before and we’re really doing great – 
it’s as good as it can be. The minute they tell you that, don’t waste another 
day with them.” (The emphasis in the quotes above has been added.)
4.   Donlan also claims that the rise in stock prices at both Scott and Sunbeam (prior
      to March 1998) resulted from the drastic restructuring that assured corporate
      survival. Without the restructuring and the resulting firings and business shifts, 
      both companies would have collapsed and even more jobs would have been lost.

5.
Donlan applauds the Sunbeam board of directors for firing Dunlap for his 
indiscretions, but he also recognizes that Dunlap did what he thought was 
necessary to support shareholders.
Possible Discussion Questions:

What is your reaction to Dunlap’s truths and tactics? 
Are massive employee layoffs, plant closings, and discontinuance of product lines justified in order to ensure the survival of a corporation?


C.   The managerial creed.
        1.
  Lerbinger defines the “managerial creed” as management focused on acting in
              a trusteeship fashion for all stakeholders. The “managerial creed” balances the 
              interests of all publics (stakeholders) affected by an organization’s behavior
. 


        2.
  We have discussed the Johnson and Johnson Tylenol case that provides  


   an example of the balance encouraged by Lerbinger.  In the Tylenol case, 


   Johnson and Johnson focused on the best interests of its customer stakeholders 



   through its communication campaign and product recall while also serving the 



   best interests of its stockholder stakeholders by taking appropriate action to 

                           maintain the Tylenol brand and restore and even surpass its market share.  
III.
Crises of Deception and Crises of Misconduct.
A. Lerbinger’s text includes crises of deception and crises of misconduct as two additional subtypes (added to crises of skewed values) of crises primarily caused by management failure.

B. The basic and immediate causes of such internally generated crises are generally preventable through ethical management practices and the influence of organizational cultures that support ethical conduct. We will discuss ethics in the following session.

IV.
Crises of deception.
A. Crises of deception occur when the various stakeholders (internal and external to the organization) perceive that the organization has either withheld or misrepresented information in an attempt to purposely deceive them. The key words here are “stakeholders,” “perceive,” and “purposely deceive.”

1. Stakeholders, by definition, are affected by the decisions and actions of the organization and therefore have a vested interest in receiving complete and accurate information.

2. Perception is reality to the stakeholders. If they perceive an attempt to deceive, the deception is real to them.

3. “Purposely” means with intent or motivation. Honest mistakes, though not always forgiven, appear to be less egregious than purposeful acts.

4. Lerbinger attributes deception primarily to managers. Deception can in fact occur below the management level as described in Augustine’s article Managing the Crisis you Tried to Prevent that was discussed in Session 17.

B.   The actions of the tobacco industry, as discussed during Session  20 in the context 

       of strategic ambiguity, certainly provides an example of management deception, but 

       also can be considered to reach the level of management misconduct bordering on


       criminal intent and conduct. 

V.
Crises of misconduct.
A. Although similar to crises of skewed values and crises of deception in that internal management generally causes them, motivation and purpose differentiate crises of misconduct. 

1. In a crisis of skewed values, individuals and organizations are motivated by short-term economic gain at the possible expense of longer-term social values and appropriate consideration of stakeholders other than stockholders. 

a. In the subsequent coverage of corporate ethics, corporate social responsibility and being a good corporate citizen will receive further discussion. 

b. At this point, suffice it to say that there is considerable support for the position that corporate and political (social) goals should remain separate. Concentrating on shareholder interests while ignoring other stakeholders (within legal bounds) would not be considered skewed values from this perspective.

(1) Such advocates hold the position that the business world is not an appropriate tool for accomplishing social reform and change that is properly addressed through the political process. 

(2)
Businesses are in business of making a profit and surviving and owe their primary allegiance to stockholders.

c. Lerbinger is probably at one end of the spectrum of business social responsibility while people such as Albert Dunlop (Chainsaw Al – discussed earlier in this session) are at the other. A balanced position somewhere between these extremes is probably the most pragmatic and widely accepted approach.

2. In crises of deception, one would be hard pressed to find defenders of the right of corporations to manipulate the content and presentation of information affecting public safety and health for purely economic purposes. 

a. Without excusing them, one can possibly understand how individuals, pressured by management, organizational culture, or a misconceived feeling of loyalty to the organization, might rationalize deception for the good of the organization.

b. Their flawed motivation, though generally less acceptable than that attributed to those characterized by skewed management values, falls short of that associated with misconduct. 

3. The cases of crises of misconduct as characterized by Lerbinger are marked by amoral and illegal behavior on the part of individuals who are primarily motivated by their personal benefit.

a. It is hard to imagine any example where such purposeful misconduct can be justified.
b. Added to Lerbinger’s discussion of several cases of crises of misconduct can be added our previous discussions of sexual harassment and discrimination in the workplace. Such acts constitute illegal abuses of power and are motivated by personal considerations that cannot be justified in any circumstance.

B.
Examples of Crisis of Misconduct. 


1.
The start of the 21st Century is marked with numerous cases of management 


misconduct that have generated widespread consequences for the organization, 


its owners, other stakeholders and the industry in general.  

2.
The Enron scandal (Factual description of events and timeline extracted 



from Accounting Alchemy. News Hour with Jim Lehr. PBS. WGBH, Boston. 22 


Jan. 2002 
)



a.   Enron began in 1985 as a traditional energy company selling natural gas to 


      gas companies and businesses. In 1996, energy markets were changed so that 


      the price of energy could now be decided by competition among energy 


      companies instead of being fixed. 


b.   With this change, Enron began to function more as a middleman than a 


      traditional energy supplier, trading in energy contracts instead of buying and 


      selling natural gas. 


c.    Enron's rapid growth created excitement among investors and drove the 


       stock price up. As Enron grew, it expanded into other industries such as 


       Internet services, and its financial contracts became more complicated. 



d.     In order to keep growing at this rate, Enron began to borrow money to 


        invest in new projects. However, because this debt would make their 



        earnings look less impressive, Enron began to create partnerships that would 


        allow it to keep debt off of its books.


e.    One partnership created by Enron, Chewco Investments (named after the 


       Star Wars character Chewbacca) allowed Enron to keep $600 million in debt 

       off of the books it showed to the government and to people who own Enron 


       stock. 



f.     When this debt did not show up in Enron's reports, it made Enron seem 


       much more successful than it actually was. In addition, Enron attracted big 

     
       investors by promising them that they would receive secret information about 

       the company that was not being given to the government or the public. This 


       secrecy violated laws intended to ensure that all investors have full access to 


       accurate information about publicly traded companies.


g.     In December 2000, Enron claimed to have tripled its profits in two years. 


        However, there were warning signals indicating the coming collapse as 


        early as March 2001. 



h.     On March 5, 2001, Fortune magazine writer Bethany McLean published an 


        article that questioned Enron's method of making money. In August 2001, 

        Enron vice president Sherron Watkins sent an anonymous letter to the CEO           

        of Enron, Kenneth Lay, describing accounting methods that she felt could 


        lead Enron to "implode in a wave of accounting scandals." 



i.      In August 2001, CEO Kenneth Lay sent e-mails to his employees saying that 

        he expected Enron stock prices to go up. Meanwhile, he sold off his own 


        stock in Enron. 



j.      The real collapse began when, on October 16th, Enron announced a loss of 


        $638 million, partly due to the failure of its Internet investment. 



k.     On October 22nd, the Securities and Exchange Commission (SEC) 



        announced that Enron was under investigation. On November 8th, Enron 


        said that it has overstated earnings for the past four years by $586 million                             

        and that it owed over $6 billion in debt by next year. 



l.     With these announcements, Enron's stock price took a dive. This drop 


        triggered certain agreements with investors that made it necessary for Enron              

        to repay their money immediately. When Enron could not come up with the   

        cash to repay its creditors, it declared for Chapter 11 bankruptcy.


m.    In November 2004 Enron emerged from bankruptcy and in September 


        2007 sold off its last remaining business line.  In early 2007 Enron changed 


        its name to Enron Creditors Recovery Corporation, reflective of its status as 


        a  (largely) asset-less shell corporation with the stated mission to “reorganize 

        and liquidate the remaining assets and operations of Enron following one 

        of the largest and most complex bankruptcies in U.S. history.
”

3.
Tyco scandal (Factual description of events and timeline extracted 



from Your Wealth. Greenwich Financial Management. February 21, 2005
. 

a.     The Securities and Exchange Commission began an investigation into 

        Tyco's accounting statements in early 2002.

b.     The SEC discovered that Dennis Kozlowski, Tyco's CEO, and Mark Swartz, 

         its CFO, had received over $170 million in loans from Tyco without having 
         these approved by Tyco's compensation committee or disclosing these loans 

         to shareholders. The loans carried zero or low interest rates.  Special 
     
 
         "bonus" payments later erased most of these loans.

c.        Kozlowski and Swartz were also found to have made in total over $400 
   
           million in stock sales without disclosure. 

d.       On June 3rd, 2002, Kozlowski resigned as CEO, for "personal reasons."  


e.       On June 10th , Tyco fired its senior counsel, Belnick.  On August 1st, 

          Swartz resigned.  

f.       The SEC made formal charges against Kozlowski, Belnick and Swartz on  
     
          September 12th, 2002.

g.       Total losses from the fraudulent practices are estimated at $600 million. 



h.       L. Dennis Kozlowski, the former CEO of Tyco International Ltd., and 


          former Tyco finance chief Mark Swartz were sentenced on September 19, 


          2005 to up to 25 years in prison for stealing hundreds of millions of dollars 

          from the company. State Supreme Court Justice Michael Obus ordered 


          Kozlowski and Swartz to pay a total of $134 million in restitution; in    


          addition, Kozlowski was fined $70 million, Swartz $35 million.
Supplemental Considerations:
In addition to the examples provided in the previous discussions, examples of Crises of skewed management values; Crises of management deception; and Crises of management misconduct abound.  The instructor may wish to provide additional descriptions and the following Web Links provide supplemental information:

Arthur Anderson

Common Dreams.org. Dishonesty, Greed and Hypocrisy in Corporate America by Huck Gutma. http://www.commondreams.org/views02/0712-02.htm
Arthur Andersen and Enron: Positive Influence on the Accounting Industry by  Todd Stinson http://faculty.mckendree.edu/scholars/2004/stinson.htm
Worldcom

Associated Content Business and Industry. WorldCom Scandal: A Look Back at One of the Biggest Corporate Scandals in U.S. History by Kyle Vataska. http://www.associatedcontent.com/article/162656/worldcom_scandal_a_look_back_at_one.html?cat=3
Worldcom News: Questions, Answers and Updates. Latest Worldcom Headlines. http://www.worldcomnews.com/
Ford Bridgestone/Firestone 

Workers World.com. Ford Bridgestone/Firestone Scandal.
http://www.workers.org/ww/2000/bridgestone1109.php
CNN Money. Firestone Spreads Blame. September 11, 2000. http://money.cnn.com/2000/09/11/companies/bridgestone/
Exxon Valdez Oil Spill

History and facts, Valdez, Alaska. Exxon Valdez Oil Spill. http://www.valdezalaska.org/history/oilSpill.html
Anchorage Daily News. March 24 – 29, 1999. Legacy of the Exxon Valdez Oil Spill.  http://www.adn.com/evos/evos.html
Above Web Sites accessed April 27, 2009.
Objective 21:7: Describe the strategies for managing the three management induced crises: Crises of skewed management values; Crises of management deception; Crises of management misconduct. 

Requirements:

Present the material by means of lecture and discussion as necessary.

Remarks: 

I.
Lerbinger proposes separate strategies for managing the three categories 
management 
induced crises, however the differences are minimal and all are primarily 
focused on corporate governance as a largely preventive measure to guard against Crises 
of skewed management values; Crises of management deception; and Crises of 
management misconduct.  For the purpose of this course, a combined set of strategies are 
proposed for managing all three categories of crises. Although, Lerbinger includes 
corporate governance as a separate and distinct strategy (as will be discussed shortly), 
within the context of this course corporate governance is an umbrella term which 
subsumes the other strategies. 
II.
Management strategies.


A.
Multiple definitions of corporate governance can be found in business 



literature. Two example definitions are provided (Power Point slide 21 - 15):


1.   "Corporate Governance is concerned with holding the balance between 


       economic and social goals and between individual and communal goals. 


       The corporate governance framework is there to encourage the efficient use 


       of  resources and equally to require accountability for the stewardship of 


       those resources. The aim is to align as nearly as possible the interests of 


       individuals, corporations and society.
" 

2.    “Corporate governance refers to the broad range of policies and practices 

        that stockholders, executive managers, and boards of directors use to (1) 

        manage themselves and (2) fulfill their responsibilities to investors and other 
   
        stakeholders.
” 

Possible Discussion Questions:

What do these definitions mean to you?

What are the similarities and differences in the definitions?

Although both definitions apparently are directed at major corporations (businesses) do the definitions also apply to medium and small business entities?

B.
Lerbingers’s four crisis management strategies for management induced 


crises
 - (1) Reevaluate risk analysis premises, (2) revise corporate culture, (3) 


broaden corporate governance, and (4) institute a system of social accountancy – 


address interventions to mitigate basic causes of such preventable crises. 
III.
Reevaluating risk analysis premises.

A.
Risk management and its sub functions: Risk assessment, BAA, BIA, Risk 

communication and Risk-based decision making are the foundation of a 
        
        
BCCM program.  

1.
Risk management is dynamic and requires continual attention if an 



organization is to remain crisis-prepared.

B.
Public perceptions and sentiments towards risk and risk management change 
over time and must be considered in the current context. Risk management 
controls considered appropriate at one point in time may no longer be adequate 
for changing risks and /or the public perceptions of risk. 

Possible Discussion Questions: 

Can you think of any examples where the risk associated with public sentiment, expectations, and perception has necessitated changes in the risk management and crisis management strategies of businesses?

1. An excellent example is the Exxon Valdez disaster and crisis. Exxon, the entire oil industry, the government, and the public in general had been lulled into a sense of false security due to a relatively oil spill-free period in the 1980s.

a. Controls were relaxed, and as a result, basic and immediate causes were not mitigated and none of the responsible response organizations were adequately prepared. 

b. Indicative of the public’s outrage after this preventable disaster are the requirements imposed by the Oil Pollution Act of 1990. Any oil company that fails to recognize that it must increase its controls to prevent and respond to oil spills in light of new regulations and public expectations is gambling with its very survival.


2.
A second example is the Sarbanes Oxley Act (July 30, 2002) also referred to as  


the public company accounting reform and investor protection act. “It was passed 


in response to high-profile business failures, such as Enron and WorldCom, in 


order to reinforce investment confidence and protect investors by improving the 


accuracy and reliability of corporate disclosure.
” 


a.    The details of Sarbanes Oxley go far beyond the scope of this session, 



       however, in short, the Act lays out corporate responsibilities for financial 


       accounting practices and certification, protection of electronic records, audit 


       requirements and penalties for intentional (criminal) fraud.  Organizational 


       leaders (The CEO and CFO) have personal responsibility for and must 


       personally sign their financial statements


b.    The Act has been criticized as a costly and unnecessary government 


        intrusion into corporate management that can place U.S. corporations at a 


        competitive disadvantage with foreign firms, driving businesses out of the 


        United States.

Possible Discussion Question:
Based upon the illegal behavior of major corporations such as Enron, Tyco and Worldcom is Sarbanes Oxley a too costly and unnecessary government intrusion into corporate management?
IV.
Revising corporate culture.
A. General considerations.

1. Corporate culture is a central concept in the writings (Transforming the Crisis-Prone Organization (1992) and We’re so Big and Powerful Nothing Bad can Happen to Us (1990)) of Ian Mitroff and Thierry Pauchant, and Managing Crises Before they Happen (2001) of Mitroff and Gus Aganos who are widely recognized for their investigation and research on corporate crises. 

2. Mitroff and Pauchant define corporate culture as “the set of rarely articulated, largely unconscious, taken-for-granted beliefs, values, norms, and fundamental assumptions the organization makes about itself, the nature of its people in general, and its environment.
”
3. From this definition comes the importance of corporate culture as the largely unwritten rules that govern the individual and collective behavior of an organization in its internal and external interactions.

4. In the context of this course, corporate culture is a primary determinant of an organization’s commitment to and planning for BCCM. 

B. The “onion model of crisis management” (Power Point slide 21 – 16) as presented by Mitroff and Pauchant represents the various layers (or stages) of crisis preparedness
.
1.
The layers.
a. The outer level – (4) organizational strategies – represents the plans, mechanisms, and procedures for crisis management. For the Exxon Valdez disaster, plans, mechanisms, and procedures were in place on paper but not in actuality.

b. The next level – (3) organizational structure – represents the dedicated infrastructure necessary for developing and revising organizational strategies and putting them into practice. For Exxon, the organizational strategies were compliance-driven but were not supported by structure. The oil spill response plans did not reflect reality and were not adequately exercised and tested.

c. The next level – (2) organizational culture – is the underlying set of beliefs and philosophy that shapes the outer layers which are the visible indicators of crisis preparedness. Mitroff and Pauchant identify a list of 31 different rationalizations (Power Point slide 21 - 17)
 that, in different combinations and degrees of belief, shape the organizational culture with respect to crisis management.

(1) These 31 rationalizations are grouped in four loosely defined categories: (1) properties of the organization, (2) properties of the environment, (3) properties of the crisis themselves, and (4) properties of prior crisis management efforts.
Possible Discussion Question:

How do these rationalizations fit with the corporate cultures of the organizations discussed in this course?

d. The inner level – (1) character of the individuals working for organization – represents the individual defense mechanisms or mental models of the internal and external environment that influence the corporate culture. 

2. Rearranging the layers of the onion model.

a. One can argue that the model should be changed to place culture as the innermost layer, essentially arguing that organizational culture shapes the character of the individuals in the organization rather than the individuals shaping the culture.

b. This is somewhat of a “what came first, the chicken or the egg?” argument. Individuals may be able to change corporate culture, but it is no easy task. Corporate cultures are formed over long periods of time and can be quite resistant to change. 

c. The essential point in the context of crisis management and organizational continuity is that efforts must be devoted to changing the culture to dispel faulty rationalizations and dysfunctional individual defense mechanisms.

d. As was the case with Exxon, concentrating on the outer layer and developing strategies and plans that are not supported by infrastructure, and more importantly individual and organizational commitment, will not result in crisis-preparedness.

C. Realigning business ideology.
1. Lerbinger proposes a “double bottom line,” one financial and the other social, as an essential element of a corporate culture that values and provides a balance between financial and social performance
.

2. The necessity of this balance is not argued; however, the separation between financial and social performance is not as distinct as portrayed.
Possible Discussion Question:
Are the goals of social performance reflecting the responsibility to all stakeholders necessarily contradictory to the strategic goals of organizational survival and profitability?

a. In the short term, the goals may well appear to be contradictory as current profit is reduced to support longer-term goals. However, in the long-term (strategic) view, the strength and profitability of an organization should be improved by attention to the social as well as the financial environment.

b. A proactive crisis manager must be able to tie current expenditures to long-term survival and profits to obtain top-level support and reshape the corporate culture.

D. Valuing the environment as part of corporate culture.

1. The Coalition for Environmentally Responsible Economies (CERES) Principles are an expression of the movement to incorporate environmental values into corporate cultures.

2. CERES origins.
a. Although the Exxon Valdez disaster (March 24, 1989) was the precipitating event for the development of the CERES Principles, the roots of these principles go back to the environmental movement of the 1960s (The Silent Spring of Rachel Carson), the Sullivan Principle of 1977, which used investor resolutions to convince businesses to sever ties with South Africa, and the creation of environmental investor funds in the mid-1980s.

b. The mission of CERES, as stated at the first meeting in April 1989, was to “coordinate an investment response to the environmental crisis from the public sector,” and the founding goals were “to guide the allocation of capital, influence corporate behavior, and create public support for environmentally sound policies.
”  The current mission (as of April 28, 2009) is stated as” Integrating sustainability into capital markets for the health of the planet and its people.
”
c. In September 1989, CERES announced the “Principles” (originally named the “Valdez Principles”), which reflected the consensus of numerous environmental groups. Absent from the original principles was the input of and review by businesses. The lack of participation in the development of the Principles has contributed to their lack of widespread acceptance in the private sector.

d. In December 1989, corporate America was provided the opportunity to “weigh in,” with 15 corporations attending a CERES-sponsored review meeting and another 60 providing their input.

e. By 1993, 54 companies had endorsed the CERES Principles.

3. CERES today.
a. According to the CERES Internet site (http://www.ceres.org About CERES), CERES today is:

(1) Ceres is a coalition of investors, environmental organizations and public interest groups united to advance corporate responsibility. The coalition engages directly with companies on environmental and social issues.
(2) The institutional home of the CERES Principles: a ten-point code of corporate environmental conduct to be publicly endorsed by companies as an environmental mission statement or ethic. Imbedded in that code of conduct was the mandate to report periodically on environmental management structures and results.
(3) A network of over 84 corporate endorsers of the CERES Principles, representing a multitude of industries and nine Fortune 500 firms. 

(4) A forum for multi stakeholder dialogue and an advocate of corporate environmental responsibility. 
b.   The efforts of CERES do not end with the CERES Principles.  Launched  in     

      1999 and established in 2002, the Global reporting Initiative (GRI), is now   

      the de-facto international standard used by over 1300 companies (as of April 
      28, 2009) for corporate reporting on environmental, social and economic 
      performance. 

E. Incorporating environmental management into corporate culture.

1. Hunt and Auster’s 1990 Sloan Management Review article Proactive Environmental Management: Avoiding the Toxic Trap
, lays out a series of five developmental stages of corporate environmental management programs.

a. At one end is the “beginner” stage with no protection against environmental risk. At the other, the “proactivist” with a fully integrated and resourced program that actively manages environmental matters on a daily basis. 

b. Between are the progressively developed stages of “fire fighter,” “concerned citizen,” and “pragmatist.”

2. Important to the consideration of corporate culture are the “seven keys to protecting your company” that are included in the “proactivist stage
” (Power Point slide 21 - 18):

a. Obtaining top-level support and commitment.

b. Establishing corporate policies that integrate environmental issues.

c. Establishing interfaces between corporate and business-unit staffs that reflect the corporate culture and develop trust throughout the organization.

d. Developing a high degree of employee awareness and training that supports an environmentally conscious culture throughout the organization.

e. Implementing a strong auditing program to assess progress and compliance.

f. Establishing a strong legal base for the environmental program through general counsel involvement and reporting.

g. Establishing ownership of environmental programs at all levels of the organization.

3. All of these “seven keys” support the establishment of environmental awareness and concern as part of the organization’s culture.
4. The article concludes with the important assessment of environmental management as a strategic consideration. 

a. The competitive nature of the marketplace necessarily causes businesses to place a priority on those programs that support their competitive advantage.

b. Environmental management generally has a negative effect on the bottom line in the short term, but managers must look to the longer term to recognize the benefits.

c. If neglected for short-term economic goals, environmental problems can seriously jeopardize profits and public image for years.

d. “While investment in proactive environmental management requires time, effort, and money, the rewards go beyond short-term financial statements. Proactive environmental management means responsively addressing business, moral, and social obligations to protect both a company and the environment.
”
I. Improving corporate governance.
A. General considerations.

1. The board of directors provides direction and control to a corporation and is the highest decision-making authority.

2. While boards of directors are predominantly chaired by the CEO, their focus and composition have undergone significant changes in the past quarter century.

B. Changes in corporate governance (noted by Ferry in Boardrooms Yesterday, Today and Tomorrow
).

1.
Board composition.
a. Corporate boards of directors of the early 1970s were dominated by insiders, including corporate officers, consultants, and other members who were beholden to the company they directed and did little more than rubber stamp the CEO’s decisions and actions.

b.
In 1973, 57% of boards were comprised of 10–15 members, with almost all including 4–6 executives who worked for the corporation and 2–3 who, although outsiders in name (consultants, suppliers of services, or customers), would be classified as insiders today.

c. Since 1973, and particularly in the 1990s, the number of inside directors has dropped. Today in the United States, the average board is dominated by outside directors who hold 9 of 11 seats, and these outside directors are almost universally barred from doing consulting, legal, or other business with the company.

2. Independent committees.
a. As the composition of the boards changed, independent auditing, compensation, and nominating committees also emerged.
b. Audit committees are now 100% composed of outsiders, and, today, 74% of all boards have a nominating committee composed of entirely outside directors.

3. Diversity.
a. The traditional board of directors of the 1970s was comprised of white males. In 1973, one or more females sat on 11% of the boards and one or more ethnic minority members sat on 9% of the boards.

b. In 1998, the percentage of boards with representation of one or more females had risen to 72% and the percentage of boards with representation of ethnic minorities, to 55%. 

4. Evaluating performance.

a. A situation almost unheard of 25 years ago, 72% of boards now have a formal evaluation process for the CEO.

b. 58% of boards have a committee of outside directors who review and report on overall corporate governance and the operations of the board of directors.

C. What this means now and in the future.

1. Clearly, outside directors are gaining power and greater responsibility for corporate strategic decisions.

2. No longer can the CEO act independently and force her/his will on the board, expecting blind acceptance.

a. Albert Dunlap (mentioned earlier in the session) learned this the hard way. When confronted by the Sunbeam board concerning accounting inconsistencies, Dunlap stated “I’m much too rich and much too powerful to take this s&%t from you.
” Within days, Dunlap was dismissed. 

b. Although not directly related to the social issues surrounding Dunlap’s tenure as Sunbeam’s CEO, the decision and ability of the board to fire Dunlap indicates a shift in the corporate governance power structure.
3. Areas these outside directors are “most involved in today include long-term strategy, management succession, CEO evaluation and compensation, crisis management, and issues that focus on shareholder interests
” 

4. Lerbinger
 comments on the growth of “public policy” board committees who are, at least in name, concerned with public and social matters which consider not only stockholder, but stakeholder (outsider) issues and concerns as well.

II. Engaging in social accounting.
A. General considerations.

1. Lerbinger
 explains social accounting and the accompanying idea of a social audit as means of supporting the “managerial creed” by providing a measure of social benefits and social costs created by a organization in the course of their operations.

2. Numbers and degrees of accounting, audits, and reporting in the late 1990s are underwhelming at best according to Lerbinger’s writings.

B.
Background (based on Marx’s article Corporate Social Performance Reporting.
)
1. John and Lewis Gilbert are credited with being the pioneers of shareholder activism in the 1930s. The Gilberts attended thousands of corporate annual meetings and raised questions about economic and social matters.

2. Within the general public, corporate responsiveness to a broadening range of social issues grew rapidly in the late 1960s.

3. In the early 1970s, corporate meetings were marked by increasing numbers of shareholders resolutions covering topics such as nuclear power and weapons, involvement with South Africa, affirmative action, and environmental concerns. 

a. These resolutions were championed by a diverse group of supporters including individual activists, academics, labor unions, pension funds, and numerous religious groups.

b. The supporters pressured corporations to audit their social activities and report the results to the public.

c. “A number” of major corporations actually began reporting on their social philosophies and programs in their annual reports, advertising, and special corporate publications.

d. In general, the reporting of the 1970s was characterized as “by no means universal, nor is it comprehensive, nor is it always credible, nor is it always interpretable even though it may be believed.
”
e. A 1974 survey of 750 companies received 284 responses, of which 76% reported internal efforts to assess their social activities. Less than half of those claiming to accomplish social assessments actually reported the results to the public. 

f. Marx’s article states that although these reports were important communications tools in the public affairs arena, “little is known about them today, or what has transpired since the early 1970s.
”
4. In 1991 and 1992, Marx initiated another study of corporate social reporting, surveying over 250 Fortune 500 companies.

a. Marx received 139 responses that led to the general conclusion that the vast majority of the companies responding had never published a comprehensive report of the major social issues affecting them.

b. The predominant reason for not publishing a report was that the social issues were discussed in other corporate publications and reports. Marx’s investigation of these “other” publications and reports indicate that coverage of social issues ranged from a few paragraphs to a ten-page discussion of environmental issues.

c. Marx reports that, in his survey of corporations, he found the General Motors Public Interest Report to be a unique public affairs document. 

(1) This comprehensive report has been published annually since 1971 and was given the name “Public Interest Report” in 1976.

(2) the Public Interest Report, which had a 70,000-copy distribution in 1991, is a valuable source document for General Motors executives. Marx states that the CEO of General Motors always carries two documents – the annual stockholder’s report and the Public Interest Report.

5. The price of social accounting.

a. Social accounting and adherence to the “managerial creed” comes with a financial cost that is not necessarily the burden solely of corporations.

b. Corporations have the strategic goal of profitability and must pass along some reasonable portion of the cost of doing business to the customer and the general public.

c. Lerbinger makes the essential point that “All stakeholders, including the general public, must be willing to accept one of the basic tenets of social accountancy, namely, a willingness to recognize and pay for the full social costs in the price of goods and services offered in the marketplace.
”

Possible Discussion Questions:

How much of the financial costs for improved social programs should be passed along in increased prices for consumers?
Should there be some standard of reasonable profit level that determines exactly how much goods or services should cost? 
If Exxon had determined the cost of instituting multiple controls to both prevent and control the consequences of a major oil spill in Prince William Sound and informed the general public that its share of these costs was $0.10 per gallon of gasoline, how do you think the population in the Prince William Sound area and the general population would have reacted?
If the public refused to pay its share for the controls, would Exxon be obligated to implement the controls and pay the entire cost?

Supplemental Considerations:

The next session will address business ethics which is a logical follow on from this session.
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