
Session No. 16

Course Title: Business Crisis and Continuity Management

Session 16:  Training, Testing, and Exercising in support of a BCCM program and plans
Time: 1.5 hrs


Objectives:

16.1   State the goals and scope of training, testing and exercise programs as part of the 
          overall BCCM  program and planning development, maintenance and improvement 

          process. 

16.2   Explain the target audience(s) and general content and conduct of an awareness and 

          training program supporting the BCCM program and plans
16.3   Explain the purpose of and structure of BCCM plan test and exercise program.

16.4:  Explain the objectives and purpose for an After Action Report (AAR) process following a 

          drill and/or exercise.


Scope:  
The Instructor will lead a class discussion of necessity for and the composition of an integrated training and exercise program that supports the development of personnel to structure, maintain, revise and improve a comprehensive BCCM program and its component functions and plans and integrates with community preparedness and response operations.  Different levels of training from general awareness through operational competency development, and progressive levels of exercises from table tops through full scale exercises will be covered.  The importance and application of an after action review process will be covered.

Readings:

Student Reading: 

ASIS. (2005). ASIS Business Continuity Guideline. Section 12.1 Testing and Training Pages 26 – 30. Retrieved February 16, 2009 at: http://www.asisonline.org/guidelines/guidelinesbc.pdf
Yardis, Susan. Designing a Business Continuity Training Program to Maximize Value and Minimize Cost.  White Paper retrieved from the Continuity Central Web Site on February 16, 2009 at: http://www.continuitycentral.com/bctrainingandawareness.pdf . Included as a handout for this session.
Instructor References/Reading:
ASIS. (2005). ASIS Business Continuity Guideline. Retrieved February 16, 2009 at: http://www.asisonline.org/guidelines/guidelinesbc.pdf
Emergency Management Principles and Practices for Healthcare Systems. The Institute for Crisis, Disaster and Risk Management (ICDRM) at The George Washington University (GWU); for the Veterans Health Administration (VHA)/US Department of Veterans Affairs (VA). Washington, D.C., June 2006. Module 4.2 Education, Training, Drills and Exercises. Retrieved February 16, 2009 at: http://www1.va.gov/emshg/
FEMA Independent Study Course. IS 139 Exercise Design. Retrieved on February 16, 2009 at: http://training.fema.gov/EMIWeb/IS/is139.asp
Iyer, Raja K., and Diez, Rodolfo. 1997. Training Your Business Continuity Teams. Disaster Recovery Journal. Vol. 10, No. 3. Retrieved February 16, 2009 at: http://www.drj.com/articles/sum97/iyer.htm.

Yardis, Susan. Designing a Business Continuity Training Program to Maximize Value and Minimize Cost.  White Paper retrieved from the Continuity Central Web Site on February 16, 2009 at: http://www.continuitycentral.com/bctrainingandawareness.pdf . Included as a handout for this session.


General Requirements:
Session handouts are provided for the Instructor’s use if desired. 

Objective 16.1:  State the goals and scope of training, testing and exercise programs as part of the overall BCCM program and planning development, maintenance and improvement process. 
Requirements:

Present the material by means of lecture and discussion as necessary.

Remarks:

I. The need to train personnel and test plans through drills and exercises has been mentioned numerous times in earlier sessions.

A. Training requirements exist at all points in the overall BCCM framework going back to the functions and sub functions of overall enterprise level management and risk management and extending  through the functions of business resumption, recovery, restoration and transition. The inclusive term training, including general awareness training for all employees and selected stakeholders,  and extending to focused skill development for selected individuals and teams is a necessary foundation for program and plan testing, maintenance and improvement. 
B. Effective plan testing requires a continuum of drills and exercises from simulations and walk-throughs to full operational exercises.

C.  Referring back to John Laye’s BC steps 7 and 8: Awareness and Training, and 

Maintaining and Exercising Plans; it is important to emphasize and manage the possible negative connotation of the term “test.”

1.
By the dictionary definition, a test is “the means by which the presence, quality or genuineness of anything is determined.
”   This may conjure images of personal evaluation and the possibility of failure which can be counterproductive to the goal of developing, maintaining and refining a BCCM program and its supporting plans and components. To counter this perception, it is absolutely necessary to stress that the testing is directed toward validation and improvement of the program and plan and not to the individuals’ and teams’ roles and performance. 
2.
From the course authors’ perspective, the term test can be an unnecessary distraction from the goal of developing the capability to deal with disruptive events in an orderly, efficient and effective manner.  For that reason and the wide practice of using the terms test and exercise interchangeably, the author considers it best to use the term exercise. 

3.
Obviously, training and exercising consume resources with the expectation that the time and money spent are being put to good use.  To this end, experiences need not only to be challenging and be based upon specified objectives consistent with the overall BCCM program, but also need to been encouraging and rewarding to all involved.  It never hurts to thank training and test (exercise) participants for their efforts and to solicit their feedback on needed improvements in process, content and results.
II. The overall goal of this awareness, training, and exercising is to inform employees and appropriate stakeholders as to the purpose and structure of the enterprise wide BCCM program and to assist individuals and teams develop and maintain necessary skills to meet their BCCM related responsibilities (awareness is considered as a component of more the more inclusive term training and is intended to provide foundational context and knowledge of the BCCM program and plans). Specifically, the awareness, training and exercising function is intended to: (Power Point slide 16 – 2)
A. Inform and engage all personnel in the planning process at an appropriate level.
B. Inform personnel of their responsibilities before, during, and in the aftermath of disruptive crisis events.

C.  Provide personnel with the resources and skills they need to meet their 
      responsibilities. 

D.  Test (exercise) the results of their efforts and involvement for the purpose of 
     continual program and plan improvement.

III.
The assigned student reading for this session includes Susan Yardis’ white paper  
Designing a business continuity training program to maximize value and minimize cost. 
A.  In her white paper, Ms. Yardis focuses on the two predominant objections to 
      devoting  sufficient resources to training and awareness efforts.
 
     1.  ”We don’t have the resources to develop and deliver custom training and
          awareness content because:
         a.   Business continuity personnel have competing responsibilities and    

               requirements, and
          b.  The expense of outsourcing the development and delivery of training exceeds 
               budgetary constraints.

     2.  The business areas have ‘a business to run.’ Participating in a training event is too 
          time consuming and is therefore a low priority”.
B.  Ms. Yardis’ white paper details a series of steps and procedures to counter the 
      above objections by establishing the value while controlling the costs of an 
      awareness and training program and reaches the conclusion that to minimize the 
     objections:
  
    1.   “Organize the training and awareness development effort. Understand that 
                      formal training courses are not the only method of increasing knowledge and 
                      readiness.   

                      Recognize that technologies and passive reminder mechanisms can deliver on   

                      demand awareness without taking the business continuity professional away from 
                      his or her most important task – developing and maintaining business continuity 
                      strategies.


     2.  Developing training and awareness content and tools does not have to be a time 
                      intensive process. Participating in training doesn’t either. Create delivery 
                      mechanisms that deliver training on demand, and remain clear and concise when 
                      delivering content to business stakeholders.
”
Possible Discussion Questions:

Ms. Yardis’ white paper provides a list of 5 ways to establish value for a training and awareness program – Is this list complete and realistic? Can you think of any other points to establish value.

The white paper also lays out a series of steps to primarily through training and awareness curriculum development and delivery -  Are these steps sufficient?  Are the services of a training specialist required to develop, design and deliver training and awareness content or can that be accomplished by any employee or consultant?  How effective and efficient are each of the training and awareness delivery methods listed in the white paper?  

Objective 16.2: Explain the target audience(s) and general content and conduct of an awareness and training program supporting the BCCM program and plans. 

Requirements:

Present the material by means of lecture and discussion as necessary.

Possible Discussion Questions:

Who are the stakeholders (internal and external to the business) who should have an awareness of the purpose and structure of a businesses’ BCCM program and plans?

Who are the external stakeholders that should be involved in BCCM planning and what are their roles in response and recovery operations in support of the BCCM program and plans?

Remarks:

I. Awareness and training to initiate the planning process.

A. Awareness and training starts with top-level management. Their buy-in and support is essential to the planning process.

1. They must understand their responsibilities, the necessity and scope of resources required, the overall process to be followed, and their required level of involvement.

2. Although not normally thought of as training, building awareness of top-level management through briefings and reports on the risk management function and sub functions and other BCCM functions should be structured to meet specific objectives. One of these is to keep managers engaged and committed to the planning process. 

B. Initial awareness and training requirements do not end with top-level management. The BCCM planning process involves every member of the organization and external stakeholders.

1. Awareness training for all employees should include an overview of the planning process and its objectives and an expression of top-level management’s support. 

a. Ideally, training sessions should include a representative of top management (possibly the vice president of the functional area) who expresses this level of support.

b.
Alternatively, awareness training should at least include top-level management’s written statement of necessity and support for business contingency planning.

2. External stakeholders (e.g., stockholders, investors, and community responders and other members) should also be provided an appropriate level of awareness training.

a. Face-to-face training sessions are probably impractical for reaching all stakeholders, so alternatives such as a letter from top-level management and Internet sites should be considered.

b. Regardless of the method chosen, provisions should be made for receiving stakeholders’ input and reaction, thus establishing a level of communication rather than merely presenting information (delivering a message). 

3. Such initial awareness training should help promote the open and honest communication and cooperation necessary for the planning process.

II. Planning committee (team) and functional team training.
A. In addition to general awareness training, the individuals assigned to the overall planning team and the leaders of the various functional response and business continuity teams require specialized training.
B. Initial training should include the following elements
:
1. The overview of the planning process and how it relates and augments corporate policies and procedures.

2. Objectives and assumptions of the plan – these will generally start with a straw man reflecting the global view of top-level management that will be refined over time.

3. An overview of liabilities and regulations pertinent to the organization.

4. Business guidelines and an understanding of core business functions and processes.

5. A conceptual understanding of critical business functions and processes, support technologies, and essential records requirements.

C. Planning methodology training focusing on the procedural aspects of developing and implementing the overall and functional area business contingency plan(s) including:

1. Any project management methodologies and tools that are chosen to guide the overall and functional area plans development. This might include plan formats, a table of contents, a list of required elements, timetables for completion, etc.

2. Resources, including internal personnel, consultants and software that will assist in developing, testing, and maintaining the business contingency plans. 

III. Plan specific training (the who, what, when, where, and how of the overall and functional area plans) for everyone assigned a responsibility in the plan(s).

A. Generally, this will include every individual in the organization, since everyone is affected by the plan. For individuals without specific responsibilities, training may be limited to an overview (awareness) of the total plan, including plan testing, and the functional area(s) they work in.

B. For individuals (designated team leaders, members, and alternates) with specific roles and responsibilities, training should extend to:

1. Those specific roles and responsibilities in the execution of the plan.

2. Interdependencies of the various functional area plans.

3. The on-going evaluation and maintenance of the overall and functional area plans.

IV. Pre- and post-exercise training.

A. Even with the best training for all involved, it is still necessary to exercise the plan to validate the strategies and procedures chosen. “An untested plan is worth only the paper it is printed on!
” 

B. Prior to exercising the plan, everyone who will be affected should receive overview training on the purpose, method, and scope of the exercise.

1. This training should extend to external stakeholders who will be affected. 

2.
The possible discussion question “Who are the stakeholders (internal and 

      external to the business) who should have an awareness of the purpose and 

      structure of a businesses’ BCCM program and plans” was proposed at the 

      beginning of this objective.  With respect to external stakeholders some possible 

      responses include:
a. Emergency responders – fire department, police, EMS.

b. Other businesses – particularly those involved in reciprocal agreements or alternate site providers.

c. Local leaders and the local community.
d.
Stockholders, board of directors, insurance providers.
C. Pre-exercise training topics for individuals with specific roles and responsibilities should include:

1. Detailed exercise criteria, procedures, and schedules.
2. Developing objectives and scenarios.
3. Methods and criteria for exercise evaluation.
4. Plan revision based upon exercise experiences and evaluation.

D. Post-exercise training topics for everyone affected should include:

1. General and specific lessons learned.
2. What will happen (plan modification, changing alternate sites, revised procedures, etc.) resulting from the exercise and its evaluation.

a. It takes considerable time and effort to develop and exercise plans. The individuals involved deserve to know the results of their efforts.

b. External stakeholders also have an interest.

3. Plans for the future. Exercising and refining the plan is not a one-shot effort. It is a continuous process.

4. The opportunity for exercise participants to express their reaction to the exercise and to process the experience. 
Supplemental Considerations:
None

Objective 16.3:  Explain the purpose of and structure of BCCM plan test and exercise program.

Requirements:

Present the material by lecture and discussion as necessary.
A handout – test checklist and questions – is included for use in reviewing the topic of plan testing if desired.

Remarks:

I. General.
A. The exercising of BCCM plans involve a continuum of drills and exercises from small-scale simulations and walk-throughs to full operational exercises.

B. The primary purpose of an exercise program is not to meet some externally or internally imposed requirement, but to improve the organization’s policies, procedures and resulting plans in order to adequately prepare for disruptive events.  To meet this purpose, a continuum of drills and exercises are conducted, evaluated and reviewed with pre-established objectives in mind. In general terms, these objectives include: (Power Point slide 16 – 3)
1. A check to ensure completeness and accuracy of plan information and procedures.
2. Determining the feasibility and compatibility of backup procedures.

3. Identifying areas in the plan that require modification.
4. Providing experiential (hands-on) training to personnel in their specific responsibilities.

5. Demonstrating to internal and external stakeholders the ability to respond and recover.
6. Maintaining organizational visibility for and support for crisis management and business continuity functions.

C. Exercises should be based on realistic and plausible scenarios that allow these objectives to be met. 

II. Types of exercises and drills.

A.  The ASIS Business Continuity Guideline document (pages 26 – 30) includes a list  

      of  different types of “Tests and Exercises” (Orientation, Tabletop, Functional, and 

      Full Scale) along with a short description of the Goals, Benefits, Issues and Needs of 

      each. It may be beneficial to review the very concise and complete ASIS content with 

      the students as an introduction to this topic and to familiarize the students with the 

      ASIS Guideline resources.  The following types of exercises with a short description

      of each supplement the ASIS listing.
B.   Drill

       1.  A supervised and narrowly focused activity which addresses a singular 

                        component of an organizations overall BCCM plan. 


      2.   An example of a drill is an evacuation drill or a shelter in place drill which 
                        focus on personnel safety actions and accounting for personnel in and following a 

                        physical emergency scenario. 

3.    Drills, like exercises, can be phased from introductory drills with prior 
       announcement and included instruction (walk throughs) to un announced drills 

       with increased realism such as the lack of lighting, closing off egress routes, 
       setting off smoke in impacted areas, etc. 
4.    Drills are usually scheduled and conducted to maintain a desired level of 

       proficiency and/or comply with laws/regulations (e.g. local fire codes)  and 
       can help identify particular personnel issues such as people who are unable to 
       walk down stairs or have particular disabilities or anxieties and require assistance 

       during emergency situations. 
5.   As a class or small group exercise, to tie the topic of this session back to the    

      previous sessions and the topic of planning, it may be instructive to expand on the 
      structure and use of drills by asking the following questions and having the entire 
      class or small groups of students respond to the following questions for an 

      evacuation drill of their classroom:
      a.   What is the overall goal (desired outcome) of the evacuation? 
      b.   What are the objectives and their measures that are derived from the overall

             goal? 
      c.    How can these objectives be used to evaluate the conduct and results of the 

             evacuation drill?
      d.   What are the assumptions that are made in developing the plan for the 

             evacuation of the classroom? 

       e.   How would the evaluation of the evacuation drill impact the existing

             evacuation plans?


f.   How would the evaluation of the evacuation drill impact future awareness, 

             training and exercise priorities and content?

B.   Desk check exercise.

1. A paper record check and interview-based exercise.

2. A review (verification) of contact information and procedures within the functional area plans that should be accomplished immediately after the plan is developed and on an as necessary basis thereafter. 

3. Results in minimal disruption of day-to-day operations and is the starting point for comprehensive plan exercising.

C.  Tabletop exercise.

1. Presentation of a scenario to a team, followed by a discussion of how team members will meet their individual and collective responsibilities.

2. Often used with top-level management (the crisis management team) to investigate information requirements and flow and decision making. 

3. Provides a cost-effective means of identifying areas of conflict and overlap in a relatively nonthreatening environment that does not require significant investment of time and resources.

4. The key to success is a realistic scenario that is shaped and limited in scope to meet specific objectives. The scenario should challenge the participants but not overwhelm them.

5. A trained facilitator is essential to guiding the exercise and keeping the participants on track. He/she should encourage thought and discussion that capture the strengths of the plan as well as identifying weaknesses.

D.  Walk-through exercise. 

1. It is the next logical step up from tabletop exercises. 

2. Participants actually perform or simulate performing their responsibilities in a given scenario.

3. Again, the scenario is the foundation of a successful exercise.

4. It requires more time and resources than a tabletop exercise.

E.   Functional exercise.

1. Functional teams perform their responsibilities with minimal simulation in a given scenario.

2. If alternate-site relocation is called for in the scenario; then it is generally accomplished.

3. Individual functions can be exercised independently of others.

4. Functional exercises can be quite expensive in terms of time and resources expended.

F.   Full-scale exercise.

1. Once plans have been exercised at the functional and component level and have been revised accordingly, it is time to conduct a full-scale exercise to test interdependencies within the organization and between the organization and external stakeholders.

2. Although such exercises can be unannounced, they are extremely disruptive of normal operations, consume considerable time and resources, and require coordination with external stakeholders, thus necessitating pre-exercise notification and awareness at all levels of the organization.

3. Simulation should be minimized, with critical functions actually shifted to alternate sites if dictated by the exercise scenario.

4. Only through resumption of critical functions as called for in the plan can the details such as access to information and critical records, communications, access to alternate sites, etc., be adequately tested.

5. Multiple personnel are necessary at the functional and overall plan level to observe and record the results of the exercise for the purpose of test documentation and plan evaluation. As a team, they should review their observations in order to determine interdependencies between functional plans.

III. Lesson 13 (Plan Maintenance) of Denis Kleinrichert’s St. Petersburg Junior College “Contingency Planning for Business and Industry” course (no longer available on the Internet) contains a checklist and questions that summarize many of the points included above concerning plan testing (exercising). The checklist and questions are included as a handout for student review and discussion and are included below. 

Checklist


Prepare a disaster scenario (e.g., power or communication disrupted, or facility damaged or not accessible for a specified length of time).


State the objectives of the test.


Identify the scope of the test (what critical function(s) and to what extent).


Identify criteria to be used to measure results.


Prepare specific plan for each function to be tested (i.e., applications, processes, transactions, etc., and estimated time).


Determine alternate site facility availability.


Determine personnel availability or conflicts (functions involved, technical support, facilities, remote data center if applicable, security, audit/management).


Establish date, time, and location for test.


Identify transportation and direction requirements.


Identify all participants and their responsibilities.

Assemble a planning meeting for all involved personnel.


Identify notification procedures and security/access plan.

Prepare a schedule of test activities.


Identify equipment, data, vital records, procedures, forms, supplies, and other resources needed.


Identify test site preparation and functionality requirements.


Observe and monitor the test (attendance, scope and objectives, times, etc.).


Perform post-test restoration of backup site and resources.


Evaluate test results and prepare report (successes, problems, lessons learned, recommendations).

Questions

1. Were all scheduled activities performed and were all objectives met?
2. Were all personnel present and on time? Were they qualified to accomplish the assigned tasks? Was the process well organized? Was there adequate technical support?
3. Was all necessary equipment, hardware, and software sufficient and functional?

4. Were communications capabilities (data and voice) adequate?

5. Were all vital records and data available from backup sources and up-to-date?

6. Were adequate procedures available? Did personnel know them? Were they effective?
7. Was the alternate site satisfactory? Was there adequate security?
Supplemental Considerations:

The last item on the above check off list: Evaluate test results and prepare report (successes, problems, lessons learned, recommendations); requires more in depth coverage and is the topic of the next objective.  

The following is extracted from the May 29, 2008 issue of Time Magazine and the article How to Survive a Disaster by Amanda Ripley. The article documents the efforts and personal sacrifice of Rick Rescorla, the head of security for Morgan Stanley Dean Witter at the World Trade Center on September 11. 2001. Mr. Rescorla learned from the 1993 World Trade Center bombing and his efforts to conduct realistic evacuation training and drills for the employees of Morgan Stanley Dean Witter contributed to the remarkable fact that only 13 Morgan Stanley colleagues--including Rescorla and four of his security officers—perished that day, while the other 2,687 safely evacuated the 22 floors of Tower 2 and several surrounding buildings.  The efforts of Mr. Rescorla are also mentioned on pages 168 and 169 of John Laye’s text book. It may be interesting to review the efforts of Mr. Rescorla with the students. 
How One Person Made a Difference

“In every disaster, buried under the rubble is evidence that we can do better. Much of that work is physical--building stronger buildings in safer places, for example. But the work is also psychological. The more control people feel they have over their predicament, the better their performance. When people believe that survival is negotiable, they can be wonderfully creative. All it takes is the audacity to imagine that our behavior matters.

When the planes struck the Twin Towers on Sept. 11, 2001, Rick Rescorla embodied that spirit of survival. The head of security for Morgan Stanley Dean Witter at the World Trade Center, Rescorla believed that regular people were capable of great achievements, with a bit of leadership. He got Morgan Stanley employees to take responsibility for their survival--which happened almost nowhere else that day in the Trade Center.

Rescorla learned many of the tricks of survival in the military. He was one of those thick-necked soldier types who spend the second halves of their lives patrolling the perimeters of marble lobbies the way they once patrolled a battlefield. Born in England, he joined the U.S. military because he wanted to fight the communists in Vietnam. When he got there, he earned a Silver Star, a Bronze Star and a Purple Heart in battles memorialized in the 1992 book by Lieut. General Harold G. Moore and Joseph L. Galloway, We Were Soldiers Once ... and Young.

He eventually moved to New Jersey and settled into the life of a security executive, but Rescorla still acted, in some ways, like a man at war. His unit, Morgan Stanley, occupied 22 floors of Tower 2 and several floors in a nearby building. After the 1988 bombing of Pan Am Flight 103 over Lockerbie, Scotland, Rescorla worried about a terrorist attack on the Trade Center. In 1990, he and an old war buddy wrote a report to the Port Authority of New York and New Jersey, which owns the Trade Center site, insisting on the need for more security in the parking garage. Their recommendations, which would have been expensive, were ignored, according to James B. Stewart's biography of Rescorla, Heart of a Soldier. (The Port Authority did not respond to my requests for comment.)

Three years later, Ramzi Yousef drove a truck full of explosives into the underground parking garage of the World Trade Center, just as Rescorla had predicted. Afterward, Rescorla had the credibility he needed. Combined with his muscular personality, it was enough to change the culture of Morgan Stanley.

Rescorla implicitly understood that he could turn office workers into survivors. He respected the ability of regular people to do better. He understood the danger of lethargy, the importance of aggressively pushing through the initial stupor and getting to action. He had watched employees wind down the staircase in 1993, and he knew it took too long.

Rescorla felt it was foolish to rely on first responders to save his employees. His company was the largest tenant in the Trade Center, a village nestled in the clouds. Morgan Stanley's employees would need to take care of one another. He ordered them not to listen to any instructions from the Port Authority in a real emergency. In his eyes, it had lost all legitimacy after it failed to respond to his 1990 warnings. And so Rescorla started running the entire company through his own frequent, surprise fire drills. He trained employees to meet in the hallway between the stairwells and go down the stairs, two by two, to the 44th floor.

The radicalism of Rescorla's drills cannot be overstated. Remember, Morgan Stanley is an investment bank. Millionaire, high-performance bankers on the 73rd floor did not appreciate the interruption. Each drill, which pulled brokers off their phones and away from their computers, cost the company money. But Rescorla did it anyway. His military training had taught him a simple rule of human nature: the best way to get the brain to perform under extreme stress is to repeatedly run it through rehearsals beforehand.

After the first few drills, Rescorla chastised employees for moving too slowly in the stairwell. He started timing them with a stopwatch, and they got faster. He also lectured employees about some of the basics of fire emergencies: Because roof rescues are rare and extremely dangerous, people should always go down.

On the morning of 9/11, Rescorla heard an explosion and saw Tower 1 burning from his office window. A Port Authority official came over the P.A. system and urged people to stay at their desks. But Rescorla grabbed his bullhorn, walkie-talkie and cell phone and began systematically ordering Morgan Stanley employees to get out. They performed beautifully.

They already knew what to do, even the 250 visitors taking a stockbroker training class. They had already been shown the nearest stairway. "Knowing where to go was the most important thing. Because your brain--at least mine--just shut down. When that happens, you need to know what to do next," says Bill McMahon, a Morgan Stanley executive. "One thing you don't ever want to do is to have to think in a disaster."

On 9/11, some of the dead might well have survived if they had received Rescorla's warnings to always go down rather than up. But in the absence of other information, some people remembered that victims had been evacuated from the roof in 1993. So they used the last minutes of their lives to climb to the top of the towers--only to find the doors locked.

As Rescorla stood directing people down the stairwell on the 44th floor, the second plane hit--this time striking about 38 floors above his head. The building lunged violently, and some people were thrown to the floor. "Stop," Rescorla ordered through the bullhorn. "Be still. Be silent. Be calm." In response, "No one spoke or moved," Stewart writes. "It was as if Rescorla had cast a spell."

Rescorla had once led soldiers through the night in the Vietcong-controlled Central Highlands of Vietnam. He knew the brain responded poorly to fear--but he also knew it could be distracted. Back then, he had calmed his men by singing Cornish songs from his youth. Now, in the crowded stairwell, Rescorla sang into the bullhorn. "Men of Cornwall stand ye steady. It cannot be ever said ye for the battle were not ready. Stand and never yield!"

Between songs, Rescorla called his wife. "Stop crying," he said. "I have to get these people out safely. If something should happen to me, I want you to know I've never been happier. You made my life." Moments later, he had successfully evacuated the vast majority of Morgan Stanley employees. Then he turned around. He was last seen on the 10th floor, heading upward, shortly before the tower collapsed. His remains have never been found.

Rescorla taught Morgan Stanley employees to save themselves. It's a lesson that has become, somehow, rare and precious. When the tower collapsed, only 13 Morgan Stanley colleagues--including Rescorla and four of his security officers--were inside. The other 2,687 were safe.”
Objective 16.4:  Explain the objectives and purpose for an After Action Report (AAR) process following a drill and/or exercise.

I.
The FEMA Independent Study Course. IS 139 Exercise Design, lays out the 
             following results (wording adapted to be consistent with BCCM terminology) of an 
effective exercise program.  These results can also be categorized as the objectives of 
            the exercise program
: (Power Point slide 16 – 4)
             A.  Whether the exercise has achieved its objectives.


             B.  Identifying needed improvements in the BCCM supporting plans, procedures, or 
                  guidelines.


             C.  Identifying needed improvements in the BCCM program.


             D.  Identifying training and staffing deficiencies.


            E.  Identifying needed operations equipment.


            F.  Identifying the need for continued exercising of the plan and the supporting 
                 functions.
           G.  And added by the course author: Providing a means of applying the exercise 

                 evaluation results for the continuous improvement of the BCCM Programs and 

                 supporting contingency plans through an inclusive After Action Report (AAR) 
                 process. 

II.
The last result: Providing a means of applying the exercise evaluation results for the 
continuous improvement of the BCCM Programs and supporting contingency plans  

            through an inclusive After Action Report (AAR) process; provides the means and 
            method for identifying and documenting the other listed results. 


A.  The FEMA Independent Study Course. IS 139 Exercise Design includes very detailed 

                  requirements for exercise evaluation which go far beyond the scope of the topic in 

                  this course. What is important is to address the purpose and application of the AAR 

                  process.

B.  The AAR process is defined as
 (Power Point slide 16 – 5): A focused, post-incident 
      or post-exercise activity to capture objective observations, both positive as well as 
      negative, related to the response operations.  The product of the AAR process is 
      commonly referred to as lessons learned to accomplish objective improvements in 
      procedures, assignments, equipment, training, and personnel. The complete AAR 
      process is intended to make sure that lessons learned are transferred into more 
      inclusive and permanent organizational learning and do not become merely lessons 
      observed and then lessons forgotten.  To take this step the AAR process has specific 
      purposes: (Power Point slide 16 – 6)
     1.  Documentation: Establishes a record of evaluating exercise and response 
          activities.

     2.  Performance findings:  Identifies both problems and successes encountered
          During exercise or actual incident operations.

    3.  Program evaluation: Analyzes findings to determine the effectiveness of 

         contingency plans and the overall BCCM program.

    4.  Identifies and supports recommendations for change: Identifies and provides 

        information for consideration in determining changes to contingency plans and all 

        functions included in and supporting the BCCM program. 

    5.  Supports development of a corrective action plan:  Once identified changes and      

         interventions are prioritized and decisions are made to implement selected changes 
         and interventions the AAR process supports the development and implementation 
         of  a corrective action plan.

         a. Like any action plan, the corrective action plan needs to identify specific items 
             to  be accomplished, assign responsibility, provide authority and resources, 
             establish time line, and reporting requirements.
        b.  The corrective action plan is a  tool for developing true organizational learning 

             from the lessons learned in the AAR process. 
 Supplemental Considerations:
The FEMA Independent Study Course,  IS 139 Exercise Design, and the Emergency Management Principles and Practices for Healthcare Systems module 4.2 contain considerable detail on the exercise evaluation process.  The Instructor may consider expanding on the coverage of this topic by assigning portions of the FEMA course to the students.
Student Reading for Session 17:
Augustine, Norman R. 1995. Managing the Crisis you tried to Prevent. Harvard Business Review on Crisis Management. (1995) Harvard Business School Press. Boston, MA. Pp 1 – 32.

Laye, J. 2002. Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. Hoboken, NJ. John Wiley and Sons, Inc. pp. 43 – 57 and 80 – 92. – Previous reading assignment to be reviewed.
� Webster’s Encyclopedic Unabridged Dictionary of the English Language. (1989). Gramercy Books. New York, NY. 


� Yardis, Susan. Designing a Business Continuity Training Program to Maximize Value and Minimize Cost.  White Paper retrieved from the Continuity Central Web Site on February 16, 2009 at: � HYPERLINK "http://www.continuitycentral.com/bctrainingandawareness.pdf" ��http://www.continuitycentral.com/bctrainingandawareness.pdf� . Included as a handout for this session.


� Ibid. 


� Iyer, Raja K., and Diez, Rodolfo. 1997. Training Your Business Continuity Teams. Disaster Recovery Journal. Vol. 10, No. 3. Retrieved February 16, 2009 at: � HYPERLINK http://www.drj.com/articles/sum97/iyer.htm ��http://www.drj.com/articles/sum97/iyer.htm�.


� Ibid.


� Ripley, Amanda.  How to Survive a Disaster. Time Magazine. May 29. 2008. 


� FEMA Independent Study Course. IS 139 Exercise Design. Retrieved on February 16, 2009 at: � HYPERLINK "http://training.fema.gov/EMIWeb/IS/is139.asp" ��http://training.fema.gov/EMIWeb/IS/is139.asp�


� Emergency Management Principles and Practices for Healthcare Systems. The Institute for Crisis, Disaster and Risk Management (ICDRM) at The George Washington University (GWU); for the Veterans Health Administration (VHA)/US Department of Veterans Affairs (VA). Washington, D.C., June 2006. Module 4.2 Education, Training, Drills and Exercises. Retrieved February 16, 2009 at: � HYPERLINK "http://www1.va.gov/emshg/" ��http://www1.va.gov/emshg/�
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