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15.1
State the personnel-focused considerations for selecting a relocation site for 

          
business continuity purposes.

15.2
State the advantages and disadvantages of the defined business relocation (alternate site) options.  
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Explain the impact of work groups and distributed information processing and 

            management systems on business contingency planning.
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General Requirements:
Session handouts are provided for the Instructor’s use if desired. 

Objective 15.1: State the personnel-focused considerations for selecting a relocation site for business continuity purposes.

I.
Business relocation (alternate sites) general


A.
Business contingency planning should consider and include provisions for the relocation of personnel, equipment, data, etc. supporting critical business functions and processes consistent with the Risk Management function results and the strategies for Business Continuity discussed in Sessions 12 and 13.


B.
As presented in the Seattle Project Impact Business Recovery Guide, contingency plans should include provisions to accommodate the following scenarios:
 
(Power Point slide 15 – 2)


1.
No building 

2.
No computer/s (no host, server, or desktop) 
3.
No communications (no network, data, telephone, fax…) 
4.
No staff 

5.
No stuff (no work or reference materials, no courier services or mail delivery, other system or function-specific outage scenarios, no vendor/s, no supplier/s…) 
C.
Each of these scenarios requires prior planning, training, practice and the allocation of resources to result in effective and efficient Business Continuity operations. In addition to financial and physical resources, the disruption of normal business operations and the possible relocation of personnel require comprehensive consideration before they are included in plans and implemented.  This topic will be addressed following some basic definitions.

D.
Definitions related to business relocation (alternate sites) are a necessary starting point for this discussion.  As discussed earlier in the course, there are multiple definitions for many of the terms associated with BCCM.  The following are extracted from the Disaster Recovery Journal Glossary of Terms (except as noted and referenced) and are considered as representative of accepted BCCM practices and sufficient for this course.
 (Power Point slides 15 – 3 through 15 – 6)
1.
An alternate site is defined as “An alternate operating location to be used by business functions when the primary facilities are inaccessible: 1) Another location, computer center or work area designed for recovery. 2) Location, other than the main facility, that can be used to conduct business functions. 3) A location, other than the normal facility, used to process data and/or conduct critical business functions in the event of a disaster.” 
2.
An alternate work area is defined as “Recovery environment complete with the necessary infrastructure (desk, telephone, workstation, and associated hardware and equipment, communications, etc.” 
3.
Work area recovery is defined as “The component of recovery and continuity that deals specifically with the relocation of a key function or department in the event of a disaster, including personnel, essential records, equipment supplies, work space, communication facilities, work station computer processing capability, fax, copy machines, mail services, etc. Office recovery environment complete with necessary office infrastructure (desk, telephone, workstation, hardware, communications).”

4.
A work area facility is defined as “A pre-designated space provided with desks, telephones, PCs, etc. ready for occupation by business recovery teams at short notice. May be internally or externally provided.”
5.
A hot site is defined as “An alternate facility that already has in place the computer, telecommunications, and environmental infrastructure required to recover critical business functions or information systems.” 
6.
A Private or Captive hot site is defined as “A hot site that is owned (or exclusively leased) and maintained by a business and that duplicates the businesses’ capabilities and resources to the level deemed necessary for critical business function resumption and restoration.”
6.
A cold site is defined as “An alternate facility that already has in place the environmental infrastructure required to recover critical business functions or information systems, but does not have any pre-installed computer hardware, telecommunications equipment, communication lines, etc. These must be provisioned at time of disaster.

7.
A warm site  is defined as “An alternate processing site which is equipped with some hardware, and communications interfaces, electrical and environmental conditioning which is only capable of providing backup after additional provisioning, software or customization is performed.”
8
Telework is defined as “People who work from anywhere.
Examples of from anywhere can include at home, at a client’s office, in a satellite office or telework center, or on the road such as at a hotel, airport or coffee house.

9.
A reciprocal agreement is defined as “An agreement between two organizations (or two internal business groups) with similar equipment/environment that allows each one to recover at the other’s location.”
10.
A service level agreement is defined as “A formal agreement between a service provider (whether internal or external) and their client (whether internal or external), which covers the nature, quality, availability, scope and response of the service provider. The SLA should cover day-to-day situations and disaster situations, as the need for the service may vary in a disaster.”
Possible Discussion Questions:
Should BCCM contingency plans include provisions for business relocation (alternate sites)?

What are some personnel considerations that should enter into the selection of an alternate site? 

II.
General.
A.
As is discussed earlier in this session, unless a business is located in such an area or has instituted controls that reduce the natural, technological, and human-induced risks to such a low level, the probability and impact of the building’s destruction or lack of access will be sufficiently high to necessitate alternate site planning as a risk-control measure.

B.
The nature of critical business functions and the required time frame for their resumption and restoration (RTO determined through the BAA and BIA) determine the alternate-site business continuity requirements.
III.
Personnel considerations.
A.
Before going into technical and equipment-specific considerations though, ask the students: What are some personnel-focused considerations that should enter into the selection of an alternate site? One way to get them thinking about this is to use an example that would affect them personally, such as: This facility has suffered major damage due to fire. Starting tomorrow, classes will be held at an alternate site 50 miles away. How does this affect you personally? 

B.
Some possible personnel considerations include:

1.
Commuting. The alternate site should be within a reasonable commuting distance or adequate provisions for travel, accommodations, and meals should be made.

2.
Parking. Changes in the commute to the alternate site may necessitate additional parking requirements.

3.
Public transportation. If members of the workforce rely on public transportation they will need public transportation to the alternative site, or provisions will have to be made to provide them alternate transportation.

4.
Handicapped accommodations. The alternate site should have accommodations for the special needs of employees, customers, vendors, or anyone requiring access to or within the alternate site.

5.
Sanitary accommodations. Adequate facilities must be available for both males and females in the workforce.

6.
Safety. Is the alternate site located in an area in which it is considered safe to walk to and from parking and/or public transportation? 

7.
Security. Is there sufficient security to protect people and property and to control access?

8.
Recreation/relaxation. Relocation in the aftermath of a crisis can be a very stressful time, particularly if the relocation is for an extended period. New spaces are unfamiliar and often result in reduced privacy and personal comfort. Provisions for stress relief such as exercise facilities and employee lounges should be considered. 

9.
Day care facilities. Many employees have child/adult day care requirements that must be met if they are even to show up, not to mention work productively, for work at an alternate site. This is a very complex issue that is worthy of some additional class discussion. 

10.
Medical and dental care. Access to medical and dental facilities that provide coverage under employees’ insurance plans.

C.
The goal is to provide employees with an acceptable physical site and the supporting equipment, information, and connectivity necessary to do their jobs so that critical business functions and processes continue in accordance with the defined Business Continuity strategies. The business contingency planner should not forget the personnel-focused concerns that are as essential as the equipment, information, and connectivity requirements.

Supplemental Considerations:

The two reference articles:
Glenn, John. Debating Distance and Disasters. Disaster Recovery Journal. Summer 2008. Retrieved January 29, 2009 at: http://www.drj.com/index.php?option=com_content&task=view&id=2226&Itemid=429
Smith, Peggy.  Weiss, Fred.  Farren, Carol. An Alternate Space Review Checklist. Continuity Central. 2005. Retrieved January 29, 2009 at: http://www.continuitycentral.com/feature0205.htm
Provide additional coverage of this topic which can supplement the provided outline and serve as resources for the Instructor and students.  Specifically, The Alternate Space Review Checklist provides very detailed items that should be considered in the alternate space decision process.  The Debating Distance and Disasters article focuses on four primary concern areas that must be balanced with personnel considerations in determining the optimum location of an alternate site:
· What power grid provides AC to the organization? 

· What are the weather risks? 

· What about neighbors? 

· What is your community’s target level? 

Objective 15.2: State the advantages and disadvantages of the defined business relocation (alternate site) options.  

Requirements:

Present the material with lecture and discussion as necessary.

Remarks:

I. Background.
A.
Emphasis on mainframe computer processing and data with a primary focus on the recovery and preservation of mainframe computer processing and data. The following content is derived from the article How to Stay in Business
 which describes the evolution of Business Continuity from a primary focus on the recovery and preservation of mainframe computer processing and data to a focus on the myriad requirements to continue, resume and recovery critical business functions and processes which by necessity includes alternate site requirements.

1.
Late 1960s: The first disaster recovery plans focused almost exclusively on mainframe computer processing and data.

a.
Organizations became concerned with the increasing dependency on computer systems for business operations and record keeping and the expense and vulnerability of this relatively new technology.

b.
Computers and automated information processing became a focal point for disaster recovery, an emphasis that still lasts today as evidenced by step 5 in Wold’s planning process (determine recovery strategies – emphasis on centralized information processing).

2.
Late 1970s: Comdisco of Rosemont, Illinois, (a leasing company) and SunGard of Wayne, Pennsylvania, (an oil company) recognized their excess computer capacity and began offering their equipment and services for computer operations and data backup.

3.
1980s: Emphasis remained on computers and data but there was a growing awareness that the recovery from a disaster entailed more than just the restoration of centralized computer facilities.

B.
A shift in emphasis.

1.
1988 marked a watershed year in disaster recovery, according to Philip Jan Rothstein, President of Rothstein Associates, Inc., a business recovery consultancy in Ossining, New York.

2.
During the high-rise fire at the 1st Interstate Bank building in Los Angeles, “Bank presidents watched in horror as fire marshals closed off the high-rise. The CEOs believed they were on solid ground in their data recovery efforts. After all, they had spent millions of dollars on their plans. They religiously backed up data, met detailed government and industry regulations and dutifully subscribed to hot sites. But as the building burned, they felt the ground shift out from under them.”
 

3.
They realized that all the data in the world did them little good if they couldn’t access their building, where 2,000 employees worked and maintained paper records and used personal computers that had no back up. Provisions for the bank’s customers to perform transactions were equally essential, and an assessment of how long the situation would last was required. 

4.
Luckily (or as a result of informed management decisions) for 1st Interstate, Cole Emerson, the vice president of information management, (a position which carried with it the responsibility for business resumption planning) looked beyond the necessity for computer and data recovery to the overall business of the bank.

a.
Emerson was well aware of the risks of earthquakes in Los Angeles and had planned for these and other possible disasters.

b.
Within two hours of the fire being reported (at approximately 10:20PM), an offsite emergency operations center (EOC) was established and functioning with communications, vital records, plans, and access to data bases.

c.
On the next morning, many of the 2,000 employees were reporting to work at pre-planned spaces in nearby buildings. One hundred telephones were immediately available with computers rapidly to follow.

d.
Within the week, all employees had returned to work, 800 telephones were in use, the bank’s trading center was rebuilt in an alternate building, the main branch was open, and the ATM machines were functioning. 

e.
Cole Emerson took the position that “disaster recovery is a business issue, and data processing is only one aspect.
”.The business aspects drive the plan, with data processing relegated to a support position.

5.
In general, starting in the in the 1990s, the focus of contingency planning has extended to business-wide programs and business functions, processes and revenues, the approach emphasized in this course.

C.
An updated case study. The content of this section of the session is derived from 
the article: The LaSalle Bank fire: How critical operations were available next 
day, strategic advantage leveraged and lessons learned published in the Journal 
of Business Continuity & Emergency Planning Vol. 1, No. 1, Sep 2006. 
(This 

article is included as a handout and assigned reading for this  session with the 
written permission of the Journal Editor. See the Supplemental Considerations 
below for additional information). This content is intended to emphasize the 
necessity for and importance of alternate site planning and resources.


1.
The LaSalle bank fire occurred on Dec 6, 2004 at 6:30 PM in the 44 story 


LaSalle bank headquarters in Chicago, IL.  The fire, caused by faulty 


electrical ballast started in the ceiling of the 29th floor and spread to the 


30th floor.  Active fire fighting for the largest skyscraper fire in the history 


of Chicago continued for over 5 hours.   




a.
Due to the late hour (6:45 PM) only 450 people were in the 




building, far short of the 3,000 employees and 2,000 tenants during 



core business hours. All were evacuated with no serious or 




permanent injuries. 




b.
Only the first floor of the building and basement were available for 


reoccupation after one week.  Floors 2 – 24 were ready to be 



repopulated “within weeks;” floors 31 – 45 “several weeks after 



that;” and floors 25 – 31 “needed to be completely rebuilt.”  



2.
As recent as January 2000, the LaSalle Bank Business Continuity 



Management (BCM) program was primarily focused on addressing audit 


issues and technology testing.  BC plans were written for only a portion of 

the business units and “most executive management believed the entire 


process was a technology department issue.”




a.
By mid 2001 the BCM team had decided to move ahead and build 



a comprehensive BC program.




b.
A series of relatively minor business disruptions over the next two 



years provided experience, lessons learned and validation which 



helped improve processes and procedures. 



3.
On the night of the fire and the immediate aftermath the progress and 


value of the BCM preparedness was demonstrated. 




a.
By 6:45 PM critical bank employees were on site or were on a pre-



arranged conference call.




b.
By 8:00PM the bank crisis management team held its first official 



meeting and all department level BC plans were officially initiated.




c.
By 7:30 AM the next morning, all critical bank functions were up 



and running at pre-arranged alternative sites. Seven hundred and 



fifty employees reported to alternate work sites throughout the city 



and another 400 worked from their homes (a combined total of 



over 38% of the normal workforce). At the high point some 1600 



employees (53% of the normal workforce) were working at 



alternate sites or at home.



d.
As a result, LaSalle bank clients experienced no disruptions in 



service, and despite $50 Million in damage, LaSalle Bank did not 



need to file a business interruption claim as a result of this event.



4.
The rest of the story: At the time of the fire, three major commercial 


companies were in the process of selecting a bank for their future 



business. The competitor banks, including LaSalle bank, were in a virtual 


tie for the new business based upon cost and service considerations.  After 


the fire, all three companies selected LaSalle Bank, stating that LaSalle’s 


response and recovery to and from the fire without impacting its 



customers was the reason. – WHO EVER SAID BC IS JUST ANOTHER 


EXPENSE AND NOT A POSITIVE BUSINESS INVESTMENT?
II. Alternate site options.

A. 
General.


1.
In general, the cost of an alternate site goes up as the time to resume and 


recover business operations goes down. Also, cost goes up as the level of 


control over the alternate site goes up.

2.
The time factor of critical function analysis (BAA, BIA and RTOs), 


externally imposed laws and regulations, and personnel-related 



considerations drive the alternate site strategy and selection decision.
Possible Discussion Question
What are the advantages and disadvantages of the various alternate site options?

B. 
Hot Site.


1.
Definition: An alternate facility that already has in place the computer, 


telecommunications, and environmental infrastructure required to recover 


critical business functions or information systems.

2.
Advantages.


a.
Computer and communications equipment is installed and ready to 

use.


b.
Tests of critical computer applications, communications, and 


business operations can be accomplished with minimal simulation.


c.
Since the providers of hot sites deal with multiple customers, they 


probably have extensive real-life experience.

d.
The provider’s staff can assist in business resumption and 



recovery, particularly in the technical aspects. Additional provider 


staff can be mobilized or cut back, depending on the actual need.


3.
Disadvantages. 


a.
The cost of a hot site can be very high, with charges including a 


monthly standby fee, usually $1,000 to $50,000, with an average of 

$6,000), disaster initiation fee, up to $50,000, daily usage fees, 


$5,000 to $10,000, and additional fees for customized service.
 A 


more up to date figure for securing 20 - 25 seats (cubicles complete 

with furniture, computers, telephones and support) is a monthly 


standby fee of $1,000 and $1,000 per day for testing or an actual 


emergency.
 

b.
Providers of hot sites do not have just one customer (also see the 


Supplemental Considerations below for a description of Recovery 


Point Systems, a hot site provider in Gaithersburg, MD).


(1)
Presumably, they base their decisions on which customers 



to assign to a particular site on some level of analysis that 



takes into account customers’ vulnerabilities to events 



requiring activation of the alternate site.



(2)
The guaranteed availability of the alternate site cannot be 



assumed. 


(3)
Session 1 (objective 1.3, supplemental considerations), 


mentioned that three very similar businesses, all located 


within one block of each other, that realized they had all 


contracted for hot site support with the same provider. 


(4)
Upon investigation, it was determined that the provider 


could not accommodate all three simultaneously, a distinct 


possibility in the event of a major disaster.


(5)
Within six months, two of the three businesses had changed 

their hot site provider.


c.
A business testing plans may be preempted by another businesses’ 


crisis.


4.
Examples of hot site providers – SunGard, Comdisco, and IBM Business 


Recovery Services.

C. 
Captive Site (also called Private Hot Site).


1.
Definition: A hot site that is owned (or exclusively leased) and maintained 

by a business and that duplicates the businesses’ capabilities and resources 

to the level deemed necessary for critical business function resumption 


and restoration.


2.
Advantages.


a.
Control.



(1)
The captive site can be structured and equipped to meet the 



businesses’ and its employees’ exact needs.



(2)
There is no potential conflict with other customers in actual 


crisis events or for testing.



(3)
Safety and security can be maintained at a desired level.

(4)
Exclusive use of the facility and equipment facilitates “real time” on-line transfer and storage of electronic information and data (referred to as electronic vaulting and database shadowing).

(5)
During routine operations, the facilities and equipment may 

be used for other functions such as training.


3.
Disadvantages.


a.
Cost. Buying or leasing redundant facilities and equipment is 


obviously a very expensive option in terms of initial acquisition 


and recurring costs.


b.
Convincing top level management that this is a necessary 



investment for guarding against an event that hopefully will never 


happen may be a very hard sell.


4.
Examples of captive sites.


a.
Fannie Mae – a mortgage company with offices in the Washington, 

DC, area.



(1)
Fannie Mae electronically transfers in excess of $33 Billion  


(1999 figures at the time that the decision to develop a 



captive site was made) per day (business is transacted 24 h



ours a day) which equals over $1 billion per hour and over 



$300,000 per second on average.



(2)
Potential financial losses drove the decision to closely 



duplicate the electronic records, communications and 



processing capabilities, and work environment at Fannie 



Mae’s private hot site in northern Virginia some 25 miles 



from downtown Washington, DC.



(3)
The Virginia hot site has redundant electric power and 



communications capabilities and is used as a training center 


during times of routine operations. Personnel-specific 



concerns have been addressed in the choice of location and 



the proximity to supporting services.


b.
Visa USA, Inc.



(1)
Top-level management made the business decision that 



Visa’s credit card authorization network would never go 



down.



(2)
Accordingly, Visa built two data centers in the U.S., either 



of which is capable of conducting all of the credit card 



authorizations.



(3)
Since authorization requires uninterrupted communications 



circuits, Visa designed its own network of several 




commercial carriers to transfer data. If the primary 




commercial carrier is lost, Visa’s private microwave 



facility can reroute data to another carrier.

D. 
Warm Site.


1.
Definition: An alternate processing site which is equipped with some 


hardware, and communications interfaces, electrical and environmental 


conditioning which is only capable of providing backup after additional 


provisioning, software or customization is performed.

2.
Advantages.


a.
Cost. A warm site can be relatively inexpensive as compared to a 


private or commercial hot site.


b.
If exclusively owned or leased it can be used for other purposes 


such as a training site.


c.
Generally, if necessary equipment is readily available from the 


primary business site or from commercial sources, the time 



required to make the warm site operational is a function of the 


amount of money the business wants to spend on resumption and 


restoration. 


3.
Disadvantages.


a.
Time. Business resumption and restoration depends on the amount 


of time required to deliver, install, and test equipment and systems. 

Generally the 
time required to resume and restore business is 


much greater than with a hot site.


b.
Testing. Without a significant cost to actually deliver, install, and 


test equipment and systems, the contingency plan cannot be 


completely tested.
E. 
Cold Site



1.
Definition: An alternate processing site which is equipped with some 


hardware, and communications interfaces, electrical and environmental 


conditioning which is only capable of providing backup after additional 


provisioning, software or customization is performed.


a.
Cold sites and warm sites are actually very similar, differing only 



in the level of preparation and equipping the site.



b.
The advantages and disadvantages as outlined for a warm site 



remain the same.
F. 
Reciprocal Agreements.

1.
Definition: An agreement between two organizations (or two internal business groups) with similar equipment/environment that allows each one to recover at the other’s location.”

2.
Advantages.


a.
Cost. Can be very inexpensive.


b.
Ease of establishment. If there is a good fit between the equipment, 

systems, and business functions and processes of the organizations, 

such an agreement can be easily established.


3.
Disadvantages.


a.
In the case of a bi-lateral agreement, both of the businesses may 


experience the same crisis event.


b.
Time and access for testing at the other’s facilities may be very 


limited.


c.
Changes made by one organization may cause compatibility 


problems for both.


d.
Although an agreement may sound good in principle, actually 


moving into another organization’s space without being considered 

an intruder is not easily accomplished and sustained; the fact that 


one organization suffers a crisis means that the other gets to share 


it with them.
G.
Service Level Agreement (SLA)


1.
Definition: A service level agreement is defined as “A formal agreement 
between a service provider (whether internal or external) and their client 
(whether internal or external), which covers the nature, quality, 
availability, scope and response of the service provider. The SLA should 
cover day-to-day situations and disaster situations, as the need for the 
service may vary in a disaster.

2.
Advantages.


a.
Cost. A service bureau can be relatively inexpensive since there is 


generally no charge except for the period of time when the service 


is actually provided.


b.
Does not require employees to relocate to the provider’s location.


3.
Disadvantages.


a.
Cost. If specialized services are required, then there will be a cost 


for developing and maintaining the capability.


b.
Training. There is usually little time for service provider’s and the 


customer businesses’ training.


c.
Transition. Transition of services to the provider can be difficult, 


particularly in the absence of adequate training on the part of both 


parties.


d.
Confidentiality. The provider has access to information that the 


customer business may need to keep confidential.


e.
Availability. As with hot sites, the customer business cannot 


assume that the provider is not over-committed and can actually 


deliver the service in time of crisis.
G.
Telework

1.
Definition: People who work from anywhere. Examples of from anywhere can include at home, at a client’s office, in a satellite office or telework center, or on the road such as at a hotel, airport or coffee house.

2.
A more complete description of telework is deferred to the end of this section of the session to provide more in depth information.
H.
Combined.


1.
Definition: The combination of two or more of the above alternatives, 


each selectively applied to meet the specific needs of the organization.

2.
Advantages.


a.
Different business functions and processes have different levels of 


criticality for a business. Some require almost immediate 



resumption while others can wait days and weeks before 



resumption and restoration.

b.
A combined approach allows an organization to choose the approach or approaches that best match its specific requirements and resources. For example, some functions and processes need immediate resumption and restoration, requiring a private or commercial hot site. Others can wait until a cold/warm site is outfitted, while still others can be accomplished by an outside service provider or can be accomplished at a reciprocal agreement site.

c.
Another point to consider is that in the case of protracted business disruption, the expense of a commercial hot site may be prohibitive as time passes. It may be necessary to have a cold/warm-site plan and capacity that allows outfitting and shifting from the hot site to the warm site once it has been upgraded to hot site capability.


d.
A combined approach can allow for flexibility to change the plan if 

problems with the primary business resumption and restoration 


options arise. 
 


3.
Disadvantages. A combined approach can be complicated and require 


considerable planning and management at all times. The organization must 

be ready to commit the time, attention, and resources to make a combined 


approach work. 
III.
Telework

A.
Telework as an alternate site alternative is provided expanded coverage due to its expanded use and applicability, particularly in light of the experiences and lessons learned from the tragic events of 9/11 and the applicability to pandemic planning and preparedness. Much of the following content is extracted from the document Exploring Telework as a Business Continuity Strategy: A Guide to Getting Started. (2005). WorldatWork.

1.
As discussed earlier in this session, Business Continuity as a comprehensive business management function evolved from and still often focuses on information system protection and recovery to the exclusion of the loss of workplace access or even the loss of workers.

2.
“Sadly, 9/11 was a wakeup call to continuity planners.  It became tragically apparent that continuity planning had to consider people issues. One method for handling the people issues in business continuity planning is to provide telework capabilities.
”

3.
Telework which is broadly defined as people working from anywhere can provide a very effective and efficient means of maintaining worker productivity and reducing the overall impact of business interruptions.  It is not, however, a silver bullet for solving all business continuity requirements as will be expanded upon shortly. 

B.
Telework as an evolving mainstream business practice. 
1.
Telework appears very attractive from many perspectives including facility cost avoidance, productivity gains, improved technology, government mandates, concern over increased and changing threats, and the desire to reduce commuting time and costs in addition to its direct applicability and value  to business continuity. 
2.
“Telecommuting has emerged as a mainstream organization strategy. As information technology has improved, telecommuting has become more of a mainstream business practice. Many organizations—private, public, and non-profit—now organize entire departments around telecommuting, rather than simply providing the option to some employees to telecommute some or all of the time.
”
3.
Telework as an alternative to a traditional centralized workplace has grown as evidenced by the 2006 Telework Trendlines survey which determined that since 2002, the total number of U.S. once-a-month teleworkers has risen by roughly 39 percent
.

C.
Implementing telework.

1.
There are three major areas that must be considered and addressed when making decisions about telework.
a.
Identifying the work processes, elements, tasks, etc. that can be adequately addressed via telework.
b.
Assessing an employee’s willingness and ability to meet her/his work requirements via telework.

c.
The ability to provide and maintain IT capabilities and support to accomplish telework.

2.
An in depth coverage of each or these areas is beyond the scope of this course at this point but it is necessary to state the key point that telework, as a component of an Business Continuity strategy requires careful analysis before being adopted and testing and practice on a continual basis.
a.
The Office of Personnel Management guidelines for Continuity of Operations (COOP – see Session 3) encourage government agencies to develop a group of regularly scheduled core workers who will be experienced in telework and will gain experience and validate capabilities to communicate electronically in accomplishing their work.  
b.
Incorporating telework into traditional work not only trains the teleworkers but also provides an opportunity for managers and co-workers to learn how to interface and integrate with offsite workers.

3.
The Exploring Telework as a Business Continuity Strategy: A Guide to Getting Started document provides the following eight-step process for developing telework as a business continuity strategy
: (Power Point slide 15 – 7)

a.
Lay the groundwork to build a planning team.
b.
Investigate risk factors and identify how telework can help your organization mitigate risk. 

c.
Identify key resources – the people, technology, support services, training and facilities you’ll need to make a telework strategy work best.

d.
Consider the costs of implementing a telework solution versus the cost of housing essential employees in workplace recovery centers.


e.
Make a decision regarding telework/BC plan direction.

f.
Develop procedures that show how you’ll use telework in your business continuity program.


g.
Sell the plan to leadership and staff.


h.
Test and maintain plans and procedures. 

Possible Discussion Questions
Is teleworking a viable Business Continuity strategy?

Is teleworking a solution for every job, company and employee?

Beyond the simple statement of the 8 steps to develop a telework strategy, what needs to be done to accomplish each step?
Supplemental Considerations:

The recommended instructor reading includes several articles that address alternate site requirements and considerations. These are merely representative articles and are not required reading.
The journal article: Smith, Jack. The LaSalle Bank fire: How critical operations were available next day, strategic advantage leveraged and lessons learned. Journal of Business Continuity & Emergency Planning. Volume 1, No. 1. Sep 2006. pp. 55-64. (Provided as a handout for this session) has been provided by the Journal editor with permission to include the article as a handout for this FEMA Higher Education Program course.  The course instructor should check with the host university to determine if their library/consortium subscribes to this journal which is considered to be one of the leading peer reviewed journals covering the area of Business Continuity. The course author’s thanks go out to Henry Stewart Publications for providing the required permission to include this very insightful article as a course resource.  The journal Web Site complete with a detailed table of contents for past and present issues is available at http://www.henrystewart.co.uk/jbcep/.
In the discussion of hot sites, the hot site provider Recovery Point Systems in Gaithersburg, MS was mentioned.  The Instructor should consider accessing the December 18th, 1999 Washington Post article (Financial Section, page 01), Ready When the Chips are Down (available through LexisNexis Academic) and using it as a very illustrative case study for the class and the previously stated concern that paying for access to a hot site may not guarantee space and service availability in an emergency situation. Using Recovery Point Systems as an example the following facts apply:
· They are located in an office park in Gaithersburg, MD
· They provide a total of 110 cubicles, each with a chair and desk, a telephone and computer and the associated support spaces and equipment.
· They have millions of dollars of equipment and can replicate a company’s computer systems, data and phone numbers within hours, or less.

· They have five employees

· Subscriptions for the facility and service start at $1,000 per month for 20 – 25 seats or $10,000 for all 110 seats
· Usage fees are $1,000 per day for the 20 – 25 seat subscriptions and $10,000 to $15,000 per daynfor the 110 seat subscriptions 

Just using the above information the Instructor can ask the students to estimate the operating expenses for Recovery Point Systems and how that translates into a required level of income and the number of clients in order to make a reasonable profit.  A very conservative approach suggests at least $1 million per year in operating expenses (rent, salaries, utilities, maintenance, equipment, etc) which requires about 100 20 – 25 seat subscription clients just to break even. And then, what about any clients that have the full 110 seat subscriptions.  This raise questions like:
· In a wide scale emergency impacting more than one client, who gets the seats?

· How does Recovery Point Systems screen its clients to determine their locality and the potential for multiple clients being impacted by the same emergency?

· What is a client’s recourse if they arrive at the hot site and all the seats are taken?

Hopefully, this case study will generate a very valuable discussion of what clients should consider and check before selecting an alternate site provided by another party.  Obviously, these questions were of concern to Recovery Point Systems (http://www.recoverypoint.com/) as evidenced by their May 14, 2002 Media Alert posted on their Web Site where they announced that “The potential for resource saturation on the part of recovery vendors during a regional disaster is a serious concern for many risk managers.” And that they had “concluded a unique reinsurance agreement with GE Disaster Recovery Services (GEDRS) under which RPS will guarantee full deployment of contracted customer configurations, even in the event that all RPS facilities are fully occupied during a regional disaster.
”  Could it be that current and future customers were asking the above listed questions? 
A Handout which provides a template for a Telework policy (State of Oregon Department of Energy Sample Telework Policy (Sep 2008)

http://www.oregon.gov/ENERGY/TRANS/Telework/docs/Sample_telework_policy.pdf
is provided as a handout for this session and as an instructor resource.

Objective 15.3  Explain the impact of work groups and distributed information processing and management systems on business contingency planning.

Requirements:

Present the material by means of lecture and discussion as required.

Remarks:

I. A relatively recent trend of  increased prominence since the early 1990s has involved the transfer of critical data and information processing to work groups throughout the business.

A.
These work groups can cut across traditional organizational lines and are linked 
electronically via local area networks (LANs) and wide area networks (WANs) to 
form “virtual” work groups in addition to physically co-located face-to-face 
groups.

B.
Business contingency plans which focused on centralized data and information 
processing, distribution, and control on mainframe computers and on traditional 
methods of communication and organization need to keep pace with these 
changes. Concerns for the business contingency planner include:


1.
The loss of control of data and information.


a.
Centralized systems facilitate data and information backup and 


security.


b.
Distributed systems require backup and security at the work-group 


and user level. 


2.
The increased dependency of employees on technology to do their jobs.


a.
In many cases, manual procedures for accomplishing business-


critical tasks have been lost due to lack of use or are no longer 


developed due to the availability and ease of use of computer 


applications. 


b.
Changing methods of communication, including widespread use of 

e-mail, text messaging, direct connect, chat. Etc. and automated 


telephone answering systems, have become a necessity in many 


cases. Customers and employees are increasingly demanding speed 

and reliability in their communications. 


3.
Changed dynamics of work.



a.
Traditional offices and individual work areas (the dreaded cubicles 


of Dilbert and associates), designed according to formal 




organizational structures are giving way to the need for common 



meeting and work areas and to a growing extent, teleworking at 



home and/or teleworking centers .


b.
Team approaches and responsibilities, which often cut across 


formal organizational lines, are replacing the hierarchical business 


approach.

II. What does this mean for the business contingency planner?

A. 
Obviously plans must reflect these changes if critical business functions and 
processes are to be resumed and restored in a timely manner.

B. 
As Tom Kelly pointed out in his article “Recovering the Work Group,” 
“Recreating the typical work environment – and recognizing that need well in 
advance of any emergency scenario – can help users maintain the same 
productivity level.
”
1.
Plans for work group resumption and recovery should include not only provisions for work spaces, computers and phones, but also the dynamics of the day-to-day work situation and the actual requirements for data and information access, security, back up and the necessity of computer and communications connectivity (LANs and WANs).

2.
Such planning requires awareness and involvement of employees down to the work group and individual level. Their input to the planning process. cooperation and adherence to established policies and procedures are essential to creating a work environment that facilitates critical business function and process resumption and 
restoration.

III. What does this mean for the individual?
Possible Discussion Question
If your dormitory room, apartment, house (the place where you work and have your personal equipment, records, and supplies) was destroyed by a fire, what school- and/or work-related information would be lost, and what would be the impact on you personally?
What have you done to back up your valuable information, and should you do more?

Supplemental Considerations:

Kelly’s article, “Recovering the Work Group,” provides not only a description of work group considerations, but a review of the entire business contingency planning process, the objectives of business contingency planning, personnel considerations, and alternate site options. This article has been included as a handout for this session and is assigned reading with the permission of the editor of the journal in which it appeared.
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