Business Crisis and Continuity Management
Course Syllabus – Outline for further Instructor development
Course Description: An introduction to crisis management and organizational continuity from a private sector Business Crisis and Continuity Management (BCCM), and a public/private sector partnership perspective.  Course content and sequence are based on the Federal Emergency Management Agency’s (FEMA’s) model of Comprehensive Emergency Management, inter and intra governmental relationships for emergency and disaster preparedness, response and recovery, the National Response Framework (NRF), the National Incident Management System (NIMS), the National Infrastructure Protection Plan (NIPP) and a multi-function model of business crisis and continuity management developed by the course author. Course topics and content reflect the changes in BCCM in the aftermath of the tragic events of September 11, 2001 and the lessons learned in recent disasters and catastrophes, particularly Hurricane Katrina.  The topics include comprehensive emergency management, public and private roles and partnerships for emergency and crisis management, the risk management process, strategic crisis management, contingency planning, training and exercises, emergency response, business continuity and recovery, the role of the crisis management team, and crisis communication. 

Course Philosophy: Business (the word “business” is used in a generic sense to include any organization that delivers a product or service to customers) Crisis and Continuity Management (BCCM) have become increasingly critical areas of competence for managers in private sector, as well as public sector organizations.  Significant business disruptions or loss of consumer confidence can threaten the ability of industrial and service organizations to provide financial benefits to their owners and employees and to contribute to national and regional economic viability and disaster recovery.  Natural disasters can disrupt the supply and distribution chains for even the best-prepared business.  Service businesses are increasingly vulnerable to electrical, communication, and other critical infrastructure failures.  Industrial disasters can have significant human and environmental impacts that lead to potentially bankrupting liabilities.  A crisis caused by harmful products or by product tampering can seriously injure a manufacturer of consumer products.  Recent history has shown that no organization is immune to the threat of the external terrorist or the internal saboteur or the mis-management or inappropriate stewardship of an organization's resources and reputation.

The approach of typical business organizations to the many facets and problems inherent in effective crisis management, contingency planning and organizational continuity and recovery has been generally too narrowly focused and/or fragmented.  Business leaders may not fully understand and appreciate the inter dependence and need for collaboration and cooperation with government homeland security and emergency management organizations.  Internal to a business, individual departments may narrowly focus on specific crisis and continuity management related functions with little or no overall coordination of these functions.  For example, financial departments have dealt with loss control, insurance and components of risk management.  Operational and facility managers have been responsible for contingency planning, first responder training and emergency management for physical disruptions.  Information department heads have created disaster recovery procedures and business continuity plans with a primary focus on information technology.  In the post 9/11 environment, physical security has taken center stage, and although an important consideration, may dominate resource allocation to the detriment of a fully analyzed and balanced organizational approach to overall crisis and continuity management. 

This course identifies, examines and integrates the diverse emergency management, crisis management, contingency planning, and organizational continuity, recovery and restoration issues facing a private sector organization in its internal operations and interface with the public sector homeland security and emergency management community.  Basic skills, knowledge elements and concepts will be identified, discussed, developed, integrated and applied in the context of  the evolution of the homeland security and emergency management communities, private sector initiatives,  and case studies. The inter-relationships and strategic importance of emergency management, crisis management, contingency planning, and organizational continuity, recovery and restoration to private sector businesses and the various levels of governmental homeland security and emergency management will be emphasized throughout the course.

Instructional methodologies, including lectures, case studies, small group activities, student presentations and open and directed discussions, will be used to actively involve each student in the learning process.  When possible and practical, learning activities will be processed to include not only "what" was learned, but the "so what" and "now what" in order to complete the learning cycle.

General Course Objectives 

1. Understand hazards and disasters and their implications for Business Crisis and 
      Continuity Managers.

2. Understand comprehensive emergency management from a private sector perspective.

3. Understand the similarities and differences between public sector emergency management and private sector crisis and continuity management and the skill and knowledge sets required by personnel.

4. Understand the similarities and differences of BCCM and COOP. 

5. 5Understand the functions and sub functions of a comprehensive Business Crisis and Continuity Management (c) program and how they are related in an integrated framework.

6. Understand the concepts of crisis management, contingency planning, and organizational continuity, recovery and restoration and apply them to the examination of organizations through class discussions, case studies, and independent student work.

7. Understand the risk management function and its component sub functions as the foundation of a comprehensive BCCM program.

8. Understand the importance of risk perception and risk communication in the consideration and management of risks associated with, natural, technological and human induced hazards.

9. Understand the contents and characteristics of realistic and effective BCCM supporting plans.
10. Understand the purpose, value and types of drills/exercises/training sessions needed to support and maintain an effective BCCM program.
11. Understand the composition of and resources required to create and manage effective crisis management teams.

12. Understand the importance of and principles of effective crisis communication and critique the effectiveness of crisis communications in a case study.

13. Understand the requirements for adequate emergency event response as related to emergency response management, business resumption and disaster and business recovery. 

14. Understand the role and responsibilities of private sector organizational crisis and continuity management in the regional and social recovery from a major disaster. 

15. Understand the importance of Business Ethics as a foundation for effective BCCM.
16. Understand the complexity and need to integrate all facets of crisis management,   

      disaster recovery and organizational continuity into a single crisis and continuity 
      management program and apply this understanding to pandemic preparedness, 
      response, recovery and restoration.

Course Text Books
Laye, John. (2002). Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes.  Hoboken, NJ. John Wiley and Sons.
Harvard Business Review on Crisis Management. (2000). Boston, MA. Harvard Business School Press. – Please note that only two chapters from this collection of articles are assigned reading in the course as developed. The Instructor may wish to assign additional chapters from the collection which includes topics such as corporate strategies and leadership. The paperback version of the book is very inexpensive.

Additional Reading

Additional reading assignments have been selected from articles and Web Sites.  Where possible, the course author has obtained permission to include session handouts of the assigned reading. 
Session Topics
1.   Course Introduction
1. Emergency Management and BCCM Terminology and BCCM Frameworks 
2. BCCM Framework and Definitions and Comparing BCCM with COOP

3. BCCM Resources

4. Making the Case for BCCM and Initiating a BCCM Program

5. The Role of the Private Sector pre and post 9/11 and post Hurricane Katrina 

6. Risk Management I

7. Risk Management II 

8. Risk Management III – Risk Perceptions and Risk Communication

9. Issue Paper Presentations and Discussions

10. Issue Paper Presentations and Discussions

11. Business Continuity Strategies

12. Business Contingency/Continuity Planning I

13. Business Contingency/Continuity Planning II

14. Business Contingency/Continuity Planning III
15. Training and Exercising in Support of a BCCM Program and Plans

16. The Emergency Operations Center and the Crisis Management Team

17. Crisis Management and Crisis Decision Making

18. Crisis Communication

19. Crisis Communication II

20. Crises of Confrontation, Malevolence, Skewed Management Values, Management Deception and Management Misconduct

21. Business Ethics

22. Pandemic Preparedness, Planning and Table Top Exercise

23. Student Presentations and Discussions of the Students’ Course Papers

24. Student Presentations and Discussions of the Students’ Course Papers
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