Utica College – Online Bachelor of Science in Cybersecurity and Information Assurance
Utica College offers a Bachelor of Science in Cybersecurity and Information Assurance, with concentrations in (1) Cybercrime Investigations and Forensics, (2) Information Assurance, (3) Network Forensics and Intrusion Investigation Concentration, (4) Homeland Security and Emergency Management Concentration, and (5) Cyber Operations Concentration. The program is offered both online and on-ground. Students will learn innovative approaches and best practices culled from federal agencies and well known multi-national corporations and organizations, such as the FBI, US Secret Service, US Marshals, TransUnion, and Northrop Grumman.

The program offers students a unique opportunity to take the most extensive coursework offered in digital forensics and investigations offered in academia built into a convenient and flexible online format. Our program also offers:

· Designated a National Center of Academic Excellence in Information Assurance/Cyber Defense Education (CAE IA/CD) by the National Security Agency (NSA) and Department of Homeland Security (DHS)

· Designated a National Center of Digital Forensics Academic Excellence (CDFAE) by the Defense Cyber Crime Center (DC3)

· Respected instructors who are industry-leading experts in the fields of Cybersecurity, Counter-Terrorism/Counter-Espionage, and Information Assurance

· Two in-demand concentrations to customize your education

· The development of critical skills for investigators and technologists

· A solid focus on writing, critical thinking, mathematics, statistics, and other vital disciplines

Major Course Requirements: (19 credit hours)

	CRJ 101
CRJ 103

CRJ 107

CRJ 228

CRJ 205

CRJ 207
	Seminar in Justice Studies
Introduction to Criminal Justice 

Computer Hardware and Peripherals

Or

Cyber Technologies for Criminal Justice

Software Foundations for Cybersecurity

Or

Linux for Security and Forensics
	1
3

3

3

3

3

	CRJ 333
	Information Security
	3

	CRJ 335
GOV 341
	Cybercrime Law and Investigations
Or

Jurisprudence of the Criminal Law
	3
3

	CRJ 362
	Information System Threats, Attacks, and Defense
	3


Major Related Requirements: (18-21 credit hours)
	PSY/ SOC 211
ECN 241

MAT 112
SOC  274
	Statistics in the Behavioral Sciences
Or

Statistics

Or

Basic Statistics

Criminology
	3

3

3

3

	SOC  376
	Criminological Research Methods
	3

	PHI   107
PHI   108
	Ethics
Or

Professional Ethics
	3
3

	CRJ   461
	Proseminar in Justice Studies
	3

	CRJ   470
CRJ   475
	Internship
Or

Senior Project
	6
3-6


Information Assurance Concentration:

	CSC 101
	Computer Science I
	3

	CSC 102
	Computer Science II
	3

	CSC 201
	Discrete Mathematics I
	3

	CSC 316
	Object-Oriented Programming
	3

	CSC 323
	Introduction to Networks
	3

	CSC 432
CRJ  438
	Computer and Network Security
System Vulnerability Assessment
	3
3


Cybercrime and Fraud Investigation Concentration:
	CRJ 232

CRJ 321

CSC 338
	Economic Crime Theory

Or

White-collar Criminology

Applied Cryptography

Or
	3
3

3

	CRJ 348
	Information Assurance Risk and Compliance
	3

	CRJ 355
	Cybercrime Investigations & Forensics I
	3

	CRJ 356
	Cybercrime Investigations & Forensics II
	3

	CRJ 455
CRJ 347

CRJ 354
	Cybercrime Investigations & Forensics III
Fraud Prevention and Detection Technologies

Payment Systems and Fraud
	3
3

3


Network Forensics and Intrusion Investigation Concentration:
	CSC 101
	Computer Science I
	3

	CSC 206
	Cybersecurity Scripting
	3

	CRJ 337
	Computer Network Investigations
	3

	CRJ 355
	Cybercrime Investigation and Forensics I
	3

	CRJ 356
	Cybercrime Investigation and Forensics II
	3

	CRJ 438
	System Vulnerability Assessment
	3

	CRJ 455
	Cybercrime Investigation and Forensics III
	3

	CRJ 457
	Network Forensics

	3


Homeland Security and Emergency Management Concentration:

	CRJ 305
	Terrorism
	3

	CRJ 307
	Homeland Security and Counter-terrorism
	3

	CRJ 311
	Emergency Management
	3

	CRJ 328

GOV 332
	Security Administrations

Or

Public Administration
	3
3

	CRJ 358

GOV 261
	Introduction to Intelligence Studies

Or

International Relations
	3
3

	HEM 332
	Technological Challenges in Homeland Security and Emergency Management
	3

	HEM 391
	National Incident Management System and Incident Command System
	3


Cyber Operations Concentration:
	CSC 101
	Computer Science I
	3

	CSC 102
	Computer Science II
	3

	CSC 206
	Cybersecurity Scripting
	3

	CSC 316
	Object-oriented Programming
	3

	CSC 225
	Introduction to the UNIX Operating System
	3

	CSC 323
CSC 337
	Introduction to Networks
Or

Computer Network Investigations
	3
3

	CRJ 438
	System Vulnerability Assessment
	3


Utica College is regionally accredited by the Middle States Association of Colleges and Schools.
For more information:

Contact: Joseph Giordano

Chair of the Cybersecurity Undergraduate and Graduate Programs 

Utica College

1600 Burrstone Road

Utica, NY 13502-4892
Phone: (315) 223-2521

Email: jgiorda@utica.edu
Additional information:

http://www.utica.edu/academic/ssm/cybersecurity/
http://programs.online.utica.edu/programs/online-cyber-security-degree.asp
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“Please note: Some of the Web sites linked to in this document are not federal government Web sites, and may not necessarily operate under the same laws, regulations, and policies as federal Web sites.”

