American Public University – Bachelor of Arts in Homeland Security 
In the homeland security area, there is considerable discussion about concepts such as all-hazards approach, emergency and disaster management, risk prevention and management, counter-terrorism, consequence management and consequence mitigation, and others. Educators are still grappling with what makes up the various applied and research fields of study, and what are the academic disciplines inherent in this emerging field.

While terms and practices emerge, some clarity is slowly becoming evident. For some of the areas within the homeland security arena, however, concepts are not so distinct that they can be studied independent of one another. For example, there is a spirited debate as to whether or not counter-terrorism is intrinsically the dominant theme of an all-hazards approach to risk management. The Department of Homeland Security has adopted an all-hazards approach to incident planning and response, but there is considerable focus on preventing terrorist activity and preparing to respond to terrorist threats.

Clear and definitive guidelines have not yet evolved in this emerging field and it is clear that the subject is complex in theory and practice. The immaturity of the field prevents consensus and accepted standards from emerging. The fully developed degree program at APUS prepares students for the complexities of this field, along with preparation in a number of areas across the national security and emergency management spectrum. In its degree programs, APUS takes an integrated approach that reflects this discipline in its current emergency state.
Core Requirements (27 Hours)
COLL300 - Research, Analysis, and Writing - 3 hours

· Check Course Availability
This course outlines basic study and research techniques, the use of libraries, and the importance of research methodology and analysis for the social sciences. It is a writing intensive course that requires a sound understanding of written communication. Students enrolling in this course should be familiar with proper citations and documentation, grammar and syntax, organizing their writing, and parts of a paper. (Prerequisite: ENGL101 or ENGL102).

Pre Reqs: Proficiency in Writing(ENGL101),Effectiveness in Writing(ENGL102)

EDMG220- Emergency Planning - 3 hours

· Check Course Availability
Effective emergency planning is the key to surviving natural and man-made disasters. Risk analysis and the formulation of a comprehensive plan, followed by a vigorous and continuing testing program, are essential elements to surviving an emergency. Topics covered include threat assessment, risk analysis, formulating the plan, staffing the emergency operations center (EOC), coordinating with supporting agencies, the importance of continuing liaison, managing an actual incident, and conducting an effective follow-up analysis. Various actual case studies are discussed. 

EDMG340 - Consequence Management - 3 hours

· Check Course Availability
This course addresses the potential results from nuclear, biological, and chemical incidents or uses. Topics include public health consequences of such incidents, emergency planning and response measures in place among U.S. agencies, and emerging detection and management technologies. Existing vulnerabilities to these types of incidents and attacks will also be discussed. Objectives of the course include identification of the historical development and use of chemical and biological weapons; definition of the types of chemical and biological weapons and their impacts; analysis of case studies related to the development and use of chemical and biological weapons, and research on chemical and biological warfare. 

HLSS101 - Homeland Defense - 3 hours

· Check Course Availability
Over the past several years, the concepts of homeland defense and the need to better fortify the US homeland and its interests from asymmetric threats were recognized, but action to remedy vulnerabilities was limited in comparison to defensive measures taken during the Cold War. Within this context, this course will explore the boundaries of this national security mission by examining the threats, the actors, and the organizational structures and resources required to defend the American homeland. 

HLSS211 - Emergency Response to Terrorism - 3 hours

· Check Course Availability
This course is a study of the emergency response to terrorism process, to include knowledge of response tasks, toxicology, mass casualty triage, decontamination, and other operational issues. 

HLSS212 - Chemical, Biological, and Radiological Hazards - 3 hours

· Check Course Availability
This course for the non-scientist, is a study of chemical, biological, and radiological science involved in the different forms of weapons of mass destruction. The course covers topics of basic science, treatment, short- and long- term effects, among other issues central to understanding hostile WMD agents.

HLSS213 - Weapons of Mass Destruction Incident Command - 3 hours

· Check Course Availability
This course is a study of the Incident Command System (ICS) as it applies to a WMD response. Students will be provided with knowledge of the ICS and case scenarios of its use in a variety of settings. The course includes a scenario-driven exercise in which students must “respond” through the ICS command and staffing process to a national event.

HLSS301 - Homeland Security Organization - 3 hours

· Check Course Availability
This course is a study of federal, state, local, private, and other organizational entities involved in homeland security. It addresses the evolution of homeland security from early to modern times with an emphasis on the emerging homeland security structure, culture, and organization.

HLSS320 - Intelligence and Homeland Security - 3 hours

· Check Course Availability
This course introduces the student to the relationships between intelligence and homeland security strategy. The course utilizes a historical case study approach, analyzing both past and contemporary national security issues from an intelligence perspective to highlight the increasingly important role intelligence has played and will play in the homeland security strategy process. The course presents the evolving relationship between intelligence and homeland security strategy during the 20th century, with particular emphasis on the Cold War because of the lessons to be learned from that period. 

Major Requirements (12 Hours)
EDMG240 - Chemistry of Hazardous Materials - 3 hours

· Check Course Availability
This course presents the chemical basis for classification of, and emergency response to incidents involving, hazardous material. It is designed for the non-chemist emergency responder, transporters and others who need to understand the implications of both single product and multiple product spills, releases and incidents. This course does not require any prior chemistry knowledge.

EDMG420 - Risk Communications - 3 hours

· Check Course Availability
This course examines media management during local/national disasters and/or events. It will also address the media and all levels of governmental response. The focus will be on actual operations and on-site issues.

FSMT321 - Community Fire Mitigation and Protection - 3 hours

· Check Course Availability
This course is a study of the leading theory and practice associated with community fire mitigation, planning, protection, response, and recovery. Topics of the course include fire-community relations, community outreach, volunteerism and fire protection, strategic community planning, inter-organizational responses, and other issues.

FSMT405 - Fire Safety and Risk Regulation - 3 hours

· Check Course Availability
This course focuses on citizen and responder fire safety and risk reduction through prevention, response, and recovery phases of fire operations. Topics include risk reduction planning, equipment, communications, and procedure, among others. 

HLSS104 - Chemical and Biological Defense - 3 hours

· Check Course Availability
This course provides an overview of the chemical and biological threat that America and the rest of the industrialized nations face today. Subjects to be covered include weapons of mass destruction (WMD) technologies, equipment and response assets, and patterns of global terrorism. Additionally, the course will cover homeland security concerns and the US Government's plans and programs to execute a response to a WMD incident.

HLSS153 - The International Terrorist - 3 hours

· Check Course Availability
This course of instruction will explore and understand what the International terrorist is trying to accomplish and why. We will explore the ideological basis and characteristics of three (3) selected international terrorist organizations, differentiate and compare the recruiting and financial support mechanisms of various international terrorist organizations, and provide information to the student relative to active international terrorist organizations.

HLSS201 - Islamic Fundamentalism - 3 hours

· Check Course Availability
This course will create an understanding of the attitudes of Islamic nations and people toward the US by attempting to answer the following questions. First, “What is Islam?” “What are Islam’s basic tenets?” Second, “What are the basic Islamic sects and what separates them, what unites them? “Where did Islamic fundamentalism come from and where is it going?” Finally, “Why do so many Islamic countries fail to develop or sustain democratic systems?” To answer these questions, material will be presented about the socio-economic-political and religious framework of Islam that permeates all aspects of Muslim life.

HLSS215 - Regulatory Issues in Weapons of Mass Destruction - 3 hours

· Check Course Availability
This course focuses on the legal and regulatory issues associated with WMD response. Its topics include: associated public law, reporting authorities, jurisdictional and functional issues that govern organizational, technical, medical, scientific, moral/ethical issues, and, other aspects of response. 

HLSS225 - Intermediate Terrorism - 3 hours

· Check Course Availability
This course is a detailed exploration of the motivations of the international terrorist as well as the mechanisms of international terrorism. It will analyze the missions of key agencies involved with the “War on Terrorism,” evaluate their contributions, and determine ways they may work more synergistically. The course will examine the ideological basis and characteristics of international terrorist organizations. This will include differentiating and comparing the recruiting and financial support mechanisms of various international terrorist organizations, and evaluating their relative strengths and weaknesses. 

HLSS311 - Border and Coastal Security - 3 hours

· Check Course Availability
This course is a study of the federal, state and local organizations involved in border and coastal security, associated homeland security issues, the various policy and operational strategies used for border and coastal access and security, and contemporary border and coastal security concerns. Topics also include immigration and non-U.S. approaches to border and coastal security.

HLSS312 - Port Security - 3 hours

· Check Course Availability
Port Security is a survey course designed to provide students with a broad knowledge of port security issues. It will examine the critical importance of ports to trade and their vulnerability to disruption and attack. It will also examine several contemporary issues, including; the importance of sea borne trade to the North American and United States economies, the value of mega ports to sea borne trade, the vulnerabilities of ports to disruption and asymmetric attack, critical port security incidents such as the Halifax Explosion, and defensive measures to protect ports from disruption or asymmetric attack.

INTL434 - Threat Analysis - 3 hours

· Check Course Availability
With states as the level of analysis, this course examines their political, economic, and social condition which allows an understanding of threats to the state and their vulnerabilities. Analytic procedures to assess a state’s military capabilities, strengths and weaknesses of their political and economic systems, and challenges presented by their social systems are included. This course is a prerequisite to any of the intelligence studies country analysis courses.

INTL440 - Cyber Warfare - 3 hours

· Check Course Availability
The student will explore computer information warfare and its military applications. The course will review the role of computers and the Internet in training cyber warriors – both civilian and military – for future cyber warfare. Students will develop offensive strategies and applications of cyber warfare. Students will assess and evaluate different methodologies to bring about the desired impacts on the opponent as well as U.S. critical infrastructure protection from rogue nations and network-centric terrorist groups. 

INTL443 - Foreign Intelligence Organizations - 3 hours

· Check Course Availability
This course compares the history and methods of foreign intelligence organizations which have played (and continue to play) a significant role in U.S. strategic intelligence, foreign policy, and national security strategy planning. The student will become familiar with their methods for conducting intelligence and counterintelligence in both the political and military realms, with the objective of discovering the similarities and differences among them, and also for evaluating their overall relative effectiveness.

ISSC362 - IT Security: Attack & Defense - 3 hours

· Check Course Availability
This course examines the techniques and technologies for penetration of networks, detection of attacks, and prevention of attacks. This course addresses the techniques, the technologies, and the methodologies used by cyber intruders (hackers) to select a target and launch an attack. An understanding into the mind and psyche of the hacker is essential to anticipating the moves of the hacker and to design effective countermeasures. This course focuses on techniques and technologies to detect such attacks even while the attack is in progress; early detection enables the administrator to track the movements of the hacker and to discover the intent and goals of the hacker. This course assesses the various countermeasures to keep the system out of the “sights” of the hacker and to keep the hacker out of the perimeter of the target network. This course also explores the laws and the legal considerations in prosecuting computer crime. 

ITMG381 - Cyberlaw and Privacy in a Digital Age - 3 hours

· Check Course Availability
This course examines how laws have had to change to account for the expanded realm of crimes in the digital age. Despite legislation intended to combat the problem of identity theft, it continues to be one of the most common crimes associated with the Internet. Sexual harassment complaints can now be triggered simply by an employee forwarding questionable email to fellow employees. Some regard intellectual property rights violations to be innocent flattery, while others consider them to be violations that must be stamped out by force of law. Plagiarism by students who pull content from the Internet is a growing problem. Stalkers can log into their victims lives and gain access to highly confidential medical and financial information, and even sabotage their victim's reputations. This course examines current literature on such topics. 

PBHE426 – Quarantine - 3 hours

· Check Course Availability
This course is a study of the theoretical, historical, and contemporary issues associated with quarantine as a public health and safety measure. Students will learn quarantine strategy, implementation, effectiveness, and debate. The course topics will include the consideration of quarantine as a health and safety measure in modern homeland security strategy.

POLS410 - Public Policy - 3 hours

· Check Course Availability
Analyzes the formulation and execution of public policy in America. Includes study of decision-making theory, bureaucratic politics and other models that seek to explain how policy is made. Issues explored include social, environmental, economic, homeland security, defense, and foreign policy. Additional issue areas may be covered depending on contemporary significance. 

PSYC431 - Psychology of Disaster - 3 hours

· Check Course Availability
This course focuses on the psychological and physiological human response to natural and man-made disasters. Using clinical research and case histories, students will examine normal and abnormal psychological reactions, the recovery process and principles of mental health care for victims of mass disasters. Differences between natural and man-made disasters are examined and factors that mitigate post-traumatic effects are reviewed. Psychological aspects of Weapons of Mass Destruction (WMD) disasters are also considered. 

SCMT370 - Principles and Theory of Security Issues - 3 hours

· Check Course Availability
This course is an overview of the principles and issues in business and organizational security management. It reviews the classical management functions including the role of the Chief Security Officer and the principles of organizing the security function. It assesses the traditional management theories and concepts of planning, staffing, span of control as they are applied to the organization. Students examine the challenges embodied in various aspects of physical, personnel, and information security. Principles of loss prevention and the protection of assets are also considered. The history, legal foundations, functions, operations, processes, and tools of security management are explored to ensure the student has a broad understanding of security management and its current role in government and business operations. 

TLMT381 - Hazardous Materials Management - 3 hours

Institutional Requirements (3 Hours)
COLL100 - Foundations of Online Learning - 3 hours

General Education (34 Hours)
English (Must take ENGL101-Proficiency in Writing) - 6 hours 

Humanities - 3 hours 

History - 6 hours 

Literature - 3 hours 

Mathematics - 3 hours 

Political Science - 3 hours 

Science - 4 hours 

Social Science - 6 hours 

Final Program Requirement (3 Hours)
HLSS498 - Senior Seminar in Homeland Security - 3 hours

General Electives (42 Hours)
Electives are typically courses available at your degree level that are not currently required as a part of your degree program/academic plan. Please visit the catalog to view a complete listing of courses.

American Public University System is accredited by the Higher Learning Association of the North Central Association of College and Schools and by the Accrediting Commission of the Distance Education and Training Council (DETC). American Public University System is a distance learning institution that includes American Military University (AMU) and American Public University (APU).  

American Military University’s Emergency and Disaster Management (EDM) program is also accredited through the Foundation of Higher Education (FoHE) in Emergency Management and it the first 100% on-line institution to receive this important distinction. The program has an active membership in the International Association of Emergency Managers’ student association, the International Emergency Managers Student’s Association, with over 170 student members. AMU’s EDM program also has a chapter of Epsilon Pi Phi, which is the national honor society in Emergency Management/Homeland Security/Business Continuity for universities and colleges established by The Foundation of Higher Education in 2006.

For more information:

Contact: Dr. Chris Reynolds, CEM
Director
Homeland Security Program
American Military University
111 West Congress St 
Charles Town, West Virginia 25414 
1-877-755-2787

        
Fax: (304) 724-3786
Email: creynolds@apus.edu


Additional information: www.apus.edu 
Updated: 1/6/10· Check Course Availability
This course is designed to provide a solid foundation for undergraduate study in the online environment. Students will be introduced to learning theory, the tools available in the online classroom and campus, and online research. Identification of personal learning style allows students to improve their study/learning techniques and prepares them to succeed in college level courses. Students will be introduced to formatting and citation styles. APUS policy and procedure is addressed. There is an emphasis on written communication to assist students in the transition to the online environment. 

· Check Course Availability
This course will cover the requirements and regulations associated with packaging, handling, storage, transport, and incident response at the operational level for all forms of Hazardous Material. The emphasis will be on the federal regulations and their often-competing goals and contradictory provisions.

“Please note: Some of the Web sites linked to in this document are not federal government Web sites, and may not necessarily operate under the same laws, regulations, and policies as federal Web sites.”

