May 2, 2008 FEMA Emergency Management Higher Education Program Report
(1)  Business/Private Sector “Emergency Preparedness” Certification Standards: 
Conference Board.  A Certification Standard Has Not Emerged in Emergency Preparedness Plans, Says The Conference Board. NY, NY:  30 April 2008 Press Release, 3 pages.  At: http://www.conference-board.org/utilities/pressDetail.cfm?press_ID=3385 

The above noted Press Release is based on a report by Conference Board member Thomas E. Cavanagh entitled Benchmarking Business Preparedness:  Plans, Procedures, and Implementation of Standards (NYNY: The Conference Board, Report Number A-0267-08-EA), available only to members, though we were able to obtain a copy today and permission to post the report to the “Articles, Papers, and Presentations” section of the EM Hi-Ed Program website. From the Press Release: 

The majority of U.S. companies have a formal, written plan for emergency preparedness, according to a report released today by The Conference Board. But a widely adopted certification standard for such plans does not exist yet.  Three-quarters of the 302 senior corporate executives surveyed in mid-2007 said that an emergency preparedness plan exists in their companies. The analysis was sponsored by the U.S. Department of Homeland Security as part of an ongoing research project to assess the effectiveness of security in American companies. 

The survey sample was intended to reflect the characteristics of American businesses as defined by size and industry. The sample was divided into three strata: small business (companies with $5 million to $50 million in annual sales); mid-market ($50 million to $1 billion in sales); and enterprise ($1 billion or more in sales). Within these groups of companies, the survey polled executives with responsibility for security, business continuity, crisis management, and emergency response efforts. 

A "voluntary" certification process for preparedness was adopted as part of the 2007 homeland security legislation (Public Law 110-53). The choice of standards that would permit certification under the law is currently under review. As this report goes to press, it is expected that several different standards may qualify for certification.  "Currently, the most significant finding is that none of the many standards proposed for certification has attained widespread usage in the private sector," says Thomas Cavanagh, Senior Research Associate, Global Corporate Citizenship, The Conference Board. 

The most common standard is the ISO 27001/17799 information security standard, which has been implemented by 23% of the surveyed companies. Following close behind, used by 20% of companies, is NFPA 1600, which was endorsed as the National Preparedness Standard in 2004 by DHS, the U.S. Congress, the 9/11 Commission, and the American National Standards Institute (ANSI). Three other kinds of standards have all been implemented by 12% of companies. 

The larger companies are much more likely to have implemented the most widely known standards. At the enterprise level, 30% have adopted the ISO information security standard, compared with 24% of mid-markets and 15% of small businesses. Despite its high visibility as the National Preparedness Standard, NFPA 1600 has been implemented by 29% of large companies and less than 18% of those below the enterprise level. NIMS (the National Incident Management System) has been adopted by 19% of enterprise-level firms, compared to 10% of mid-markets and only 4% of small companies. The discrepancy is most dramatic with regard to C-TPAT, which has been implemented by one-quarter of large businesses but only single-digit percentages of companies with less than $1 billion revenue…. 

Different industries have different approaches to the pursuit of preparedness. The clearest example is the IEEE SCADA standard, which is used by many firms in the energy industry (38%) but is rarely encountered in other sectors of the economy. NIMS is the most widely utilized in the energy and healthcare industries (38% and 29% respectively). The financial services industry leads the way in the implementation of NFPA 1600 (36%) and the ISO IT standard (33%). 

Ownership structure is also strongly related to these aspects of preparedness. Among publicly traded companies, at least 70% report that they conduct risk audits, mitigation, and backup site activation at least once a year, and 59% undertake annual tabletop exercises. The proportion conducting annual risk audits falls to 58% for privately held companies and 47% for family-owned companies. Only 52% of private firms and 37% of family-owned companies conduct annual backup activation, and regular mitigation is undertaken by 43% of private companies and 40% of family firms. Regular tabletop exercises are conducted by only one-third of private companies and one-tenth of family-owned businesses. 

The financial services sector is at or near the top of the list of industries on virtually every one of these procedures, with especially impressive showings for backup facility activation (72%) and tabletop exercises (64%). Service industries are most likely to schedule "work from home" days, a procedure most commonly followed in healthcare (39%), business and professional services (36%), and other services (32%). 

The most common item in emergency preparedness plans is crisis communications, which is included in 91% of the plans. Almost as common is inclusion of evacuation procedures, present in 89% of plans. Other common items are securing access to facilities in 77% of plans, locating employees in 75%, first aid in 65%, liaison with first responders in 64%, legal representation in 42%, and coping with stress and trauma in 39%. 

Compared with smaller companies, firms at the enterprise level are far more likely to have implemented written plans that contain these specific items. The differences are most striking with regard to organizational procedures that go beyond the immediate needs of first responders and involve dealing with stakeholders in the outside world. Eighty-eight percent of large companies have a written plan for crisis communication, compared to 63% of mid-markets and 48% of small businesses; and 52% of enterprises have a written plan for legal representation in the event of an emergency, as opposed to 24% of mid-market firms and 17% of small companies. … 

Among large companies, 92% of companies have a written plan, compared with 72% of mid-markets and 58% of small businesses. But only one-third of large companies have plans that have been formally approved by their board, compared to 49% of mid-markets and 44% of small firms. 

"It is quite surprising that so few large companies have board approval on their emergency preparedness plans," says Cavanagh. "This could be because in larger companies, emergency preparedness is considered an operational rather than a strategic issue, so it may not be considered essential to send it to the board for review." 

(2)  Civil Rights and the War on Terror – Take One: 
On April 30th the Heritage Foundation invited Justice Dorit Beinisch, the President of the Supreme Court of Israel, and former judge, DHS Secretary Michael Chertoff, to speak on the topic of Civil Rights and the War on Terrorism.  The reference below is a transcript which includes an introduction by Heritage Foundation President, Edwin Feulner, remarks by President Beinisch, remarks by DHS Secretary Michael Chertoff, and a few Q&A’s. 
Remarks by Secretary Michael Chertoff and President of the Supreme Court of Israel Dorit Beinish to the Heritage Foundation’s Civil Rights and the War on Terror:  Dilemmas and Challenges Event.  Washington, DC:  April 30, 2008.  Accessed at:  http://www.dhs.gov/xnews/speeches/sp_1209741455799.shtm 

Excerpts: 

President Beinisch:  “….Terrorism is not a new phenomenon, yet over the last decade terrorism evolved to new dimensions, and has become a serious threat to democratic states. Indeed, we all face the reality of vicious and cruel terror that knows no bounds and as the plague of terror is spreading throughout the world, we all share the same concerns. Terrorism presents new and different challenges to human rights. On the one hand, danger to innocent people lies everywhere at all times. We’ve felt it in Israel, you know it here too, of course. Men, women and children are always at risk in public places, in street, and even in privacy of their own homes. On the other hand, the reaction to terrorism may also harm human rights. Unfortunately, we are all familiar with the phenomenon of suicide bombers who cannot be deterred by traditional means of law enforcement. Therefore, governments and legislatures in democratic state introduced extreme measures aimed to cope with terrorism. And of course, you know it, we know it, problems of administrative arrest, detentions, deportations, imposing various limitations on people’s rights. 

In this difficult and complicated struggle, the courts took upon themselves the difficult role of scrutinizing the decisions and legislation that were introduced during the fight against terrorism with the goal of preserving human rights while maintaining security. In Israel, since it’s early days as it was already mentioned, 60 year, the Supreme Court took on the difficult and complex task of maintaining the conditions necessary to protect a society in a permanent state of emergency while preserving the rule of law and basic human rights…. 

  

We live in a period of constant tension between ensuring security and safeguarding human rights. The public demands security. Government is under pressure to protect the public and ensure them peaceful and safe lives… As judges, we share its concerns, yet we recognize our role and our responsibilities. We acknowledge a duty of the executive to protect the cities and preserve the right to life against the threat of terrorism. We also recognize, however, that it is the duty of the judiciary to guarantee that a nation fighting for its survival will not sacrifice those very values that make the fight worth while. 

  

The level of protection of human rights in times of peace differs from the protection in times of war and armed conflict, when naturally the balance between security and human rights shifts. But if the state does not protect human right in times of emergency, it will lose its democratic character in times of peace. And this is, of course, the difficult task and difficult role of the judiciary, the guard against disproportionate limitation basic human rights of every individual, including terrorists, even in times of emergency…. 

Our guiding points appear that the battle against terrorism must be fought within the law, and that no war may take place outside the boundaries prescribed by law…. 

As to justifiability, as you can understand, this is something which is in the public debate. Are we correct or not? Are we right or not with our approach? When the court scrutinizes major operations or other state measures implemented in the course of the fight against terrorism, time and again the state argues that these actions or decisions are not justifiable, since they are politically in the nature and due to the fact that the court has no special expertise in such matters. But, to understand our approach, you have to understand the atmosphere in the situation where we live. If we declare all those issues not justifiable, it becomes -- the problems and the terror programs are so interwoven in the life of every Israeli that if you declare those issues not justifiable, human rights could be violated with no review with no limits. So this is part of the background in which we function…. 

  

In exercising judicial review, our premise is that the law is not silent before the guns of war. Our decisions on these issues do not always win public applause, because you can imagine. Some think that the court is exercising judicial review to restrict the operational and deterrent capabilities of the executive branch, and intervenes in areas beyond scope of its jurisdiction. I would not be surprised if some of you would think so. But others think that the court’s protection of human rights is insufficient. This is also possible. According to them, not enough has been done to reduce the number of human rights violations on the civilian population in the territories - a civilian population which is suffering greatly as a result of the operation adopted in Israel’s war against terror…. 

  

A democracy that ignores basic principles of human rights is liable to give terrorism the victory it seeks…. 

  

Secretary Chertoff:  ….As kind of a matter, perhaps, of academic interest there’s some obvious differences between the way the Israeli courts look at these issues and the way our courts do. For example, when the President said there’s no requirement of standing to get before an Article 3 court, I know the judges in the room here felt a stab in their heart, because as you all know, Article 3 requires, as a Constitutional matter, judges only hear cases where there is standing and just issuability. So these obviously reflect differences in our constitutions and in our legal traditions. 

  

I would, however, point to three things which I think are very interesting and reflective that the fact that we are in a new era and where I was interested to hear how the Israeli courts have dealt with this issue. First of all it’s perfectly evident the Israeli courts have dealt with a volume of cases dealing with these very, very challenging, troubling issues. It far exceeds probably those dealt by all the other courts in the world. So it’s certainly instructive and interesting to hear how they have wrestled with those issues, although I hasten to add not necessarily useful in terms of interpreting our Constitution. 

  

Second, I would also point out that Israel gets virtually no credit for this by the way. In other words, the fact that you have a court that’s taking a position that’s very protective of human rights gets no praise from the people out in the world who are constantly attacking the Israelis for being the worst kind of barbarians. So it’s truly a case where the good deeds being done here are not getting much praise. 

  

But it seems to me as we are in our brand new century dealing with an issue of terrorism and a struggle that is unlike any we have seen for this country, and probably unlike any the world has seen, it seems to me there are three very interesting issues that are presented as we try to assess how our legal systems deal with it. 

  

First, of course, the traditional legal model does not really apply necessarily to the 21st century for a couple of reasons. We know, for example, in the criminal law we’re accustomed to thinking about the criminal law as functioning with a deterrent and a retribution element. 

In other words we punish people after they’ve committed a crime. We do it not only to give them their just deserves, but we do it also to deter other people from doing things. But as the President said, terrorists are inherently undeterrable. If you are willing to blow up yourself it is unlikely that you’re going to be deterred by the threat of punishment. That’s distinct, by the way, from the threat of failure, which actually does work as a deterrent. 

  

So our law has to deal with the issue how do you prevent an act; potentially a horrific act, rather than how do you deter it or how do you punish it afterwards. So that is one legal challenge we have to deal with. 

  

Second, the technology of the 21st century is changing so rapidly that many of our rules and procedures, which were built at a time that we had a certain kind of communication system and a certain kind of analog set of processes, that legal structure seems woefully inadequate to a digital age when the movement of communications is not rooted in any one place and when it’s very difficult to take the concepts which made a lot of sense in the days of the rotary telephone and apply them in the world of voice over internet protocols. And so that has caused a lot of challenge with how do we deal with things like the authority to intercept communications, the ability to intercept information or to collect information that’s publicly available and to integrate it and analyze it. 

  

Some people, for example, find themselves offended by the notion that we might have video cameras up in public places recording their images. They view that an in invasion of privacy. And yet this is at the same time that anybody with a telephone is like a walking big brother because they can photograph you and put you on YouTube. So this rapid evolution of technologies is really changing the way we apply our legal principles to a whole host of issues, not the least of which are terrorism. So I guess that’s my first observation. We are really trying to adapt 20th century legal rules to a new world. 

  

Second, of course, we have to consider what are the roles of the courts in all this. I agree with the President that everything we do has to take place within the confines of the law, and we do accept in this country, as in any civilized country, that the rule of law has to trump everything else. And that’s why, for example, whether or not the Administration believes that the Supreme Court decides a particular case correctly or incorrectly, the government always follows the law. It always follows the ruling of the court. I’ve never heard anybody say that the Court’s ruling ought be rejected or disobeyed. 

  

The flip side of that, though, is the courts have a special responsibility in exercising that final word to make sure they are not exceeding the limits of their own competency; and not to assume that the privilege of having the last word means that it is necessarily the correct word. And that’s why what the President said, issues like deference to the reasonableness of determinations by military commanders, recognition that, in the fog of war, there’s a lot of uncertainty. It’s very important as a self-restraining element on the court. 

  

A court that rushes to have a say about everything and to substitute its judgment on matters that judges have no particular reason to be expert in is a court that will begin to lose its legitimacy over time because it will rub up against the commonsense that the people have in looking at what the right role of a court is…. 

  

…I think we all recognize that we are dealing with a series of challenges, you know, and how do we deal with communications, how do we deal with information collection, how do we prevent people from carrying out acts of terror that do require taking a new look at what the legal rules are…. 

  

Basic fairness to the people who put their lives on the line and go out there and actually operate and execute in the defense of the country suggest that we owe them support for what they’ve done as long as it’s being done in good faith and not for a corrupt motive or an evil motive; and then we owe them if we don’t like what they’ve done, then we owe them the respect of clarifying what the rules are going forward and telling them that we’re going to hold them harmless; that as of a consequence of these rules something bad does happen and it was not avoided because we said you can’t collect this information or you can’t do this then, then we owe them to say well, we understand you weren’t able to do it. That was our decision. We decide to accept responsibility and we will not blame you for failing in your job. And I think that remains in my mind the last and most significant step we need to take as a society in adapting our legal process to the 21st century challenges for terrorists…. 

  

President Beinisch: I agree with Secretary Chertoff. We have to defend the people that are doing the real work to protect us. And this is our approach too. I think we are not looking to the way to punish people who, as you said, if they were acting in good faith it’s enough. If they were acting in good faith. But we have to give them guidelines how they should act. And for that the test of good faith is not enough. The reasonableness, principles of proportionality, how to do that. They are doing the very important work and I agree that it’s sometimes too late ex-post facto to look for them and then it’s to the purpose is heavy. Heavy target -- to protect society today and I agree that even if we have the illusion of some quiet days it doesn’t mean that we can be satisfied that everything is calm. I believe this fight is not finished but it is so important for all of us to live in a democratic society and we have to recognize that whenever we decide to balance we are taking into consideration that we may pay a price.” 

(3)  Civil Rights and the War on Terror – Take Two: 
Strohm, Chris.  “Chertoff Calls For Consensus on New Anti-Terrorism Laws.”  National Journal, Congress Daily AM. May 1, 2008.  Accessed at: http://www.nationaljournal.com/congressdaily/cda_20080501_5923.php 

Homeland Security Secretary Chertoff declared Wednesday that the United States needs to have a "nonpoliticized, serious discussion" while writing new laws to define the best way to combat terrorism.  

Once laws are written, the public should not second-guess government actions and claim that federal officials are overstepping their authority, Chertoff said in a speech at the Heritage Foundation. He decried critics who make such accusations, despite the widespread public calls after the Sept. 11, 2001, terrorist attacks for the U.S. government to do more to protect the country.  

Chertoff called the backlash of criticism one of "the most debilitating" circumstances for the government to handle…. 

In his speech, Chertoff said U.S. society needs to come to a determination as to what are acceptable authorities for the U.S. government versus what violates people's rights. 

If the public limits what the government can do, it must accept that the risk of terrorist attacks may increase, he said. If the public gives the government greater authorities, it should not criticize the government for using those authorities at a later date, he added. 

(4)  FEMA/EMI Emergency Management Higher Education Conference, June 2-5: 
Note 1:  Talked with Josh Anchors with FEMA Region I in Boston, who would like to put-on a conference breakout session along with colleague Ivy Frances, focusing on innovative approaches to long-term recovery which the Region has been testing.  We agreed and scheduled this new breakout session on Tuesday afternoon during the first round of breakouts  We will be gathering session title and abstract information from Josh later in the day and adding this topic to the agenda.  In the meantime, for more information, Josh can be reached at:  Joshua.Anchors@dhs.gov 

Note 2:  Our Conference Support Team is requesting that any materials meant to be inserted into the Participant Conference Notebook – copy of slides, paper, presentation, bio, etc., be provided by May 16 to Laura Czarnecki at:  laura.czarnecki@associates.dhs.gov 

Note 3:  Tom Drabek Paper.  Received today, from Dr. Thomas E. Drabek, John Evans Professor, Emeritus, Department of Sociology and Criminology, University of Denver, a copy of his conference paper on Bringing Social Problems Perspectives Into Emergency 
Management Collegiate Curricula.  Will be forwarding his paper to the EMI Webmaster for upload to the “EM Hi-Ed Conference Section of the website, “Pre-Conference Papers” subsection, where it should be accessible shortly.  Abstract: 

During the past decade dozens of emergency management related courses, programs, and degrees have been created.  To enhance the quality of these, a more strategic vision of the profession must be fostered.  Inclusion of social problems perspectives within collegiate curricula is an essential step.  Five topics comprise the essay:  1) introduction, 2) historical context, 3) key themes, 4) implementation strategies, and 5) conclusions. 

(5)  Food Defense and Terrorism: 
Department of Agriculture.  Guide to Developing a Food Defense Plan for Warehouse and Distribution Centers.  USDA, Food Safety and Inspection Service, January 2008, 15 pages. Accessed at: http://www.fsis.usda.gov/PDF/Guidance_Document_Warehouses.pdf 

Excerpt:  

Food defense is putting measures in place that reduce the chances of the food supply from becoming intentionally contaminated using a variety of chemicals, biological agents or other harmful substances by people who want to do us harm. These agents could include materials that are not naturally-occurring or substances not routinely tested for in food products. A terrorist’s goal might be to kill people, disrupt our economy, or ruin your business. Intentional acts generally occur infrequently, can be difficult to detect, and are hard to predict. 
Food defense is not the same as food safety. Food safety addresses the accidental contamination of food products during storage and transportation and focuses on biological, chemical or physical hazards. The main types of food safety hazards are microbes, chemicals and foreign objects. Products can become contaminated through negligence and can occur during storage and transportation.  (p.2) 
(6)  Presidential Candidate Barak Obama on Security versus Freedom: 
Cable, Lee.  “Obama Woos Crowd in IUS [Indiana University Southeast] Town Hall Forum.” The Corydon Democrat, April 30, 2008. Accessed at:  

http://www.corydondemocrat.com/Articles-i-2008-04-29-206339.114125_Obama_woos_crowd_in_IUS_town_hall_forum.html 
Excerpt: 

The event, which was attended by an estimated 2,500 people, was billed as a "town hall meeting," and Obama took a few questions from the audience. One was about access to senators and congressmen. Another person said that Homeland Security was more of an enemy, due to the loss of civil rights in America, than al-Qaeda. But Obama assured the crowd that "they want to blow us up," so al-Qaeda was the more lethal enemy, but that "anyone who trades freedom for security will end up with neither." 

(7)  Resilience: 
Kelly, Robert W.  “`Resilience’ Blooming Into Its Own.”  Homeland Security Watch, May 2, 2008.   

Excerpt: 

It won’t just be the flowers blooming in May. With House Homeland Security Committee Chairman Bennie Thompson (D-MS) declaring May as “Resilience Month” in his committee, “resilience” has blossomed from the seed first planted by the likes of Steve Flynn at the Council on Foreign Relations and IBM’s work on Global Movement Management into an influential concept that has attracted the attention of leaders in the public and private sectors…. 

Making resilience a national priority will bring the focus that has been lacking from the mission of DHS since its inception. Resilience can also tap into the energy, resolve and ingenuity of the American people, as opposed to current policy, which views citizens and private industry only as potential victims and targets. And, perhaps most importantly, a national focus on resilience can bring much-needed stability to an economy that has been overwhelmed by market failure, heightened uncertainty, and failing infrastructure…. 

The attention towards resilience is a welcome sign. We must now ensure that resilience becomes a comprehensive plan of action, and not simply an empty slogan. 

[Note:  One is tempted to say “Here, Here!” to the last paragraph, while gently reminding readers that the term “resilience” has been around a very long time in the hazards, disasters and what to do about them (emergency management) communities.  One from amongst dozens of examples one could point to, below: 
Resilience: The capacity to recover successfully from loss and damage. The central features of resilience appear to be access to resources (particularly finance), access to information and services, the capacity to manage one’s own affairs and the capacity to deal with the stress and emotions generated by the disaster. (Buckle, Philip. “A Framework for Assessing Vulnerability.” The Australian Journal of Emergency Management Vol. 10, No. 1, Autumn 1995, p 13.)] 
(8)  Resources:  

Turoff, Murray, and Starr Roxanne Hiltz.  Information Seeking Behavior and Viewpoints of Emergency Preparedness and Management Professionals Concerned with Health and Medicine (Final Report Prepared for the National Library of Medicine).  March 6, 2008.  Accessed at: http://web.njit.edu/~turoff/Papers/FinalReportNLMTuroffHiltzMarch11.htm 

(9)  Website Modifications: 
Amongst the documents which have been provided to the web staff to replace previous versions: 

· EM Hi-Ed Conference Agenda (35 pages):  http://training.fema.gov/emiweb/edu/08conf/Conference%20Agenda%20-%20Draft.doc 

· Participant “Bio’s” or Information, June 2-5, 2008 EM Hi-Ed Conf. – Interesting reading. http://training.fema.gov/emiweb/edu/participants_08.asp 

· Guide to Emergency Management and Related Terms and Definitions (1175 pages) http://training.fema.gov/EMIWeb/edu/termdef.asp 

· Emergency Management and Related References/Bibliography (763 pages) http://training.fema.gov/EMIWeb/edu/docs/Wayne's%20Bibliography.doc 

(10)  World Trade Center Terrorist Attack, 1993 – Court Rules Against Port Authority: 
Hartocollis, Anemona.  “Port Authority Liable in 1993 Trade Center Attack.”  New York Times, April 30, 2008.  Accessed at: http://www.nytimes.com/2008/04/30/nyregion/30bombing.html?_r=2&oref=slogin&pagewanted=print&oref=slogin 

Excerpts:  

A state appeals court ruled on Tuesday that the Port Authority was liable for damages caused by the 1993 World Trade Center bombing, because it knew about but chose to ignore “an extreme and potentially catastrophic vulnerability that would have been open and obvious to any terrorist who cared to investigate and exploit it.”  The ruling unanimously upheld a jury’s verdict that the agency was 68 percent liable for the bombing and the terrorists 32 percent liable. Under state rules, because the Port Authority’s liability was more than 50 percent, it can be forced to pay all the damages to injured survivors and to relatives of those killed…. 
The decision was filled with pungent and scathing language. The judges said that the Port Authority should have realized that it faced a “potentially monstrous” risk. In one aside, they noted that the terrorists had fulfilled their mission “without meeting a scintilla of resistance.”  And they scoffed at the Port Authority’s concerns about loss of revenue from eliminating underground parking. It said that the jury heard testimony that the Port Authority’s net income from the World Trade Center at the time was about $100 million, and the loss of revenue from closing the parking lot to the public would have been “inconsequential.” 

  

The judges said that even if they accepted the Port Authority’s argument that it was required to take only “minimal” security precautions, the authority had failed to meet even that standard. 

(11)  Email Backlog:  501 in the am; 481 in the pm. 
Trust that all have, or had, a good weekend. 

The End 

B.Wayne Blanchard, Ph.D., CEM 
Higher Education Program Manager 
Emergency Management Institute 
National Emergency Training Center 
Federal Emergency Management Agency 
Department of Homeland Security 
16825 S. Seton, K-011 
Emmitsburg, MD 21727 
http://training.fema.gov/EMIWeb/edu 
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