March 19, 2008 FEMA Emergency Management Higher Education Program Report
(1)  DHS Terrorism Risk Assessment Methodology – GAO Report: 
The March 11, 2008 EM Hi Ed Report noted the publication of the following document.  

Government Accountability Office.  Homeland Security:  DHS Improved its Risk-Based Grant Programs’ Allocation and Management Methods, But Measuring Programs’ Impact on National Capabilities Remains a Challenge (GAO-08-488T).  March 11, 2008, 28 pages. Accessed at: http://www.gao.gov/cgi-bin/getrpt?GAO-08-488T 

Have now had an opportunity to read it.  Below are excerpts from the GAO Report, which the GAO notes the DHS generally agreed with. 

On Terrorism Risk Management:  “Risk management has been endorsed by the Congress, the President, and Secretary of DHS as a way to direct finite resources to those areas that are most at risk of terrorist attack under conditions of uncertainty. The purpose of risk management is not to eliminate all risks, as that is an impossible task. Rather, given limited resources, risk management is a structured means of making informed trade-offs and choices about how to use available resources effectively and monitoring the effect of those choices. Thus, risk management is a continuous process that includes the assessment of threats, vulnerabilities, and consequences to determine what actions should be taken to reduce or eliminate one or more of these elements of risk. Risk management includes a feedback loop that continually incorporates new information, such as changing threats or the effect of actions taken to reduce or eliminate identified threats, vulnerabilities, and/or consequences.” (p. 5) 
On DHS Terrorism Risk-based Methodology:  “DHS uses an evolving risk-based methodology to identify the urban areas eligible for homeland security grants and the amount of funds states and urban areas receive. DHS designed the methodology to measure the relative risk of a given state or urban area using a risk analysis model that defined Risk as the product of Threat times Vulnerability and Consequences (R = T * (V & C)). Given the uncertainties inherent in risk assessment, the methodology uses a combination of empirical data (e.g., population, asset location) and policy judgment (e.g., the nature of the threat for specific areas and the weights to be assigned to specific variables in the model such as critical infrastructure, population, and population density).” (p. i) 
“For this formula, DHS defined Threat as international threat of terrorism to locations and critical assets in the United States, Vulnerability as the susceptibility of an area to successful attack, and Consequences as the personal, physical, and economic consequences to an area of a successful attack.”  (Ibid, p.4, fn. 9)  

GAO View on DHS Risk Assessment Process:  “DHS has taken steps to establish goals, gather information, and measure progress, yet its monitoring of grant expenditures does not provide a means to measure the achievement of desired program outcomes to strengthen the nation’s homeland security capabilities. We still know little about how states have used federal funds to build their capabilities or reduce risks. This is because neither FEMA nor its predecessor for grant management (from fiscal years 2003 through 2007) has yet developed a system to compile grant information in a manner that allows for effective analysis of the obligation, expenditure, and use of homeland security grants funds. For example, FEMA officials said that they currently rely on the grant monitoring process to assess the extent that states and urban areas are building capabilities. However, these efforts do not provide information on how states and localities finance their efforts in this area, how federal funds have been used, the extent to which federal funds supplement or supplant ongoing state and local expenditures, and the effectiveness of those funds in improving the nation’s capabilities or reducing risk. According to FEMA officials, DHS leadership has identified this issue as a high priority, and is trying to come up with a more quantitative approach to accomplish the goal of using this information for the more strategic purpose of monitoring the achievement of program goals.”  (Ibid, 5) 
“Because we have imperfect information for assessing risks, there is a degree of uncertainty in the information used for risk assessments (e.g., what the threats are and how likely they are to be realized). As a result, it is inevitable that assumptions and policy judgments must be used in risk analysis and management. It is important that key decision makers understand the basis for those assumptions and policy judgments and their effect on the results of the risk analysis and the resource decisions based on that analysis.”  (Ibid, 5-6) 
Since fiscal year 2006, DHS has applied a three-step process which incorporates analyses of risk and effectiveness, to select eligible urban areas and allocate UASI and SHSP funds…: 

1. Implementation of a risk analysis model to calculate scores for states and urban areas, defining relative Risk, as the product of Threat, Vulnerability, and Consequences. 

2. Implementation of an effectiveness assessment, including a peer review process, to assess and score the effectiveness of the proposed investments submitted by the eligible applicants. 

3. Calculation of a final allocation of funds based on states’ and urban areas’ risk scores as adjusted by their effectiveness scores. 

Evolution of DHS Terrorism Hazard Risk-Based Methodology:  “DHS has used an evolving risk-based methodology to identify the states and urban areas eligible for HSGP grants and the amount of funds they receive. For example, the fiscal year 2005 risk analysis model largely relied on measures of population and population density to determine the relative risk of potential grant recipients. 

The fiscal year 2006 process introduced assessments of threat, vulnerability and consequences of a terrorist attack in assessing risk. The fiscal year 2006 risk analysis model estimated relative risk from two perspectives—asset-based and geographic—then combined the assessments, assigning twice as much weight to geographic as asset-based risk. In DHS’s view, asset-based and geographic risks are complementary and provide a “micro- and macro-” perspective of risk, respectively. In calculating these relative risk scores and addressing the uncertainties in estimating relative risk, policy and analytic judgments were required. For example, according to DHS officials, DHS made the judgment to assign geographic risk a weight of 1.0 and asset-based risk a weight of 0.5, since a potential loss of lives within an area would contribute to how geographic risk is assessed. Some of the factors used in the fiscal year 2006 risk analysis model included: the number of specific types of reports or events, such as reports of suspicious incidents; the number of visitors a state or urban area received from countries of interest; and population. In addition to modifications to DHS’s risk analysis model, DHS adopted an effectiveness assessment for fiscal year 2006 to determine the anticipated effectiveness of the various risk mitigation investments urban areas proposed, which affected the final amount of funds awarded to eligible areas. 

The risk analysis method for fiscal year 2007—which is largely unchanged for fiscal year 2008, according to our ongoing work—was changed substantially from the fiscal year 2006 process, and further exemplifies the continuing evolution in DHS’s approach to its risk methodology for grant allocation. Given the uncertainties inherent in risk assessment, the methodology uses a combination of empirical data (e.g., population, asset location) and policy judgment (e.g., the nature of the threat for specific areas and the weights to be assigned to specific variables in the model such as critical infrastructure, and population and population density). According to DHS officials, the fiscal year 2007 risk analysis model integrates the separate analyses for asset-based and geographic-based risk used in fiscal year 2006, and includes more sensitivity analysis in determining what the final results of its risk analysis should be.  DHS officials said the primary goal was to make the process more transparent and more easily understood, focusing on key variables and incorporating comments from a variety of stakeholders regarding the fiscal year 2006 process…. The maximum relative risk score possible for a given area was 100. The Threat Index accounted for 20 percent of the total risk score; Vulnerability and Consequences accounted for 80 percent. For the purposes of the model, DHS considered all areas of the nation equally vulnerable to attack and assigned every state and urban area a vulnerability score of 1.0. Thus, as a practical matter, the final risk score for fiscal years 2007 and 2008 is determined by the threat and consequences scores.   

(2)  This Time In History Tidbits: 
March 19, 2005:  American Planning Association. Publishes Planning For A Disaster-Resistant Community. 

March 19, 1995:  5 die by poison gas in Japanese subway. 

March 19, 1994:  National Hurricane Program Task Force was established to assist FEMA with planning an enhanced Hurricane Program.  

March 19, 1984:  Mobil oil tanker spills 200,000 gallons into Columbia River. 
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EMI, the nation’s pre-eminent emergency management training organization, offers training at no charge to emergency managers and allied professions through its resident classes in Emmitsburg, MD, its online courses http://training.fema.gov/IS/ and through development of hands-off training courses.  To access upcoming resident courses with vacancies http://training.fema.gov/EMICCourses/.  
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