July 10, 2008 FEMA/EMI Emergency Management Higher Educations Program Report
(1)  California Homeland Security Strategy 2008: 

California Governor’s Office of Homeland Security.  State of California Homeland Security Strategy 2008.  Sacramento, CA:  CA OHS, May 1, 2008, 108 pages.  Accessed at:  http://www.ohs.ca.gov/pdf/2008_CA_State_Homeland_Security_Strategy.pdf 

From the “Message from the Director,” California OHS, Matthew Bettenhausen: 

I am pleased to present the California Office of Homeland Security (OHS) 2008 
Strategic Plan, which frames the goals and objectives of the OHS mission and 

purpose. This Strategic Plan discusses California’s priorities, initiatives, and 

challenges for securing the State against terrorist attacks to our citizens, critical 

infrastructure, key resources, and economic strength. 

From the “Executive Overview: 

The broad strategic objectives of homeland security in California mirror those identified in federal guidelines. Priorities to strengthen layers of security and resiliency in California are as follows: 
1. Prevent and Disrupt Terrorist Attacks Within the State 
2. Reduce California’s Vulnerability to Terrorism 
3. Minimize the Damage and Recover From Attacks That Do Occur… 
VISION 
OHS is devoted to the prevention and disruption of terrorist attacks in California through the execution of multi-layered security systems. Additionally, OHS is involved in innovative programs for supporting response and recovery efforts should a natural or man-made disaster occur in our State. 

MISSION 
The mission of the Governor’s Office of Homeland Security is to prevent and prepare for terrorist attacks to California through information analysis, planning and research, critical infrastructure protection, citizen preparedness, grant management, training and exercises, and coordination through external relations. (page 1) 

(2)   Communicating Flood Risk: 

The transcript of Wednesday's session on How Do You Effectively Communicate Flood Risks? is available from the EIIP Virtual Forum www.emforum.org – or – use the following link: http://www.emforum.org/vforum/lc080709.htm 
(3)  Communication with the Public on Hazards/Threats and Concern with Public Panic: 

Yesterday’s EM Hi-Ed Program Report contained a note on a Q&A from yesterday’s House Committee on Homeland Security’s Hearing on The Challenge of Protecting Mass Gatherings in a Post-9/11 World.  During the hearing Representative Shay questioned a senior government official on the topic of decision-making concerning the communication of threats to the public.  In response to a question from Representative Shay on why not inform the public on a potential threat, which one would tell friends and family about – telling them “not to go there” --  the senior government official responded that the Department (DHS) would not want to cause “mass panic.”  A number of EM Hi-Ed Report readers responded with information on this topic – too many to post here today -- but we will in the future.  We have posted in below the response from one contributor, Damon Coppola, who has written on this topic and cites three references, with a note from each: 

1. Department of Health and Human Services "Communicating in a Crisis: Risk Communication Guidelines for Public Officials" 2002. http://www.terrorismresearch.net/docs/USDoH.pdf. 

"Myth #1: Risk communication is more likely to alarm than calm people." 

"Truth: Not if done properly. Educate and inform, don’t simply alert and alarm. Give people the chance to express their concerns, ask questions and receive accurate answers." 

  

2. Partnership for Public Warning, 2004, "An Introduction to Public Alert & Warning", http://134.231.4.104/emergency/nov05conference/EmergencyReports/handbook.pdf 

The Mass Panic Warning Myth 
It is extremely important to note that "mass panic" is commonly expected by civil authorities but is almost never found, even in cases such as the 1993 and 2001 World Trade Center bombings. People generally engage in rational adaptive action even when they are very frightened. When people take inappropriate actions, it usually is because they had inadequate information about the situation or were not provided instructions on  what actions to take. Timely and effective public warnings can do much to diminish the risk of panic in an emergency situation. 

Withholding Information Is Typically Not In the Public Interest 
 Officials are sometimes reluctant to communicate information to the public until the situation becomes clearer, out of a fear that public knowledge may make things worse. Experience and research show that when there is a credible threat, it is better to get information to people who can do something about it rather than to withhold it. Opening up an ongoing information flow as incident unfolds -- literally telling the story of the emergency as new facts disclose themselves -- allows initial directives to be modified as circumstances change. No one would expect directives for protective action to remain static when the emergency itself does not remain static. The public will listen to the emergency story unfold and will modify their actions as facts become clear and situations change. In many after action reviews of major emergencies, the economic, political and moral costs and liabilities of not providing information when it could have been released are often assessed a s being very high. " 

  

3. From my paper in Disaster Prevention and Management "Gripped by Fear: Public Risk [Mis]Perception and the Washington, D.C. Sniper" (2005), http://www.ingentaconnect.com/content/mcb/073/2005/00000014/00000001/art00003  

"The public was a responsible recipient of the flood of risk communication, and generally followed behavioral advice.  They learned terms like “Code Blue” and “Code Red,” how to identify .223-caliber assault rifles, box trucks, AstroVans, and ladder racks (the suspected equipment of the Sniper).  The public was given an FBI tip line, and by the end of the crisis over 90,000 calls were placed to this number.  What the public did not do, however, was panic.   While the media wrote stories detailing the average man’s ‘paralyzing fear,’ life did go on with civility....  The public was fearful but intelligent, receptive to advice, and able to process information well enough to locate the Sniper within twenty-four hours of learning the Sniper’s car and license plate information." 

[EM Hi-Ed Report note:  Other points of view are solicited.] 

(4)  DHS Constellation/Automated Critical Asset Management System (C/ACAMS): 

Pasted in below is a page (6) from Secure & Prepared (Iowa Homeland Security & Emergency Management Division), Vol. 4, Issue 10, July 9, 2008.  http://www.iowahomelandsecurity.org 

This article was reprinted from the June 2008 U.S. Department of Homeland Security C/ACAMS Newsletter 
As reported over the last few weeks, heavy rains across the Midwest have caused severe flooding and the failure of a significant number of levees along the Mississippi River system in Wisconsin and Iowa. Floodwaters continue to inundate vast expanses of farmland further downstream in Missouri and Illinois and are expected to have serious long-lasting impacts on agricultural and industrial infrastructures in addition to the significant damage already done to homes and businesses throughout the impacted states. While these floods have no doubt been a personal and economic catastrophe for millions of people, they also provided infrastructure protection specialists in the affected states with a chance to put C/ACAMS (Constellation/Automated Critical Asset Management 

System) to the test to support infrastructure response and recovery efforts. In particular, the State of Iowa’s response efforts, as described briefly below, demonstrate some of the potential applications of C/ACAMS in a natural disaster response scenario. 

It is important to note that C/ACAMS deployment in Iowa is still in its infancy. Iowa encountered a number of issues in their response efforts using C/ACAMS that are attributable to a relative lack of information in the system. 

This issue emphasizes the importance of building and validating a comprehensive catalog of infrastructures in order to derive the greatest possible benefits from C/ACAMS during an incident response. Below are some highlights from the Iowa After-Action Report. 

• Iowa is currently in the early stages of a three-year plan to complete assessments and asset management questionnaires (AMQ) which limited the amount of infrastructure information populated in C/ACAMS. As a result, the limited information in the system was inadequate to provide much use during the response effort. Accessing the data in C/ACAMS was an additional burden and a major waste of emergency management personnel’s time during crisis planning. 

Iowa Recommendation: AMQ sections of C/ACAMS need to be filled out completely to ensure accurate information.  This information will also provide impact information to the planning section [of Iowa’s response element] that is vital to critical planning for any major event. SOPs (State/National) and information on potential flood plain impacts on facilities should be included in the write-up of the AMQ, RAAD, or initial assessment visit as well. 

• The information in the system regarding the detailed chemical quantities for facilities in the flood plains was insufficient. Additional time was spent by the Iowa [Department of Natural Resources] and [Civil Support Team] building a list of chemicals which could have been retrieved with a simple data call within the system. 

Iowa Recommendation:  Federal data systems, including those used with CFATS and FASCAT, must be made compatible to ensure the existing data is available for use in an emergency situation. 

• The C/ACAMS mapping tool was unresponsive or slow at times while attempting to map assets. 

Iowa Recommendation: It is anticipated that these matters will be addressed with the addition of extra servers in the near future; however, the addition of an elevation tracking function within the system and additional instruction on the ability to map flood plains would be beneficial for this type of effort. 

• There was a lack of communication between the affected states and territories. Broken or topped levees within a one state radius directly influenced the increased water levels detected in our area. 

Iowa Recommendation:  Provide in the C/ACAMS resource page a reliable list of POCs for each state within the system. This would promote information-sharing across the borders and enable a coordinated effort between neighboring states. 

• The C/ACAMS system did not adequately identify or address hazards or threats that were non-terrorist related. 

Iowa Recommendation: The addition of natural hazard threats (i.e. Floods, Tornados, Hurricanes, etc.) in C/ACAMS would be beneficial, and would allow facilities to plan through more likely threats to their facilities. 

(5)  Exercises: 

Pasting in below a note we saw on the IAEM Discussion List (with permission) – makes a good point: 

The fires in northern California have taken a turn for the worse and there are thousands of people being evacuated.  State OES is looking at where to house these folks, so Yolo County (which includes us) is being asked to put together stats about how many people/animals we could house for the next couple weeks. 

What is ironic is that this is exactly the scenario we did in the county-wide exercise last summer.  Lesson learned:  it helps to have exercised on your most likely scenario. 

Valerie Lucus, CEM, CBCP 
University of California, Davis 
vjlucus@ucdavis.edu 

(6)  Homeland Security: 

Korade, Matt.  “Aides Offer Broad Outlines of Candidates’ Homeland Security Priorities.”  CQ Today Online News, 10Jul08.  http://www.cqpolitics.com/wmspage.cfm?docID=news-000002913617 

Excerpt:  

“Aides to Sens. John McCain and Barack Obama offered a glimpse Wednesday of what a Department of Homeland Security might look like under each man, a topic that has received scant attention from either candidate thus far.” 

  

(7)  Integrated Planning System for Homeland Security (Interim Draft) Released: 

Received today a note that the following document has been released to “our Federal, State and local partners.”  We consider the emergency management higher education community to be included in this partnership and will thus forward the below-noted PDF file to those interested in commenting.  The file is too large to attach to this distribution list. 

Federal Emergency Management Agency.  (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3).  Washington, DC:  Microsoft Word file, July 2008, 81 pages. 

To whet the appetite of a potential stakeholder reviewer, we have pasted in below a listing of “new to us” or “differently phrased”  terms and definitions which are being added to our Guide to Emergency Management Terms and Definitions document found on the EM Hi-Ed Program website.  There is usually about a one-week delay between modifications and postings – and we will not know when a posting takes place.  The Terms and Definitions document can be found at: http://training.fema.gov/EMIWeb/edu/termdef.asp 

Additions to Terms and Definitions Document from Interim IPS for Homeland Security: 

Contingency Planning:  “Contingency planning is the cornerstone of homeland security planning.  It supports crisis action planning by anticipating potential crises and developing plans that facilitate timely selection of courses of action and execution planning during a crisis.  Crisis action planning provides the means to transition from normal circumstances to heightened threats, emergency response, and recovery.”  (FEMA, Interim IPS (V 2.3), July 2008 copy, 2-8)  

Federated Planning:  “Federated Planning.  The Federal framework of the United States assigns, by law, unique responsibilities and authorities to each member of the homeland security community.  It also imposes, by law and practice, a requirement to share responsibilities and authorities to provide for common defense and security.  The planning doctrine that best accounts for the separate and shared security responsibilities of Federal, State, municipal and Tribal authorities can be labeled “federated planning.”  

a.                   Federated planning is a ‘multi-direction’ doctrine — it flows bottom-up, top-down, left-right, and right-left.  It recognizes that planning begins with strategic direction from senior executives at each level of government.  This strategic direction is converted to concept plans (CONPLANS), which are, in turn, converted to operations plans (OPLANS).  This planning process takes place throughout the planning community, with planners at each level interacting with each other and often with planners at other levels to acquire and integrate support.  

b.                  Government leaders at every level generate strategic goals and requirements that must be converted to executable action plans.  The majority of strategic requirements are determined and levied by local leaders.  Local officials deploy and employ the majority of homeland security assets to prevent, protect against, respond to, and recover from major disaster, terrorist attacks, and other emergencies.  

c.                   Municipal leaders make strategic assessments and formulate the strategic guidance necessary to acquire, train, maintain, and employ the assets and personnel needed to protect lives and property.  The scope of their strategic planning and decision-making varies widely, depending on the size and location of their municipality.  

d.                  Like their municipal counterparts, State leaders have unique, legally mandated responsibilities to provide security within their jurisdictional boundaries.  Much of their responsibility is reinforcing local officials with resources and authorities not available to them in normal circumstances.  State officials strategically plan to acquire, position, and allocate: funding, State police forces, State militia, National Guard elements, communications, hospitals, and other critical elements.  They also identify requirements and opportunities to make security related compacts with other jurisdictions.  In addition to supporting municipalities, State leaders conduct the strategic, operational, and tactical planning necessary to secure State owned properties, installations, and other infrastructure. 

e.                   Federal officials perform a role similar to State officials but on a larger, broader scale.  Like their State and regional counterparts, they reinforce local officials, private enterprise, and nongovernmental organizations with funding, training, equipment, authorities, and security forces.  They establish the national level structures needed to ensure that the Nation’s security elements operate in a coherent, mutually reinforcing manner.  Federal authorities have primary responsibility for organizing and synchronizing the national effort.  They accomplish this by guiding national investments in preparedness, facilitating standardized planning processes, and facilitating the robust training and exercise programs required to ensure national integrated preparedness.  

f.                    Many Federal officials have ‘localized’ responsibility for securing Federal properties, installations, and assets under their control.  In executing this responsibility, Federal authorities often require significant community support, including that provided by State and municipal officials, private entities, and other Federal agencies.  In planning to secure specific sites and assets, Federal authorities mirror the actions of municipal leaders; they determine what must be done, identify the resources required (including authorities and permissions), and coordinate with other levels of government and the private sector to obtain them.”   (FEMA,  (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3), July 2008 copy, p. 2-2 & 2-3) 

Homeland Security Doctrine:  “Doctrine describes the fundamental principles and concepts that shape the Nation’s homeland security effort.  It broadly tells us what planning is supposed to achieve, how it is structured and resourced, and how it is executed.  Doctrine describes the systems, processes, intellectual underpinnings, and terminology that are the bedrock of homeland security planning.  The doctrinal concepts and principles laid out here are consistent with planning systems already in place, or being considered for adoption.  Specifically, this doctrine underpins and supports: 

·        Homeland Security Presidential Directive-5 (HSPD-5) 

·        Homeland Security Presidential Directive–8 (HSPD-8), Annex I 

·        National Response Framework (NRF) 

·        National Incident Management System (NIMS) 

·        National Preparedness Guidelines (NPG) 

·        National Strategy for Homeland Security (NSHS).  (FEMA, (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3), July 2008 copy, p. 2-1) 

Homeland Security Planning Levels:  “There are three levels of homeland security planning – Strategic, Operational and Tactical. 

Strategic.  At this level, executive decision makers determine strategic homeland security objectives.  From these objectives, they develop overall, high-level guidance for planners.  Using this guidance, planners develop their strategic plans designed to apply resources to accomplish these objectives.  These are the widest scoped, least detailed plans in the planning hierarchy. 

Operational.  Strategic plans provide guidance for operational planning.  Operational objectives support strategic objectives, sequence events, initiate action and apply resources to begin and sustain activities.  It is at this level that operational planning is conducted and sustained across the homeland security operational continuum (e.g., Prevent, Protect, Respond and Recover).  Plans written at this level include concept of operations plans (CONPLAN) and organizational operations plans (OPLAN).  These plans are more narrowly scoped and more detailed than strategic plans. 

Tactical.  Tactical plans are more focused and detailed than operational plans.  Activities are focused on the arrangement of resources in relation to each other and to the threat or natural disaster.  Tactical plans are developed to support the objectives of operational plans.  The IPS is not intended to replace NIMS or the Incident Command System (ICS).”  (FEMA, Interim IPS (Draft 2.3), July 2008 copy, p. 2-10)   

Homeland Security Spectrum of Operations:  “Homeland security planning will address each of the four mission areas identified in the National Strategy for Homeland Security: to prevent, protect against, respond to, and recover from terrorist attacks or natural disasters.
[1]  In addition, planners must also consider the range of transnational threats not typically considered within the scope of these four mission areas, yet are no less imperative to our homeland security.
[2] 

· Prevention.  Prevention comprises actions taken and measures put in place to reduce risk of threats and vulnerabilities, to intervene and stop an occurrence, or to mitigate effects of a potential incident, be it naturally occurring or man-made.
[3] 
· Prevention planning will identify actions that minimize the possibility of a natural or man-made disaster adversely affecting the safety, security, or continuity of the Nation, its critical infrastructures, its inhabitants, and their civil rights and liberties. 
· Prevention planning for terrorist attacks will focus on reducing the likelihood or consequence of threatened or actual terrorist attacks.
[4]  These planning efforts will be aligned with the broader efforts of the National Implementation Plan for the War on Terror to disrupt and prevent terrorist attacks on the homeland, deny terrorist and terrorist weapons entry to the United States and disrupt terrorist ability to operate within the borders of the United States.  Prevention planning must ensure the complete exploitation of classified and unclassified information to increase the likelihood of successfully thwarting terrorists’ plans.
[5] 
· Many aspects of prevention planning are sensitive and must be produced in and controlled in a classified or law enforcement sensitive environment. 
[Editorial Note:  Prevention:  “The term ‘prevention’ means any activity undertaken to avoid, prevent, or stop a threatened or actual act of terrorism.”  (Post-Katrina Emergency Management Reform Act of 2006, p. 1424)] 

· Protection.  Protection is the ability to protect critical infrastructure and key resources (CI/KR) and is vital to the national security, public health and safety, economic vitality, and way of life of the United States.  It preserves life and property during a natural disaster or terrorist attacks.  Protection safeguards citizens and their freedoms, critical infrastructure, property and the economy from acts of terrorism, natural disasters, or other emergencies.
[6]  

· Protection includes actions to mitigate the overall risk to CI/KR assets, systems, networks, functions, or their interconnecting links resulting from exposure, injury, destruction, incapacitation, or exploitation.
[7]  It involves actions or measures taken to cover or shield from exposure, injury, or destruction.  Protective actions may occur before, during, or after an incident and are designed to prevent, minimize, or contain the impact of an incident.
[8]  

· Protection planning will address structures and processes that are adaptable to incorporate lessons learned and best practices and adjust quickly within the time constraints of a fast-moving crisis or threat environment.  This planning should manage risk and address known and potential threats and hazards.
[9]  

· Response.  Response embodies the actions taken in the immediate aftermath of an incident to save lives, meet basic human needs, reduce the loss of property, and impact to the environment.  Following an incident, either naturally occurring or man-made, response operations are essential to reduce the immediate psychological, social, and economical effects of an incident.
[10]  Response planning will provide rapid and disciplined incident assessment to ensure response is quickly scalable, adaptable, and flexible.
[11]  It will incorporate the national response doctrine as presented in the National Response Framework, which defines basic roles and responsibilities for incident response across all levels of government and the private sector.
[12] 

· Recovery.  Recovery encompasses both short-term and long-term efforts for the rebuilding and revitalization of affected communities.  Response and recovery operations are closely related.  Recovery planning must provide for a near-seamless transition from response activities to short-term recovery operations — including restoration of interrupted utility services, reestablishment of transportation routes, and the provision of food and shelter to displaced persons.
[13] 

· Recovery planning must ensure a successful transition from short-term recovery to the long-term recovery, including rebuilding and revitalization.  These long-term recovery efforts differ from short-term recovery efforts by scope, complexity of efforts required, and the effect on the social fabric of the community.  These efforts can take several months to several years to complete, depending on the extent of the catastrophic incident and how extensively CI/KR assets require redevelopment and reconstruction.
[14] 

· Long-term recovery plans must be designed to maximize results through the efficient use of finite resources.  These plans must coalesce both public and private partnerships and integrate collective recovery efforts.
[15] 

· Transnational Threats.  A significant and enduring threat to U.S. homeland security emanates from a wide range of transnational problems originating both from within our hemisphere and from the larger global commons.  Transnational threats
[16] include those homeland security challenges not usually associated with terrorism, critical infrastructure protection, or catastrophic incident response, but focused instead on illicit activities (for example, drug trafficking, piracy, illegal immigration, trafficking in persons, and organized crime), impersonal forces (infectious diseases such as pandemic influenza and SARS, natural resource shortages, and environmental disasters), and humanitarian disasters (within our hemisphere and as a precursor to potential mass migration directed at the U.S. homeland).  Transnational threats require both contingency and longer-term planning in crafting these homeland security plans; planners consider the integrity of our borders, national institutions and governmental systems and integrate planning across the air, maritime, land, and cyber domains.” 

(FEMA, (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3), July 2008 copy, pp. 2-6 through 2-8) 

Integrated Planning System (IPS):  “The IPS fulfills the requirement for a standardized national planning process and integration system as directed by Annex I to HSPD-8.  The IPS provides a basic, general framework for developing a series of products leading to a synchronized Federal plan.  The IPS is designed to provide a “how to” guide for Federal agencies (as well as State, local, and Tribal governments) for the development of contingency planning documents.”    (FEMA, (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3).  July 2008 copy, p1-1) 

Integrated Planning System (IPS):  “The IPS replaces the National Planning and Execution System (NPES).”  (FEMA, (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3).  July 2008 copy, p.1-2), footnote 7) 

Integrated Planning System (IPS) Fundamental Concepts:  “Understanding of several key fundamental concepts is important to ensure effective use and implementation of the IPS: 

1.  The IPS has been developed recognizing that homeland security planning is based on coordination and synchronization rather than command and control.  

2.  The IPS applies to Federal departments and agencies with a role in homeland security when conducting scenario-based planning…. 

3.  While State, local and Tribal governments are not required to adopt this system, they are strongly encouraged to do so…. 
4.  The IPS establishes a process for developing Federal plans….  

5.  The IPS is not designed to solve every planning problem that exists at the present time….    

(FEMA, (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3).  July 2008, pp. iii-v) 

Integrated Planning System (IPS) Purpose:  “The purpose of the Integrated Planning System (IPS) is to further enhance the preparedness of the United States by formally establishing a standard and comprehensive approach to national planning.  It is meant to provide guidance for conducting planning in accordance with the Homeland Security Management System (HSMS), described in the National Strategy for Homeland Security of 2007.  The Strategy calls for a national effort to create and transform homeland security principles, systems, structures and institutions across four key pillars of homeland security: 

·        Prevent and disrupt terrorist attacks; 

·        Protect the American people, our critical infrastructure, and key resources; 

·        Respond to and recover from incidents that do occur; and Continue to strengthen the foundation to ensure our long-term success…. 

By introducing a standardized approach to national homeland security planning, the IPS is an important step in enhancing our national preparedness.  As this system is implemented over time, it will align and synchronize our efforts at all levels of government – Federal, State, local and Tribal.”  (FEMA, (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3).  July 2008, Foreword, p. iii) 

Integrated Planning System (IPS) Purpose:  “The IPS lays the initial foundation necessary to actualize the Homeland Security Management System (HSMS).  It is a major step in 

·        establishing common Federal planning doctrine, 

·        providing a means for synchronizing operations across the spectrum of homeland security operations (prevent, protect, respond and recover) and 

·        integrating national planning efforts both horizontally across the Federal Government and vertically among Federal, State, local and Tribal entities.  

However, further work is necessary to successfully integrate existing Federal guidance, policies, strategies, plans and legislation with the HSMS.  To this end, through future refinement of the IPS and the development of other HSPD-8 Annex I deliverables such as the National Homeland Security Plan (NHSP), the Federal Government remains committed to addressing the following key issues in follow-on efforts: 

·        A mechanism to inform National Homeland Security planning efforts through a U.S. Government-wide risk-based analysis process. 

·        A process used to update the National Planning Scenarios. 

·        A standardized methodology to define and develop the required national capabilities and capacity necessary to execute IPS-generated plans. 

·        A standardized methodology that ensures the success of IPS-generated plans by integrating the Federal budgeting and resourcing processes necessary to execute IPS-generated plans.”  (FEMA, (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3).  July 2008, Foreword, pp. iv-v) 

Integrated Planning System (IPS) Scope and Applicability:  “The IPS applies to Federal departments and agencies (henceforth, “agencies”) with a role in homeland security when developing plans based on the National Planning Scenarios.  Agencies with existing planning processes are required to ensure their systems are capable of producing plans consistent with plans produced using the IPS.  Agencies with no existing planning processes are required to adopt the IPS. 

The IPS does not supersede any existing State, local, or Tribal planning processes.  However, it is the standard general planning system the Federal government will use for scenario based planning.  It is designed to highlight commonalities among most planning processes as planners often apply the same fundamentals, principles, and processes to developing plans regardless of the objective or desired effect of the plan they are developing.  As such, the IPS accommodates many existing planning systems.  The aim of the IPS is broad.  Existing Federal planning processes can be better aligned through standard planning, shared nomenclature, transparency, and agreed upon allocations of capabilities and common objectives.  The intent is not to disrupt ongoing Federal efforts, but to introduce a standardized planning methodology that best supports the Nation’s homeland security priorities.  The IPS also provides a method for Federal agencies to maintain their NIMS compliance as it is tied to the Preparedness component of NIMS.”  (FEMA, (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3).  July 2008 copy, p.1-2) 

Integrated Planning System (IPS) Target Audience:  “The target audience for the Integrated Planning System (IPS) is, primarily, those Federal departments and agencies that engage in operational activities requiring significant complex planning, especially those reliant on, or responsible for providing, assistance to other agencies and thus reliant on the effective, understandable planning of other agencies.  Ultimately, the IPS provides a common Federal planning process composed of three levels of planning:  strategic, operational, and tactical.  The IPS supports the development of a family of related planning documents.  These documents include strategic guidance statements, strategic plans, concept plans, operations plans, and tactical plans.  (FEMA, (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3), July 2008 copy, p1-1) 

Multiple Direction Planning:  “Federated planning flows in multiple directions.  From a municipal leader’s perspective it begins locally, processes up through State, regional, and Federal authorities as necessary, and comes back.  Local leaders assess their threats, hazards, and risk posture and determine what actions and capabilities are required to achieve steady-state and incident security.  They resource what they can and petition State and Federal authorities to fill capability shortfalls as needed. 

1)      In between, State officials often establish planning assumptions and objectives with which local governments in the State are required or encouraged to adopt and support.  State-wide interoperable communications plans and systems are an example.  State governments exercising leadership in a complex competitive environment relegate local and Federal government officials to a supporting role.    

2)      At every level of government, officials set strategic goals and objectives for their jurisdictions.  They also examine how their security challenge fits with higher, lower, and adjacent jurisdictions.  They determine how to operationalize their own and other relevant strategies, and resource appropriately.  Federated planning constitutes an approach where each member of the homeland security community is supporting and supported by others.”  

(FEMA, (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3), July 2008 copy, p. 2-3) 

NHSP:  National Homeland Security Plan.  (FEMA, (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3), July 2008 copy, p. iv) 

NIP-WOT:  National Implementation Plan—War on Terror.  (FEMA, Interim IPS for HLS (Draft 2.3), July 2008 copy, p. 4-1) 

Parallel Planning:  “Parallel planning describes those rare situations when planning occurs concurrently across all Federal Planning levels for a specific scenario or threat.  The higher planning level must still lead off the parallel planning effort to inform the next level’s planning.  The key distinction with parallel planning is that the lower planning level does not have to wait for the higher planning level’s approved plan to begin planning.  This is essential to speed up the process and allows participating organizations the maximum time to conduct their own planning.  Parallel planning relies on accurate and timely notification from the higher planning level and a full sharing of information between planning levels as it becomes available.”  (FEMA, Interim IPS (Draft 2.3), July 2008 copy, p. 2-9) 

Planning:  “Planning should be an orderly, analytical process consisting of logical steps to identify a mission or requirement, develop, analyze, and compare alternate courses of action, select the best course of action, and produce a plan.  Planning should also be flexible and responsive to dynamic conditions (e.g. time constraints, varied planning expertise, etc.).  Homeland security operations demand the interagency be able to gather, review, integrate, and act upon information rapidly in a knowledge-based, collaborative environment.  Collaborative planning allows all levels of government to plan together to synchronize their efforts.”  (FEMA,   (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3), July 2008 copy, p. 2-1) 

Planning Fundamentals:  “The challenge of planning for protecting lives, property, and the environment within is made easier if the planners apply these common characteristics to the planning process: 

· Planning is an orderly, analytical, problem-solving process. It follows logical steps from plan initiation to analysis of objectives, to development and comparison of ways to achieve the objectives, and to selection of the best solution. While using a prescribed planning process cannot guarantee success, inadequate plans and planning are proven contributors to failure. 

· Planning guides preparedness activities.  It provides a common framework to guide preparedness by establishing the desired end state and the tasks required to accomplish it.  This process identifies the capabilities required.  Capabilities provide the means to accomplish a mission and achieve desired outcomes by performing critical tasks, under specified conditions, to target levels of performance.  Exercises provide opportunities to demonstrate and evaluate performance, while periodic assessments of plans identify lessons learned and provide the means to share best products and practices. 

· Planning helps deal with complexity. Homeland security problems are most often complex and interrelated.  The National Strategy for Homeland Security attaches special emphasis to planning for catastrophic events that embody the greatest risk of mass casualties, massive property loss and immense social disruption.  Planning provides the opportunity for a jurisdiction or regional response structure to work through these very complex situations and their unique associated problems.  Planning helps decision makers understand how their decisions might affect the ability of their and neighboring jurisdictions to achieve response goals. 

· This planning process addresses all hazards.  The causes of incidents across the spectrum of homeland security can vary greatly, but the effects do not.  This means planners can address incident functions common to all hazards.  For example, floods, wildfires, and hazardous materials releases may lead a jurisdiction to issue an evacuation order.  Even though each hazard’s characteristics (e.g., speed of onset, size of the affected area) are different, many general tasks for conducting an evacuation are the same.  Differences in the speed of onset may influence when an evacuation order is given, but the process of issuing an evacuation order does not change.  All‑hazards planning ensures that planners identify common tasks and determine who is responsible for accomplishing those tasks. 

· Planning does not need to start from scratch.  Planners should capitalize on the experiences of others. The State is a valuable resource for the local jurisdiction.  Many States publish their own standards and guidance for emergency planning, conduct workshops and training courses, and assign their planners to work with local planners.  By reviewing existing emergency or contingency plans, planners can: 

· Identify applicable authorities and statutes, 

· Gain insight into community risk perceptions, 

· Identify organizational arrangements used in the past, 

· Identify mutual aid agreements with other jurisdictions, and 

· Learn how some planning issues were resolved in the past. 

· Planning depicts the anticipated environment for action.  This promotes early understanding and agreement on planning assumptions and risks, and provides the context for interaction.  Effective planning identifies clear tasks and purposes, promotes frequent interaction among stakeholders, guides preparedness activities, establishes procedures for implementation, provides measures to synchronize actions, and allocates or reallocates resources.  Planners should review the existing plans for questionable assumptions, inaccuracies, inconsistencies, omissions, and vagueness. Critiques of recent operations and exercises in the jurisdiction will help planners develop a list of topics to address when updating plans. 

· Planning must involve all relevant partners.  Just as coordinated operations depend on teamwork, good planning requires a team effort.  The most realistic and complete plans are prepared by a team that includes representatives of the Federal agencies, State, local, and Tribal governments, private sector representation, and nongovernmental organizations (NGOs) that will have to execute the plan. 

· Planning assigns tasks, allocates resources, and establishes accountability.  Decision makers must ensure planners have the resources needed to accomplish the planning requirements as well as provide the necessary organizing, staffing, equipping, and resource allocation to implement the plans.  Decision makers ensure this by organizing, staffing, equipping, and allocating resources. 

· Planning includes senior officials throughout the process to ensure both understanding and buy in.  Potential planning team members have many day-to-day concerns. For a team to come together, potential members must be convinced that planning has a higher priority, and the person to convince them is the jurisdiction's chief executive. Planning helps decision makers anticipate and think critically, reducing time between decisions and actions. The more involved decision makers are in planning, the better the planning product is. This includes reminding the chief executive that planning is an iterative, dynamic process that ultimately facilitates his or her job in an emergency. 

· Planning is influenced by time, uncertainty, risk, and experience.  These factors define the starting point where planners apply appropriate concepts and methods to create solutions to particular problems.  Since this involves judgment and balancing of competing demands, plans cannot be overly detailed, followed to the letter, or so general that they provide insufficient direction. 

· Planning not only tells those within the planning community what to do (the task) and why to do it (the purpose), it also informs those outside the jurisdiction about how to cooperate and provide support and what to expect.  Planning identifies important constraints (what “must be done”) and restraints (what “must not be done”) that affect freedom of action and expectations. 

· Planning is fundamentally a risk management tool.  Uncertainty and risk are inherent in response planning and operations.  Risk management during planning identifies potential hazards and assesses the probability and severity of each to mission accomplishment. Decision makers determine and communicate acceptable levels of risk.” 

(FEMA, (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3), July 2008 copy, pp. 2-4 through 2-6) 

Planning, Homeland Security:  “Federal, State, local, and Tribal homeland security planning includes a number of common characteristics including acceptability, adequacy, completeness, brevity, consistency and standardization, feasibility, flexibility, clarity and interoperability.  Management engagement and direction are critical to planning success, as is the participation of trained planners…. comprehensive homeland security planning doctrine accounts for the national homeland security effort — an effort that must recognize and respond to the needs of literally thousands of jurisdictions working together to achieve common — but sometimes competing —goals and objectives.  It is designed to help all members of the homeland security community fulfill their individual and collective obligations, and thereby accomplish the Nation’s homeland security goals.”  (FEMA,  (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3), July 2008 copy, p. 2-1) 

Strategic Guidance Statements (SGS):  Strategic Guidance Statements (SGS) are required for each national planning scenario and establish the foundation for the development of each Strategic Plan.  SGS will be developed by DHS Office of Operations Coordination and issued by the Secretary of Homeland Security. Strategic Plans are required for each Strategic Guidance Statement; they will define specific Federal interagency roles, responsibilities, mission essential tasks, capabilities and supporting metrics; and provide strategic guidance to support the development of interagency operational level Concept Plans (CONPLAN).  Strategic Plans will be developed by DHS Office of Operations Coordination and issued by the Secretary of Homeland Security.  (FEMA, (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3), July 2008, p. iv, footnotes 1 and 2) 

Tailored Resourcing:  “A critical aspect of federated planning is tailored resourcing.  Tailored resourcing offers leaders a high degree of confidence that they can access essential capabilities without maintaining unnecessarily large, unaffordable fleets of equipment and people.  Tailoring resources balances the tension between affordability and risk.  By employing horizontal and vertical integration with tailored resourcing, leaders can identify opportunities for pooling resources and maximizing the potential utility of a given capability.  Tailored resourcing ensures essential resources are available when, where, and as needed (i.e., time, space, and purpose).  The Resource Management component of NIMS defines standardized mechanisms and establishes the resource management process to:  identify requirements, order and acquire, mobilize, track and report, recover and demobilize, and inventory resources. 

·        Availability.  Capability and resource availability fall into four categories:  Organic, Assigned, Earmarked, and Potential.  
o       Organic Capabilities.  Organic capabilities are those that are an integral part of the basic structure of an organization, and are thus immediately responsive to the leadership of that organization.  Organization leadership is responsible for developing, sustaining, and employing these organic capabilities.  

o       Assigned Capabilities.  Assigned capabilities are those that supporting entities have agreed to allocate to a supported organization for agreed upon purposes in agreed upon situations.   Assignment to supported organizations is automatic once predetermined and pre-agreed situation thresholds are reached.  Assignment agreements are regarded as binding. 

o       Earmarked Capabilities.  Earmarked capabilities are those that organizations intend to allocate to a supported organization at some future time and situation.  Earmarked capabilities are allocated to support other organizations as the situation permits, but their commitment has not been prearranged.  These capabilities are often formed into a pool of available resources, none of which have been allocated to a given organization. Resources and assistance available under the Emergency Management Assistance Compact (EMAC) are an example of earmarked capabilities. 

o       Potential Capabilities.  Potential capabilities are those that might be allocated to a supported organization in specified circumstances.  Potential capabilities should not be regarded as a highly reliable resource.  Their accessibility is determined on a case-by-case basis.  (FEMA, (Interim) Integrated Planning System (IPS) for Homeland Security (Draft Version 2.3), July 2008, pp. 2-3. 3-4) 

(8)  Pandemic: 

Knebel A, Phillips SJ, eds. Home Health Care During an Influenza Pandemic: Issues and Resources (AHRQ Publication No. 08-0018). Rockville, MD: Agency for Healthcare Research and Quality; July 2008. Accessed at:  http://www.pandemicflu.gov/plan/healthcare/homehealth.html#ExecutiveSummary 

From Press Release: 

Home Health Care During an Influenza Pandemic: Issues and Resources, a report identifying home health care as a critical component in providing care during a pandemic influenza event and offering resources to home health care providers and community planners to prepare for such an event, was released yesterday by the U.S. Department of Health and Human Services’ Agency for Healthcare Research and Quality in collaboration with the Office of the Assistant Secretary for Preparedness and Response. 

The report emphasizes the home health care sector’s potential to help handle a surge in patients during a biologic event and stresses the need for involvement of home health care agencies in advance planning and coordination at the local level. It offers resources and suggestions on addressing key elements of home health care preparedness and includes lists of existing tools and models throughout. 

Examples of issues and strategies addressed in the report include: 

·        Exploring the use of technology to monitor patients at a distance. 

·        Collaboration with community partners. 

·        Legal and ethical considerations of providing care under emergency conditions. 

·        Home health care workforce issues, including training. 

·        Recommendations for additional action and research at the federal, state and local levels. 

The report, Home Health Care During an Influenza Pandemic: Issues and Resources, is based on the findings of an expert panel meeting, including representatives of home health care, emergency and disaster planning, professional organizations and federal and state government agencies. 

From Executive Summary: 

To assist communities planning for a pandemic, the Federal Government has developed a Pandemic Severity Index. The Index uses 5 categories of increasing severity (Category 1 to Category 5) to characterize a pandemic. The categories are primarily determined by case fatality ratio, i.e., the rate of death among persons who already have a particular disease. Communities will have different combinations of responses and interventions depending on the severity of a pandemic. 

Every sector of the U.S. health care system must be prepared for the challenge of increased demand for services in the face potentially scarce resources and possible disruptions in infrastructure. Preparedness will mean different things for different sectors. Hospitals, clinics, emergency medical services, private practice, long-term care institutions, hospices, and home health care agencies, for example, all will have distinct challenges. Federal Government agencies have been working together to help ensure that each health care sector has information necessary to that specific sector on how to prepare for and respond to a pandemic. 

This report serves as a discussion piece for home health care agencies and others to consider; this is not a Department of Health and Human Services (HHS) guidance. 

(9)  Email Backlog:  575 
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