August 14, 2008 Emergency Management Higher Education Program Report
 (1)  Cyber Attacks – Georgian Ministry of Defense Reportedly Evacuated: 
From John Arqtangent’s “Cybertastrophe” blog:  Georgia's critical infrastructures have been crippled far worse than by Russia's physical military attacks.  Deputy defense minister Ramaz Nikolaishvili ordered an evacuation of the Ministry of Defense building after Russian soldiers in Leningrad remotely disabled the building's power, water, phones, and Internet connections.  "We had no choice but to evacuate," Nikolaishvili told reporters.  "The MoD building has been completely destroyed by Russian military hackers.  It's a total loss." Accessed at:  http://blog.afcyber.us/2008/08/13/tbilisi.aspx  

For more information on Cyber Warfare and Security: 

Government Accountability Office.  Critical Infrastructure Protection:  Challenges in Addressing Cybersecurity” (GAO-05-827T).  Washington, DC:  GAO, July 20, 2005, 19 pages.  Accessed at:  http://www.gao.gov/htext/d05827t.html 

Government Accountability Office.  Critical Infrastructure Protection:  DHS Leadership Needed to Enhance Cybersecurity.  Washington DC, GAO-06-1087T (Testimony of David A. Powner, Director, GAO Information Technology Management Issues, before the Subcommittee on Economic Security, Infrastructure Protection, and Cybersecurity, House Committee on Homeland Security), 13 Sep 2006. At: 

http://www.gao.gov/cgi-bin/getrpt?GAO-06-1087T 

Government Accountability Office.  Critical Infrastructure Protection:  Efforts of the Financial Services Sector to Address Cyber Threats (Report to the Subcommittee on Domestic Monetary Policy, Technology, and Economic Growth, Committee on Financial Services, House of Representatives). DC:  US GAO, Jan 2003, 59 p. At:  http://www.gao.gov/new.items/d03173.pdf 

Government Accountability Office.  Cybercrime:  Public and Private Entities Face Challenges in Addressing Cyber Threats (Report to Congressional Requesters).  Washington, DC:  GAO-07-705, June 2007, 59 pages.  Accessed at:  http://www.gao.gov/new.items/d07705.pdf 

Gorman, Siobhan.  “Cyberattacks on Georgian Web Sites Are Reigniting a Washington Debate.”  Wall Street Journal, August 14, 2008.  Accessed at:  http://online.wsj.com/article/SB121867946115739465.html?mod=hps_us_whats_news 

Hoopes, Nathaniel.  “New Focus on Cyber-Terrorism – At Risk:  Computers That Run Power Grids, Refineries.”  The Christian Science Monitor, August 16, 2005.  Accessed at:  http://www.csmonitor.com/2005/0816/p01s02-stct.html 

House Committee on Homeland Security.  Addressing the Nation’s Cybersecurity Challenges: Reducing Vulnerabilities Requires Strategic Investment and Immediate Action.  Washington, DC:  Subcommittee on Emergency Threats, Cybersecurity, and Science and Technology Hearing, April 24, 2007.  Witness and Committee Prepared Statements accessed at:  http://homeland.house.gov/hearings/index.asp?ID=41 

Krebs, Brian.  “Nation’s Cyber Plan Outdated, Lawmakers Told.”  Washingtonpost.com, April 26, 2007.  Accessed at:  http://blog.washingtonpost.com/securityfix/2007/04/nations_cyber_plan_outdated_la.html?nav=rss_blog 

Krebs, Brian. “Washington Prepares for Cyber War Games:  Week-Long Simulation Tests Agencies', Companies' Response to Online Attacks.”  Washington Post, March 7, 2008. At: http://www.washingtonpost.com/wp-dyn/content/article/2008/03/07/AR2008030701157.html 

PBS Frontline.  “Cyber War!”  24 April  2003.  http://www.pbs.org/wgbh/pages/frontline/shows/cyberwar/ 
The United States Cyber Consequences Unit.  The U.S. Cyber Consequences Unit.  2008.  Accessed at:  http://www.usccu.us/ 
(2)  Evacuation Planning: 
Kendra, James, Jack Rozdilsky, and David A. McEntire.  “Evacuating Large Urban Areas:  Challenges for Emergency Management Policies and Concepts.  Journal of Homeland Security and Emergency Management, Vol. 5, Is, 1, Article 32, 2008.  Accessed at:  http://www.bepress.com/cgi/viewcontent.cgi?article=1365&context=jhsem 

Abstract: 

This article presents several policy observations regarding evacuation planning and disaster mitigation in large urban areas. After reviewing the research literature pertaining to disaster evacuations, the article provides background information about and lessons learned from Hurricanes Katrina and Rita in 2005 and Hurricane Dean in 2007. The often-erroneous planning assumptions in emergency management are then explored along with a discussion about future policy and management implications. Three themes are identified in this research, including: 1) public officials must anticipate a much broader scope of issues when issuing evacuation requests, 2) they must do more to prepare for disasters than write “fantasy” emergency operations plans, and 3) they must adjust development activities that have a negative impact upon disaster mitigation. 

(3)  FEMA Public Assistance Post Disaster: 
Martinet, Michael E.  Bringing Home the Bacon Getting and Keeping FEMA Public Assistance Dollars.  EIIP Virtual Forum Presentation Transcript, August 13, 2008.  Accessed at:  http://www.emforum.org/vforum/lc080813.htm 
Excerpt: 

In a major disaster, FEMA often brings in temporary workers to deal with the sudden influx of work. Many times these temporary workers are not highly trained or experienced. And many of these temporary workers will have relatively short term contracts and will simply "disappear" overnight because their short term contract has ended. 

It is the responsibility of each jurisdiction to know the public assistance process better than temporary FEMA employees do. Jesse St. Amant, former Director of Emergency Services for Plaquemines Parish, Louisiana, stated that one of the most frustrating aspects of the public assistance process was the constant rotation of FEMA employees working in that parish. He would spend weeks building a working relationship with a FEMA representative, and suddenly that representative would be gone. When the new FEMA representative would begin working, the job had to start over again, from scratch. 

FEMA does provide some information and training, but many painful and hard learned lessons will ensue as the public assistance process drags on. And the public assistance process does drag on. This is another factor that reduces the amount of cost recovery that a jurisdiction will receive and retain. Because the cost recovery process may go on for years, records must be well organized so that they are easily accessible for both in-house staff and auditors. 

At a meeting in August, 2007, thirteen and a half years after the Northridge earthquake, the FEMA Region IX Director, Nancy Ward stated that there were still 2.2 billion dollars of public assistance projects still pending from that event. 

For more information and additional consideration: 

Department of Homeland Security.  Audit of Louisiana State Grant Management Award, Public Assistance Program.  DC: DHS, Office of Inspector General Jan 2008, 18 pages. Accessed at: http://www.dhs.gov/xoig/assets/auditrpts/OIG_DD-08-01_Jan08.pdf 

Federal Emergency Management Agency.  9500 Series Policy Publications (FEMA Public Assistance Policy Reference Materials).  Washington, DC:  FEMA, July 23, 2008 modification.  Accessed at:  http://www.fema.gov/government/grant/pa/9500toc.shtm 

Federal Emergency Management Agency.  Public Assistance:  Debris Management Guide (FEMA-325).  Washington, DC:  FEMA, July 2007, 260 pages.  Accessed at: http://www.fema.gov/government/grant/pa/policy.shtm 

Federal Emergency Management Agency.  Public Assistance Grant Program.  Washington, DC:  FEMA, 28 Dec 2007 modification.  At:  http://www.fema.gov/government/grant/pa/index.shtm 

Federal Emergency Management Agency.  Public Assistance Guide (FEMA 322).  Washington, DC:  FEMA, June 2007.  Accessed at: http://www.fema.gov/government/grant/pa/pag07_1.shtm 

Federal Emergency Management Agency.  Public Assistance Interactive Forms Library.  Washington, DC:  FEMA, November 21, 2007 modification.  Accessed at:  http://www.fema.gov/government/grant/pa/forms.shtm 

Federal Emergency Management Agency.  Public Assistance Operations I (IS-631).  Emmitsburg, MD:  Emergency Management Institute, Independent Study Course, Aug 2002, CD Rom Version 1.0.  Accessed at:  http://training.fema.gov/EMIWeb/IS/is631.asp 

Federal Emergency Management Agency.  Public Assistance Policy Digest (FEMA-321).  DC:  FEMA, Oct 2001.  At:  http://www.fema.gov/government/grant/pa/policy.shtm 

General Accounting Office.  Disaster Assistance:  Improvements Needed in Determining Eligibility for Public Assistance (GAO Report to the Chairman, Subcommittee on VA, HUD and Independent Agencies, Senate Committee on Appropriations).  Washington, DC:  GAO/RCED-96-113, May 1996, 72 pages.  Accessed at:  http://www.gao.gov/archive/1996/rc96113.pdf 

(4)  Mount Saint Mary’s College, Emmitsburg, MD – Investigating “EM” MBA Program: 
Along with Senior EMI Policy Advisory Marian Cain, met today for about 90 minutes with Dr. William G. Forgang, Professor of Economics and Chair of the Department of Business, Accounting, and Economics, and with Joseph E. Lebherz, Director of Institutional and Government Relations, MSM.  Dr. Forgang, in particular wished to learn more about the EM Hi-Ed Program.  Turns out the primary motivation is that “The Mount” is considering the development of a concentration/certificate related to hazards, disasters and “what could be done about them” from a private sector point of view, within their existing Masters of Business Administration Program at their Frederick, MD location.  We certainly encouraged this investigation.  Recommended setting up an advisory committee and getting in touch with the Frederick County Emergency Manager for participation and recommendations on private sector members in the Frederick area.  We provided Dr. Forgang with a copy of the “Business and Industry Crisis Management, Disaster Recovery, and Organizational Continuity” college course developed for us by Dr. Gregory Shaw, George Washington, University (who incidentally is not contracting with us to update and upgrade his course – one of our most popular).  Dr. Forgang can be reached at:  forgang@msmary.edu 

(5)  National Infrastructure Advisory Council Report to DHS on CIKR Insider Threat: 
National Infrastructure Advisory Council.  The National Infrastructure Advisory Council’s Final Report and Recommendations on The Insider Threat to Critical Infrastructures. 8Apr2008, 56 p.   http://www.dhs.gov/xlibrary/assets/niac/niac_insider_threat_to_critical_infrastructures_study.pdf 
From Executive Summary:  

Scope 
Homeland Security Secretary Michael Chertoff initiated The Insider Threat to Critical Infrastructures Study with a letter to the NIAC at the Council’s January 16, 2007 meeting. The Secretary’s letter outlined a series of tasks, which helped frame the Study. The tasks included defining the insider threat for both physical and cyber; analyzing its scope, dynamics, and the effects of globalization; outlining obstacles to addressing this potential threat; and analyzing the challenges that Critical Infrastructure and Key Resource (CIKR) owners and operators face when they screen their employees for insider threat risk. The NIAC Working Group divided the assigned tasks and the work of the Study Group into two phases. The first phase focused on defining the threat, dynamics, scope, globalization, and obstacles, while the second phase highlighted issues and challenges related to employee screening. 

Goals 
The NIAC’s primary goal was to address the assigned tasks and develop policy recommendations for the President and DHS in an effort to improve the security posture of our Nation’s critical infrastructures. The NIAC also sought to leverage its findings to increase understanding of the insider threat and help CIKR operators mitigate insider threats. 
Findings 
The NIAC developed detailed findings, which are included in the report to address the tasks assigned to the Study. These findings also represent a part of the process used to identify gaps for policy solutions. 
Charter 
Through DHS and the Secretary of the Department of Homeland Security (DHS), the National Infrastructure Advisory Council (NIAC) provides the President with advice on the security of the critical infrastructure sectors and their information systems. These critical infrastructures support vital sectors of the economy, including banking and finance, transportation, water, energy, manufacturing, and emergency services. 

(6)  Tech Hazards – Good Question: 
Freeman, Sunny, and Bill Taylor.  “Residents Return After Blast.”  TheStar.com (Toronto), August 11, 2008.  Accessed at:  http://www.thestar.com/News/GTA/article/475696 

After “a massive explosion and fire that rocked a north-end [Toronto] neighbourhood,” at the massive propane distribution plant in Downsview led to a shutdown of a chunk of the city’s northwest corner and the evacuation of thousands of residents, many of them elderly… locals were demanding to know why Sunrise was allowed to move into a well-established residential neighbourhood about five years ago…. “Why would they allow a propane company to open up in a residential area?” said Fernando Caschera, 56. “I don’t understand.” 

(7)  Virginia Commonwealth University – Homeland Security and Emergency Prep. Pgm. 
Received communication today from Roger Hovis with the VCU Homeland Security and Emergency Preparedness Program noting that that the VCU HSEP “write-up” within the College List needs to be updated by changing the primary points of contact to: 

Deborah M. Brock Ph.D. 
Associate Director for Operations, and 

Coordinator, Undergraduate Program in Homeland Security & Emergency Preparedness  
L. Douglas Wilder School of Government and Public Affairs 
923 W. Franklin Street, Room 301A  
P.O. Box 842028 
Richmond, Virginia 23284-2028 
804-828-8036 
Fax: 804-827-1275 

  

John M. Aughenbaugh 
Faculty, Public Administration Program & 
Coordinator, Graduate Program in Homeland Security and Emergency Preparedness 
Wilder School of Government and Public Affairs 
Virginia Commonwealth University 
103 Scherer Hall 
923 West Franklin Street 
P.O. Box 842028 
Richmond, VA 23284-2028 
804-828-8098 (office) 
804-239-3567 (mobile) 
jmaughenbaug@vcu.edu 
Part of the email string sent to me today was a note to Roger on August 8th stating that “As of today, most courses are either filled or near capacity.” 

(8)  Email Backlog:  591 
(9)  EM Hi-Ed Report Distribution:  10,697 

The End 
B. Wayne Blanchard, Ph.D., CEM 
Higher Education Program Manager 
Emergency Management Institute 
National Preparedness Directorate 
Federal Emergency Management Agency 
Department of Homeland Security 
16825 S. Seton, K-011 
Emmitsburg, MD 21727 
wayne.blanchard@dhs.gov 
http://training.fema.gov/EMIWeb/edu 

 “Please note: Some of the Web sites linked to in this document are not federal government Web sites, and may not necessarily operate under the same laws, regulations, and policies as federal Web sites.”


EMI, the nation’s pre-eminent emergency management training organization, offers training at no charge to emergency managers and allied professions through its resident classes in Emmitsburg, MD, its online courses http://training.fema.gov/IS/ and through development of hands-off training courses.  To access upcoming resident courses with vacancies http://training.fema.gov/EMICCourses/.  
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