April 16, 2008 FEMA EM Hi-Ed Program Report

(1)  Chemical Safety Board Report on Apex, NC Chemical Explosion: 
Chemical Safety and Hazard Investigation Board (CSB).  Case Study:  Fire and Community Evacuation in Apex, North Carolina (2007-01-I-NC). Wash., DC:  CSB, April 16, 2008, 14 pp.  At:  http://csb/gov/index/cfm?folder=completed_investigations&page=info&INV_ID=67 

From an April 16, 2008 Press Release on the release of this report: 

“In a case study report released today on the October 2006 hazardous waste fire at the Environmental Quality Company (EQ), the U.S. Chemical Safety Board (CSB) called for a new national fire code for hazardous waste facilities and for improving the information provided to community emergency planners about the chemicals those facilities store and handle…. 

The CSB also today released a new 16-minute CSB safety video, entitled 'Emergency in Apex - Hazardous Waste Fire and Community Evacuation,' available on free DVDs and on the agency's video website, Safetyvideos.gov…. 

Hazardous waste facilities like EQ's are regulated under the federal Resource Conservation and Recovery Act (RCRA).  The investigation noted that RCRA regulations developed by the Environmental Protection Agency (EPA) require facilities to have 'fire control equipment' but do not specify what equipment and systems should be in place.  In addition, there is no national fire code to define good fire protection practices for hazardous waste facilities. The CSB investigation identified 22 other hazardous waste fires, explosions, and releases that have occurred at U.S. hazardous waste facilities in past five years.  More than a third had adverse community impacts, such as evacuations, orders to shelter, and transportation disruptions. 

Federal RCRA regulations require operators to 'familiarize' local responders in advance concerning facility hazards, but do not describe what specific information must be shared about stored chemicals, or define the frequency of communications.  Similarly, EPA regulations under the 1986 Emergency Planning and Community Right-to-Know Act do not require facilities to share information about hazardous wastes with local agencies, since those wastes are generally exempt from Occupational Safety and Health Administration (OSHA) rules requiring preparation of material safety data sheets (MSDSs).  In fact, the investigation found that EQ had had limited contact with the Apex Fire Department prior to the October 2006 fire. 

'Specific, accurate, up-to-date information on chemical hazards is essential to emergency response planning,' said CSB Board Member William Wark, who accompanied the investigative team to Apex in October 2006.  'Communities have a fundamental right to know about stored hazardous chemicals that may affect their health and well-being.  For first responders, having prompt access to such information is a matter of basic life safety.'…. 

The Board called on the Environmental Technology Council, a trade association representing about 80% of the U.S. hazardous waste industry, to develop standardized guidance on waste handling and storage to prevent releases and fires.  The CSB also recommended that the Council petition the National Fire Protection Association (NFPA) - an organization that authors national fire codes - to develop a specific fire protection standard for the hazardous waste industry.  The new standard should address fire prevention, detection, control, and suppression.  Similar NFPA standards already exist for other industries, such as wastewater treatment…. 

The CSB is an independent federal agency charged with investigating industrial chemical accidents. The agency's board members are appointed by the president and confirmed by the Senate. CSB investigations look into all aspects of chemical accidents, including physical causes such as equipment failure as well as inadequacies in regulations, industry standards, and safety management systems.”  [Note:  Small world – we knew Bill Wark, CSB Board Member quoted above, when we both worked at FEMA HQ in the 80’s.] 

(2)  Cyber Security:  DHS Inspector General Report: 
Department of Homeland Security.  Letter Report:  DHS Needs to Prioritize Its Cyber Assets.  Washington, DC:  DHS, Office of Inspector General (OIG-08-31), March 2008, 10 pages.  Accessed at:  http://www.dhs.gov/xoig/assets/mgmtrpts/OIG_08-31Mar08.pdf 
(3)  Cyber Security:  DHS Secretary Michael Chertoff, RSA Conference: 
Department of Homeland Security.  Remarks by Homeland Security Secretary Michael Chertoff to the 2008 RSA Conference.  San Francisco, CA, April 8, 2008.  Accessed at:  http://www.dhs.gov/xnews/speeches/sp_1208285512376.shtm   Excerpt: 

…while the potential consequences of a cyber attack are very real and every bit as concerning as the potential of a physical attack on the order of what we saw on September 11th, managing the risk of a cyber attack is not quite the same as managing the risk to our airline system or our transit systems or our borders. For starters, cyber security is not solely a federal responsibility. The federal government does not own the Internet, thank God, and it doesn't own the nation's cyber networks. You own the Internet and the nation's cyber networks. The federal government cannot be everywhere at once over the Internet or in cyberspace. There is a network that operates within that domain. And as a consequence, the federal government cannot promise to protect every system, let alone every home computer from an attack…. 

Cyber threats are also decentralized. The leverage that even a single, skilled individual has to cause mass havoc is enormous. In that sense, cyber threats have enabled terrorists and criminals to do a kind of damage that they would never really be able to contemplate doing in the real world. Let me give you an example. Last May a botnet attack in Estonia essentially shut down the Estonian government for a period of time. It affected their financial system, it affected media websites, and this occurred over the course of two weeks.  According to the Estonian government, more than a million computers were involved in the attack…Estonian government websites that usually received a thousand visits a day were inundated with 2000 visits a second. This attack went beyond simple mischief. It represented an actual threat to the national security and the ability of the Estonian government to govern its country…. 

…the time has come to take a quantum leap forward; to really engage in what I would call a game changer in how we deal with the issue of attacks, first and foremost on the federal government, and then secondarily working with the private sector to protect all of what we depend upon in our modern world…. 

In January of this year the President signed a joint national and homeland security directive building on efforts to date and directing that we formalize and implement a national cyber security initiate. This is -- I don't want to overdo the analogy, but it would almost be like a Manhattan project to defend our cyber networks in the same way that we've undertaken previous efforts in the past to deal with emerging threats. Under this strategy, this department and others lead the government's efforts to protect the federal domain and ensure the security, resiliency and reliability of the nation's information, technology and communications infrastructure…. 

…the architecture of EINSTEIN is fundamentally a backward-looking architecture. We identify anomalies by looking at traffic that has penetrated or entered certain federal domains. We analyze that to see whether we believe there is something nefarious going on. We contact the agents and we ask them to look at their own networks. And then when they come back to us, if we determine there's an attack, we try to take steps to identify the signature and characteristics of the attack so we can identify it if it comes in the future. This doesn't happen instantly, and the time delay in all the steps of the process I've told you is time we cannot afford to lose in a world in which attacks come literally in microseconds and from all points of the globe. So these constraints have limited the effectiveness of our ability to deal with an increasing tempo of attacks on our federal civilian domains…. 

…we need to reduce the number of access points to our federal domains. We have to consolidate our external connections to federal government systems. This concept, which some describe as a trusted Internet connections initiative, allows us to identify a finite number of entry ways into the federal systems so that we can effectively monitor the traffic over those entryways. That gives us better visibility into what is coming into the system and a better ability to see whether something dangerous is trying to penetrate. Our goal is to reduce access points from a current number that ranges in the thousands to a target of about 50…. 

I want to be very clear about this: this is not the federal government coming in to tell you, you must do something. The vision here is the federal government offering you the opportunity, if you wish, to partner with us to get some of the benefit of what we are doing and learning to help you do the jobs that are so important to you. We have no interest or intention of duplicating a system here, like you see in some other countries that I won't name, where the government tries to sit over the Internet and prevent things from coming in that they don't like. That is not what we want to do and that is not what we will do. What we do want to do is enable those who are interested in working with us to be able to get some of the benefit of what we're able to discover and learn so that you can protect your own assets. And I daresay, as responsible corporate citizens and stewards of your own businesses, you'll want to carefully consider that invitation when the time is right, and evaluate whether you think we can bring value added above and beyond what we've already brought…. 

[Note:  In cryptography, “RSA” is an algorithm for public-key cryptography.] 
(4)  DHS OIG Report on NYC UASIG Program: 
Department of Homeland Security.  Federal and State Oversight of the New York City Urban Area Security Initiative Grant Program (OIG-08-32).  Washington, DC:  March 26, 2008, 38 pages.  Accessed at:  http://www.dhs.gov/xoig/assets/mgmtrpts/OIG_08-32_Mar08.pdf 

(5)  Emergency Management Student Testimonial and New Student’s Corner on Website: 
Received yesterday, as a result of a request we made, a “Testimonial” from a former Emergency Management college student – in this case from the “EM” Program at the University of North Texas.  We plan, in the next week or so, to create a new section on the EM HiEd Program Website entitled “EM Student’s Corner,” modeled after the current section entitled “Practitioner’s Corner.”  We encourage, better yet, challenge, all faculty associated with emergency management collegiate programs to solicit similar “Testimonials” from program graduates.  We should even be able to upload electronic photos of the students.  We would like for this section of the website to be something prospective students could read through and get a sense of the opportunities and rewards possible via an emergency management education.  

Pasted in below is former UNT EM Student Tonya Hunter’s Testimonial – and allow us to add that she appears to set a high mark for future testimonials to aim: 

I graduated from the University of North Texas Emergency Administration and Planning Degree (EADP) in May 2005. As a student of the program, I gained knowledge in all four phases of Emergency Management such as Preparedness, Mitigation, Response and Recovery. During the program, I completed many courses that focused of various Emergency Management and Terrorism-related events, case studies from previous disasters, and lessons learned to mitigate against future disasters. During my studies at UNT, I also completed a 240 hour internship with the City of North Richland Hills Office of Emergency Management and Homeland Security to gain practical "hands on" experience in Emergency Management. 

With a degree in Emergency Management from the University of North Texas and internship experience, has allowed me to gain work experience in Disaster Relief with the American Red Cross--Dallas Area Chapter, Disaster Program Coordinator with a hospital, and an Emergency Management Officer-Planner position with Dallas County Office of Security and Emergency Management (OSEM). These positions have given me planning and response experience with disasters such as Hurricane Katrina, Hurricane Rita, flooding, tornadoes, winter storms and many more. 

As an Emergency Management Planner for Dallas County, I am responsible for updating of the Emergency Management Plan and Annexes, Project Manager for the Emergency Management Accreditation Program (EMAP) program at Dallas County OSEM, liaison with Dallas County jurisdictions in Emergency Management Planning, conducting Comprehensive Hazard Identification and Risk Assessment (HIRA) for Dallas County, conducting consequence analysis on identified hazards in Dallas County,  conducting Emergency Management Planning activities throughout Dallas County and the North Central Texas region by building and maintaining relationships, Planning Section Chief in the Dallas County Emergency Operations Center, Incident Action Planning during events, utilizing E-Team Incident Management System for all emergencies/disasters, planning and coordinating emergency management exercises with key emergency response agencies across a sixteen (16) county region, developing After Action Review and Improvement Plans for completed exercises, engaging in regional planning efforts such as the Regional Medical Operations Center (RMOC), Multi-Agency Coordination Center, Regional Emergency Managers, Dallas County VOAD, Dallas Medical Operations Center (DMOC), Hazard Mitigation Action Planning, Regional Shelter Committee, hurricane planning, and regional catastrophic planning and Critical Infrastructure. 

With my Emergency Management degree from UNT and practical experience gained in the field have allowed me to complete my Certified Emergency Managers (CEM) certification through the International Association of Emergency Managers (IAEM) and my Texas Emergency Managers (TEM) certification through the Emergency Management Association of Texas. All of these tools will allow me to succeed in the field of Emergency Management in the future. If you have any questions about the University of North Texas Emergency Administration and Planning degree program, feel free to contact me. 

Tonya Hunter, CEM, TEM 

Emergency Management Officer-Planner 

Dallas County Office of Security and Emergency Management Records Building, 509 Main Street, Ste 305 Dallas, Texas 75202 

Email: THunter@dallascounty.org 

www.dallascounty.org 

If any of the EM Hi-Ed Report readers are collegiate emergency management program graduates and wish to have their own testimonial considered for upload to the to-be-created “Student’s Corner,” then send your “testimonial” into either of the usual suspects:  wayne.blanchard@dhs.gov – or – barbaral.l.johnson@dhs.gov 

(6)  FEMA Emergency Management Higher Education Conference, June 2-5, 2008 Notes: 
Note 1:  EMI Superintendent Dr. Cortez Lawrence, currently serving as the Acting Superintendent at the Center for Domestic Preparedness in Anniston, AL, has confirmed that he will be able to come up from Anniston to attend at least the conference and will deliver a presentation on the importance of leadership in emergency management, during a specially arranged luncheon session on Thursday, June 5th, the last day of the conference. 

Note 2:  Dr. Christine G. Springer, Director - Executive Master of Science in Crisis and Emergency Management (ECEM), University of Nevada, Las Vegas (UNLV), Department of Public Administration, Greenspun College of Urban Affairs, has confirmed that she will be able to deliver a presentation on “Emergency Managers as Change Agents” during the Wednesday, June 4th 3:00-5:00 round of breakout sessions, within Breakout Session 4, on Reports.  For more information, Dr. Springer can be reached at:  christine.springer@unlv.edu 



Note 3, Applications:  The EM Hi-Ed Program Assistant, Barbara Johnson, notes today that 207 applications to attend the conference have been approved.  There are a few more no-cost (to US citizens) dorm rooms on campus still available.  For information on the conference, please go to:  http://training.fema.gov/emiweb/edu/educonference08.asp 

(7)  Homeland Defense – Two New GAO Report on NORTHCOM and Homeland Defense: 
Government Accountability Office.  Homeland Defense:  Steps Have Been Taken to Improve U.S. Northern Command’s Coordination with States and the National Guard Bureau, but Gaps Remain (GAO-08-252).  Washington, DC:  GAO, April 2008, 57 pages.  Accessed at:  http://www.gao.gov/cgi-bin/getrpt?GAO-08-252 

GAO Recommendation Summary: 

To improve NORTHCOM’s coordination with the states, GAO recommends that NORTHCOM develop an established and thorough process to guide its coordination with the states. To improve the command’s coordination with NGB [National Guard Bureau], GAO recommends that NORTHCOM and NGB revise their agreement to more fully and clearly define how they will coordinate and the responsibilities each will have. DOD generally agreed with our recommendations and suggested ongoing and future efforts to satisfy the intent of the recommendations. 

Government Accountability Office. Homeland Defense:  U.S. Northern Command Has Made Progress but Needs to Address Force Allocation, Readiness Tracking Gaps, and Other Issues (GAO-08-251).  Washington, DC:  GAO, April 2008, 67 pages.  Accessed at: http://www.gao.gov/cgi-bin/getrpt?GAO-08-251         
Abstract:  

It has been 5 years since the Department of Defense (DOD) established U.S. Northern Command (NORTHCOM) to conduct homeland defense and civil support missions in the United States. Planning operations in the United States poses unique challenges for traditional military planning. GAO was asked to assess (1) the status of NORTHCOM’s plans and the challenges it faces in planning and conducting operations, (2) the number, experience, and training of planning personnel, and (3) the extent to which NORTHCOM coordinates with other federal agencies. To do this, GAO reviewed available NORTHCOM plans, compared them to joint operational planning criteria, compared planning staff with those at other commands, and reviewed documentation and mechanisms for interagency coordination. 

What GAO Recommends 
GAO is making several recommendations to DOD to direct NORTHCOM to take actions to address the challenges it faces in its planning and interagency coordination efforts. GAO is also recommending that DOD develop metrics by which to measure readiness for civil support missions. DOD generally agreed with the recommendations and suggested ongoing and future efforts to satisfy the intent of the recommendations. 
(8)  Homeland Security Planning For Campus Executives: 
VMC/Homeland Security Programs.  Homeland Security Planning for Campus Executives:   Program of Instruction.  West Virginia University, Submitted to the Office of Grants and Training, DHS, February 8, 2007, 15 pages.  Accessed at:  

http://www.dcf.state.fl.us/campusSecurity/docs/HSPCE_POI-v2.0.pdf 
(9)  Homeland Security and Risk Management Principles GAO Special Forum: 
Government Accountability Office.  Strengthening The Use of Risk Management Principles in Homeland Security (Highlights of a Forum Convened by the Comptroller General of the United States).  Washington, DC:  (GAO (GAO-08-627SP), April 2008, 52 pages.  Accessed at: http://www.gao.gov/new.items/d08627sp.pdf 

(10)  Nuclear Attack Effects: 
Fowler, Daniel.  “Experts Say Staying Put Is Safest Move After Nuclear Attack.”  CQ Homeland Security, 15 April 2008.  http://homeland.cq.com/hs/display.do?docid=2704406&sourcetype=31 

Excerpt:  “In the event of the most likely type of nuclear attack, people would be better off ignoring the instinct to flee and remain inside their homes, security experts said Tuesday.   “The natural inclination is to flee and what they’re going to do is they’re going to get caught in gridlock,” said Cham E. Dallas, director of the Institute for Health Management and Mass Destruction Defense at the University of Georgia. “They’re going to get caught in gridlock because everyone else will be fleeing, and that is not viable. Most people should not flee” because they won’t be affected.  Dallas made his comments following a Senate Homeland Security and Governmental Affairs Committee hearing on confronting challenges a day after a nuclear attack. 

See:  Senate Committee on Homeland Security and Governmental Affairs.  Nuclear Terrorism: Confronting the Challenges of the Day After.  Washington, DC:  April 15, 2008.  Accessed at: http://hsgac.senate.gov/public/index.cfm?Fuseaction=Hearings.Detail&HearingID=695d538e-8679-4baf-a060-6ea66a77be41 
There you will find prepared statements from: 

· Senator Joseph I Lieberman, Committee Chair 

· Senator Susan M. Collins 

· Ashton B. Carter, Co-Director, Preventive Defense Project, John F. Kennedy School of  Government, Harvard University 
· Dr. Cham E. Dallas, Professor and Director, Institute for Health Management and Mass Destruction Defense, College of Public Health, University of Georgia 
· Roger C. Molander, RAND Corp. 
· John R. Gibb, Director - New York State Emergency Management Office 

(11)  Pandemic Planning Guidelines From the Department of Transportation: 
The DOT has recently released the following five Pandemic Influenza Sub-Sector Specific Planning Guidelines:  Aviation, Highway/Motor Carrier, Maritime, Mass Transit, & Railroad. 

Department of Transportation.  DOT Pandemic Flu Planning.  Washington, DC:  DOT, March 24, 2008.  Accessed at: http://www.dot.gov/pandemicflu/ 

According to the DOT Website noted below, These Sector-specific guidelines are annexes to the Pandemic Influenza Preparedness, Response, and Recovery Guide for Critical Infrastructure and Key Resources developed by the Department of Homeland Security and posted at: http://www.pandemicflu.gov/plan/pdf/cikrpandemicinfluenzaguide.pdf 
(12)   Email Backlog:  617 in the am; 528 in the pm. 
The End 
B. Wayne Blanchard, Ph.D., CEM 
Higher Education Program Manager 
Emergency Management Institute 
National Emergency Training Center 
Federal Emergency Management Agency 
Department of Homeland Security 
16825 S. Seton, K-011 
Emmitsburg, MD 21727 
http://training.fema.gov/EMIWeb/edu 

“Please note: Some of the Web sites linked to in this document are not federal government Web sites, and may not necessarily operate under the same laws, regulations, and policies as federal Web sites.”


EMI, the nation’s pre-eminent emergency management training organization, offers training at no charge to emergency managers and allied professions through its resident classes in Emmitsburg, MD, its online courses http://training.fema.gov/IS/ and through development of hands-off training courses.  To access upcoming resident courses with vacancies http://training.fema.gov/EMICCourses/.  
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