September 28, 2007 FEMA Emergency Management Higher Education Project Report
(1)  CYBER ATTACK:

Meserve, Jeanne.  "Mouse Click Could Plunge City Into Darkness, Experts Say."  CNN.com, September 28, 2007.  Accessed at:

http://www.cnn.com/2007/US/09/27/power.at.risk/index.html
[Excerpt:  "Researchers who launched an experimental cyber attack caused a generator to self-destruct, alarming the government and electrical industry about what might happen if such an attack were carried out on a larger scale, CNN has learned.  Sources familiar with the experiment said the same attack scenario could be used against huge generators that produce the country's electric power. Some experts fear bigger, coordinated attacks could cause widespread damage to electric infrastructure that could take months to fix.  CNN has honored a request from the Department of Homeland Security not to divulge certain details about the experiment, dubbed "Aurora," and conducted in March at the Department of Energy's Idaho lab.... DHS acknowledged the experiment involved controlled hacking into a replica of a power plant's control system. Sources familiar with the test said researchers changed the operating cycle of the generator, sending it out of control.... Economist Scott Borg, who produces security-related data for the federal government, projects that if a third of the country lost power for three months, the economic price tag would be $700 billion. "It's equivalent to 40 to 50 large hurricanes striking all at once," Borg said. .It's greater economic damage than any modern economy ever suffered. ... It's greater then the Great Depression. It's greater than the damage we did with strategic bombing on Germany in World War II'."]

(2)  DISASTER MANAGEMENT CANADA -- PERIODICAL:

Disaster Management Canada (previously Emergency Management Canada Magazine).  Canadian Centre for Emergency Preparedness.  Information at:

http://www.ccep.ca/ccepdmc.html
(3)  EMERGENCY MANAGEMENT PLANNING, COMMUNICATION, COORDINATION, EDUCATION:

Juva, Theresa.  "Hurricane Evacuation Plan Baffles Officials And Citizens."  Queens Chronicle (NY), September 28, 2007.  Accessed at:  

http://www.zwire.com/site/news.cfm?newsid=18861157&BRD=2731&PAG=461&dept_id=574908&rfi=6 
[Excerpt:  "Susan Fleming has been a Bayside resident since 1978, but never knew that Bayside High School, a short distance from her home, was where she should report in case of a major hurricane.’Wouldn't it be great if everyone knew what to do when the time came?' she asked, adding that there used to be a sign...directing motorists to the evacuation center at York College in Jamaica. The sign has since disappeared, but new signs pointing residents to the correct location have yet to appear. A spokesman for the Department of Transportation said when the city's evacuation plan was updated last year to include more hurricane evacuation shelters, the signs were changed. It is unclear, however, which signs were changed and where. Neither the transportation department or the Office of Emergency Management could provide a list of locations where new signs have been posted.  Fleming said another confusing part of the plan is the difference between an evacuation center and a shelter. According to the city's plan, residents in evacuation zones are supposed to report to their local evacuation center. From there, they will be transported to a permanent shelter nearby.    A spokesman for emergency management said the number of city shelters designated for hurricane evacuees increased from 200 to 500 last year, although he could not provide a list of shelters. Bayside Councilman Tony Avella hasn't been notified about the updated plan or what changes have been added to his neighborhood, including new signs or coastal evacuation routes. 'Clearly there hasn't been a communication that there should have been,' he said, adding that emergency management officials should plan visits with the most vulnerable districts. Besides questions about adequate signage that is supposed to lead people to safety, there is uncertainty about how well elected officials are informed...."] 

(4)  FEMA'S REPETITIVE FLOOD CLAIMS PROGRAM WEBSITE:

For those interested in following this topic, this FEMA website was updated yesterday (September 27, 2007).  Go to: http://www.fema.gov/government/grant/rfc/index.shtm
(5)  HOMELAND SECURITY STRATEGY:

Waterman, Shaun.  "U.S. Rewriting Homeland Security Strategy."  United Press International.  September 27, 2007.  Accessed at:

http://www.upi.com/International_Security/Emerging_Threats/Briefing/2007/09/27/us_rewriting_homeland_security_strategy/7805/print_view/ 
[Excerpt:  "An effort is under way within the Bush administration to revise its homeland security strategy to give more weight to protection from natural disasters.  The new strategy will also outline a more aggressive posture towards terrorism and use risk management to drive the allocation of federal resources.  'That is something that is being worked on,' a senior administration official authorized to speak to the media told United Press International Thursday.  "Discussions (about changes to the existing July 2002 strategy) are ongoing with officials across the government and at a state and local level," the official said. Earlier this week homeland security blogger and business executive Jonah Czerwinski posted PowerPoint slides used by White House Homeland Security Council staff to brief others on the effort.... The slides say a rewrite of the strategy is necessary to address the changing nature of the threats to the United States and to 'align dozens of existing (policy) initiatives, and subordinate strategies, plans, and reports.'

The slides say the definition of homeland security should be changed to reflect the dangers of natural disasters...."]

BWB Note 1:  I have received a copy of the 14-page unclassified draft "pre-decisional information" version of this slide presentation.  Slide 6 is titled "Definition of Homeland Security," and includes the following two definitions:

"2002 Strategy: Homeland security is a concerted national effort to prevent terrorist attacks within the United States, reduce America's vulnerability to terrorism, and minimize the damage and recover from attacks that do occur."

"2007 Strategy: Homeland Security is a concerted national effort to prevent 'and disrupt' terrorist attacks, 'protect against man-made and natural hazards, and respond to and recover from incidents" that do occur'."

BWB Note 2:  The above should not be surprising given the directive language found in the "Post Katrina FEMA Reform Act of 2006" (Title VI of the DHS Appropriations Act of 2006), which besides mandating the above, also called for increased attention to natural hazards mitigation -- which is not specifically reflected in the above -- unless it is read into the meaning of the second bullet of the "Three Pillars of Homeland

Security:

* Prevent and Disrupt Terrorist Attacks

* Protect the American People, Critical Infrastructure, and Key Resources

* Respond to and Recover from Incidents."

As Emergency Management Professionals know, the best way to "Protect" is to prevent a disaster from happening in the first place, and then to mitigate or otherwise reduce the impact of disasters that nonetheless strike.

(6)  NATIONAL FLOOD INSURANCE PROGRAM:

Recio, Maria.  "House Votes to Expand Flood Insurance To Wind Damage." McClatchy, September 27, 2007.  Accessed at: http://www.mcclatchydc.com/homepage/story/20053.html
[Excerpt:  "The House voted Thursday to expand the federal flood-insurance program to include wind damage, a change inspired by Hurricane Katrina hitting the Gulf Coast region but with repercussions for all coastal areas. The 263-146 vote was bipartisan, as 218 Democrats and 45 Republicans voted for the bill despite a White House veto threat....There's no companion Senate bill, but House supporters are looking to Senate Minority Whip Trent Lott, R-Miss., who's been generally supportive of the "multi-peril" insurance approach.... The Flood Insurance Reform and Modernization Act of 2007 would enable policyholders in the flood insurance program to purchase wind policies, as well as making revisions in the overall program.... Insurers oppose the legislation. 'This bill would result in a dramatic expansion of the (National Flood Insurance Program) - with the potential for huge deficits - and a fundamental realignment of both the (flood program) and the private wind-insurance market,' said Marc Racicot, the president of the American Insurance Association. 'It would also encourage building in hurricane-prone regions, putting more people and property in the path of devastating storms'."]

The Flood Insurance Reform and Modernization Act of 2007 can be accessed at: http://thomas.loc.gov/home/gpoxmlc110/h3121_rh.xml 

(7)  PANDEMIC:

Government Accountability Office.  Federal Executive Boards' Ability to Contribute to Pandemic Preparedness (Statement of Bernice Steinhardt, Director Strategic Issues, GAO Before  Subcommittee on Oversight of Government Management, the Federal Workforce, and the District of Columbia, Senate Committee on Homeland Security and Governmental Affairs).  Washington, DC:  GAO-07-1259T, September 28, 2007, 16 pages.  Accessed at: http://www.gao.gov/new.items/d071259t.pdf
[Abstract:  "The federal executive boards (FEB) bring together federal agency and community leaders in major metropolitan areas outside Washington, D.C., to discuss issues of common interest, including pandemic influenza. This testimony addresses the FEBs' emergency support roles and responsibilities, their potential role in pandemic influenza preparedness, and some of the key challenges they face in providing emergency support services."]

State of Connecticut, Executive Chambers.  "Governor Rell Announces Pandemic Influenza Public Education Campaign -- Stresses Importance of Individual Preparedness."  Hartford, CT:  September 23, 2007.  Accessed at:   http://www.ct.gov/governorrell/cwp/view.asp?Q=396184&A=2791
(8)  PREPAREDNESS AND RESPONSE:  

American Red Cross.  Business Community Contributes Resources to Disaster Response Through Partnership with Red Cross (Press Release). Washington, DC:  ARC, September 21, 2007.  Accessed at: http://www.redcross.org/article/0,1072,0_312_7081,00.html
[Sub heading:  American Red Cross and the Business Roundtable announce a new partnership to engage the business community in strengthening disaster preparedness and response.]

(9)  PRINCIPLES OF EMERGENCY MANAGEMENT -- FLEXIBILITY:

Chan, Wade-Hahn.  "Planners Describe Disaster Strategies."  FCW.com, September 24, 2007.  Accessed at: http://www.fcw.com/print/13_34/policy/150189-1.html
[Excerpt:  " misconfigured firewall that malfunctioned during a federal disaster preparedness exercise in April showed how tenuous disaster preparation can be. Mike Nicholson, director of the requirements office of the information technology division at the Homeland Security Department's National Protection and Programs Directorate, said the firewall problem prevented an Army unit from connecting with the Defense Information Systems Agency, almost scuttling the demonstration. "It took a month to get that resolved," a delay that would not have been acceptable during a real emergency, Nicholson said. That lesson highlights the reality that emergency preparedness requires training for almost every possible situation. But many DHS officials say that even thorough training might not be sufficient. The most well-prepared plans can be derailed by the unpredictable nature of disasters."

Note:  The Emergency Management Principle of Flexibility states that "emergency managers use creative and innovative approaches in solving disaster challenges."  Emergency Managers expect "glitches."  One cannot plan for, train for, exercise for every contingency.  And every disaster has one or more unplanned for, untrained for, unexercised contingencies.

(10)  SHELTERING IN-PLACE:

Lasker Roz D., Hunter ND, Francis SE. With the Public's Knowledge, We Can Make Sheltering in Place Possible. New York, NY: The New York Academy of Medicine, 2007, 64 pages.  Accessed at: http://redefiningreadiness.net/pdf/sipreport.pdf
(11)  SPECIAL NEEDS POPULATIONS:

Andrulis, Dennis P. and Nadia J. Siddiqui.  Public Health Emergency Preparedness for Racially and Ethnically Diverse Communities (Slide Presentation).  Philadelphia, PA:

Drexel University, Center for Health Equality, School of Public Health, September 10, 2007, 14 slides.  Accessed at:

http://www.diversitypreparedness.org/SiteData/doc/Presentation1/5ec123a284f373292ae48d85093ee366/Presentation1.pdf 
Center for Health Equality.  Promising Resources and Efforts on Emergency Preparedness for Racially and Ethnically Diverse Communities. Philadelphia, PA:  Drexel University, School of Public Health, September 2007, 5 pages.  Accessed at:

http://www.diversitypreparedness.org/SiteData/doc/Promising%20Resources%20and%20Efforts%20NEW/254e00d82f79bc9051b82342f9c31c29/Promising%20Resources%20and%20Efforts%20NEW.pdf  
(12)  TARGET CAPABILITIES LIST 2007:

Department of Homeland Security.  Target Capabilities List:  A Companion to the National Preparedness Guidelines.  Washington, DC:  DHS, September 2007, 590 pages.  Accessed at: https://www.llis.dhs.gov/getFile.cfm?id=26724
(13)  WAR ON TERROR -- AND OTHER THINGS:

Hall, Mimi.  "Sea Change in Coast Guard's Duty:  It's Moving to Front Lines in War on Terrorism."  USA Today, September 28, 2007.  Accessed at:

http://www.usatoday.com/printedition/news/20070928/a_insidecoastguard28.art.htm 
[Excerpt:  "For more than 200 years, the U.S. Coast Guard has been a force in high-seas rescue missions. Now, the service branch is aiming to be a greater force in the war on terrorism. A new group of more than two dozen Coast Guard teams is being given broader responsibilities to travel anywhere in the world to deal with maritime threats and emergencies. The teams have 3,000 members that can raid and search cargo ships, drop onto threatening boats from helicopters, search for underwater bombs and use bomb-sniffing dogs to help them look for explosives.  

Homeland Security Secretary Michael Chertoff says he considers the specialized group a model for his vast agency. The new Deployable Operations Group (DOG) represents "the tip of the spear in responding to natural disasters or terrorist incidents," Chertoff says.

The new role for the agency is being closely watched. Stephen Flynn, a national security expert at the Council on Foreign Relations and a retired Coast Guard officer, says the DOG is a good idea - as long as it's not used as a substitute for good training and equipment at the local level.  The DOG allows the Homeland Security Department to call in reinforcements to handle a threat, Flynn says. But in an emergency, local responders will still have to "manage the event until the cavalry comes in," he says.....

Before the 9/11 attacks and the creation of the Homeland Security Department, the Coast Guard was best known for its work on water safety, search-and-rescue missions and stopping drug runners and illegal immigrants.  'The world has changed so much...It's hard to compare the Coast Guard of 2007 to the Coast Guard of 1982...'." 
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