June 13-17, 2005 FEMA Emergency Management Higher Education Project Activity Report

(1)  BODY OF KNOWLEDGE PROJECT -- HOMELAND SECURITY SECTION:

June 13, 2005 -- Now that we are nearing completion of the first phase of the Emergency Management section of the Body of Knowledge Project (which seeks to determine the core critical readings within emergency management higher education programs -- at the Associate, Bachelors, and Graduate

levels) we will now be turning our attention to developing other sections -- such as homeland security, public health, and business continuity.  In addition, it is our plan to annually adjust and refine the emergency management body of knowledge reading lists.  The first step in the follow-on work will be to communicate with the points-of-contact for all the college and university homeland security programs that we are aware of -- seeking their opinions on the core readings that would be essential to complete a homeland security program at each level -- Associate, Bachelor, Graduate.

We will be doing this in the near future.  We are not at this point soliciting homeland security reading list suggestions in general -- only from the POC's identified on The College List on the Project website.

(2)  COLLEGE LIST ON THE PROJECT WEBSITE -- MODIFICATIONS:

June 13, 2005 -- Started work on restructuring the outline of The College List on the EM HiEd Project website -- breaking the homeland security programs into college levels (such as graduate, bachelor, associate), and breaking the public health and related out of the "Other" category.  More on this when this webpage change has been accomplished.

(3)  DHS STRATEGIC STUDIES CURRICULUM WORKSHOP:

June 14, 2005 -- Attended meeting of the Department of Homeland Security Strategic Studies Curriculum Workshop at the ANSER Conference Center in Arlington, VA.  Most of the other attendees were members of the DHS Training Leaders Council.  

This meeting was the "next step" in follow-up to the "Charting a Course for Homeland Security Strategic Studies" held at the U.S. Coast Guard Academy in New London, CT, November 15-18, 2004.  The primary objective of this project is to design and implement a DHS Strategic Studies program for senior DHS personnel -- in order to develop a common strategic vision and to help in breaking down DHS component stovepipe barriers through a DHS enculturation process.  As noted at the meeting by one of the principles, envisioned is not just another professional development program, but a program focused on thinking strategic, aimed narrowly (at least in the beginning) at very senior DHS managers to meet DHS needs.

One of the recommendations of the New London conference was a recommendation that "Part of any program should follow the standard formal classroom or lecture model, paralleling the senior service schools, and perhaps by establishing a "Homeland Security College" or relying upon existing centers of excellence...In the long run, DHS may need a 'senior service school of its own..."  As noted then and again at the June 14 meeting, "Urgency felt due to combination of:  Unformed common culture; Outside entities following their own instincts and agendas in the absence of appropriate central guidance; and Proliferation of such outside programs."  

Much of this meeting was spent going over the "learning objectives"

identified for each of 13 competencies identified at the November 2004

symposium:

Knowledge of Security and Response Systems Adaptability/Flexibility/Agility Professional Integrity/Ethics Leadership Teamwork Situational Awareness/Strategic Thinking Communications Multiple Domain Awareness and Inter-Agency Relationships Organizational Knowledge Budgeting and Economic Policy Technology Management Knowledge of Legal Environment Cultural Awareness

On the subject of organizational culture and program audience, yours truly and a representative from the Office of Domestic Preparedness Center for Domestic Preparedness in Anniston, AL, made an argument that organizational cultures should not be developed solely internally, that in the case of DHS, most of homeland security gets accomplished outside of DHS, elsewhere in the country, by State and Local Government personnel and in the private sector, and thus, these types of people ought to be included in a strategic studies program from the very beginning.  Noted that when I was hired by the Defense Civil Preparedness Agency in the Department of Defense just prior to it's incorporation into the newly created FEMA, there was a strong organizational culture -- one that took its mission very seriously -- believing that millions of lives could be effected by what it did or did not do -- perhaps the existence of the nation state itself in jeopardy -- and not one that was very open to partnership with State and Local Government "counterparts" -- put into quotation marks because such personnel were not really viewed as counterparts but people who were provided funding to do what the civil defense program managers required -- i.e., it was very much a top-down, "command and control" type philosophical orientation.  The world view was one of how can the States and Locals fit into our universe.  After the serious operational problems FEMA was confronted with in Hurricanes Hugo and Andrew, which led to calls for FEMA's abolishment, the new FEMA Director, James Lee Witt, amongst other changes, made "customer service" a cornerstone of the agency -- and the worldview eventually changed from how can others, such as State and Local government personnel, fit into our universe to how can we (FEMA) fit into their universe -- and lo-and-behold things got better, to the point that FEMA came to be touted as a model federal agency!

There will be future workshops -- the next will seek to identify course titles, if not outlines, of courses that would seek to develop the competencies and learning objectives previously identified.  Two points of contact for this initiative are Patrick Newman at the U.S. Coast Guard Academy -- Patrick.Newman@uscg.dhs.gov -- and Charles Howell in DHS Human Resource Employee Development -- charles.howell@dhs.gov

(4)  EMERGENCY MANAGEMENT AND RESPONSE INFORMATION SHARING AND ANALYSIS

CENTER:

June 15, 2005 -- Talked with Samuel Lombardo, Critical Infrastructure Protection Specialist, at the United States Fire Administration, here at NETC, about the Emergency Management and Response Information Sharing and Analysis Center.  While most of what he does is related to trying to assist others in their efforts to protect critical facilities, he does believe that information, tools and documents found on the Center's website -- http://usfa.fema.gov/subjects/emr-isac/ -- might also be useful to college faculty in the teaching of material on critical infrastructure protection.

There are, for example, two documents found within the "Job Aids" tab that might be helpful:  "Fire and Emergency Services Preparedness Guide for the Homeland Security Advisory System," and the "Critical Infrastructure Protection Process Job Aid."  Mr. Lombardo also has a weekly information-gram on critical infrastructure protection issues that one can sign up for free of charge.  Worth taking a look.

(5)  EMERGENCY MANAGEMENT HIGHER EDUCATION CONFERENCE, JUNE 7-9, 2005 & WHAT SHOULD WE CALL WHAT WE DO VOTE:

June 13, 2005 -- What should we call what we do?  There was a vote after the panel presentation at the conference on What Should We Call What We Do? -- and the votes are now in.  For those who were not in attendance, the presentations were on:
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(6)  HAZARDOUS MATERIALS AND CHEMICAL PLANT SAFETY AND SECURITY:

June 15, 2005 -- Washington Post and New York Times articles on Department of Homeland Security testimony before Senate Homeland Security and Governmental Affairs Committee:

"For the first time, the Bush Administration is endorsing mandatory requirements for heightened security at chemical plants, many of which homeland security experts consider highly vulnerable to catastrophic terrorist attack...Until this week, administration officials had embrace the chemical industry's proposals for voluntary security precautions, though they had warned that the day might come when industry foot-dragging would compel a crackdown."  

In testimony by Robert Stephan, DHS Undersecretary for Intelligence and Infrastructure, stated: "I can report on his behalf that Secretary Chertoff has concluded that ...the existing patchwork of authorities does not permit us to regulate the industry effectively....While most companies have been eager to cooperate with the department, it has become clear the entirely voluntary efforts of these companies alone will not sufficiently address security for the entire sector."

The Washington Post article notes that "U.S. officials say that an attack on some chemical plants in and near large cities, including a number in northern New Jersey, could cause hundreds of thousands of deaths if a resulting chemical cloud were spread by wind.  Attacks on any of scores of other sites could result in thousands or tens of thousands of casualties..."

"'Anecdotal information of poor on nonexistent security in this sector is overwhelming,' Richard Falkenrath, formerly President Bush's deputy homeland security adviser, testified before [Senator Susan] Collin's panel in April.

'There has been no significant reduction in the inherent vulnerability of the most dangerous...chemical facilities' since Sept. 11, 2001."

According to the NYT, "The department [DHS] envisions a federally enforced scale of protective steps, with the greatest security restrictions imposed on plants deemed the most vulnerable to attack, and on those where a release of chemicals would pose the greatest danger to surrounding communities."

(7)  HOMELAND SECURITY -- A COMPLETE GUIDE TO UNDERSTANDING, PREVENTING, AND SURVIVING TERRORISM:

June 13, 2005 -- Finished reading over the weekend this new homeland security textbook by Mark Sauter, Chief Operations Officer, Chesapeake Innovation Center, and James Jay Carafano, Senior Fellow for Defense and Homeland Security, The Heritage Foundation (McGraw Hill, 2005, 483 pages).

This book strikes me as a very good homeland security textbook that could be used to support homeland security courses at all three educational levels (Associate, Bachelor, Graduate).  

The authors state on page xvii that "While the book explores the theoretical underpinnings of its topics, it is not primarily a work of theory or history.  "Homeland Security" is a practical textbook and reference source to help its readers understand real-life situations, existing programs, and current policies."

The book is broken out into chapters on:

Homeland Security:  The American Tradition The Rise of Modern Terrorism:  The Road to 9/11 The Birth of Modern Homeland Security:  The National Response to the 9/11 Attacks The Mind of the Terrorist:  Why They Hate Us Al-Qaida and Other Islamic Extremist Groups:  Understanding Fanaticism in the Name of Religion The Transnational Dimensions of Terrorism:  The Unique Dangers of the Twenty-First Century Domestic Terrorist Groups:  The Forgotten Threat Terrorist Operations and Tactics:  How Attacks Are Planned and Executed Weapons of Mass Destruction:  Understanding the Great Terrorist Threats and Getting beyond the Hype The Digital Battlefield:  Cyberterrorism and Cybersecurity Homeland Security Roles, Responsibilities, and Jurisdictions:  Federal, State, and Local Government Responsibilities America's National Strategies:  The Plans Driving the War on Global Terrorism and What They Mean Domestic Antiterrorism and Counterterrorism:  The Role for States and Localities and Supporting Law Enforcement Agencies Critical Infrastructure Protection and Key Assists:  Protecting America's Most Important Targets Incident Management and Emergency Management:  Preparing for When Prevention Fails Business Preparedness, Continuity, and Recovery:  Private-Sector Responses to Terrorism Public Awareness and Personal and Family Preparedness:  Simple Solutions, Serious Challenges The Future of Homeland Security:  Adapting and Responding to the Evolving Threat While Balancing Safety and Civil Liberties

Then there are five appendices:

Profile of Significant Islamic Extremist and International Terrorist Groups and State Sponsors Volunteer Services The Media and Issues for Homeland Security Medical and Public Health Services and Disaster Planning and Response...

Preparing and Responding to Threats against the Agricultural Sector

As noted above, this is a good textbook.  Have just a few quibbles.  

(a)  Would have liked to see a few more footnotes -- in a number of places there are "some feel one way and some feel another way on some issue" kinds of statements and it would be useful to have citations going back to sources to better enable a search for more information.

(b)  Would have liked to have seen a bibliography, sources, resources or references section at the end.

(c)  Would have liked to see "emergency managers" included in the list on page xv -- "Virtually all public servants -- police officers, firefighters, emergency medical technicians, municipal workers, public health officials, prosecuting attorneys, councilpersons, mayors, governors, congresspersons, and employees at very federal agency -- take part in protecting America from the threat of terrorism."

(d)  Would also quibble with the primarily negative treatment of "convergence" found on page 310:  "Convergence is a phenomenon that occurs when people, goods, and services are spontaneously mobilized and sent into a disaster-stricken area.  Although convergence may have beneficial effects, like rushing resources to the scene of a crisis, it can also lead to congestion, put additional people at risk, create confusion, hinder the delivery of aid, compromise security, and waster scarce resources."  The disaster research literature in the U.S. supports the position that convergence is more often than not a positive factor, becoming negative to the extent that a community or organization has not included the to-be-expected and needed "convergence" reaction that people have.  More people are pulled from the rubble after earthquakes by those "civilians"

nearby, for example, than by uniformed personnel, search and rescue or not.

As Dennis Mileti has said "convergence happens" -- it's the way people are wired and they are going to do it so disaster preparedness and responding organizations, whether it's a terrorist disaster or a hurricane, need to take account of this and plan and prepare for it.  Interestingly, in the Volunteer Services appendix, the authors approvingly note that "...an estimated 300,000 or more people escaped the smoke and ire of lower Manhattan on a flotilla of disparate boats [on 9/11] -- all with no report f fatalities or major mishaps.  The operation was a logistical marvel.  Yet the evacuation was unplanned and often unsupervised, spurred by the spontaneous actions and cooperation of fleeing citizens and individual boat captains.  No single individual or agency was 'in charge'."  This was, though, an instance of convergence.  The subject of convergence needs more coverage than the two paragraphs from a 483 page book -- the disaster research literature on this topic is rich and complex.

(e)  The All-Hazards Approach versus "Specific Hazards Approach" on page

314: "Some argue for a 'specific hazards approach,' developing unique plans, training, and equipment for responding to different kinds of disasters.

They contend that a one-size-fits-all method may miss the crucial difference necessary for meeting different threats."  

[BWB comment:  Yes, if this were true it would definitely be a problem.

However, this is not the case.  Functionally-based Emergency Operations Plans (EOPs), for example are to have hazard specific annexes to the basic EOP because every hazard has something to it that is specific to it and needs to be addressed specifically.  There are shared functionalities between hazards, but each has its own specificity.  Not only do functional plans contain hazard specific annexes, but training courses and exercises based on these plans also contain hazard specificity -- or are single or multiple hazard focused.  No one to my knowledge believes that an all hazards approach means one-size-fits-all.]

(f)  Factual error at page 322 with the statement:  "Another issue to be resolved in the NIMS is the role of the principal federal officer (PFO), who is supposed to take charge of national assets at the scene of an incident.

There are, for example, questions about the extent of the PFO's authority at the site, particularly in relation to the role of the FEMA regional director, who has traditionally served as the senior federal official at the scene of a major disaster."  While there may have been one or more FEMA Regional Directors named to be the Federal Coordinating Officer (FCO), I am aware of none.  This would have been fairly rare.  It should also be noted that from the beginning FCO's have been the President's representative on scene.  This has caused frictions sometimes when the appointed FCO works for a Regional Director and now finds that he or she is the President's representative.  The potential issue raised about the relationship between a Principal Federal Officer and a Federal Coordinating Officer has been the subject of several FEMA training courses aimed at potential PPO's.

(8)  1906 EARTHQUAKE CENTENNIAL ALLIANCE:

June 15, 2005 -- Received email from Suzanne Frew noting that she was involved in the 1906 Earthquake Centennial Alliance which has a website, the objective of which is to "Use the centennial of the 1906 earthquake to highlight a century of progress in understanding earthquake hazards and reducing risks as well as to commemorate the cultural and social response to this historic event."  Went to the website provided -- http://quake.usgs.gov/info/1906/ -- and found it interesting.

(9)  RESIDENTIAL FIRE AND FLOOD LOSS PROBABILITIES OVER LIFE OF 30 YEAR

MORTGAGE:

June 15, 2005 -- Was copied on emails between FEMA flood and fire staff on probability of loss during a 30 year home mortgage.  The flood staff note that there is a 26% chance that a flood loss will be experienced during a 30 year home mortgage.  The fire staff note that there is an 11% chance that a fire loss will be experienced during a 30 year home mortgage.  This calculation, based on 2001 data goes like this:  According to National Fire Protection Association data and the American Housing Survey conducted by the U.S. Census Bureau, in 2001 there were 396,000 residential fires.  In that year there were 106,261,000 occupied housing units in the U.S.  Thus, in 2001, the probability of a fire occurring in an occupied building unit was

.0037 -- a .37% (less than 1%) chance of fire.  When .37% is multiplied by 30 then the result is 11%.

(10)  TERMS AND DEFINITIONS DOCUMENT:

June 15, 2005 -- Made several changes to the "Terms and Definitions"

document -- mostly adding several homeland security and terrorism definitions, and forwarded document to the EMI webmaster to upload to the Project website -- Free College Courses section -- Courses Under Development subsection -- Hazards, Disasters and U.S. Emergency Management working draft course -- where it should be accessible shortly.

(11)  WEST COAST EARTHQUAKE, TSUNAMI ALERT, AND CRESCENT CITY, CA

EVACUATION:

June 14, 2005 -- A 7.0 magnitude earthquake occurred at about 7:50 pm about 90 miles southwest of Crescent City, CA (near the Oregon border) and about 300 miles northeast of San Francisco -- it was felt as far inland as Sacramento and Eugene, Oregon.  The National Weather Service's West Coast and Alaska Tsunami Warning Network in Palmer, AK issued a tsunami warning for the entire west coast, from Mexico to Canada, for about one hour.  Of the approximately 7,500 residents of Crescent City, 4,000-6,000 evacuated to higher ground.  One previous Crescent City emergency manager was quoted as saying that "People were running around like chickens with their heads cut off."  Crescent City residents are particularly sensitive to tsunami warnings because 11 people were killed and 29 city blocks "washed away" by a tsunami spawned by a 1964 magnitude 9.2 earthquake off the shore of Valdez, Alaska ("stronger" than the December Indian Ocean earthquake).  This 500 mph tsunami killed more than 100 people in Alaska, four in Oregon, and caused millions of dollars in damage.  

Some telephone lines in the Crescent City area were reportedly jammed "as worried locals called police, neighbors, and others to figure out what was happening."  There were also a few auto accidents as well as cases of people deciding to go down to the beach to watch for waves.  

According to the "Los Angeles Times" on June 16th: "California's first tsunami warning in more than a decade triggered an uneven response in coastal communities up and down the state, with some agencies rushing to evacuate beaches and others deciding not to warn the public at all.  On Wednesday, as officials assessed the way they had handled the emergency, there was general agreement that much more needed to be done....The tsunami alert...trickled down to local emergency officials in inconsistent ways.

Many received teletype messages from the state, but in some cases local authorities got the notices just as the wave was projected to hit.  Some officials said they learned about the alert by watching television or receiving calls from panicked residents who had heard about the alert on TV.

The warning, the highest possible alert from the federal government, prompted confusion at some police departments.  In Santa Monica, officials thought it was 'just informational, only a bulletin,'....In Huntington Beach, the police watch commander on duty had trouble interpreting the bulletins and wasn't sure whether a tsunami warning was actually in effect.

'They were confusing to read through...it talks about wind variables and knots and waves.'"

In Washington State the "emergency broadcast system didn't work...because of faulty phone equipment." (Seattle Post-Intelligencer, June 16, 2005)

The LA Times spotlighted one helpful attitude held by a Half Moon Bay, CA Police Department Commander:  "People need to get a grip.  They are getting way, way worried on something that has only happened once in recent history to the whole continental United States."

There was, fortunately, no tsunami because this earthquake was a "strike slip" earthquake wherein opposing plates move horizontally past each other, rather than a "thrust" type earthquake wherein one plate thrusts under another forcing vertical movement up and down.  When this happens in the ocean tsunami waves can be generated.
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