Session No. 4

Course Title: Crisis and Risk Communications
Session 4: Risk Communication Structures by Social Sector
Time: 1 hour


Objectives:

4.1 Discuss the Risk Communication Roles, Motivations, and Accuracy of Various Stakeholder Groups


4.2 Describe Assumed, Implied, and Assigned Responsibilities of Communication Stakeholders

Scope:

During this session the Instructor will describe the risk communication roles typically assumed by various stakeholders that exist within the community and throughout the country, detailing their motivations, their audiences, and other key factors that help students to understand the basis and nature of their efforts.  The Instructor will also describe for Students the nature of risk communication responsibilities that exist, including those that are assigned to or required of the stakeholder and those that exist merely as a matter of fact and/or concern.  The professor is encouraged to allow five to ten minutes at the end of the session to complete the modified experiential learning cycle through class discussion for the material covered in this session.


Readings: 

Student Reading:

Coppola, Damon, and E. K. Maloney. 2009. Communicating Emergency Preparedness: Strategies for Creating a Disaster Resistant Public. Taylor & Francis. Oxford. Pp. 53-66.

GAO. 2010. Emergency Preparedness: FEMA Faces Challenges Integrating Community Preparedness into its Strategic Approach. http://www.gao.gov/products/GAO-10-193 

The White House. 2011. Presidential Policy Directive (PPD) 8: National Preparedness. http://www.dhs.gov/xabout/laws/gc_1215444247124.shtm 

Instructor Reading:

Coppola, Damon, and E. K. Maloney. 2009. Communicating Emergency Preparedness: Strategies for Creating a Disaster Resistant Public. Taylor & Francis. Oxford. Pp. 53-66.
GAO. 2010. Emergency Preparedness: FEMA Faces Challenges Integrating Community Preparedness into its Strategic Approach. http://www.gao.gov/products/GAO-10-193 

The White House. 2011. Presidential Policy Directive (PPD) 8: National Preparedness. http://www.dhs.gov/xabout/laws/gc_1215444247124.shtm 


General Requirements:

Provide lectures on the module content, and facilitate class discussions that expand upon the course content using the personal knowledge and experience of the Instructor and Students.

Objective 4.1
Discuss the Risk Communication Roles, Motivations, and Accuracy of Various Stakeholder Groups
Requirements:

Lead a lecture describing the different risk communication stakeholders that exist within the community (and throughout the country) and explain what types of information are communicated by each, why this communication takes place, what motivates each to communicate, and how the accuracy of their messages differ.  Facilitate a brief discussion about Student’s personal interactions with the risk communication efforts of these stakeholders in their own lives, and others that may not have been mentioned.    

Remarks:

I. Risk communication is an important government role with which all citizens will be familiar.  Government agencies regularly communicate risk relating to their area of concern to either the general public or to specific target populations (see Slide 4-3).  


A. The public health department, for instance, releases Public Service Announcements (PSAs) about such things as hand washing to prevent the spread of seasonal flu, about the importance of maternal health, or about the dangers associated with underage smoking and drinking and general drug use.


B. The forest service or equivalent local department of parks and recreation will often post signs throughout the parks detailing dangers relative to forest fires, wild animals, and dangerous environmental conditions.


C. The local or state department or agency charged with managing roads and highways will assess the speed and safety conditions on the jurisdiction’s roadways, and post warning signs telling of such dangers as blind curves, rollover hazards, reduced speed areas, construction zones, and more.


D. The Instructor can ask the Students to try to think of the various government agencies that exist at the national, state, and local levels, and to describe the types of risk communication that these entities typically perform.  Their answers should address such things as the hazards they focus on, the audience they are trying to reach (if more specific than the general population), the format that the messages are transmitted through (e.g., signs, PSAs, advertisements, fliers, etc.), and the theme of the messages transmitted, as well as any other insight they wish to offer.


II. Risk communication, however, is not limited to government agencies.


A. In fact, communities are made up of a wide range of stakeholders who participate in risk communication efforts.


B. For a number of reasons, individuals, groups, and organizations in the private and nongovernmental sectors develop and communicate information about hazard risks in order to inform and educate one or more target audiences (see Slide 4-4).  


1. For instance, a grocery store may post a sign at their front door urging customers to ‘watch their step’ as they enter so as to avoid tripping on a door jamb.


2. A private utility company may post a sign on a fence warning passers-by of a ‘high-voltage hazard’ that exists within.


3. A Parent-Teacher Association (PTA) may sponsor PSAs or develop posters urging parents to talk to children about the risks of driving while intoxicated.


4. A restaurant may print a warning on a coffee cup of the scalding danger of the hot contents contained within.


5. The local media may film and air a segment about a crime spree that has been occurring in a particular neighborhood or area within the community.


6. The Instructor can ask the Students to consider the many different community stakeholders and describe the types of risk communication each might transmit to one or more audiences in the community.



III. Individuals also perform risk communication.  In fact, the vast majority of risk information we get is from interpersonal communication (see Slide 4-5).


A. Parents, for instance, give their children a lifetime of risk information through the parenting guidance provided as their children age.  From telling an infant not to eat wild berries, to providing driver safety tips to a teenager, parents offer an unending flow of information that informs children of hazards and provides solutions to minimize or eliminate the risk associated with them.


B. Friends and neighbors offer a second (and in some cases primary) source of hazard and risk information.  People tend to relay knowledge to each other about a range of topics, much of which is risk-based, as they meet in social settings and simply in passing each other on the street.  Each of these interpersonal contacts has learned the risk information they are sharing from either personal experience, or from some other secondary source which might be from reading the newspaper, watching TV, listening to the radio, or even simply having heard it “through the grapevine.” 


C. Individuals also learn about hazard information through their cultural, religious, or ethnic networks that may or may not be formal.  For instance, many immigrant populations are more likely to receive information through their support networks within the immigrant population than to look to other more formal communication channels like the government, media, or elsewhere.


D. The Instructor can ask the Students to describe some examples of the risk information they have received through their interpersonal contacts.  The instructor can encourage the students to discuss how they feel about the nature of this information, in terms of its accuracy and its usefulness.


IV. Motivation of Risk Communication Stakeholders


A. The various risk communicators that exist in the community are each motivated by one or more factors that span the spectrum of possibilities.  


1. Understanding a communicator’s motivation is important as it impacts both the nature of the statements made and the manner in which the recipient audience members perceive the message or messages.  


2. While the full scope of the impact perceptions of motivation can have is detailed later in this course, students should have an awareness of these different motivating factors given that it will help them to better understand the basis of risk communication messages and prescribed actions.


3. Risk communication, after all, is seeking to change one’s behavior, and people will instinctively wonder “why is this person/organization trying to change what I think or do?”


4. The most common motivating factors that spur a person or organization to undertake a risk communication effort include (see Slide 4-6):


a) Mandate 


(1) The communicator is required by law or ordinance to warn one or more target audiences about the existence of a risk.


(2) Warnings on cigarette packaging, required by Federal law, are one example.


b) Assigned role or responsibility 


(1) It is the communicator’s assigned / implied job or responsibility to communicate information about one or more risks to the general public or to one or more specific audiences.


(2) The lifeguard at a beach who warns swimmers when dangerous surf conditions exist is one example.


c) Concern

(1) The communicator holds a genuine interest in the well-being of the target audience and communicates risk in order to protect them.


(2) A parent teaching their child to wear a helmet while learning to ride their bicycle is one example.


d) Guilt 


(1) The communicator is informing the target audience about a risk that is the product of their actions in a manner that accepts blame but nonetheless wishes to limit the negative consequences that result.


(2) An example of this occurred when the VA learned that poor medical practices at one of their hospitals exposed patients to HIV and/or Hepatitis and urged these people to be further tested.


e) Profit or greed 


(1) The communicator stands to gain financially or otherwise as a result of the actions the target audience may take in response to information about risk.


(2) For instance, security alarm companies often print advertisements that use imagery and wording that seeks to scare customers into purchasing their alarm equipment and services.


f) Ideology 


(1) The communicator wishes to advance the acceptance of a political, religious, or philosophical belief through the communication of risk.


(2) The Mormon Church, for instance, espouses the stockpiling of three month’s supply of food, water, and other emergency supplies in keeping with that religion’s ideology of self-reliance, which results in a high degree of emergency preparedness among members.


g) Audience engagement

(1) The communicator wishes to gain the attention of the target audience for other purposes, whether related to risk or not, by using the attention-grabbing impact of risk communication.


(2) Local media, for instance, often report on hazards in a spectacular manner in order to raise their viewer ratings (which in turn help to sell advertising).


h) Protection from liability 


(1) The communicator wishes to protect themself from a possible legal or financial obligation that would result should someone harm themselves as a result of not knowing about a risk that could have otherwise been mitigated (prevented).


(2) Many skydiving companies, for example, require that participants read a statement describing the risks associated with the sport, and make them sign the document to prevent future legal and financial liabilities resulting from an accident.


5. The Instructor can ask the Students to name other motivators for risk communication and to explain how the motivator differs from the eight examples provided above.

V. Stakeholder Accuracy


A. As was just previously stated, risk communication efforts seek to change how target audience members think and/or act.  For this reason, it is important that the actions prescribed through the risk information be both accurate and effective (see Slide 4-7).


1. There is wide variance in the nature of the stakeholders who are providing risk information and the sources of the information they transmit (as well as oversight of the research and transmission of that information).


2. Risk communication messages are not always correct, and in fact can often be more harmful than helpful. 


3. Accuracy of information can be difficult to automatically assess given the communicator, because while it is related to the nature of the stakeholder that is communicating, it is often not easily correlated to it.


a) For instance, just because it is a government agency that has presumably performed research to verify the information being transmitted, or that they have painstakingly developed a prescribed course of action for recipients to take to reduce their risk, it does not automatically mean that the information is in fact accurate or operational.


b) And just because information has come through the interpersonal ‘rumor mill’ does not mean that it is any less accurate or informative than what is transmitted through more reputable channels, or that the prescribed actions are any less valid.

4. Understanding the nature of the communicating stakeholder, their motivation for transmitting the risk communication message, and having some insight into the basis of the information used to formulate their message, together help to provide the recipient with a sense of the accuracy of the information they are receiving (and likewise, whether they should act upon that information).


5. The Instructor should ask the Students if they can think of any times when they received poor or conflicting information about risk.  The Instructor can provide the following examples to spur the discussion:


a) The public health service has long been hailing the great benefits to public health that have been gained as a result of childhood vaccination.  However, in the late 1990s, as a result of a now discredited study, many parents claimed there was a link between autism and vaccines.  Many parents prevented their children from receiving childhood vaccines and several children developed preventable diseases as a result.  


b) For decades, pediatricians urged parents to ensure their children slept on their stomach to prevent sudden infant death syndrome (SIDS).  Several years ago, doctors reversed their previous recommendation and now state that infants should sleep on their backs to prevent the disease.


c) Old wives tales long espoused the benefits of putting egg whites or butter onto burns in order to provide immediate first aid.  Many people still practice this not knowing that research has proven both of these practices actually increase the danger faced by the burn victim.


d) The website “www.snopes.com” is full of information related to risk communication accuracy, and the Instructor can point Students to this website to give them an idea of the scope of incorrect risk information that is out there from an incredibly wide range of stakeholders, many of which claim to originate from legitimate sources but in fact are merely rumors spread through the informal networks.

6. The Instructor can ask the Students to describe what it is about communicators that shapes whether or not they trust, and/or act upon, the information they receive.  

Supplemental Considerations


n/a


Objective 4.2: 
Describe Assumed, Implied, and Assigned Responsibilities of Communication Stakeholders
Requirements:

Provide a lecture and facilitate a discussion on the risk communication responsibilities of communication stakeholders using existing doctrine and documentation including PDD-8, the National Response Framework, the National Incident Management System, and other key documents as points of reference.  Facilitate a class discussion about Student’s personal experience with or knowledge of these stakeholders and their risk communication responsibilities. 
Remarks:

I. In Session 3, the Instructor described for students that Risk Communication is a wide science within which there is a specific focus dealing with major and catastrophic hazards (namely those hazards that have the potential to cause a large number of injuries or deaths, that have the potential to damage or destroy significant amounts of property, or that threaten large swaths of the natural environment).  It is upon these hazards, in fact, that all of the communications lessons of this course are most closely focused.  


A. In Objective 4.1, Students learned that risk communication by the various community stakeholders is performed out of mandate, requirement, responsibility, concern, and a number of other motivating factors.


B. In the emergency management sector, there are various structures that exist in order to guide risk communication among each of these different stakeholders, and to assign responsibility such that a coordinated, accurate message is transmitted.


C. Risk communication is not something that has always been practiced to the degree that it is today.  There did exist a number of high-frequency national-level campaigns that gained wide notoriety, including the following (see Slide 4-8):


1. Stop, drop, and roll (fire hazards)


2. Duck and Cover (Air raid drills, earthquakes)


3. Only You Can Prevent Forest Fires


D. However, there was not much done at the national, state, or local levels to bring about a high level of general emergency and disaster preparedness among the populace.


E. There was certainly not a vacuum in this area, with organizations like the American Red Cross, the Girl and Boy Scouts of America, and others offering information and training to help people become better prepared for disasters.  However, there existed very little if any guidance defining how the many communications stakeholders played into greater citizen preparedness for disasters and emergencies.


F. Following the occurrence of the September 11th attacks, President Bush issued Homeland Security Presidential Directive (HSPD) – 8: “National Preparedness” (see Slide 4-9). 


1. HSPD-8 stated that, “This directive establishes policies to strengthen the preparedness of the United States to prevent and respond to threatened or actual domestic terrorist attacks, major disasters, and other emergencies by requiring a national domestic all-hazards preparedness goal, establishing mechanisms for improved delivery of Federal preparedness assistance to State and local governments, and outlining actions to strengthen preparedness capabilities of Federal, State, and local entities.”


2. The Directive called for the development of a National Preparedness Goal that, “will establish measurable readiness priorities and targets that appropriately balance the potential threat and magnitude of terrorist attacks, major disasters, and other emergencies with the resources required to prevent, respond to, and recover from them. It will also include readiness metrics and elements that support the national preparedness goal including standards for preparedness assessments and strategies, and a system for assessing the Nation's overall preparedness to respond to major events, especially those involving acts of terrorism.”


3. HSPD-8 stated that federal preparedness assistance would be provided to the states, for use at the state level and to pass through to local communities, predicated on the adoption of all-hazards preparedness strategies that were consistent with this national goal.  In effect, this standardized the approach to national preparedness for the first time.  Citizen Corps, a new government entity that sought to develop a cadre of trained citizen emergency responders, was specifically mentioned in regards to this requirement (thereby stressing the importance of citizen preparedness in relation to all other preparedness activities the formal emergency management and response agencies might conduct).


4. This Directive drove preparedness right down to the citizen level in stating that, 


a) “The Secretary [of Homeland Security] shall work with other appropriate Federal departments and agencies as well as State and local governments and the private sector to encourage active citizen participation and involvement in preparedness efforts. The Secretary shall periodically review and identify the best community practices for integrating private citizen capabilities into local preparedness efforts.


b) “The Secretary, in consultation with other Federal departments and agencies, State and local governments, and non-governmental organizations, shall develop a comprehensive plan to provide accurate and timely preparedness information to public citizens, first responders, units of government, the private sector, and other interested parties and mechanisms for coordination at all levels of government.”

G. Citizen preparedness increased significantly thanks to funding that was provided to Citizen Corps, but just as much so because emergency management doctrine and documentation began to recognize the importance of citizen preparedness (and likewise, to assign responsibility).


1. Examples of the types of plans and other documents and doctrine that were created or adapted to contain language specific to risk communication and public disaster preparedness include the following (while the scope of these structures is too great to list and describe in full in this session, the most common are included) (see Slide 4-10):

a) The National Response Framework (NRF):
 
(1) http://www.fema.gov/pdf/emergency/nrf/nrf-core.pdf 


b) The National Incident Management System (NIMS) Core Document:


(1) http://www.fema.gov/pdf/emergency/nims/NIMS_core.pdf 


c) The National Preparedness Guidelines: 


(1) http://www.fema.gov/pdf/government/npg.pdf 


d) State and Local Planning Guide 101 (SLG 101):


(1) http://www.fema.gov/pdf/plan/slg101.pdf 


e) Local Emergency Operations Plans (EOPs):


(1) Sacramento County, CA (Page 39): http://www.sacramentoready.org/coswcms/groups/public/@wcm/@pub/@sacready/documents/webcontent/sac_018609.pdf 


(2) City of Tigard, OR (Page 17): http://www.tigard-or.gov/city_hall/departments/public_works/emergency/docs/basic_emergency_plan.pdf   


f) Local Hazard Mitigation Plans (HMPs)


(1) New York City Government: http://www.nyc.gov/html/oem/html/about/planning_hazard_mitigation.shtml (See Section 4)


g) Community Risk Communication Strategies


(1) Multnomah County, OR Vision for Citizen Preparedness: http://www.oregon.gov/OMD/OEM/plans_train/docs/EMPG_ESF6/multnomah_co_coad_presentation_for_102209.pdf?ga=t 


II. In 2010, the Government Accountability Office (GAO) published a report detailing the outcome of research conducted on nationwide preparedness efforts.  This report was titled Emergency Preparedness: FEMA Faces Challenges Integrating Community Preparedness into its Strategic Approach (see Slide 4-11).  

A. The research conducted in support of this report found that FEMA had faced significant challenges measuring the performance of ongoing citizen preparedness efforts, including their primary risk communication efforts Citizen Corps and the Ready Campaign (www.ready.gov).  


B. Specifically, it stated that these problems existed because:


1. FEMA relies on states to verify data for local Citizen Corps program units and 


2. FEMA is unable to control the distribution of the Ready Campaign messages or measure whether the messages are changing the behavior of individuals 


C. The report found that FEMA’s challenges in measuring the performance of community preparedness programs were compounded because it had not developed a strategy to show how these programs (including the Ready Campaign) operate within the context of the National Preparedness Strategy. 

III. In response to the apparent need for a greater focus on community preparedness education by all stakeholders at all levels of government and in the private sector, President Obama issued Presidential Policy Directive (PPD) 8: “National Preparedness” (see Slide 4-12).


A. PPD-8 prescribed a new emphasis on reducing the strain on emergency services while strengthening national security and resilience through a focus on preparedness whose responsibility is shared by “all levels of government, the private and nonprofit sectors, and individual citizens.”


B. According to this directive, the Assistant to the President for Homeland Security and Counterterrorism was tasked with coordinating the development and implementation of a national preparedness goal and a national preparedness system.


C. National Preparedness Goal


1. The national preparedness goal laid out the requirements for a prepared nation, stating that, 


a) “The national preparedness goal shall be informed by the risk of specific threats and vulnerabilities – taking into account regional variations - and include concrete, measurable, and prioritized objectives to mitigate that risk. 


b) “The national preparedness goal shall define the core capabilities necessary to prepare for the specific types of incidents that pose the greatest risk to the security of the Nation, and shall emphasize actions aimed at achieving an integrated, layered, and all-of-Nation preparedness approach that optimizes the use of available resources. 


2. The National Preparedness Goal was to be achieved through a National Preparedness System.

D. National Preparedness System


1. The national preparedness system, once developed, will be an integrated set of guidance, programs, and processes that will enable the Nation to meet the national preparedness goal. 


2. PPD-8 assigns preparedness responsibility to all stakeholders in stating that, “The Secretary of Homeland Security shall coordinate this effort with other executive departments and agencies, and consult with State, local, tribal, and territorial governments, the private and nonprofit sectors, and the public.


3. The national preparedness system is being designed in order to “help guide the domestic efforts of all levels of government, the private and nonprofit sectors, and the public to build and sustain the capabilities outlined in the national preparedness goal.”  It shall “include guidance for planning, organization, equipment, training, and exercises to build and maintain domestic capabilities” and “provide an all-of-Nation approach for building and sustaining a cycle of preparedness activities over time.”


4. Building upon the National Response Framework’s methodology of assigning responsibility to all stakeholders, the national preparedness system prescribes the creation of an integrated national planning framework that covers not only response, but also prevention, protection, mitigation, and recovery, building upon the “scalable, flexible, and adaptable coordinating structures to align key roles and responsibilities to deliver the necessary capabilities.” 


5. Of particular note is that the Directive state that, “The national preparedness system shall include recommendations and guidance to support preparedness planning for businesses, communities, families, and individuals,” and that, “The national preparedness system shall include a comprehensive approach to assess national preparedness that uses consistent methodology to measure the operational readiness of national capabilities at the time of assessment, with clear, objective and quantifiable performance measures, against the target capability levels identified in the national preparedness goal.”

E. The Presidential Directive expands upon the building and sustaining of preparedness levels under the Preparedness Goal and corresponding Preparedness System, and the reporting on such preparedness, stating that:

1. “The Secretary of Homeland Security shall coordinate a comprehensive campaign to build and sustain national preparedness, including public outreach and community-based and private-sector programs to enhance national resilience, the provision of Federal financial assistance, preparedness efforts by the Federal Government, and national research and development efforts.”


2. “The Secretary of Homeland Security shall submit the first national preparedness report based on the national preparedness goal to me, through the Assistant to the President for Homeland Security and Counterterrorism. The Secretary shall coordinate this effort with other executive departments and agencies and consult with State, local, tribal, and territorial governments, the private and nonprofit sectors, and the public. The Secretary shall submit the report annually in sufficient time to allow it to inform the preparation of my Administration’s budget.”


3. Such language affirmed not only the appreciation for risk communication (and associated preparedness behavior) at all levels, but ensured that resource allocations for community preparedness were considered a priority.


F. Under existing FEMA documentation, the emergency management stakeholder groups that are typically mentioned in doctrine, such as in the National Response Framework, for instance, are (see Slide 4-13):

1. The Federal Government, including DHS, FEMA, and all agencies and offices that operate in support of Federal emergency mitigation, preparedness, response, and recovery efforts


2. State and Tribal Governments 


3. Local Governments, including counties, parishes, special regional urban areas, cities, villages, and towns

4. The Private Sector, primarily made up of small, medium, and large businesses


5. The Nongovernmental Sector, including nonprofit organizations, places of worship, philanthropic foundations, and voluntary / volunteer organizations


6. The Public


IV. The Instructor can ask the Students to describe, in the community where they live, or where the course is being administered, what responsibility they believe each of these stakeholders has to perform risk communication related to catastrophic hazards.  Students should consider the following for each:

A. Is there a legal requirement for the stakeholder to perform risk communication about catastrophic risks and the preparedness measures that can be taken?


B. Can you name a specific message you have heard that originated from the stakeholder relative to catastrophic hazards, preparedness actions, or some related theme?


C. If you know of any specific messages or actions, what is/was the intended target audience?


D. For instance, consider the following examples of stakeholders and their messages and audiences to use as examples to spur the discussion:


1. Federal Government: Department of Homeland Security


a) Example of a mandate requiring action: HSPD-8


b) Specific Message: Ready.Gov website (“Make a Plan; Get a Kit; Get Informed”)


c) Target audience(s): General public, businesses, seniors, and kids


2. Federal Government: National Weather Service


a) Mandate: n/a


b) Specific Message: TADD – “Turn Around Don’t Drown” to prevent people from attempting to drive their cars through fast moving flood waters (http://tadd.weather.gov/)


c) Target audience(s): General public


3. Local Government: Madison (WI) County Citizen Corps


a) Citizen Corps Charter

b) Specific Message: Make a family emergency plan, stockpile supplies, learn about evacuation, others


c) Target audience(s): Citizens of Madison County, WI

Supplemental Considerations

n/a
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