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Teaching Critical Infrastructure Security and Resilience within Emergency Management Higher Education Programs
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 Park University

Critical Infrastructure Security and Resilience (CISR) courses, which focus on increasing survivability and operability, are offered at a handful of emergency management higher education programs. This session covered the basis of what CISR is, and how to overcome struggles for implementing CISR courses into more emergency management programs.
	Critical Infrastructure Security and Resilience has five mission areas: Prevention, Protection, Mitigation, Response, and Recovery. CISR intersects with both Homeland Security and Emergency Management, however, this session focused on the EM aspect. The CISR Higher Education Initiative: Supports the US DHS to create a comprehensive higher education system; DHS-IP fund efforts at George Mason University’s Center for Infrastructure Protection and Homeland Security; Educates and sustains a workforce for CISR; and Develop critical infrastructure education materials. 
	The implementation of the initiative resulted in a 5-course Graduate/ Professional Certificate, 8-course MPA concentration, 11 standalone courses, and 5 case studies. Effective teaching techniques include: structured organization, engaging presentation with student participation, enthusiasm, positive student rapport, an assessment of learning, appropriate use of technology.
	Possible course objectives include: determine risk associated with catastrophic failure at a high risk dam; develop how to organize an EOC in the field; List the CI required to operate an EOC; develop understanding of relationship between private/public sectors; perform a risk analysis of CI and develop risk management program; compare/contrast CI protection versus CI resilience. Instructors have to be able to quantify objectives on a test.
	Important factors of CISR include the single points of failure in an emergency management system. These can include: communication, roads/transportation, electricity, water, sewage, buildings, and people. Emergency managers (EM) differ on responsibility and authority with private versus public- such as private dams, raw water, etc. Managers need to identify what critical infrastructure (CI) exists in the area and who owns it. Barriers exist for civilian EM regarding information sharing from Law Enforcement for security purposes. Schools are considered CI due to their primary public sheltering choice. 
	Who comes to help? Make sure the Continuity Plan is up to date with Points of Contact for CI System. Other things to consider: A power plant needs power to start because it begins with an electromagnetic response. How long will their generators run before completely dying? Who has the authority to mandate requirements? You need to get the right people at the decision making table. EM need to value, support, and build relationships with the private sector.  All infrastructure problems are social, not technical!
	The vast interconnectedness of current day society creates devastatingly cascading impacts, i.e. need gas for electricity, electricity for communication, power for power, etc.… The lack of emergency stockpile and supply chain, due to the superior transportation capability of modern shipping, requires an increased level of logistical expertise. EM should steer away from “button”ology of software and focus on theory and concepts.  Finally, the difference between short-term recovery/ restoration and the resumption and recovery should be noted.
	Possible road blocks to adding CISR courses include: funding, time, knowledge, and politics. You have to sell it! Pitch the interdisciplinary course development options in civil engineering/ EM. Other problems include accreditation agencies and the continuing education requirements of professors as life-long learners. 

