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Overview
We as a society are growing more and more reliant upon our infrastructure as they play an important part in our daily normal activities.  “Critical infrastructure includes systems, facilities, and assets so vital that if destroyed or incapacitate would disrupt the security, economy, healthy, safety or welfare of the public”. (http://ciasce.asce.org/working-definitions)  In addition, all critical infrastructures are interdependent upon each other; a problem within one area generally has an impact on other areas. For example, loss of electricity impacts communications, water distribution and transportation. 

One of the challenges facing today’s emergency managers during recovery from an incident is returning things to normal. One way of doing this is by getting the critical infrastructure back into operation to allow the public to resume their normal activities as quickly as possible. 

A tool for the emergency managers is provided by the American Society of civil Engineers (ASCE) Committee on Critical Infrastructure (CCI). 
American Society of Civil Engineers Committee on Critical Infrastructure 
According to the ASCE CCI, Critical Infrastructure is identified as those that are central to our everyday activities and if they were to be destroyed or rendered incapacitated, would result in disruption of the “security, economy, health, safety, or welfare of the public”. (http://ciasce.asce.org/working-definitions) 

The CCI was formed in 2005 with the primary purpose to provide guidance and direction on the protection and resiliency of critical infrastructure from multiple hazards. The CCI accomplishes this by:

· Building coalitions that include all critical infrastructure internally and externally – all infrastructure are linked; a failure in one system impacts other systems
· By identifying resources and funding to assist with maintaining and improving current systems 
· By providing awareness to the public and the ASCE on the current status of our infrastructure so that steps can be taken to improve the resiliency of  the systems
· Providing structures, policies and procedures for the ASCE to use during response to disasters, both nationally and internationally

The 2009 report card on America’s Infrastructure utilizes the school system letter grades for each of the fifteen infrastructure areas. The accumulative grade point average for all infrastructures is at a “D” level with the highest grade level recorded a C+ for solid waste.

Emergency managers rely upon our critical infrastructure during a response to a disaster regardless of the severity. The poor grades for our critical infrastructure indicate that a lot of time and resources will be spent early on during a disaster, getting the systems back online. 
Discussion during the breakout session on the Emerging Threat to Critical Infrastructure focused on water/wastewater, energy (electricity), and aviation issues.

Water/Wastewater Vulnerabilities
Potable water plays an important role in our daily activities and is vital to our health. According to the ASCE CCI, water/wastewater systems received a D- grade for 2009. Some of the challenges for the water/wastewater systems that contribute to the poor grade include:
· An aging system – Water/wastewater systems currently in use have been in place for many decades. This makes the systems more vulnerable to failure. 

· Catastrophic event impacts other infrastructure - Because water systems are located underground along with other utilities, a catastrophic failure of the water/wastewater systems usually causes disruption to those other utilities as well as impacting transportation due to disruption to the flow of traffic.
· Urban sprawl encroaching on pipes – buildings and structures being built near main water pipes. In the event of a catastrophic rupture of the pipe, the structural integrity of the buildings could be compromised resulting in collapse.

· Most water/wastewater systems lack the funding necessary to begin an overhaul of the system. Most water/wastewater systems are understaffed which decrease their ability to make the upgrades necessary to reduce the likelihood of catastrophic event.

· System overload due to increased demand for water and inadequate wastewater systems – The ever expanding population places an increased demand on water systems. Most systems are not upgraded to support the increased demand. Wastewater systems are also impacted by increasing population. 

· Terrorism – Water/wastewater systems are soft targets making them vulnerable to acts of terrorism. Water/wastewater systems are generally less secure proving many access points that a potential terrorist can introduce contaminates to the system. Current chemical facility anti-terrorism standards do not apply to water systems.
Emergency management impact 
The impact to the emergency manager during an emergency with water/wastewater systems being disrupted are the health hazards that are created. A lack of potable water creates a health hazard for responders and the population. Inoperable wastewater systems also create health hazards as well as environmental hazards; release of hazardous chemicals used by the water industry. 
What is being done
Increasing resiliency to ensure the system maintains functionality both during and recovery from any incident by:

· Creating redundant systems - adding back up power systems that can keep the system operating in the event of a power failure.
· Alternate disinfectants – moving toward using alternate, less hazardous disinfectants to reduce impact on the environment
· Security upgrades – to reduce the threat of terrorist attack.

· All-hazard response plans – development response plans that cover all hazards and including them into the community response plans. 
· Establishment of the Water/Wastewater Agency Response Networks (WARN) agreements which are both inter and intra state in nature. The WARN network allows water/wastewater utilities to assist each other during an emergency.

· WARN does not require there be a declared emergency
· Currently, 32 states have established WARN agreements

· WARN follows FEMA guidelines for typing of resources resulting in common terminology

· Establishes response teams that can be deployed to assist during an incident

Aviation

The aviation industry plays a vital role during disaster events. It provides a means for quickly getting supplies and equipment as well as sending aid into a disaster area thus speeding up the recovery process. However, the airport facilities themselves are often misused resulting in a diminished capacity. Currently, airports fall under the aviation umbrella as a critical infrastructure. 
Airports generally provide large open areas and large structures that make them an ideal location for Command and Control Centers for non-aviation related operations; logistic storage of non-aviation related equipment and materials and as temporary morgues. The misuse of airports during an emergency generally diminishes the capacity of the airport to support response efforts. 
The challenges facing emergency managers is incorporating into response plans the measures necessary that allow the local airports to maintain a continuity of operation; the ability to function as an airport for both receiving and sending out aid; and then to return to its’ primary mission as a functioning airport for air transportation. Things that can be done to assist in this are: 
· Have the airport facility to be placed on the critical infrastructure/facilities list. A large number of airports are not currently listed

· Develop plans that include guidelines and strategies that best utilize the airport during a time of crisis

· Developing response and recovery plans that focus on returning the airport to operational status immediately following an incident

· Develop and utilize Disaster Operations Groups (DOG). DOG’s are a way for airports to assist one another during a crisis by providing expertise needed to assist with getting the airport back to operation. This initiative is associated with the Emergency Management Assistance Compact (EMAC) which assists with funding liability issues

The importance of airports during a time of emergency can be summed up by quoting Walter White from MEM: “In a disaster, an airport can substitute for almost anything else, but nothing can substitute for an airport.” 

Energy

Electricity is critical at the national and local level. The system provides the continuance of industry and public function as well as to individual users like the public, hospitals and emergency response community. 
The challenge facing emergency managers is relying upon an aging power grid that is vulnerable to outages due to equipment failure and overload as well as being susceptible to cyber terrorist attacks that can disable a large portion of the power grid. For the emergency manager, electricity is vitally important for communication, lighting and powering of equipment utilized during the response, recovery and mitigation of incidents.  

The impact felt is not limited to the emergency manager at the location of the disaster but includes many others due to the interconnectivity of the power grid.
Because of the aging system and susceptibility failure, the electrical system has received a “D” grade 2009. In order for there to be any improvement of the current grade, the key issues facing the electrical system need to be addressed. 
Key Issues being addressed

· Preservation of the system by replacing aging equipment while also increasing the resiliency so that the system can survive the effects of natural forces. 

· Introducing new technology to the system that increases efficiency while reducing power loss through the development and implementation  of the new “SMART” power grid

· Integration of renewable energy sources (solar and wind) into the system

· Power generation utilizing fuels that don’t add to the effect of greenhouse gases
· Protecting the electrical system from cyber attacks

Summary
 “While infrastructure is important for any nation-power, most people do not understand its importance”. (General Flowers) 

Education is the key to raising awareness on the importance of critical infrastructure for the public and for the emergency managers that are charged with getting a community back to normal following a disaster. 

