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Session Description

The session provided insight and information to facilitate planning and preparedness capabilities of higher education institutions.  The program intended to educate campus executive leadership in the principles of campus preparedness and providing the participants with examples, tools, and resources for homeland security planning.

Data provided in this report is based on observation and participation in the session as well as discussion, presenter notes, presenter highlights and key points extracted from the participants guide entitled Homeland Security Planning for Campus Executives.  The intention of this report is to provide an overview of the presentation along with salient points of the discussion as a refresher for those that attended the session and a summary of the discussion for those that did not attend the session.

Session Content

The session was comprised of six relevant modules:

Module 1 - Workshop Introduction & Administration
Module 2 – Introduction to Homeland Security
Module 3 – Crisis Preparedness Planning for Higher Education Institutions
Module 4 – Training, Equipping, & Exercising for Campus Preparedness
Module 5 – Communications Planning & Implementation
Module 6 – Lessons Learned

Module 1 - Workshop Introduction & Administration
Summary – 
This module covered the definition of Homeland Security and its relevance to higher education.
Salient Key Points & Notes - 
· The keys to security are prevention and protection.  
· There must be a balance between security and freedom.
· A goal of security is not to interfere with everyday activities.
· Risk management is the balance between security & freedom.
· The risk-based approach examines threat, vulnerability, and consequence to assess risk, determine proactive measures, prioritize, and develop a series of preventative and protective steps to increase security at multiple levels.
· Higher education institutions must become involved in Homeland Security planning.
· Educational leadership must assume personal ownership for the safety of their institution.
· Higher education institutions must be aware of possible targets on their campus.
· Executive leaders must become campus preparedness liaisons to local, regional and state officials.




Module 2 – Introduction to Homeland Security
Summary – This module introduces participants to the benefits of a systematic approach to integrating the campus with local response organization planning.  The module also introduces the levels of government that may be involved in a response to a terrorist act or disaster event.
Salient Key Points & Notes - 
· The National Response Plan is the framework for federal response to catastrophes.
· The NRP integrates and applies federal resources, knowledge and abilities before during and after incidents.
· It is activated for Incidents of National Significance.
· The National Incident Management System (NIMS) provides concepts, principles, and terminology for Incident Command and multi-agency coordination. 
· NIMS align command, control, organization structure, terminology, communication, protocols, resources, and resource typing.
· Higher education institutions must know how to plan, respond, and communicate using NIMS.
· It is critical that emergency response and campus personnel be trained in the Incident Command System (ICS) to assure effective response and communication when incident occur.
· The commander is typically the first person on the scene until more qualified personnel arrive.
· Unified Command System (UCS) allows agencies with different responsibilities to follow the management structure to coordinate and collaborate effectively – this includes private sector organizations such as power or utilities.

Module 3 – Crisis Preparedness Planning for Higher Education Institutions
Summary – 
Module 3 introduces participants to the concept of crisis preparedness planning in higher education institutions and the need to integrate campus planning with other response agencies and organizations.

Salient Key Points & Notes – 
· Higher education institutions should create an all-hazards response plan that covers prevention, response, and continuity.
· The plan should include the entire campus.
· It should identify responsibilities.
· It should have a full-time manager that has authority and decision-making ability with a direct line to the president of the institution.
· Forming or restructuring the institution’s emergency response committee should preclude all other planning.
· The emergency response committee is responsible for putting an all-hazards plan in place that is appropriate for the assessed threats and vulnerabilities.
· The plan should include input from various sources within the campus community including environmental health and safety, physical plant and research staff.
· Critical factors should include student housing, laboratories, medical facilities, stadiums, and other gathering places.
· The major elements of campus preparedness are prevention, detection, deterrence and recovery.
· Vulnerability equals possibilities and probabilities.

Module 4 – Training, Equipping, & Exercising for Campus Preparedness
Summary – 
Module 4 introduces participants to the roles of training, equipping, and exercises for campus crisis planning and emergency response.

Salient Key Points & Notes - 
· Senior administrators must take an all-hazards planning and response approach.
· Campus public safety officers should be aware of the potential targets on campus as well as groups that pose a threat.
· It is essential to acknowledge stress associated with Homeland Security incidents and to plan for stress management.
· Understanding personal protective equipment is critical for first responders and public safety personnel.
· Some participants in the session recommended issuing emergency kits to students and staff as well as education in disaster response to students and staff.
· The plan should recognize and identify groups on organizations within the community that present a potential problem such as religious groups, political groups or gangs.

Module 5 – Communications Planning & Implementation
Summary – 
Risk Communication is an interactive exchange of information and opinions among interested parties or stakeholders concerning a current, potential or perceived risk to those within and adjacent to the campus community.  Module 5 describes basic concepts of risk communication and provides information about its use in campus crisis management.

Salient Key Points & Notes - 
· Academic institutions have multiple constituencies.
· There should be prepared messages for all-hazard events.
· The media is always interested in any crisis event.
· Media relations should be part of the institutional emergency response plan.
· A proactive risk communication plan shares information early with constituencies to prevent situations in which high concern and low trust can lead to conflict.
· Managing communications is an significant as having the crisis communications plan in place.

Module 6 – Lessons Learned
Summary – 
Module 6 introduces participants to the lessons learned from Tulane University’s response after the Hurricane Katrina disaster and priorities to prepare campuses for such events.

Salient Key Points & Notes - 
· The main priority is life safety.
· Tulane established a website to update students, parents, faculty and staff of the circumstances.
· The Lessons Learned Sharing (LLIS) web site is a good resource for information – www.llis.gov
· The International Association of Campus Law Enforcement Administrators (IACLEA) web site provides training, advocacy, and professional development resources – www.iaclea.org
.
· The U.S. Department of Education’s Emergency Planning web site provides campus preparedness resources – www.ed.gov/admins/lead/safety/emergencyplan/index.html.
· 

Summary
This session was attended by managers and administrators from higher education institutions across the country including the University of Maryland, Arkansas State, Oklahoma State, Purdue, Howard University, University of Wyoming and many others.  Discussion in the session suggested that participants take FEMA’s IS-100 HE -  Introduction to the Incident Command System for Higher Education and IS-800 - National Response Framework, An Introduction.  FEMA Independent Study Programs can be found at http://training.fema.gov/IS/crslist.asp.
The session was conducted by West Virginia University to introduce participants to emergency planning as expected by the US Department of Homeland Security. It was designed for higher education administrators who have the decision making responsibility for seeing that their campuses are safe, i.e. presidents, vice presidents, provosts, key staff members, safety committees, and those individuals who may be a part of a unified command situation.
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