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Business Crisis and Continuity Management (BCCM): Course Revision Project
Dr. Greg Shaw discussed the FEMA Higher Education Program course, Business Crisis and Continuity Management, an updated version of the 1998-1999 Business and Industry Crisis Management course he developed and designed a decade prior that reflects transformations in business continuity and crisis management due to events such as the terrorist attacks on September 11, 2001 and the devastating hurricanes from 2004 – 2007.  
Dr. Shaw addressed the course structure in his Crisis Management and Organizational Continuity model. The model focused on four phases: pre-crisis, crisis event, disaster recovery, and restoration. Pre-crisis phase included: vulnerability/risk assessment, business impact analysis, risk management and loss control, safety and security management, contingency recovery and continuity planning, and exercises/drills. Crisis event phase included: crisis management team coordination and action, incident management, crisis communications, and incident response. Disaster recovery phase included: business resumption and business recovery. Restoration phase included: restoration and continuity.         
Dr. Shaw’s course framework components were based upon Hazard Risk Management. Sandwiched between the larger actions of Communicate and Consult and Monitor and Review were the following six activities: 1) Establish the Context, 2) Identify the Hazards, 3) Assess the Hazard Risk, 4) Sort Hazards by Risk Magnitude, 5) Analyze the Risk from each Hazard, and 6) Group & Prioritize the Risks.
Dr. Shaw spoke to the importance of a common language with standard terminology for business continuity. He defined Business Continuity as  “the business specific plans and actions that enable an organization to respond to a crisis event in a manner such that business functions, sub-functions and processes are recovered and resumed according to a predetermined plan based upon their criticality to the economic viability of the business.  Business Continuity includes the functions of business resumption and business (disaster) recovery.” He also defined Crisis Management as “the coordination of efforts to control a crisis event consistent with strategic goals of an organization. Although generally associated with response, recovery and resumption operations during and following a crisis event, crisis management responsibilities extend to pre-event awareness, prevention and preparedness and post event restoration and transition.” 
Dr. Shaw defined Business Crisis and Continuity Management Program as “the business management practices that provide the focus and guidance for the decisions and actions necessary for a business to prevent, prepare for, respond to, resume, recover, restore and transition from a disruptive (crisis) event in a manner consistent with its strategic objectives.”  In conclusion, he stated that business crisis and continuity management activities needed to be recognized and integrated as a normal business practice as well as ingrained in the business corporate culture.  
Teaching Business Continuity & Crisis Management: The Role of Active Learning
Carol Cwiak presented on the role of active learning in her approach to classroom instruction at North Dakota State University.  In the course, Business Crisis and Continuity Management, she taught both graduate and undergraduate students and discussed the assortment of classroom materials, activities, and assignments she used to promote active learning.
Ms. Cwiak said that her teaching philosophy was rooted in the learning expectation: “Active learning requires more than memorizing course material or merely listening to lectures and taking notes. The most purposeful learning teaches us how to think both creatively and critically; how to find and use information; and how to express ideas effectively in writing and speech” (from course syllabus). The learning expectations for her students are focused on four key competencies: verbal communication, written communication, critical thinking, and collaboration; these competencies were reinforced through classroom materials, activities, and assignments. 
Course materials included the following texts: Crisis Leadership Now by Laurence Barton, Avoiding Disaster by John Laye, and The Definitive Handbook of Business Continuity Management by Andrew Hiles; as well as business continuity articles from journals, websites, and current events. 
Ms. Cwiak’s course assignments began with the introductory discussions that included the basics of varying orientations, varying exposure, terminology issues, initial thoughts/pair and share/class discussion and selling the value through NDSU/BC planning. An initial course assignment had students individually reviewing, comparing/contrasting, and evaluating Ready Business from DHS – Ready.gov Campaign and Open for Business from Institute for Business & Home Safety, business continuity resources for beginning planners.   
Ms. Cwiak’s semester long classroom activities included three groups providing business continuity planning for three fictional North Dakota based businesses. The business planning processes included: creating a BC Team; scope and assumptions; assess current plans, policies & protocols, insurance review, data collection-employees, customers, creditors, suppliers, etc.; critical functions; risk assessment; business impact analysis; function recovery; strategy/resumption; timelines; mitigation options; communication issues, and training and exercises. Active learning was supported through a combination of class lectures, small group discussions, and class discussions/presentations. 
Ms. Cwiak used “real world assignments” with the purpose of “building and exercising skills.” Real world learning activities for the three fictional businesses included: emerging incident scenarios related to media, liability, public relations, and employee/client safety; creating message protocols and templates related to who addressed the media and released information; and sensitivity to initial conditions regarding what matters most to business and when did they know it. Classroom assignments included: creating a risk assessment tool, business impact analysis, resumption timeline, and 36 month training and exercise schedule. 
Throughout the semester, Ms. Cwiak and her students discussed current events as they related to business continuity issues. Some of the issues addressed included: opportunities for goodwill, product recalls, public relations issues, liability exposure, media strategies, public information officer characteristics, and high reliability organizations.
The course culminated with a group project in which groups of five to six students performed a risk assessment and provided recommendations for a local business/organization. Students signed confidentiality agreements and had limited time with the business. The project had professional expectations, groups met with the instructor throughout the process, the report criteria was fixed, students submitted reports to the instructor for comments and revisions, and the end product was provided to the business/organization. Past projects have built community goodwill for the university and have developed student’s confidence and reinforced course material through practical application.  Additionally, the reports generated by the groups for the businesses and organizations have been used for budget justification and grant applications. 
Continuity of Operations Course Treatment
Dr. John Orlando spoke to Norwich University’s two Continuity of Operations (COOP) course treatments for FEMA to support government employees in response to the 2007 Presidential Directive that required all Federal agencies develop and implement COOP. 
According to Dr. Orlando, with over 100 Emergency Management programs in the United States, higher education has ignored Business Continuity (BC). He speculated that it may have been due two factors: BC needed a department to champion its cause and that it did not correspond to traditional higher education disciplines, such as Business, Computer Science, and/or Engineering. New BC programs developed recently included: Norwich University with a Master of Science in Business Continuity Management; Boston University with a Master of Science in Business Continuity, Security, & Risk Management; and New Jersey Institute of Technology with a Master of Science in Emergency Management and Business Continuity. He explained that 80 percent of critical infrastructure belonged to the private sector and that there were specific regulations for BC planning in the healthcare, finance, and utility industries. 
Dr. Orlando briefly described Norwich University’s Master of Science in Business Continuity Management Program: the program is entirely online, it spans 18 months of continuous coursework, and it is a comprehensive exploration of the BC field that focused upon plan development, risk management, organizational resiliency, and implementation, testing, and exercising.
Dr. Orlando discussed the political context for the creation of the two course treatments: first, Federal implementations from recommendations from the 9/11 Commission Act of 2007 in which DHS must promote the development of U.S. Business Continuity programs and the formation of a BC standardization through ASIS/ANSI accreditation; and second, the National Security and Homeland Security Presidential Directive 51 (and Federal Continuity Directive 1) in which all Federal agencies must have BC programs and plans and FEMA was bestowed the job of training. Two Norwich/FEMA course treatments were created for two FEMA Certifications: Continuity of Governmental Operations for the Professional Continuity Practitioner and Public Sector Incident Response for the Master Continuity Practitioner.  The Norwich treatment included the following deliverables: course syllabus, course description, learning outcomes, texts, course structure, grading system, and 15 weekly topics. For example, one week’s content included the following: topic overview, week objectives, text or voice-over PowerPoint format lectures, required and recommended readings, discussion questions, and an essay question. 
Dr. Orlando defined the differences between BC and COOP. BC was private sector driven that protected profit in which the customers were the constituency. BC protected the management of employees, data, information and communications technology, facilities, reputation, organizational supply chain. BC identified critical functions with respect business impact analysis and monetary resources. BC program management and standards began to move away from NFPA 1600 and toward the BS 25999. COOP was public sector driven that protected public functions in which citizens were the constituency. COOP protected the management of leadership, staff, information and technology, and community facilities. COOP standards were based on Federal Continuity Directive 1.  Coordination of BC focused on intra-organization activities whereas COOP concentrated of inter-governmental agency harmonization.
Dr. Orlando stated that COOP recognized three essential functions with regard to national goals. The first was Mission Essential Functions (MEF) in which specific processes at the agency-level government must be performed after normal services are interrupted. The second was Primary Mission Essential Functions in which agency MEFs support processes for the National Essential Functions. And the third was National Essential Functions which were eight (unidentified) functions that the President and national leadership would concentrate upon to direct and maintain the country through a national emergency/disaster/catastrophe.

Dr. Orlando identified two challenges of the course treatments for the FEMA certifications. First, they needed to settle on what were the core BC/COOP competencies and definitions. And second, the government’s focus for BC/COOP certificate courses was too narrow and not well-defined. In conclusion, he was uncertain what the final course treatments would look like due to the lack of identified specifics in the National Security and Homeland Security Presidential Directive 51.
