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Dr. Marian E. Mosser
Introduction of topics

Dr. Mosser outlined her credentials (which were many) and experience in both the Emergency Management field – as traditionally accepted – and Homeland Security – as ‘introduced’ post 9/11. In addition, Dr. Mosser briefly explained the topics to be discussed during the session. Essentially, the issues come down to four (4) categories:


Defining Terrorism


Review of applicable Case Studies

Explanation of typical (essential) goals, objectives and learning outcomes that should permeate any Emergency Management/Homeland Security (EM/HS) higher education course

Professional recommendations for material/content of said course curriculum
Defining Terrorism

History has dictated many different ‘types’ of terrorism, and each with a different purpose and/or goal. Consequently, no universally agreed upon international definition of terrorism exists – never has and probably never will. In fact, even within the U.S. Government a specific all-inclusive definition cannot be agreed upon. The simple understanding that any action, or threat of action, that is intended to instill fear defines terrorism does not properly articulate the distinctions between crime and terrorism. An individual (or even small group) who commits acts for the purpose of some selfish monetary gain is entirely different than an individual who commits acts for the main purpose of furthering a ‘cause’ of some kind, or a personal vendetta of some kind. In other words, the intention – generally speaking – with terrorists is different than with the ‘average’ criminal.
Nonetheless, it should be taught in American institutions that an “all hazards” approach is the ideal method for EM/HS. Moreover, this tactic is only complete in the modern world when terrorism is included in the curriculum. 

Therefore, First Responders (and who are they?) and Emergency Managers must plan for ‘all hazards’ policies/procedures in order to protect the public. Furthermore, any persons in either concentration (EM or HS) must understand the need for, and know how to, establish and maintain Emergency Operations Centers (EOCs) to effectively deal with a terrorist incident. In other words, the curriculum must include material that prepares every student to encounter Terrorism as much as natural disasters. Statistically, natural disasters will occupy most of the ‘time’ of an Emergency Manager, but if they do not understand terrorism, and/or are not prepared to handle it, then the overall effectiveness of the EM has been compromised. It is acknowledged that many in the EM field continue to have a hard time with this concept, but Dr Mosser speaks from personal experience as well as learned knowledge.

As a summary statement for defining terrorism, Dr Mosser claimed that “a terrorist has either religious, political, or social goals that they want to bring to the table…to instill fear is a by-product of this goal, as well as a means to an end. This explanation, she believes, is the difference between more commonly known organized crime and terrorism.
The Framework of Homeland Security Terrorism

Most Homeland Security courses and curriculum deal with a litany of books and publications containing the relevant Presidential Directives, Homeland Security Directives, other related legislation along with past history and examples of what has since been labeled as terrorism. 

The Higher Education course manager or coordinator should afford themselves of these resources and determine which such resources will teach, explain, reinforce or otherwise enlighten the prospective students. Several examples of such sources were briefly mentioned, such as:

The 9-11 Commission Report


GAO reports specific to the topic


The National Fire Prevention Association (NFPA) 1600

The U.S.-Israeli Science & Technology (USISTF) project

· Dr Mosser stressed the benefits of going to the Middle East and learning from “them”!
Another part of the Framework of HST is the National Strategy for Homeland Security, which is divided into six (6) mission areas:

Intelligence & Warning


Border & Transportation


Domestic Counter-terrorism


Protecting Critical Infrastructures


Defending against Catastrophic threats


Emergency Preparedness & Response
Case Studies

Dr. Mosser continued with some examples to corroborate her points. 
Japan, March 20 1995
Terrorist group known in Japan previous to this date, but not thought of as a significant threat, released a ‘homemade’ solution of Sarin nerve gas (GB) into the air of the subway system. This attack resulted in 12 dead but thousands of causalities. This event became a lesson for many countries as to the psychological effects many might succumb to because of ignorance. In addition, the concept of containment and Decon became more widely learned in the EM/HS field. She pointed out that only two (2) agencies – generally – know how to perform Decon; Firefighters and the Military. Hospitals are learning and making strides but they (as a whole) are not proficient yet. In addition, another aspect of E M that needs to be understood since NIMS/ICS is now to be taught to all in the field is the reluctance of law enforcement (LE) to adopt the concept. In a sense, the concepts within NIMS/ICS are not intuitive to that discipline, so teaching must be cognizant of this dynamic.

A quick synopsis of lessons learned from this and other ‘public’ attacks since then include:

· Understanding the magnitude of the event as soon as possible

· Through new or old Intel, try to determine the terrorists objectives

· The importance of detection and identification for CBRN, including knowing what are possible symptoms that aided persons would display

· The importance of decontamination abilities and protection

· The importance of command, control and communication (to the public, but especially amongst the responders)

· Readiness of medical personnel and facilities to handle casualties (whatever the cause; natural, explosives, chemical, biological, etc)

Oklahoma, April 19 1995 (interwoven with the “I-4 multiple vehicle disaster”)
Two men, relatively unknown in both the criminal and counterterrorism arenas, combined to bomb the Oklahoma City Building in April of 1995. This tragedy can/should provide many lessons; primarily the fact that major WMD attacks do not have to be promulgated by a massive group of well-financed and/or trained zealots. Instead, a few people who have decided to carry out some ideological-based purpose via WMD or the like are just as capable – and just as dangerous! Dr Mosser used the I-4 disaster as an example of Command & Control chaos, because of the external variables. Audience members were encouraged to the “MIT” website for further extensive research about this incident. (http://www-tech.mit.edu/search.html?cx=000823599697007823270%3Aqvanwm1hj34&cof=FORID%3A11&q=oklahoma+city+building#940 )

Stressed the importance of teaching proper Command & Control to the students and encouraged audience to verify the instructors (their background knowledge and real experience) that will do the teaching; the students will see through a fake ‘expert’.

A quick synopsis of the overall statistics and lessons learned from this attack include:

· 168 total deaths, 1 explosion, 1 first responder death

· Command/Control failed in Oklahoma

· Resource & Response issues (dealing with each logistically and operationally)

· Safety of first responders

· Information & Intelligence failures

· No state Search & Rescue capabilities

· All agencies involved must be able to communicate with each other (certainly not exclusive to this event, but the extent of outside involvement exacerbated this issue in Oklahoma)
Israeli Suicide Bombings, ongoing

Dr Mosser is a big proponent of cross-training with those CT and LE personnel in Israel because of their past. She summarized some of the most important ideas/concepts that Hi-Ed should learn from and likewise create curriculum based on:

· The enemy will use humans as weapons (and shields)

· Suicide bombers are the next ‘smart bombers’

· Suicide bombers always have an ‘assistant’ to make sure the bomber goes through with the act.

· In Israel, attacks are ‘cleaned’ up within an hour of the attack. Mainly b/c they do not care about evidence gathering.

· Weapons of choice are conventional explosives

· These are generally cheap to make

· Easy to purchase explosives or materials needed to make them

· Simple electric circuit with battery on/off switch or cell phones

Miami and South Carolina; Lessons learned

Pre-Incident Involvement
· Layered response strategy as outlined by DHS

· Unique situation that required DHS coordinating Incident Command

· Important to integrate emergency, law enforcement & public health
Direction and Control for Terrorist Incidents – HIGHLY stressed by Dr Mosser
Concepts that must be considered when creating HS/EM courses
· What is different about the direction and control in a terrorist incident as compared to your ‘typical’ natural disaster?

· Who is in charge of What, When and How?

· What about the direction and control when there is no Incident Scene
What is Different about Direction and Control in a Terrorist Incident?

Certainly different then natural disasters, a terrorist event could involve:

· Mass casualties and they may have to deal with mass fatalities.

· The stress that 1st responders are at a higher risk of becoming casualties, thus complicating direction and control issues.

· Cascading events, including the contamination of critical facilities-fire houses, precinct houses, the EOC, and hospitals-that could have a long-term effect on lifelines.
The two biggest differences about direction and control are:
1. The sheer size of the response in terms of numbers of responders and specialized expertise. The physical / geographical size of the incident might be large too

2. The speed with which the incident will escalate from ‘local-only’ to one that involves state and federal responders. 
Train First Responders to Observe

As the developer of future curriculum, Dr Mosser advises that it is imperative to train the EM/first responder to be observant, and quickly assess the surroundings. All must be trained for ‘multiple’ devices (IEDs), not just the initial incident.
· Unexplained casualties
· Unusual liquid, spray or vapor

· Suspicious devices
· Withdraw from area immediately and request proper HazMat team

The incident scene will be a crime scene, consequently the preservation of evidence is important, but not to the avoidance of the suppression of the fire or other potential dangers. This priority is secondary to ‘saving lives’ and being safe (I.E.: safety first!).

The courses also need to prepare the students to know how to deal with a high level of media response. Dr Mosser emphasized to teach the students that “realize of information is very, very important”. Using the “I-4 incident” in Florida, she explained how helpful it was to have all involved come together and agree on what is (and is not) to be told to the media. Conversely, the DOF (forestry media rep.) gave conflicting/different information and had consequences for that. 

Requirement to adjust Direction and Control the Scene

· Interface with the FBI on-scene command
· FBI will be the lead agency in a terrorism event

· Therefore, local gov’t must be able to interface with the FBIs command structure (I.E.: NIMS)

· ICS / NIMS has to be understood as a flexible concept
· Incorporate the public health response

· Include others who are critical to the response

Emergency Management Structure

This must be taught as an ‘All-hazards approach’ to the EM field. The EOC brings this together, so it logically must be taught to the future EM workers.
· Preparedness

· Response

· Recovery

· Mitigation
Course Designed Integration of Terrorism and Homeland Security

Emergency Management and Situation Awareness should be part of the curriculum. The courses should deal with various types of threats:
· Anthrax

· Chemical

· Dirty Bomb (nuclear/radiological)

· Suicide Bombers

· Hijacking (for multiple purposes EG: 9-11)

· School Shootings
Course Development Plan

Consider what is to be taught:
· Criminal Justice course that is LE intense; teach anti-terrorism (defense), counter-terrorism (intelligence and stopping the threat), Homeland Security.
· Business Continuity / private sector training

· How does the ‘CEO’ recover after a disaster?

· Not just ‘backing up the data’

· Health or social sciences

· Create own Emergency Management program

· Case studies are VERY important

· Teach public warning; what does “orange” mean to the public?

Pre-Information sharing
· Teach / train how to network and gather information, AND share it!

Foundations of course development

· Course name

· Where does course fit in ‘program’?

· Existing criminal justice

· Homeland Security / Terrorism

· Course description

· Learning goals and outcomes

· Specific terrorism case studies (be current!!)

· Partnerships and allocation of resources

· Changing nature of H/S and the dynamics of terrorism

· Know who is taking the course (audience)

Dr. Paula D. Gordon
Introduction of Self

Spent time discussing her work and research regarding ‘Y2K’ and emergency management, both pre and post Y2K. After 9-11, she focused on Homeland Security and Emergency Management issues, including the way some of her previous work inter-connected with HS & EM. Her approach emphasizes an ‘All-Hazards’ connect.

Y2K, Homeland Security and Emergency Management

Dr Gordon reviewed the matrix she called the ‘Typology of Emergencies’ that aptly summarizes some expectations (from an EM perspective) based on the scale of the event. In addition, Dr Gordon significantly examined the “Homeland Security Impact Scale” (developed by the WDC Y2K group), briefly outlined below:
· 0 – No real impact on national security, economic security, or personal security

· 1 – Local impact in areas directly affected

· 2 – Significant impact in some areas that were not directly affected

· 3 – Significant market adjustment (20% plus drop); some business and industries destabilized; some bankruptcies, including increasing number of personal bankruptcies and bankruptcies of small businesses, and waning of consumer confidence

· 4 – Economic slowdown spreads; rise in unemployment and underemployment accompanied by possible isolated disruptive incidents and acts, increase in hunger and homelessness

· 5 – Cascading impacts including mild recession; isolated supply problems; isolated infrastructure problems; accompanied by possible increase in disruptive incidents and acts, continuing societal problems
· 6 – Moderate to strong recession or increased market volatility; regional supply problems; regional infrastructure problems accompanied by possible increase in disruptive incidents and acts; worsening societal impacts

· 7 – Spreading supply problems and infrastructure problems accompanied by possible increase in disruptive incidents and acts, worsening societal impacts, and major challenges posed to elected and non-elected public officials

· 8 – Depression; increased supply problems; elements of infrastructure crippled accompanied by likely increase in disruptive incidents and acts; worsening societal impacts; and national and global markets severely impacted

· 9 – Widespread supply problems; infrastructure verging on collapse with both national and global consequences; worsening economic and societal impacts accompanied by likely widespread disruptions

· 10 – Possible unraveling of the social fabric, nationally and globally, jeopardizing the ability of governments to govern and keep the peace
Dr Gordon briefly looked at the ‘Public Safety / Homeland Security Grid, apparently implying this resource could benefit those creating HS / EM curriculum. 

Finally, Dr Gordon mentioned some additional resources to use to help “integrate homeland security related course content into emergency management curriculum”.
