Enable Support for TLS 1.2 or 1.3 on Web Browsers

Older web browsers use out-of-date protocols that do not support modern encryption and contain
security vulnerabilities that can be exploited by attackers. Effective July 1, 2021, only web browsers
that support versions 1.2 or 1.3 of the Transport Layer Security (TLS) protocol will be permitted to
access University web services. Browsers that use TLS version 1.0 or 1.1 will not be supported.

To ensure your web browser supports TLS 1.2 or 1.3, complete the steps below.

Microsoft Edge

TLS 1.2 is automatically enabled in all versions of Microsoft Edge.

Google Chrome

TLS 1.2 is automatically enabled in Google Chrome version 29 or greater.

=  Ensure you are using the most recent version of Chrome ...

Apple Safari

TLS 1.2 is automatically enabled in Safari version 7 or greater.

= Ensure you are using the most recent version of Safari ...



http://support.google.com/chrome/answer/95414?co=GENIE.Platform%3DDesktop&hl=en
http://support.apple.com/en-us/HT204416

Mozilla Firefox

TLS 1.2 is automatically enabled in Firefox version 27 or greater.

=  Ensure you are using the most recent version of Firefox ...

To enforce TLS version 1.3 in Firefox, complete the steps below.

Open Firefox.
In the address bar, type about:config and press Enter.

In the Search field, enter tls. Find and double click the entry for security.tls.version.max.

S o

Set the integer value to 4 to force a maximum protocol of TLS 1.3.

“ c @ L Firefox  abouticonfig

Search: tls

Preference Mame - Status Type Valiae
devtools.remaote tls-handshake-timeout dlefault integer 10000
gluse-tls-is-current clefault integer 1]
network. http spdy.enforce-tls-profile default boolsan true
network. http ths-handshake-timeout default integer a0
network, proxy.proxy_cver_tls default boolean true
security.tls.enable_Ortt_data default boolean true
security.tls.insecure_fallback_hosts default string
security.tls.version.fallback-limit default integer 3
security tl.version. masx delault nteger 4
secunty.tls.version.min default integer 1
services.syne prefle.syne secunty.tls.version. max cefault boolean true
services.sync. prefesync secunty. tls.version.min default boolean true
5. Click OK.

6. Close your browser and restart Mozilla Firefox.


http://support.mozilla.org/en-US/kb/update-firefox-latest-release

Microsoft Internet Explorer

1. Open Internet Explorer.
2. From the menu bar, click Tools, then Internet Options, then click the Advanced tab.

3. Scroll down to the Security category and manually check the box next to Use TLS 1.2.

Internet Options ? *

General Security Privacy Content Connections Programs Advanced

Settings

[ ] Do not save encrypted pages to disk ”~
[ ] Empty Temporary Internet Files folder when browser is cl

[ ] Enable 64-bit processes for Enhanced Protected Mode™®
Enable DOM Storage

[ ] Enable Enhanced Protected Mode*

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

[ ] Enable Windows Defender SmartScreen

|:| Send Do Mot Track requests to sites you visit in Internet E

[ ] use ssL 3.0

[ JuseTLS 1.0

MJuse 715 1.1]

Use TLS 1.2

Warn about certificate address mismatch™

[ ] warn if changing between secure and not secure mode

£ >

*Takes effect after you restart your computer

Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

Reset...

You should only use this if your browser is in an unusable state.

0K Cancel Apply

4. Click OK.

5. Close your browser and restart Internet Explorer.
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