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Objectives: At the conclusion of this session, the students should be able to:

7.1 Discuss the general application of the “all-hazards” emergency management approach to terrorism.

7.2 Discuss mitigation of the hazard of terrorism. 

7.3 Discuss preparedness for terrorist incidences.

7.4 Discuss response to terrorist incidences.

7.5 Discuss recovery from terrorist incidences.

________________________________________________________________________

Scope


This session applies the comprehensive or “all-hazards” emergency management framework to the hazard of terrorism. The discussion is broadly focused and subsequent sessions will provide more detail on specific mitigation, preparedness, response, and recovery programs. 
________________________________________________________________________

Readings:

1. Readings for Students:
Chapter 2 in William L. Waugh, Jr., Terrorism and Emergency Management (New York: Marcel Dekker, 1990).

2. Readings for the Instructor:

William L. Waugh, Jr., “Managing Terrorism as an Environmental Hazard,” in Handbook of Crisis and Emergency Management, edited by Ali Farazmand (New York: Marcel Dekker, 1999).

William L. Waugh, Jr., “Assessing Quality in Disaster Management,” in Performance and Quality Measurement in Government: Issues and Experiences, edited by Ari Halachmi (Burke, VA: Chatelaine Press, 1999), pp. 65-80.

3. Recommended Readings for the Instructor:

Chapter 3 in William L. Waugh, Jr., Terrorism and Weapons of Mass Destruction (New York: Marcel Dekker, 2000). 

Federal Emergency Management Agency, A Citizen’s Guide to Disaster Assistance (Washington, DC: FEMA, IS-7, January 1997).

_______________________________________________________________________

Remarks

If students have a basic understanding of the “all-hazards” or comprehensive emergency management model currently used by FEMA and other emergency management organizations, the first section of this session (Objective 7.1) may be disregarded. For students without such understanding, a brief description of the model is provided. 

Some of the major mitigation, preparedness, and response techniques and approaches for managing the hazard of terrorism will be examined in more depth in later sessions. But, students need to have a broad perspective on anti- and counterterrorism programs in order to understand how those approaches fit into the larger effort to reduce the hazard of terrorism. The broader perspective should also make it easier to understand the narrower interests of particular organizations, such as law enforcement agencies, and why they approach the problem of terrorism quite differently from emergency management agencies. The broader perspective should also make it easier to understand how nonprofit and for-profit organizations, as well as organized and individual volunteers, might fit into the emergency management network during a major terrorist incident.

________________________________________________________________________

Objective 7.1 

Discuss the general application of the “all-hazards” emergency management approach to terrorism. 

Emergency management agencies at the federal, state, and local levels of government in the United States and, increasingly, nonprofit disaster relief organizations have adopted the “all-hazards” or comprehensive emergency management approach.

The approach is also being adopted by international agencies and by other national governments and is rapidly becoming a common framework for emergency management that provides common concepts and terminology.

The development of a common “language” of emergency management is important because of the increasing interaction among governments and nongovernmental organizations (NGOs) engaged in international humanitarian assistance and among neighboring governments involved in disasters that cross national boundaries.

In brief, the comprehensive or “all-hazards” model divides the emergency management function into four general policy or program areas:

· Mitigation - identifying significant risks to human life and property and implementing programs to reduce those risks or prevent them altogether;

· Preparedness - developing emergency response plans, training emergency responders, identifying human and material resources that can be used in disaster responses, and developing agreements for mutual assistance and to facilitate disaster response when resources are needed or the disaster affects multiple jurisdictions;

· Response - providing emergency medical care for the injured, minimizing or preventing further casualties and secondary property damage, activating search and rescue operations, providing emergency shelter and food, and evacuating those at risk; and

· Recovery - restoring vital lifelines, such as power and water, and providing temporary assistance, such as unemployment assistance, so that individuals, families, and businesses can begin to return to normal function. 

The “all-hazards” approach was initially conceptualized as four phases with mitigation and preparedness as pre-disaster activities, response as a disaster activity, and recovery as a post-disaster activity. 

Increasingly, however, the four functions are considered to be intertwined because mitigation efforts can lessen the need for response and recovery, preparedness can speed response and recovery, response efforts can help recovery, and recovery efforts can include mitigation and preparedness activities (and so on).

The practical underpinning of the “all-hazards” approach is that a community, state, nation, or even regional or international grouping of nations can develop generic mitigation, preparedness, response, and recovery programs that can be used in more than one kind of disaster. 

For example, evacuation programs and temporary shelters can be used for floods, hurricanes, hazardous materials incidents, and even terrorist or military attacks.

While some disasters require more specialized programs to address the risks that they pose to lives and property, many of the basic emergency management programs can be used for more than one and perhaps many kinds of emergencies.

This point is important because many of the tools and techniques developed to manage natural disasters and such technological disasters as hazardous materials spills can be useful in dealing with terrorist incidences.

Some tools and techniques, however, may not be as useful and may, in fact, be very inappropriate during terrorist incidences. 

For example, some of the response protocols for firefighters and emergency medical service personnel may put the responders at risk because they may be vulnerable to secondary bombs (as in the bombings in Atlanta in the late 1990s).

Standard police responses to violent incidences may also make them vulnerable to biological, chemical, and radiological agents because they may enter the contamination zone without first checking on the presence of such agents. 

Emergency management is fundamentally an adaptive process where plans and procedures are adapted to fit the specific circumstances in which responders find themselves. Therefore, mitigation, preparedness, response, and recovery programs designed for floods or tornadoes or other kinds of disaster may be adaptable to disasters caused by terrorists.

In fact, terrorists may cause some disasters that are essentially the same as those caused by nature, accident, or human error. 

The application of the “all-hazards” approach also affords responders and decisionmakers common assumptions concerning how to define the hazard and to address the challenges that it poses.

Lastly, very large terrorist incidences in which there are mass casualties and/or large areas of contamination may require all the resources of the federal, state, and local governments to provide medical care, temporary shelter, and other disaster services. 

· The response and recovery efforts for large scale terrorist incidents will be multi-organizational and intergovernmental. 

· Nonprofit and for-profit organizations, as well as government agencies, may be involved as they are during other kinds of disasters. 

· Consequently, a comprehensive approach to emergency management may be necessary to coordinate the efforts of a large number of participants.

__________________________________________________________________

Questions to ask students:

1. Why is a comprehensive emergency management approach to the hazard of terrorism advisable?

Suggested answer:

Dealing with the hazard of terrorism is more than simply responding to acts of political or criminal violence. There are opportunities to prevent the violence from occurring and/or to lessen its effects, to prepare for potential terrorist activity, to take advantage of a full range of resources in responding to terrorist incidents, and to address the recovery needs of individuals, families, communities, and the nation following such incidents. Including those activities in the anti- and counterterrorism programs can assure that society is more resilient and, thus, better able to cope with terrorist violence.

2. Why is emergency management described as an adaptive process?

Suggested answer:

Contingency or emergency plans are designed around likely or worst case scenarios. When disasters occur, they are almost never exactly what was expected. Therefore, emergency managers have to have the flexibility to adapt their plans to fit circumstances.

3. Why might officials need to mobilize the resources of the federal, state, and local governments, as well as nonprofit and private groups, for a terrorist incident?

Suggested answer:

When a terrorist incident results in mass casualties and mass destruction, the local government will declare a local emergency and request the state to declare a state of emergency. The Governor will then request FEMA to take action to have the President declare an emergency and activate the Federal Response Plan. In a catastrophic terrorist incident, more resources may be needed than federal agencies and their state and local counterparts can provide. As in other kinds of major disasters, emergency medical care, sheltering and food programs, and a variety of other social service programs will have to be provided by NGOs, such as the American Red Cross, church groups, and other charitable organizations. Private sector organizations, too, will be needed to provide specialized services.

________________________________________________________________________

Objective 7.2 

Discuss mitigation of the hazard of terrorism. 

As outlined in Session 5, terrorism is a hazard that societies have faced for centuries. There are any number of ways to reduce the hazard, but they can be divided into three categories:

· removing the precipitants of the violent action;

· increasing the costs of using violence; and

· denying terrorists the benefits they seek (see Waugh, 1990: 59-61).

It may not be possible to remove the precipitants of the violence because to do so might cause the government to fall, elites to lose their political or economic power, or harm to a particular group. 

It also may not be possible to remove the precipitants of the violence because the violence itself may be the principal motivation for the terrorists. 

For example, there have been nihilistic groups that have sought disruption and destruction, rather than more specific political changes. 

For some groups, the violence may also serve psychological or even organizational purposes. Frantz Fanon argued that such violence is necessary for anticolonial struggles because of the cathartic effect it produces, i.e., because the oppressed have to demonstrate their power to themselves as well as to their enemies.

However, most terrorist organizations seek political objectives that might be satisfied without violent action.

The strongest argument for focusing on the causes or precipitants of terrorist violence is that the political objectives of a terrorist group may be laudable, even though the tactics for achieving the objectives may be abhorrent. 

If terrorists have legitimate grievances against the government or an elite group or another ethnic group, it will be far more difficult to convince others not to lend their support to the terrorists. 

Such violence tends to be very persistent. Many of the conflicts that have lasted many years, in some cases centuries, are based upon legitimate grievances. The long-standing conflicts in Northern Ireland and in Palestine are such cases. 

It may also be that both sides (or even several sides) in the conflict have legitimate grievances against one another. Under those circumstances, finding resolution to the conflict and reducing the use of terrorism may be very difficult. Distrust and anger may complicate efforts to establish dialogues on issues and to convince the parties that they should compromise. Disengagement is difficult without trust.

In some cases, it may be possible to deny terrorists the opportunity to use violence against particular targets. Posting guards, building barricades, and implementing other mitigation measures may reduce the likelihood that terrorists will attack. 

Electronic surveillance, bomb-sniffing dogs, building designs to limit access, control card systems, training programs to make employees sensitive to security issues and less vulnerable to attacks, and the building of “safe rooms” and other secure enclosures to protect personnel are all mitigation techniques that may reduce the likelihood of attack.

But, terrorists may choose less secure targets or may simply accept the costs of attacking the well guarded target.

Nonetheless, increasing the costs of attacking certain targets will generally reduce the level of risk to those targets. Terrorist organizations most often have limited personnel and materials and cannot afford high-risk actions that require large amounts of weapons, munitions, and other supplies. 

The preference for bombings reflects the limitations of such groups. Terrorists can be many miles away when bombs explode and, therefore, have a greater chance of eluding capture. The ingredients for bombs are usually inexpensive and readily available, so the material costs are relatively low as well.

Also, the costs of conducting campaigns of violence are raised when the terrorists’ operational environment is inhospitable. When the terrorists have few friends, little political and material support, less access to needed weaponry and other materials, and less freedom to move from one location to another, the costs of carrying out acts of violence are increased.

International conventions can 

· restrict the transfer of money to suspected terrorists and their supporters, 

· restrict the transfer of materials and technology that may be used in building bombs, 

· restrict the transfer of military-type weapons to terrorists and their supporters,

· encourage the sharing of information among law enforcement and intelligence agencies concerning the movements of suspected terrorists, 

· facilitate the monitoring of telephone and radio and other transmissions among suspected terrorists and their supporters, and

· discourage nations from supporting attacks on such targets as diplomatic facilities and civil aviation.

Similarly, national laws can 

· monitor and restrict transfers of money that might be used to support terrorist organizations,

· reduce the availability of weapons, particularly automatic and high-powered weapons,

· reduce the availability of materials that might be used in bombs,

· facilitate the tracking of materials that might be used in bombs,

· restrict entry into the country by suspected terrorists and their supporters, and

· monitor acts that might signal impending campaigns of violence, such as bank robberies, gun store robberies, and thefts of bomb making materials.

While such generalizations about terrorists may be useful in designing mitigation strategies, it must be recognized that

· there are very few circumstances in which determined terrorists cannot reach their intended target; 

· there have been cases in which terrorists have attacked with the knowledge that escape would be nearly impossible and that they would likely be killed;

· there have been cases of suicide attacks in which terrorists (or others coerced into the operation) have killed themselves in order to kill others; and

· high-risk attacks have more symbolic value to terrorists and, thus, may be encouraged in order to achieve political goals or to create martyrs to the cause.

While some might disagree that terrorists can carry out attacks on almost any person or structure or location, the assumption that no one is entirely safe from terrorist violence is important because it prevents overconfidence and encourages diligence.

Security systems must be tested and retested to assure that they are capable of discouraging attacks.

In assessing the risk of terrorist violence, due consideration should be given the potential for suicide and other high-risk attacks. Some terrorist organizations have such fanatical members, but most do not. However, many organizations have the capabilities and the persistence to reach their targets.

While removing the causes of terrorism may work in some circumstances, denying terrorists the benefits they seek is the more common approach. 

A policy of “no negotiation, no compromise” formally expresses the intent to prevent terrorists from achieving their objectives through the bargaining process. 

The expectation is that the refusal to discuss terrorist demands will dissuade terrorists from holding hostages or engaging in other threatening acts in order to provide leverage in the negotiation of demands (see Session 4 on the United States’s and Israel’s “no negotiation, no compromise” policies).

There have been cases in which terrorist demands have been met in order to secure the release of a hostage or group of hostages. Understandably, such concessions are seldom made public because to do so might encourage other groups to seize hostages as a means of achieving their political objectives. 

High-ranking officials may be too important to sacrifice for a hardline stand against terrorism. It will also be difficult to avoid concessions if authorities receive a credible threat of attack using a nuclear, biological, or chemical weapon. The potential costs in human lives may outweigh the costs of political concessions. 

The denial of benefits also requires that authorities determine what terrorists are seeking. Some terrorists may seek to disrupt society or to punish certain members of society, such as public officials or business people, and there may be little that can be done to prevent the achievement of the objectives. 

__________________________________________________________________

Questions to ask students:

1. What are the three general approaches or categories of actions to reduce the threat of terrorism?

Suggested answer:

To reduce the hazard of terrorism, authorities can 

· remove the reasons that the terrorists have for using violence rather than more legitimate means of achieving political ends, such as through the electoral process;

· deny terrorists the benefits they seek, thereby assuring that the violence is without purpose (beyond venting the anger of the terrorists or drawing public attention to their cause); and

· increase the human, material, and financial costs of committing violent acts so that terrorist organizations cannot sustain campaigns of violence for long periods of time.

2. Why are bombs a preferred tool for terrorists?

Suggested answer:

Bombs are relatively easy to make, the materials are generally inexpensive, and the bombers can be miles away when the device explodes, thus making it more difficult to capture them. 

3. What kinds of anti-terrorism measures might be implemented through international conventions and treaties?

Suggested answer:

International conventions and treaties can be used to 

· outlaw attacks on people or facilities when there is broad international support for such action;

· outlaw or monitor transfers of large sums of money that might be used to support terrorist organizations;

· monitor the movement of known or suspected terrorists and their supporters;

· outlaw transfers of military-type weapons that might be intended for delivery to known or suspected terrorists or their supporters;

· restrict or outlaw transfers of materials and technology that might be used in making bombs or other kinds of weapons;

· encourage and facilitate the sharing of information on known and suspected terrorists among law enforcement and intelligence agencies; and

· monitor international communications between known and suspected terrorists and their supporters.

4. What kinds of anti-terrorism measures might be implemented through national laws and regulations?

Suggested answer:

National laws and regulations can be used to 

· monitor and restrict transfers of money that might be used to support terrorist organizations;

· reduce the availability of weapons, particularly automatic and high-powered weapons;

· reduce the availability of materials that might be used in bombs;

· facilitate the tracking of materials that might be used in bombs;

· restrict entry into the country by suspected terrorists and their supporters; and

· monitor acts that might signal impending campaigns of violence, such as bank robberies, gun store robberies, and thefts of bomb making materials.

5. Why should officials and private citizens assume that terrorists can attack targets if they are reasonably capable and persistent?

Suggested answer:

If officials and private citizens assume that they can protect themselves from terrorist violence, they may become complacent and fail to maintain their security measures. Security systems must be tested and retested.

________________________________________________________________________

Objective 7.3

Discuss how to prepare for terrorist incidences
The first step in preparedness is the assessment of the hazard.

Terrorism can take many forms. The violence can range from seemingly random attacks using small arms (e.g., pistols or rifles) to more focused attacks involving “weapons of mass destruction.” Terrorism may simply involve the making of threats, although to be credible there must be a potential for violence.

Preparing for all contingencies is difficult given the range of intensities and forms that the hazard of terrorism may pose. 

In order to ascertain the capabilities that agencies need to address the hazard of terrorism, policymakers must determine the likely forms that terrorist violence might take and the worst case scenarios. 

Capacity building begins with the development of skills and competencies to address the most likely risk and may expand to include skills and competencies to address the worst case scenarios (i.e., the worst disasters imaginable). 

Federal national security, law enforcement, public health, and emergency management agencies may have the resources to focus on worse case scenarios, but their state and local counterparts usually do not.

It is uncertain just how much capacity to respond to terrorist events is necessary at the local level because of the range of risk. Some local jurisdictions, e.g., large cities and counties, may have far more risk of terrorist violence than others. While some relatively small communities may have some risk of violence by domestic terrorist organizations, most small communities have minimal risk. [See Session 3 on Domestic Terrorism and Session 4 on International Terrorism.]

Some agencies may have significantly more risk of anti-government violence than others and, therefore, may need to take special precautions to reduce the likelihood of attacks (i.e., to mitigate the hazard) and to provide for an appropriate and adequate response (i.e., preparedness and response). [See Session 8 on Hazard Analysis/Risk Assessment.] 

For example, the bombers of the Murrah Federal Building in Oklahoma City in April of 1995 were likely targeting the offices of the ATF because of their involvement in the standoff in Waco, Texas, that resulted in the burning of the compound of the Branch Davidians and the deaths of many of that group’s members. 

Because the risk of terrorist violence is relatively slight in most communities, there is little likelihood that there will be strong support among voters and public officials for counterterrorism efforts (even if there is initial interest among officials). 

Therefore, funding for counterterrorism programs has to be provided by the Federal Government if a local response capability is judged necessary. 

And, the funding will have to be continued in order to maintain operational capabilities and to upgrade skills as the hazard is better defined and as the technologies of terrorism expand. 

A major concern is that local agencies not only have appropriate counterterrorism capabilities, but that they know when to use them. 

For example, the increased firepower that automatic weapons may provide is very dangerous to bystanders and law enforcement officers, as well as to terrorists and other criminals, in crowded urban areas. The risk of stray bullets is greatly increased with the use of automatic weapons. 

Attacks that result in no or a few casualties are relatively easy to manage, because American communities generally have public safety agencies capable of handling low-level threats. 

Police departments provide security against criminal activity and low-level terrorist attacks may be almost indistinguishable from such nonpolitical criminal attacks. 

Emergency medical services agencies usually have the capabilities of dealing with smaller “mass casualty” incidents, although the number of available beds in local hospitals and the availability of trauma facilities may severely limit capacities to deal with larger incidents. 

Fire services agencies, too, generally have enough capacity to deal with relatively routine fires and hazardous materials incidents, although they may not be prepared for incidents involving high-grade radiological materials, biological agents, or extremely toxic chemicals.

Hospitals and medical personnel in large cities may also be all too familiar with trauma caused by automatic weapons and bombs because of their treatment of the victims of street crime and may be familiar with the protocols for dealing with relatively exotic diseases and conditions because of their experiences treating the medical problems of international travelers and recent immigrants.

Large scale attacks involving nuclear weapons, biological agents, chemical agents, or radiological materials may be far more difficult to manage and certainly cannot be managed by one or even a few agencies.

The resources of the Federal, State, and local governments, as well as nonprofit and private organizations, may be needed in the event of a large scale attack and with the mobilization of so many governmental and nongovernmental organizations, coordination of efforts will be one of the biggest challenges.

Preparedness programs typically include 

· assessment of the risk from particular hazards;

· mutual aid agreements to facilitate intergovernmental cooperation;

· contingency plans to deal with specific disaster requirements, such as mass evacuation;

· designation of lead agencies to coordinate aspects of the disaster response and recovery effort (e.g., evacuation or emergency sheltering);

· development of resource inventories (e.g., heavy equipment, trauma facilities/beds);

· development and maintenance of communications networks;

· training programs for responders, public officials, and others; and

· exercises and drills to test and modify plans.

In large measure, the same preparedness procedures would be used to address the hazard of terrorism, but additional programs may be added.

In general, preparedness programs for terrorism may include any or all of the following:

· training of response units, such as special weapons and tactics units, e.g., police SWAT teams, bomb disposal teams, hostage negotiation teams, and military special operations teams;

· training of officials and civilians who might be targeted by terrorists to reduce their vulnerability;

· gathering intelligence on known and suspect terrorists and their supporters, including information on their size and preferred tactics and on their likely targets;

· planning for contingencies, e.g., terrorist attacks at major events such as the Olympics or the Superbowl or the NCAA Final Four tournament;

· development of liaison mechanisms to facilitate communication and cooperation among emergency response agencies and government officials;

· designation of lead agencies and definition of agency responsibilities;

· stockpiling of medicines, medical supplies, temporary shelters, and other essential items that might be needed in a terrorist-sponsored disaster; and

· development of protocols to minimize conflicts between the organizations involved in crisis management and consequence management, e.g, to assure that law enforcement agents will not interfere with emergency medical care and search and rescue operations and to minimize damage to potential criminal evidence by rescue workers.

To clarify responsibilities and to facilitate cooperation among federal agencies during terrorist incidents, President Clinton signed Presidential Decision Directive 39 (PDD 39, see Appendix 1) in 1996. 

PDD 39 assigned lead responsibility for “crisis management” to the Department of Defense and responsibility was transferred to the FBI in the fall of 1998. In essence, the FBI is responsible for dealing with the terrorists themselves, including collecting evidence at the crime scene.

PDD 39 assigned lead responsibility for the federal government’s “consequence management” effort to FEMA. FEMA is responsible for coordinating the efforts of federal agencies in support of local government which is in charge of consequence management of the terrorist incident.

In essence, the FBI is responsible for coordinating the law enforcement and national security efforts and FEMA is responsible for coordinating federal agencies providing support for local government’s response and recovery efforts. 

The Department of Defense is responsible for training teams to deal with NBC contamination and transferring equipment to state and local agencies.

The Department of Health and Human Services (through the Public Health Service) have major roles in dealing with the identification of toxic agents, decontamination of people and facilities, and provision of medical care for those infected or contaminated. 

The responsibilities of federal agencies are outlined in the Federal Response Plan (FRP) and, in the case of terrorist incidences, in Terrorism Annex to the FRP. 


__________________________________________________________________


Questions to ask students:

1. Why is it difficult to assess the hazard posed by terrorism?

Suggested answer:

Terrorism can take many forms and not all communities and agencies and people are equally threatened. The hazard is generally greater in large cities and among agencies with whom domestic terrorists have had conflict, e.g., the FBI, ATF, IRS, and the federal court system.

2. What kinds of preparedness measures might be implemented to address potential acts of terrorism?

Suggested answer:

Preparedness measures for terrorist incidents include:

· training of response units, such as police SWAT teams, bomb disposal teams, hostage negotiation teams, and military special operations teams;

· training of officials and civilians who might be targeted by terrorists to reduce their vulnerability;

· gathering intelligence on known and suspect terrorists and their supporters, including information on their size and preferred tactics and on their likely targets;

· planning for contingencies, e.g., terrorist attacks at major events such as the Olympics or the Superbowl or the NCAA Final Four tournament;

· development of liaison mechanisms to facilitate communication and cooperation among emergency response agencies and government officials;

· designation of lead agencies and definition of agency responsibilities;

· stockpiling of medicines, medical supplies, temporary shelters, and other essential items that might be needed in a terrorist-sponsored disaster; and

· development of protocols to minimize conflicts between the organizations involved in crisis management and consequence management, e.g., to assure that law enforcement agents will not interfere with emergency medical care and search and rescue operations and to minimize damage to potential criminal evidence by rescue workers.

3. Who is responsible, i.e., the lead agency, in the United States for managing the effects of terrorist violence?

Suggested answer:

FEMA is the lead agency for “consequence management” and it will have assistance from a variety of agencies, as well as its state and local counterparts.

4. Who is responsible, i.e., the lead agency, for dealing with domestic and international terrorists in the United States, including apprehending them and collecting evidence so that they can be tried and imprisoned?

Suggested answer:

The FBI is the lead agency for “crisis management,” i.e., dealing with the terrorists, and it will have the assistance of a variety of federal law enforcement agencies, as well as state and local agencies.

________________________________________________________________________

Objective 7.4

Discuss how to respond to terrorist incidences

Once a terrorist incident occurs, law enforcement and emergency management agencies activate their emergency operations centers (EOCs), mobilize their personnel, and begin to implement their emergency plans.

At the federal level, the principal response agencies during terrorist events are the

· FBI;

· FEMA;

· Department of Defense;

· Department of Health and Human Services (particularly the Public Health Service);

· Environmental Protection Agency; and

· Department of Energy (Austin, 1998).

As PDD 39 established, the FBI is the lead domestic agency for “crisis management” during terrorist incidents and FEMA is the lead agency for “consequence management.”

Intergovernmental coordination is facilitated because, once an incident is judged to be a terrorist act, federal agencies have jurisdiction (unlike other disasters where state and local agencies have principal legal jurisdiction).

Notwithstanding the designation of the FBI and FEMA as the lead federal agencies during terrorist incidents, local law enforcement and emergency response agencies are likely to be the first responders.

As in other kinds of disasters, the initial emergency response will include nonprofit organizations, such as the American Red Cross and the Salvation Army, and volunteers who will converge on the disaster site to help victims and to support the emergency response units.

The response will likely include off-duty police officers, firefighters and emergency medical services personnel, and other medical personnel (e.g., doctors and nurses) who happen to be in the area. 

Volunteers will assist with search and rescue and may provide some assistance with the injured.

Local agencies may have to secure the disaster scene, including dealing with terrorists who may be holding hostages or occupying a building, and provide emergency medical services until federal law enforcement and other agencies arrive on the scene.

Fire services and police departments will likely establish their incident command centers and designate their incident commanders to coordinate emergency operations.

Emergency responders can anticipate some of the problems that they will encounter following a major bombing. 

For example, Garry Briese, executive director of the International Association of Fire Chiefs (1995), has listed injuries that responders are likely to have to treat, including:

· blast lung, as the blast wave causes injury to victims’ inner ears and lungs;

· eye injuries caused by dust and larger particles;

· flash burns, which tend to be extensive but superficial because the heat dissipates quickly;

· lacerations and other shrapnel injuries from glass and other debris;

· traumatic amputations from shrapnel; 

· “acute distress reaction” rendering victims unable to speak or understand what to do; and

· buried victims when buildings collapse.

If the incident is a large one, such as the Murrah Federal Building bombing in Oklahoma City in 1995, volunteers may come from surrounding communities as the news media coverage describes the disaster.

Private firms may be involved in the response as contractors providing public services, vendors selling specialized services, or as volunteers. 

Because local agencies will be the first responders, there is a need for a reasonable response capability at the local and state levels to assure that the loss of life and property is minimized and that the terrorists are captured and evidence is protected so that they can be apprehended. [See Session 6 on the Law Enforcement and National Security Concerns and Responsibilities.]

State agencies will also delegate personnel from law enforcement agencies, health facilities, environmental agencies, and other areas to assist with the response effort.

Some units of the National Guard may be activated to assist with security and/or to help with other aspects of the disaster response. Local National Guard units are not generally activated, because many law enforcement and other emergency services personnel may be members of local units and already involved in the response, rather units are called up from other parts of the state, as a consequence, National Guard assistance may be slow in arriving.

Similarly, federal agencies will send personnel to help the FBI and FEMA. Activation of the FRP, makes more resources available.

Assistance may be available from nearby military bases, although federal law limits what military commanders can do without approval from higher authority. [See Session 12 on the Legal Context of Antiterrorism Programs.]

The response is a combination of well-defined and, hopefully, well-rehearsed emergency operations and more spontaneous ad hoc activities by government agencies, NGOs, private firms, and volunteers. A good emergency plan will anticipate the ad hoc activities, including the arrival of volunteer manpower, and integrate them into the more formal operations.

NBC weapons present significant problems for disaster response, including the potential contamination of emergency responders, equipment, and hospitals and other facilities which can cause more casualties and compromise the response and recovery efforts.

As in other disasters, the first responders are likely to be local fire departments and emergency medical services, as well as law enforcement agencies, and they do not want to be “red canaries” or “blue canaries” to test the toxicity or virulence of an agent (alluding to the use of a canary to test the air in mines for methane or other toxic gases). 

The Department of Defense provides personnel and equipment for NBC response and recovery efforts, trains regional quick response units (National Guard), and transfers surplus equipment to state and local agencies.

The National Fire Academy provides NBC training to responders and FEMA’s Emergency Management Institute provides training to local officials and responders.

FEMA also provides technical information through its Rapid Response Information System <http://ris.fema.gov>, including information on:

· specific chemical, biological, and radiological materials;

· first aid measures;

· federal response capabilities; and an 

· inventory of surplus federal property that may be available to state and local agencies (Austin, 1998).

NBC attacks may contaminate large areas of a city or countryside, particularly if spread as an aerosol (i.e., by aircraft) or by residents fleeing the area.

NBC contamination may not be immediately recognized by emergency responders. Firefighters are concerned about being “red canaries” and becoming casualties of NBC attacks when they attempt to assist the initial casualties. 

For example, a doctor watching news accounts on television identified sarin gas as the chemical agent involved in the Tokyo subway attack. Had he not been watching television at that time many more bystanders and emergency responders may have been killed or seriously injured. The quick warning was simply a matter of extraordinary good luck.

. 


__________________________________________________________________


Questions to Ask Students:

1. What are the principal federal response agencies during terrorist incidents?

Suggested answer:

The FBI, FEMA, the Department of Defense, the Department of Health and Human Services (Public Health Service), and the Environmental Protection Agency are the principal federal response agencies (according to PDD 39).

2. Who are the first responders on the scene when a terrorist incident or other disaster occurs?

Suggested answer:

Local police, fire services personnel, and emergency medical services personnel are likely to be the first people called to the scene. Emergency response personnel near the scene may “dispatch” themselves. Bystanders and coworkers wanting to help victims will likely initiate the search and rescue operation. Other agencies and volunteers will arrive very quickly. The American Red Cross and other local disaster organization will be among the first called and may be monitoring police and fire calls themselves.

3. What other groups of people tend to converge on the scene?

Suggested answer:

Professional emergency responders may come to the scene on their own, response units from neighboring jurisdictions may arrive as per mutual aid agreements, and Good Samaritans may arrive to help, as well.

________________________________________________________________________

Objective 7.5

Discuss recovery from terrorist incidences.
Terrorist violence can cause physical, economic, social, and psychological damage.

As in other large disasters, if the damage overwhelms local and state capabilities, officials can request a Presidential Disaster Declaration to make federal resources available. The granting of a disaster declaration permits FEMA to set up disaster field offices and to activate its processes for coordinating federal recovery efforts. FEMA takes applications for assistance through its teleregistration process.

The physical damage to facilities, infrastructure, cultural sites, and other objects and places takes time and money to repair, thus prolonging the impact of the violence itself.

Physical damage has economic costs and the threat of violence can also cause economic damage to businesses. 

For example, the threat of terrorism can frighten off tourists and other customers. In 1985, 

· a TWA flight was hijacked, 

· an Air India flight was bombed (with 329 people killed), 

· Tokyo’s Narita Airport was bombed, 

· Frankfurt’s Rhein-Mein Airport was bombed, 

· an Egyptian airliner was hijacked (with 55 people killed), 

· another TWA flight was hijacked with the aircraft held on the tarmac in Beirut for days, 

· another Air India flight was hijacked, 

· TWA and British Airways offices were bombed in Madrid and Rome, 

· an Athens hotel was bombed, 

· a Rome cafe was bombed, 

· the British Airways office in Rome was bombed, 

· the Achille Lauro cruise ship was hijacked, 

· the Leonardo da Vinci airport in Rome was attacked, and 

· the Schwechat airport in Vienna was attacked (note that these were only the highly publicized attacks) (Sőnmez and Graefe, 1998: 113). 

The World Tourism Organization estimated that the series of aircraft and airport attacks in 1985 caused $105 billion in lost revenue for tour companies, hotels, and other businesses in the Mediterranean region. Tourism declined 65 percent in Egypt alone (Sőnmez and Graefe, 1998: 113). 

The highly publicized attacks on tourists in Egypt in the 1990s, including attacks on buses, cruise ships, trains, and hotels, have prompted the Egyptian government to increase security at major tourist sites and to make it much more visible so that tourists feel more secure.

When British officials placed tanks outside of Heathrow Airport in the late 1980s, because of an Irish Republican Army attack on the airport, the government was criticized for damaging the United Kingdom’s image and its tourism industry.

Terrorist incidents in the United States have also had economic impacts in terms of reducing tourism. However, in the case of the Centennial Olympic Park bombing in Atlanta in 1996, spectators were encouraged to attend subsequent activities in the park to demonstrate dramatically that they were not “terrorized” by the bomber(s). Additional security precautions were taken and security forces were very visible in and around the park.

Terrorists can cause social damage by forcing families to flee their communities, such as Serbian military and paramilitary units did during the recent conflict in Kosovo. Recovery efforts have to address the economic and human costs of resettlement and redevelopment.

Terrorists can also cause psychological trauma. Fear, fatigue, personal loss, and other factors cause individual and community stress. Recovery may require significant investments in counseling and other mental health services.

Terrorist incidences have psychological impacts unlike other kinds of disasters. Such events are not “acts of God” or accidents, rather they are violence perpetrated by human beings on other human beings. Consequently, the reaction from victims and bystanders typically is one of anger and frustration and it may take much longer to restore the society’s sense of security and well-being (Waugh, 1999).

Fortunately, we have not yet had to recover from a catastrophic terrorist attack involving “weapons of mass distruction,” although we have suffered mass casualties from bombings such as the attacks on the Murrah Federal Building in Oklahoma City in 1995 and the U.S. embassies in Kenya and Tanzania in 1998. 

However, the 1993 bombing of the World Trade Center towers demonstrated the vulnerability of America’s urban centers to large-scale terrorist attacks. Indeed, the bombing of the twin towers could have been far more devastating than it was.

A characteristic of terrorist attacks is that they choose symbolic targets, such as international events, large buildings, statues and monuments, and facilities that represent government, large corporations, or other “enemies” that they may identify. Such targets are most often located in heavily populated areas and attacks can cause hundreds, thousands, or even millions of casualties.

The sarin gas attack in the Tokyo subway system in 1995 also demonstrated that relatively small NBC weapons can have devastating effects in a crowded urban environment. 

Decontamination of large areas will require personnel and equipment from the U.S. military (Sawicki, 1995) and activation of the national emergency health care system, as well as well-trained law enforcement personnel to secure the perimeter of the area. 

Mass burials will require considerable administrative resources to account for victims and to notify families, as well as to select locations and to acquire property if it is not publicly owned. 

Quarantines of large areas will require considerable administrative resources and manpower to prevent contaminated individuals from fleeing and to keep family members and others from trying to help.

Recovery from an nuclear, biological or chemical (NBC) attack might also require a quarantine of the affected area for many years. 

For example, more than one hundred thousand people were evacuated following the Chernobyl disaster in 1986 and some communities near the facility are still vacant more than thirteen years later.

The emergency response and recovery efforts will also require mobilization of emergency relief organizations to house and feed those evacuated, counsel victims, quell the panic that is likely to affect residents in and near the area, and support the personnel and agencies involved in the decontamination and law enforcement efforts.

There are growing concerns about the need for effective “fear management,” as panic and terror are likely to result from a large-scale attack involving NBC weapons. Thousands or even millions of residents are likely to flee, even if authorities have the situation under control and there is little danger beyond the contamination area. 

Recovery will be facilitated by an effective public information program that can quell rumors and unfounded fears. 

Recovery from an attack involving NBC weapons will also likely involved treating long-term health problems, including genetic damage. 

For example, the fire and explosion at the Chernobyl nuclear plant in April 1986 killed at least 31 people immediately and scattered radioactive material over a large area of the Ukraine and, to a lesser extent, much of Europe. 

Increased cancer deaths and birth defects, particularly in the immediate vicinity of Chernobyl, have been expected because of the exposure (see, e.g., Medvedev, 1989, regarding the medical consequences of the Chernobyl disaster).

As well as the effects of terrorist violence on individuals, organizations have to recover and public organizations may have to recover quickly in order to assure that they can provide essential public services.

Because of the nature of terrorist violence, emergency responders, too, may be more frustrated and angry than they would be following an “act of nature.” The nature of the victims, (e.g., children, and injuries; shrapnel injuries and amputations), may make the experience all the more gruesome and traumatic for responders.

As a result, recovery programs may have to address the mental health problems of emergency responders and others involved in the response and recovery efforts.

The U.S. Office of Personnel Management (OPM) provides guidelines for agency planners preparing to deal with the effects of acts of workplace violence, including terrorism. OPM recommends that agency management take the following steps:

1. ensure a management presence in the workplace to reassure employees and to answer questions;

2. share information with employees so that they can understand their experience;

3. share information with employee organizations, including unions;

4. bring in mental health professionals to assess the situation;

5. provide time and locations for informal discussion of the experience (i.e., debriefings) by the employees;

6. maintain regular work groups so that they can support one another;

7. repair or clean up damage to the facility to reduce the impact of the violence, but do not attempt to remove all signs of the incident;

8. help reduce pressures on the employees from the media and other sources;

9. help employees overcome fears of the site of the violence; and

10. get the employees and the organization back to work as soon as reasonable.

OPM also recommends formal crisis interventions when needed and the development of a Critical Incident Stress Management (CISM) team. The process involves procedures to prevent traumatic stress when possible, mitigate the stress when it cannot be avoided, assist in recovery, speed recovery, restore normal functions, and maintain employee health and well-being.

Emergency responders, including police and military personnel, can suffer stress during and following a traumatic disaster that results in serious long-term health problems, drug and alcohol abuse, and chronic psychological problems (e.g., sleeplessness and anger). Untreated stress may also cause emergency responders to leave their agencies for less stressful work and, thus, can leave agencies understaffed and with a shortage of experienced responders.

The technique of Critical Incident Stress Debriefing (CISD) is a process in which mental health professionals and peer support personnel engage workers in discussions of the CISD process, their experiences during the incident, their personal reactions to the incident, the symptoms of stress and how they may be affected, and other issues. The process should begin within 24 to 72 hours of the traumatic incident to help responders cope with their experiences.

If the stress is very great, a more formal CISD may be used and, if it is somewhat less, a shorter Critical Incident Stress Defusing may be used to make workers aware of potential stress-related problems and how they might cope. 

There may also be long term economic, social, and psychological effects that need to be addressed in order for communities to recover and to begin reconstructing their lives and businesses. Community counseling and economic assistance may be needed.

Catastrophic events can severely damage local, regional, and even national economies. Economic development assistance, training programs, and other government interventions may be necessary to assure that communities are economically and socially viable.


__________________________________________________________________


Questions to Ask Students:

1. What may be the effects of a large scale terrorist attack using a nuclear, biological, or chemical weapon or device?

Suggested answer:

A large scale NBC attack might contaminate a large land area, requiring evacuation of people who have not been contaminated or infected, quarantine of people who have been contaminated or infected, provisions for quick mass burials for those who are killed, emergency care for those who survive but are contaminated or infected, security for the perimeter of the quarantine area to prevent people from going in or coming out (and contaminating or infecting even more people), fear management, and a public information program to quell rumors and reduce unfounded fears. 

2. What can organizations do to recover from terrorist incidents?

Suggested answer:

According to the U.S. Office of Personnel Management, organizations can

· ensure a management presence in the workplace to reassure employees and to answer questions;

· share information with employees so that they can understand their experience;

· share information with employee organizations, including unions;

· bring in mental health professionals to assess the situation;

· provide time and locations for informal discussion of the experience (i.e., debriefings) by the employees;

· maintain regular work groups so that they can support one another;

· repair or clean up damage to the facility to reduce the impact of the violence, but do not attempt to remove all signs of the incident;

· help reduce pressures on the employees from the media and other sources;

· help employees overcome fears of the site of the violence; and

· get the employees and the organization back to work as soon as reasonable.
3. What is CISD and what does it involve?
Suggested answer:

Critical Incident Stress Debriefing is a process in which mental health professionals and trained peer support personnel engage disaster responders in group dialogues concerning their roles and experiences in the emergency response, their reactions to the experience, and ways of coping with the stress that the incidents have caused them. CISD may be all the more important in disasters that cause gruesome traumatic injuries and many deaths (particularly children).

________________________________________________________________________
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