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Objectives:  At the conclusion of this session, the students should be able to:

6.1 Discuss law enforcement concerns and responsibilities in dealing with the hazard of terrorism. 

6.2 Discuss national security concerns and responsibilities in dealing with the hazard of terrorism.

6.3 Discuss potential conflicts among the law enforcement, national security, and emergency management perspectives on the hazard of terrorism.

________________________________________________________________________

Scope


This session focuses on the perspectives of law enforcement and national security agencies in dealing with the hazard of terrorism and specific terrorist incidents and how those perspectives may conflict with the perspectives of emergency responders. While law enforcement and national security agencies are concerned with saving lives and property, they are also concerned about dealing with the terrorists and restoring public order, i.e., they are concerned with crisis management. Their concerns and responsibilities may conflict with those of emergency response and disaster recovery organizations and may not include broader preparedness and mitigation activities. An exercise is included to illustrate the importance of agency perspectives.
________________________________________________________________________

Readings:

1. Readings for Students:
Chapter 4: “Crime Scene Search;” Chapter 7: “Care of Evidence;” Chapter 8: “Interviews;” Chapter 24: “Homicide;” Chapter 26: “Criminal Explosion,” in Charles E. O’Hara and Gregory L. O’Hara, Fundamentals of Criminal Investigation, Sixth Edition (Springfield, IL: Charles C Thomas Publisher, 1994). [Or a similar set of readings]

2. Readings for the Instructor:

Oklahoma City Police Department, “After Action Report,” in the City of Oklahoma City, Final Report: Alfred P. Murrah Federal Building Bombing, April 19, 1995 (Stillwater: Fire Protection Publications, Oklahoma State University, 1996), pp. 191-243.

Chapter 5, National Security Emergencies, in Federal Emergency Management Agency, Emergency Preparedness U.S.A. (Emmitsburg, MD: FEMA, Emergency Management Institute, Home Study Program, IS-2, January 1994), pp. 5-1 to 5-14.

3. Recommended Readings for the Instructor:

Ian O. Lesser, Bruce Hoffman, John Arquilla, David Ronfeldt, and Michele Zanini, Countering the New Terrorism, with a Foreword by Brian Michael Jenkins (Santa Monica, CA: RAND, 1999).

The White House, Office of the Press Secretary, Fact Sheet: Combating Terrorism: Presidential Decision Directive 62, May 22, 1998 <http://cns.miis.edu/research/cbw/pdd-62.htm>.

The White House, Office of the Press Secretary, Fact Sheet: Protecting America’s Critical Infrastructures: PDD 63, May 22, 1998 <http://www.fas.org/irp/offdocs/pdd-63.htm>.

________________________________________________________________________

Remarks

The thesis in this session is that there are fundamental differences in the perspectives of law enforcement, national security, and emergency management agencies, as well as other organizations and individuals that are typically involved in large disasters and would likely to be involved in a large-scale terrorist incident. The differences in perspectives are due to fundamental differences in their roles and responsibilities. That does not mean that one perspective is better than another or that one or more of the perspectives are wrong. They are simply different. Consequently, those responsible for coordinating the responses and recovery efforts for large-scale terrorist incidents, such as incidents involving nuclear weapons, biological agents, or chemical agents, will have to mediate conflicts in priorities to reconcile those differences, if the agencies are to work together effectively.

This session includes an exercise to illustrate the differences in perspectives between law enforcement and national security agencies. The exercise can be expanded for a large class to include the perspectives of fire departments, emergency medical services agencies, and even nonprofit disaster relief organizations. 

There are other forms of terrorism, such as cyber-terrorism, with which law enforcement have to deal. The same rules of evidence apply, but the crime scene may be quite different from one resulting from an act of violence. Presidential Decision Directives 62 and 63, dealing with the protection of critical infrastructure, are discussed in Session 11 and summaries of PPD 62 and 63 are listed as suggested readings.

________________________________________________________________________

Objective 6.1  

Discuss law enforcement concerns and responsibilities in dealing with the hazard of terrorism. 

When major terrorist incidents occur, the immediate response includes bystanders, public safety officials who are closeby, medical personnel who are closeby, and then an array of law enforcement, emergency medical services, fire services, and nongovernmental organizations who are dispatched to the scene. 

The nature of the incident and the location usually determine the initial lead agency. 

For example, immediately following the bombing of the Murrah Federal Building in Oklahoma City, the fire department established its incident command center and that center remained the focal point for the emergency response and recovery efforts.

The city police department established a perimeter and began the process of protecting evidence. 

The FBI assumed responsibility for protecting and gathering evidence when agents arrived on the scene. [There were federal agents from a variety of agencies in the building when the bomb exploded and some were able to join in the response immediately thereafter. Others were killed or seriously injured. Within 24 hours of the blast, there were more than 750 FBI agents on the scene (OKC, 1996:228).]
The initial activities of bystanders, police officers, and emergency responders near the site of the bombing who “dispatched themselves” to the scene were primarily involved in helping the injured and in search and rescue. The Oklahoma City Police Department estimated that 69 officers responded on their own or at the first report of the bombing (OKC, 1996: 193).

In some cases, the responders disturbed the crime scene while rescuing victims buried in rubble.

Local emergency response agencies have initial jurisdiction over an incident that occurs in their communities. The designated local lead agency assumes responsibility for managing the response. 

Because the FBI is the lead agency for crisis management for terrorist events, it has jurisdiction for crime scene aspects as soon as there are agents on the scene. 

The FBI’s legal jurisdiction was also clear because the Murrah Federal Building was a federal facility and because federal agents were killed (thus federal crimes were committed).

When law enforcement officers arrive on the scene, their initial concerns are to

1. stabilize the situation by removing civilians who may be in danger,

2. secure the crime scene so that evidence is not lost, 

3. capture or isolate any criminals who may still be at the scene; and,

4. if the criminals have fled, “identify and locate the guilty party and to provide evidence of [their] guilt” (O’Hara and O’Hara, 1994: 5).

Investigations typically involve 

· detaining all people who were present when the incident occurred,

· talking to eyewitnesses, 

· safeguarding the crime scene (physically and legally) and controlling access, and

· searching the crime scene for physical evidence (O’Hara and O’Hara, 1994: 47-49). 

The process may involve a comprehensive survey and systematic search of the crime scene, photography of the scene and the victims, identification of victims, videotaping of the scene and its environs (particularly if the crime scene is very large), and so on.

To assure that evidence is usable in court, officers must

· identify the articles of evidence,

· prove the continuity or chain of custody, and

· prove that the evidence is “material and relevant” (O’Hara and O’Hara, 1994: 81).

Law enforcement officers must be able to testify that the articles presented as evidence are those that were actually found at the crime scene.

They must also be able to prove that the articles of evidence can be accounted for from the time that they were gathered to the time that they were presented in court, to assure that they have not been tampered with and that no one has substituted other articles for the ones initially collected at the scene.

Protection of the evidence while it is being gathered, transported, and stored is critical (O’Hara and O’Hara, 1994: 82-85).

Preservation of fragile evidence, such as blood and tissue sample, is also critical if it is to be usable in the investigation and in court (O’Hara and O’Hara, 1994: 85-86). 

Evidence may include such things as

· fingerprints;

· weapons;

· hairs and fibers;

· dirt;

· particles;

· fragments of metal or wood or plastic or glass;

· bullets;

· pieces of shrapnel or bomb components;

· clothing;

· blood and tissue;

· residue from explosives; and

· residue from accelerants used to fuel fires (see, e.g., O’Hara and O’Hara, 1994: 89-91).

The interview process for witnesses is also painstaking and time-consuming. Witnesses should be kept separate, interviewed in private, and interviewed with as few distractions as possible.

In short, criminal investigation is a complex process that requires meticulous analysis of the crime scene and articles of evidence, synthesis of the information provided by eyewitnesses and others knowledgeable about aspects of the crime, and preparation of the evidence for presentation in the courts. [Although not all cases would require the same level of effort that a homicide or a terrorist incident would require.]

Nonetheless, law enforcement officers arriving at the scene of a terrorist incident would have to consider the evidentiary requirements to assure conviction in the courts.

In a very large incident, like the Murrah Federal Building bombing, the scale of the tasks may be monumental. The crime scene in Oklahoma City involved 

· the large federal building and a dozen or more surrounding buildings;

· unsafe area of the federal building (e.g., a nurse was killed by falling debris during the rescue operation); 

· the scattering of evidence, ranging from pieces of the Ryder truck that carried the bomb that were blown blocks away to victims who walked away or were transported from the scene to seek medical assistance;

· a great many victims, with 168 killed and hundreds injured;

· huge piles of rubble containing blood and tissue, bomb fragments, and pieces of the damaged buildings; and

· hundreds of potential witnesses (see, e.g., OKC, 1996).

The FBI was responsible for the inner perimeter (the crime scene), the Oklahoma City Police Department was responsible for the second perimeter (the secure area), and the Oklahoma County Sheriff’s Office and other agencies, including the National Guard, were responsible for a third perimeter (the limited access area) which restricted vehicle access.

Other law enforcement agencies included the

· Oklahoma Highway Patrol,

· Oklahoma State Bureau of Investigation,

· U.S. Marshal Service,

· Bureau of Alcohol, Tobacco, and Firearms, and

· numerous local police departments.

Centers for Disease Control and Prevention provided technical assistance to minimize the danger of exposure to biological and chemical hazards, particularly for those handling bodies, including the use of protective clothing, handwashing stations, and decontamination procedures (OKC, 1996: 169).

Intelligence gathering is difficult in a free society. Federal, state, and local law enforcement agencies have used informants and undercover officers to monitor organizations that might potentially use violence, but the ethics and legality of such surveillance has been questioned.

Such groups are exercising their rights of assembly and of free speech. When they advocate or encourage the use of violence, the line between legal dissent and illegal activities may be crossed.  Local law enforcement agencies are often required to make judgments whether to intervene until the courts can determine the legality (see, e.g., Peak, 1997: 229-232).

__________________________________________________________________

Questions to ask students:

1. What are the priorities of law enforcement officers when they arrive at the scene of a terrorist or suspected terrorist attack?

Suggested answer:

Law enforcement officers are generally concerned with 

· stabilizing the situation (particularly if the terrorists are still at the scene);

· sealing the crime scene so that evidence will not be lost;

· capturing the terrorists if they are still at the scene; and

· identifying the terrorists and locating them, if they are no longer at the crime scene.

2. What are the central processes in criminal investigations?

Suggested answer:

Criminal investigations typically involve 

· detaining persons who were at the scene to determine whether they were involved and whether they have information concerning the crime;

· locating and interviewing eyewitnesses and others with relevant information;

· protecting the crime scene; and

· gathering evidence to be used in judicial proceedings.

3. What are the rules of evidence?

Suggested answer:

For evidence to be used in court, 

· items must be identified and secured;

· there must be a clear “chain of custody” to assure that the evidence has not been tampered with and it is, in fact, the evidence that was gathered by investigators; and

· it must be proven that the evidence is “relevant and material” to the case.

4. In a bombing, what kinds of evidence may investigators be looking for?

Suggested answer:

Investigators may be looking for 

· bomb fragments, including shrapnel and pieces of the fuse or timing device;

· residue from the explosive on bomb fragments or debris or even victims;

· pieces of debris indicating the nature of the explosion and the location;

· tissue and blood from the victims; and

· fingerprints and other evidence from the bomber(s).

________________________________________________________________________

Objective 6.2 

Discuss national security concerns and responsibilities in dealing with the hazard of terrorism 

The national security perspective on the hazard of terrorism is significantly different from the law enforcement perspective.  

A national security emergency is any crisis that threatens the function of the U.S. Government or the economy or threatens a large portion of the nation. Natural disasters, technological disasters, wars, and terrorist incidents can be national security emergencies.

National security emergencies may be domestic or international (FEMA, 1994: 5-1). Law enforcement emergencies are generally domestic, although the FBI has been involved in international criminal investigations, including the investigations of the bombings of the American embassies in Kenya and Tanzania.

Because of U.S. involvement in many parts of the world, Americans may be targeted by terrorists or otherwise involved in international conflicts that are only peripheral to U.S. interests. Therefore, some international incidents may have few national security implications, although national security agencies will generally be involved in the management of the crises they cause.

As Session 4 indicated, Americans may be targeted because such attacks will draw more media coverage or because they will be less likely to alienate the terrorists’ support within their own people. 

In national security emergencies, the federal government has principal responsibility (FEMA, 1994: 5-2). 

The FBI is the lead agency for terrorist incidents in the United States because it is both a law enforcement agency and a national security agency.

To some extent, domestic law enforcement agencies are responsible for internal security, i.e., protecting the United States from threats from domestic terrorists and from international terrorists who might be entering or already in the United States. 

National security agencies are responsible for external security, i.e., protecting the United States from threats from international terrorists and domestic terrorists who may be operating outside of U.S. borders, and for internal security, i.e., protecting Americans from threats from international and domestic terrorists who pose grave danger to the nation.

National security agencies have to be concerned about terrorist incidents (and even natural and technological disasters) that may threaten the continued existence of the United States, the functioning of government and the economy, and the capacities of American armed forces to defend the United States from attack and to carry out the nation’s international commitments (see Lesser et al., 1999).

National security agencies also have to be concerned about the potential for international and domestic terrorists to acquire “weapons of mass destruction” from “rogue states,” unscrupulous or corrupt officials, or independent terrorist networks or even to build or steal such weapons themselves.

Domestic terrorists may also operate outside of the United States, soliciting aid from other states, independent terrorist networks, and individuals and even attacking American military bases, diplomats, tourists, and business people. While no domestic terrorists have done so, thus far, American anti-government terrorists have been found in Canada.

There also has been some contact between neo-Nazi groups in the United States and similar groups in Germany and other nations. There has also been evidence that “rogue states” and foreign extremist groups have had contact with extremist groups in the United States.

A major concern of national security agencies is protecting public officials so that they can continue to perform their duties. Attacks on the President, cabinet members, and Congressional leaders could disrupt government function and reduce the capacities of the government to defend the nation. 

Because public officials may be targets of terrorist violence, as well as other threats to their health and safety, national security planning includes attention to the need for “continuity of government.” 

Continuity requires that there are surviving officials with authority to direct the emergency response and recovery efforts and to represent the nation in relations with other nations. The “head of state” also serves an important symbolic function for the nation.

Continuity also requires that the agencies responsible for defending the nation, assuring the health of the population, maintaining the economy and civic order, and providing essential social services (e.g., housing and food) are still functional. 

The U.S. Constitution provides for succession, to assure that government continues to function if one or more officials are incapacitated. The line of succession in the federal government runs from the president to the following officials (in order):

1. Vice-President;

2. Speaker of the House of Representatives;

3. President Pro-tem of the Senate; and through

4. the members of the cabinet in the order in which their departments were created (beginning with the Departments of State and Defense).

To the extent feasible, efforts are made to keep the president and vice-president from traveling on the same aircraft.

Continuity of government may also be an issue in state and local governments because of the need to have someone with authority to approve emergency actions. If the governor and lieutenant governor are not available, someone has to be able to call up the National Guard and to authorize expenditures for disaster operations. 

Similarly, local governments need someone with authority to authorize overtime for emergency workers, spending for emergency operations, and so on, if the mayor or city manager or city commission chairperson is incapacitated or otherwise unavailable.

For example, the City of Pacific Grove, California has designated the city manager to be director of emergency services for disasters. The order of succession, following the director, is:  

1. administrative services director; 

2. police chief; 

3. fire chief; 

4. assistant police chief; 

5. assistant fire chief; and

6. public works director.

The U.S. Department of Justice has prevented international terrorists from carrying out violent attacks in the United States. For example, in 1990, the FBI arrested an American “of Middle Eastern origin” who was hired by an Iraqi government official to kill an Iraqi dissident in the United States. The man plead guilty to the charge.


__________________________________________________________________

Questions to ask students:

1. What is a national security emergency?

Suggested answer:

A national security emergency is any crisis that threatens the function of the U.S. government or the economy or threatens a large portion of the nation. Natural disasters, technological disasters, wars, and terrorist incidents can be national security emergencies.

2. Can domestic terrorists cause national security emergencies?

Suggested answer:

Yes, any act of terrorism that threatens a large portion of the United States or interferes with the function of the U.S. Government is a national security emergency. 

3. What is “continuity of government” and why is it important in national security emergencies?

Suggested answer:

In any emergency, there is a need to have leaders with authority to use the available resources, including activating special emergency powers and acting as the commander-in-chief of the armed forces, and to symbolize the nation. The succession of power in the U.S., at the federal level, goes from the President, Vice-President, Speaker of the House, President Pro-tem of the Senate, to the members of the cabinet (in the order in which the departments or agencies were created).

________________________________________________________________________

Objective 6.3

Discuss potential conflicts among the law enforcement, national security, and emergency management perspectives on the hazard of terrorism.

During and following emergency responses, the actions of responders may well conflict with the needs of criminal investigators. For that reason, emergency response and law enforcement agencies need to understand the priorities of each and try to avoid interfering with the more critical aspects of their responsibilities.

When conflicts exist, it is most likely that each agency will have to accommodate the priorities of the others, rather than some agencies protecting all of their priorities at the expense of the others. 

First responders generally see their priorities as being the provision of emergency medical assistance to victims as quickly as possible, search and rescue of victims who may be buried in debris or scattered across the disaster scene, and response to fires and other hazards that may be present.  

While emergency responders should avoid disturbing the crime scene, law enforcement officers also should avoid interferring with medical treatment, slowing search and rescue operations, and interferring with firefighting, hazardous materials responses, and other emergency operations. 

However, some conflicts will likely be unavoidable.  For example, evidence will be disturbed as victims are located and removed and search and rescue personnel locate victims who might not be able to extricate themselves from the rubble.

The emergency medical response to a large-scale disaster normally requires moving victims from the site to triage areas and, then, on to trauma centers. The locations where the victims are found may not be remembered, particularly in mass casualty incidents.

Treatment normally involves removing clothing around injuries and medical personnel may not retain the clothing. Therefore, clothing that may have residue from explosives, blood and tissue, and other evidence may be lost.

Search and rescue operations may require moving debris and certainly would require moving victims. Moving debris will disturb the crime scene. For example, during the search for victims following the Murrah Federal Building bombing in Oklahoma City in 1995 large amounts of debris were cleared from the site to facilitate the search for victims. The debris was sifted later for evidence.

Firefighting often results in water and chemical damage to other areas of structures, beyond those areas involved in the fire itself. Such peripheral damage is unavoidable but it can destroy evidence by washing away chemical residues, blood, and fibers.

After the emergency response is largely over, emergency management personnel generally focus on the recovery process (as well as mitigation measures that may reduce future losses of life and property). 

By contrast, law enforcement personnel may move on to the pursuit of the perpetrators once evidence is gathered and stored for use in the criminal investigation and in court.

Law enforcement agencies may have time and legal constraints on the gathering of forensic evidence from victims because of the necessity to be sensitive to the needs of victims’ families.

An important part of the recovery process is the identification of victims and the provision of assistance to their families.

In some cultures, autopsies are not permitted under any circumstances. 

In some cultures, remains are supposed to be buried and/or cremated within a very short period of time. 

Families normally want to have the remains of loved ones returned quickly so that the grieving process can begin and the remains can be laid to rest.  

Autopsies and prolonged investigations can cause serious problems for the families of the victims.

Following the crash of TWA Flight 800 over the Long Island Sound in 1996, the slow investigation and slow return of remains to grieving families resulted in investigations by New York officials and the passage of legislation to assure that the airlines and government agencies are sensitive to the needs of the victims’ families.  The airlines are now required to have accurate passenger lists, as well.

Following the bombing of the Murrah Federal Building in Oklahoma City, the recovery and identification of bodies took days. On the morning of April 28, 1995, nine days after the bombing, only 105 bodies had been recovered and all but 2 of those were identified. The last bodies were removed from the site on May 4, and not all presumed victims were accounted for (OKC, 1996: 386, 393).

Large-scale disasters, like the Murrah Federal Building bombing and the Hyatt Skywalk collapse in 1981, often involve victims whose families are unaware that they were even at that location. Also, families may wait for days for information on missing family members who may or may not have been involved in the disaster. Therefore, slow releases of information on victims can cause considerable anguish for families.

The Federal Emergency Management Agency and the U.S. Department of Justice have developed guidelines for emergency responders so that they will not interfere with criminal investigations of terrorist incidents.

The Emergency Response to Terrorism: Self-Study Course (FEMA/USFA/NFA-ERT:SS, August 1997) advises emergency responders to “avoid impeding the investigation” (p. 21). The responders are advised to 

· avoid destroying potential evidence and understand that they may be called upon to testify in court concerning the crime scene;

· delay entering the scene until they understand the hazard that it may pose;

· be prepared for decontamination of responders and their equipment and for mass decontamination should that be necessary;

· pay attention to people and vehicles that may be in the area and write down license plate numbers and other information;

· take photographs or videotape the victims and the crime scene if possible, otherwise try to sketch the locations of victims and the nature of their wounds;

· let investigators know what they (the responders) may have changed at the crime scene; and

· be aware of the indicators of biological agents, chemical agents, radiation, accelerants and incendiary bomb components, and other explosions. 

The advice is designed to minimize the loss of evidence by making responders more aware of the needs of criminal investigators and by making it easier for investigators to reconstruct the crime scene if it is disturbed.

The self-study course also describes self-protection measures that may be taken if there are hazardous materials at the scene resulting from biological, chemical, nuclear, incendiary, or explosive attacks.

Because local first responders are often ill-prepared for terrorist incidents, technical training and exercising is strongly recommended. There have been some cases of serious problems because of the lack of understanding of the hazards. 

The first inclination of emergency medical services and fire services personnel are to respond quickly and to everything possible to protect life. That inclination may, in fact, save lives in most emergencies, but it may put emergency responders at risk in a terrorist incident.

For example, during the response to the sarin gas attack in the Tokyo subway in 1995, 1,364 personnel were sent to the 16 affected subway stations by the Tokyo Fire Department and 135 were injured directly or indirectly by the gas (Tucker, 1997: 362).

Also, the bombings in Atlanta’s Centennial Olympic Park in 1996, at a women’s clinic in Birmingham, and at a women’s clinic and gay bar in Altanta in 1997, were apparently designed to catch law enforcement and emergency responders as they were responding. 

A caller warned of the park bombing, but said that the bomb was to explode later than it did. The warning permitted police to move revelers in the park away from the bomb (although one was killed by shrapnel nonetheless), but the early explosion caught some officers dangerously close.

The bombings of the women’s clinic and the gay bar each involved two bombs. The detonation of smaller bombs precipitated police and emergency medical services responses (as well as media and bystander responses) and larger secondary devices were positioned to kill the responders as they approached the buildings or in their staging areas a short distance from the buildings. 

In the women’s clinic bombing, the explosion of the secondary device was partially absorbed by vehicles parked nearby, which likely saved lives. In the gay bar bombing, the secondary device was discovered before it exploded (although it exploded later). Shrapnel (nails and pieces of the bombs themselves) was found blocks away.

Because of the evident intent of the bomber to kill emergency responders, Atlanta emergency medical services personnel adopted a “burning car” protocol - that is, they decided to respond to bombings by quickly picking up victims and moving them to safe areas, rather than treating them on the scene. 

Nonetheless, there was some concern that secondary devices might be placed in locations that emergency responders might choose as staging areas.

The biggest difference in priorities and responsibilities between law enforcement and emergency management agencies is their involvement in disaster preparedness and mitigation efforts. Law enforcement agencies are concerned with the prevention of crime, but their involvement tends to be much more focused on the crime and not the precipitants or effects of the violence.

National security agencies, including the Departments of State and Defense, have been involved in reducing the threat of nuclear and biological terrorism. 

For example, the Department of Defense has been providing assistance to the states of the former Soviet Union for the destruction of nuclear, chemical, and other “weapons of mass destruction” and to prevent their proliferation. The assistance has been provided to Russia, Ukraine, Kazakstan, and Belarus, the four states possessing the weapons left after the disintegration of the Soviet Union (see, e.g., GAO, 1995).

Domestic and international law are quite different in terms of how crimes are dealt with. While evidence may be used in international courts, there are other penalties that can be imposed on international terrorists, such as military strikes and economic sanctions.

The differences in perspective can be critical because the missions of law enforcement, national security, and emergency response agencies are critical. For each group to achieve or substantially achieve its objectives, it may require that the others understand their importance. 

In a large scale disaster, cooperation will be all the more important and it may be critical that they can help one another save lives and property, identify and apprehend the terrorists, and assure the continued well-being of the nation.


__________________________________________________________________


Questions to ask students:

1. How might emergency responders interfere with the tasks of law enforcement officers?

Suggested answer:

Emergency responders are principally concerned with helping victims and minimizing property damage.  When victims and debris are moved, evidence may be buried or lost.  In a large scale disaster, such as the embassy bombings in Kenya and Tanzania, rescuers used heavy equipment to dig out victims and the crime scene was greatly disturbed.

2. How might law enforcement officers interfere with the tasks of emergency responders?

Suggested answer:

Law enforcement officers are concerned with securing the crime scene and preserving evidence. If the scene is secured too quickly, it can interfere with search and rescue operations. Efforts to gather evidence from victims may also slow the medical response and jeopardize the lives of the more seriously injured. 

3. How might law enforcement officers and national security officials conflict during a national security emergency?

Suggested answer:

Law enforcement officers and national security officials generally have the same focus on identifying and capturing the terrorists, but their perspectives are different in terms of the gathering of evidence and dealing with such issues as hostages. Domestic and international law are quite different in terms of how crimes are dealt with. While evidence may be used in international courts, there are other penalties that can be imposed on international terrorists, such as military strikes and economic sanctions. Law enforcement officials are generally more focused on the victims, especially hostages, than national security officials because the unit of analysis for the latter are nations rather than people.

4. Why is it important for law enforcement officers, national security officials, emergency responders, and others to understand the missions and roles of each in a terrorist incident?

Suggested answer:

Because they have different priorities, it can be expected that there will be conflicts. For each group to achieve or substantially achieve its objectives, it may require that the others understand their importance. In a large scale disaster, cooperation will be all the more important and it may be critical that they can help one another save lives and property, identify and apprehend the terrorists, and assure the continued well-being of the nation.

________________________________________________________________________

Student Exercise:  Disaster Perspectives (45 to 60 minutes)

Divide the class into groups representing the following disaster response agencies: (For smaller classes, choose local and federal law enforcement agencies, local fire department, and local emergency medical services. For large classes, add groups for a nonprofit disaster relief agency, such as the American Red Cross, the state national guard, and other agencies).

· City police department

· City fire department

· City emergency medical services

· State Bureau of Investigation

· Federal Bureau of Investigation

· Bureau of Alcohol, Tobacco and Firearms

· State National Guard

· Local American Red Cross Chapter

· Salvation Army

Read the following description of a disaster to the class:

Late on a Friday afternoon, an explosion destroys several floors of the six-story municipal court building. The explosion is heard miles away and police and emergency response units are dispatched within minutes. Dozens of court employees, bystanders on the street, and people involved in court cases in the building are hurt by flying glass and debris and dozens more are buried in rubble. Fires are burning on the top three floors of the building and several vehicles on the street are burning. 

Each group should list the priorities and responsibilities of the agency it represents. 

Questions for the groups to address:

1. For the law enforcement groups, what are the priorities of the law enforcement agencies that are dispatched to the site of the explosion and which is the lead agency?

2. For the national security groups, what are the concerns of the national security and military organizations that are alerted?

Have each group read its list of priorities and tell why those priorities are appropriate?

Questions for the class to consider as a whole:

1. Were there fundamental differences in the priorities of the agencies represented and how might those differences cause confusion and/or conflict in the management of the crisis and its consequences?

2. Did they assume that the explosion was the result of a bomb, rather than a gas leak or some other natural cause?  (If they assumed it was a bomb, would their priorities have been different had they assumed that the explosion was caused by gas?)

________________________________________________________________________
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