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Course Title: Terrorism and Emergency Management

Session Title: Responding to Terrorist-sponsored Disasters










Time: 6 hours

________________________________________________________________________

Objectives: At the conclusion of this session, the students should be able to:

13.1 Describe and discuss the response to large scale disasters.

13.2 Discuss the response to the Murrah Federal Office Building bombing in Oklahoma City by domestic terrorists.

13.3 Discuss the response to the bombings of the American embassies in Kenya and Tanzania in 1998.

________________________________________________________________________

Scope


This session examines the range of response capabilities that may be required during a terrorist-sponsored disaster. A case study of the Murrah Federal Office Building bombing in 1995 by domestic terrorists is used to illustrate the complexity of a major disaster operation in terms of intergovernmental, multiorganizational, and multidisciplinary (i.e., law enforcement, emergency management, and national security) efforts. A case study of the bombing of the U.S. embassies in Dar es Salaam, Tanzania, and Nairobi, Kenya, in 1998 is used to illustrate the difficulty responding to an incident outside of United States jurisdiction and the politics involved in coordinating U.S. operations with those of other nations.

________________________________________________________________________

Readings: 


1. Assigned student reading:

Oklahoma Department of Civil Emergency Management, After Action Report: Alfred P. Murrah Federal Building Bombing, 19 April 1995 in Oklahoma City, Oklahoma, Detailed Summary of Daily Activity <http://www.onenet.net/~odcem/aar-final_2_a.htm>.

FEMA, “President Orders Emergency Aid in Wake of Oklahoma City Bombing” (Release Date: April 19, 1995) <http://www.fema.gov/ okc95/oklahoma.htm>. (Oklahoma City Bombing Disaster Archives)

FEMA, Oklahoma City Bombing Updates, April 21, April 23, April 26, April 27, April 29, April 30, May 1, May 2, May 3, May 4, May 5, May 12, May 17, and May 24, 1995 <http://www.fema.gov/okc95> (Oklahoma City Bombing Disaster Archives)

James Lee Witt, “One Year Later: James Lee Witt Reflects on Oklahoma City,” Director’s Speeches <http://www.fema.gov/library/ okcref.htm>. (Oklahoma City Bombing Disaster Archives)

Scott Peterson, “Terrorism’s Trend Lines,” Christian Science Monitor, August 10, 1998, in Annual Editions: Terrorism and Political Violence 99/00, edited by Bernard Schechterman and Martin Slann (Guilford, CT: Dushkin/McGraw-Hill, 1999), pp. 213-214.


2. Instructor readings:

Oklahoma Department of Civil Emergency Management, After Action Report: Alfred P. Murrah Federal Building Bombing, 19 April 1995 in Oklahoma City, Oklahoma, Detailed Summary of Daily Activity <http://www.onenet.net/~odcem/aar-final_2_a.htm>.
FEMA, “President Orders Emergency Aid in Wake of Oklahoma City Bombing” (Release Date: April 19, 1995) <http://www.fema.gov/ okc95/oklahoma.htm>. (Oklahoma City Bombing Disaster Archives)

FEMA, Oklahoma City Bombing Updates, April 21, April 23, April 26, April 27, April 29, April 30, May 1, May 2, May 3, May 4, May 5, May 12, May 17, and May 24, 1995 <http://www.fema.gov/okc95> (Oklahoma City Bombing Disaster Archives)

Stephen Fidler, “A Strike for a Strike,” Financial Times, August 22-23, 1998, in Annual Editions: Terrorism and Political Violence 99/00, edited by Bernard Schechterman and Martin Slann (Guilford, CT: Dushkin/McGraw-Hill, 1999), pp. 215-216.


3. Background reading for instructor (optional):

The City of Oklahoma City, Final Report: Alfred P. Murrah Federal Building Bombing, April 19, 1995 (Stillwater, OK: Fire Protection Publications, Oklahoma State University, 1996).

Jon Hansen, Oklahoma Rescue (New York: Ballentine Books, 1995).

________________________________________________________________________

Requirements
None
________________________________________________________________________

Comments
The case studies have been simplified to make them easier to follow. It will be easier to have students read the case study material prior to the discussions. The after action reports cited above and in the reference list and the case study readings can provide much more detail. For example, the City of Oklahoma City’s Final Report includes a chronology of events in and around the disaster site and also includes after action reports from the city’s fire and police departments, the Emergency Medical Services Authority, FEMA’s urban search and rescue task forces, the agencies within the Murrah Federal Building, the State Health Department, and private relief organizations (including the American Red Cross, Feed the Children, the Salvation Army, the Oklahoma Restaurant Association, and the United Way), as well as the Mayor’s Fund.

Jon Hansen’s Oklahoma Rescue (New York: Ballentine Books, 1995) would be an excellent student reading, but the book is out of print and copies may be difficult to find. Hansen was involved in the response to the Murrah Federal Building bombing as an assistant fire chief with the Oklahoma City Fire Department during the operation and his face became familiar to those who followed the events on television. He provides a personal perspective on the disaster response that cannot be found in the agency reports. Many of the FEMA situation reports have additional web connections that may be of use to the instructor.

The case study of the bombings of the American embassies in Kenya and Tanzania in 1998 illustrates the difficulty dealing with terrorist incidents outside of the United States, particularly in terms of the lack of control over the emergency response.

________________________________________________________________________

Objective 13.1 

Discuss the general response processes for large scale disasters 

The biggest problem preparing to respond to terrorist incidents is not knowing exactly what to expect. Terrorist incidents can range from attacks on one individual by one terrorist with a small caliber handgun or knife to attacks on hundreds or thousands or millions of people by large, professional terrorist organizations with nuclear devices, biological agents, chemical agents, or radiological material. 

Local public safety and emergency response personnel can usually deal with the smaller incidents with minimal or no assistance from state and federal authorities, although federal law enforcement agencies have jurisdiction over the criminal investigation and apprehension of the terrorists. 

For example, the response to the 1993 bombing of the World Trade Center in New York City was described by a fire department source as a “sixteen alarm” fire requiring the mobilization of units from all of the city’s five boroughs (Hashagen, 1993: 33; Sylves and Pavlak, 1996: 292). The city has had emergencies on the same scale, but they are not common occurrences.

Many terrorist-sponsored incidents have the same characteristics as natural or technological disasters and, thus, can be addressed in much the same way. 

As in other kinds of disasters, the first responders to terrorist incidents are most likely to be local law enforcement officers, firefighters, and emergency medical services personnel.

The immediate emergency response would generally include police and firefighters working near the disaster site simply because they would be closest to the disaster scene and may have actually heard or seen the disaster as it occurred or they would be the first agencies contacted by victims and other eyewitnesses.

The initial response may include professional “first responders” who are self-dispatched, meaning that they will go to the scene on their own, without being formally dispatched by their departments. Organized units and equipment will respond when dispatched by their departments.

“Good Samaritans” who wish to help often arrive before or at the same time as the self-dispatched public safety and emergency responders. Sociologists refer to this phenomenon as “convergence behavior.”

Major disasters may also attract a large number of spectators who may get in the way of emergency responders or may put themselves in danger because they are too close to the hazardous site. Therefore, crowd and traffic control may become a serious problem near the disaster site and law enforcement officers’ initial efforts, after helping the injured, is usually to control the spectators (as part of their effort to secure the crime scene).

Additional police, firefighters, and emergency medical technicians or paramedics will also be dispatched in response to 911 and other calls for assistance.

Off-duty emergency response and public safety personnel from other jurisdictions will often respond if they perceive that their assistance might be needed and the police, fire, and EMS departments in neighboring communities with whom there are mutual aid agreements will begin preparing to assist.

The American Red Cross and other charity/relief organizations provide emergency food and shelter and other assistance during fires and floods and it would be expected that their disaster assistance teams will be activated as soon as the disaster alert is sounded.

In the case of a terrorist-sponsored disaster, the initial response would include officers from local, state, and federal law enforcement agencies, including FBI agents and bomb disposal units from the National Guard, military bases, and law enforcement agencies. The FBI becomes the lead agency once an event is deemed a terrorist act.

If the scale of the disaster is large enough to require coordination of local emergency responders and other resources, the local emergency management agency (EMA) will activate its emergency operations center (EOC) and provide assistance to the responders.

If the scale of the disaster is large enough to include multiple jurisdiction and state resources, the state EMA will activate its EOC and provide assistance in coordinating the broader effort. 

As the response expands in scope and scale, state officials will contact FEMA and that agency will begin the process of determining what federal resources may be needed. If justified, FEMA will activate a range of federal programs, including the Urban Search and Rescue (USAR) task forces and special communications systems, and provide help to state and local officials so that they can apply for federal disaster assistance.

While state and federal assistance is being processed and is in transit, local first responders have to deal with casualties and try to stabilize the site.

Police officers normally will establish a perimeter to protect bystanders and the crime scene soon after arriving at the disaster site. 

The first police or firefighter arriving at the scene becomes the incident commander and the incident command system is activated.

Once the disaster site is stabilized, victims are transported to hospitals and/or treated on-site, and the situation has been assessed, a more structured response is organized. 

· Emergency response personnel and volunteers are organized, 

· command posts are set up, 

· staging areas are designated for resources that do not have to be at the disaster scene, such as emergency medical personnel who are not yet needed to treat or transport victims,

· communication links are established between the control centers or command posts and the operational leaders or commanders, as well as between the command posts and support centers,

· if an incident command system is to be activated, the incident commander has to be identified and his or her team assembled, and

· once the nature of the disaster is known, any specialized personnel (e.g., hazardous materials specialists) or equipment need will have to be acquired.

Disasters resulting from terrorist acts are also crime scenes and, as such, require the collection and preservation of evidence, questioning of witnesses, identification of suspects, and other activities necessary to apprehend and prosecute the terrorists.

The coordination of intergovernmental and multi-organizational efforts is a common problem in large disasters. The incident command system, multi-agency coordinating centers, and mutual aid agreements provide mechanisms for integrating agency capabilities and determining agency responsibilities in the disaster response. 

Communication, particularly among the many agencies involved, is a common problem. Land-lines (e.g., regular telephones) may be out of service, agencies may be using different radio frequencies, and the sheer volume of telephone calls may overwhelm a system and make it difficult for responders to communicate with each other and with the officials at the EOC and at their agencies.

A large structural collapse or bombing often fills streets with debris and makes access to the site by emergency response vehicles very difficult.

A bombing or biological/chemical/radiological attack may also cause damage around the main site. Victims may wander away from the bomb site, as well. Therefore, emergency responders may have to search for victims in the immediate area.

The injured may be transported to hospitals by private car, taxi, public vehicle, or other vehicle or they may simply walk, making it difficult to account for victims. As a result, many missing persons may be found as hospitals begin reporting casualties.

Large scale disasters also cause high levels of stress among disaster workers, victims, victims’ families, and others who watch or are involved in the disaster.

Structural failures, including those caused by bombings, are particularly disturbing because of the gruesome nature of the injuries. 

Terrorist events are also particularly stressful because they are caused by people rather than by accidents or natural processes (i.e., acts of God) and people have difficulty understanding why the incident happened.

Disaster operations are often chaotic in the beginning as emergency responders and volunteers search for and take care of the victims, are organized as time permits, and then settle into a routine as the command and coordination structures are put into place for the emergency response and for the criminal investigation.

The disaster site is stabilized as:

· the victims that can be found after a quick search of the site are treated and transported to local hospitals, 

· fires are contained and put out so that the risk of injury to victims, responders, and others in the area is reduced, and 

· the threat of further structural collapse or other bombs is reduced (although the risk may remain throughout the operation). [This list is not exhaustive, consequently students may add other essential actions.]


As the initial response becomes better organized:

· the perimeter is fully secured by law enforcement and/or military personnel, 

· the first responders are organized to facilitate management (e.g., re-integrated with their own units or into multi-agency task forces or teams), 

· command posts and communications networks are set up, 

· staging areas for equipment and personnel not immediately needed and resupply of the responders are set up, 

· the incident commander’s team is assembled, and 

· a needs assessment is conducted. [This list is not exhaustive, consequently students may add other essential actions.]


__________________________________________________________________


Questions to ask students:

1. Who are generally the first people to arrive at the disaster site to help victims?

Suggested answer:

Police, fire, and EMS personnel who live or work near the disaster site are generally the first official responders on the scene. Volunteers, including nurses and doctors and others trained in emergency response, also may be attracted to the scene because they wish to help. Off-duty emergency response and public safety personnel, including some from other jurisdictions, are attracted to the scene if they perceive that their assistance is needed.

2. How is a disaster site stabilized?

The site is stabilized as:

· the victims that can be found after a quick search of the site are treated and transported to local hospitals, 

· fires are gotten under control so that the risk of injury to victims, responders, and others in the area is reduced, and 

· the threat of further structural collapse or other bombs is reduced (although the risk may remain throughout the operation). [This list is not exhaustive, consequently students may add other essential actions.]

3. What happens once the initial unorganized response is over?

Many processes take place almost at once:

· The perimeter is secured by law enforcement and/or military personnel, 

· the first responders are organized (e.g., re-integrated with their own units or organized into multi-agency task forces or teams), 

· command posts and communications networks are set up, 

· staging areas for equipment and personnel not needed immediately and for resupply of the responders are set up, 

· the incident commander is designated and his or her team is assembled, and 

· a needs assessment is conducted. [This list is not exhaustive, consequently students may add other essential actions.]

4. Why are structural failures and terrorist events more psychologically disturbing and stressful than other types of disasters (generally speaking)?

Structural failures, whether caused by poor construction or a bomb or other trauma, frequently crush victims and cause amputations and other gruesome injuries. Search and rescue personnel, emergency medical personnel, and other responders are naturally disturbed by what they see. Terrorist events may cause similar injuries, particularly bombings, and responders have to reconcile the deaths, injuries, and property damage they see with the knowledge that other human beings caused the destruction rather than an accident or an “act of God.”

________________________________________________________________________

Objective 13.2 

Discuss the response to the Murrah Federal Office Building bombing in Oklahoma City by domestic terrorists


Stage One

On April 19, 1995, at 9:02 a.m., the explosion of a 4,800 pound ammonium nitrate fuel oil bomb in a truck parked at the entrance of the Murrah building collapsed the front of the building. The explosion also severely damaged surrounding buildings, broke windows in buildings in a ten block radius, and caused vehicles on the nearby streets to burn (OKC, 1996: 10).

Hundreds of victims, many cut by flying glass, exited the buildings and more severely wounded were lying in the rubble and in the street. Parents rushed to locate children in the day care centers (OKC, 1996: 10).

The explosion was reported to the police, fire department, and emergency medical system almost immediately and personnel self-dispatched themselves to the scene. Workers in neighboring buildings, as well as survivors in the Murrah building, began to search for survivors (OKC, 1996: 10).

Fire companies arriving at the scene began to treat the wounded, clear debris so that trucks could be moved close to the damaged buildings, and began digging out the wounded (OKC, 1996: 11).

Ladder trucks were brought to the damaged side of the Murrah building to rescue victims still on the upper floors.

Firefighters, police officers, and volunteers searched the rubble for survivors, despite falling concrete (one nurse was killed by a piece of concrete)(OKC, 1996: 12).

The Oklahoma City Fire Department was the lead agency during the rescue operation. Following the city’s disaster plan, the incident command system was activated with the Oklahoma City Fire Chief as incident commander for the response and recovery operation (OKC, 1996: 12).

The Emergency Medical System Authority dispatched ambulances and set up a triage site and liaison was established with the Fire Department’s Incident Command. Additional ambulances were sent by a private ambulance service, a local hospital, and Tinker Air Force Base based on mutual aid agreements (OKC, 1996: 14).

Police officers were on scene almost immediately and at 9:31 a.m. a command post vehicle was located next to the Fire Command Center. By 9:45 a.m., the police began establishing a perimeter and keeping out all but those with medical skills (OKC, 1996: 15).

Other local law enforcement agencies sent personnel, as well, to help with the perimeter and to begin looking for evidence.

The Oklahoma State Medical Examiner’s Office established a temporary morgue (OKC, 1996: 15).

Utility company crews shut off gas lines and the power to the remnants of the Murrah building to prevent fires and the electrocution of rescuers and victims (OKC, 1996: 15).

The Public Works Department moved in heavy equipment and brought in barricades to seal off the area and hard hats and respirators to assist rescuers (OKC, 1996: 17).

The American Red Cross Disaster Action Team and representatives from Feed the Children and the Salvation Army came in to support the rescuers, the Oklahoma Restaurant Association provided meals, construction companies provided heavy equipment and rescue assistance, and AT&T and Southwestern Bell provided cellular telephones (OKC, 1996: 18). 

At 10:00 a.m., the FBI established its command post and with help from Bureau of Alcohol, Tobacco, and Firearms and U.S. Marshal Service officers began setting up a crime scene perimeter and looking for evidence (OKC, 1996: 18).

The Oklahoma Department of Civil Emergency Management began coordinating state agency efforts and at 9:30 a.m. notified the FEMA regional director (OKC, 1996: 19).

The governor declared a “State of Emergency” at 9:45 a.m. and the National Guard prepared to activate units (OKC, 1996: 19; ODCEM, 1999).

FEMA put urban search and rescue task forces in Phoenix, Arizona, and Sacramento, California, on alert at 10:35 a.m. and activated them at 10:55 a.m. Search and rescue task forces in Virginia Beach and New York City were then put on alert and FEMA’s Mobile Emergency Response Service was activated to provide communications for the FBI (OKC, 1996: 19).

For the city, the police and fire chiefs remained in control of the incident with the fire chief being the incident commander (OKC, 1996: 20).

By 10:30 a.m., the most critically injured had been transported to hospitals, some of the less severely injured were still being treated in the triage areas, and the Murrah building site was evacuated because of a suspected bomb although none was found. Command posts were moved further from the Murrah building and the crime scene investigation was underway (OKC, 1996: 20-21).

Stage Two

Agencies took the opportunity to reorganize their personnel and operations when the Murrah building and surrounding area was evacuated because of the report of a possible second bomb.

As the perimeter was established and authorities established effective control over the disaster site, decisions were made to let the Oklahoma City Fire Department be the lead in the rescue operation with the FBI being in charge of the crime scene and the Oklahoma City Police Department being in charge of the perimeter with the National Guard assisting (OKC, 1996: 25). 

The command operations were located in the Southwestern Bell Telephone Company building 2-3 blocks from the Murrah building with the Bell company providing communications links to the command posts outside of the Bell building (OKC, 1996: 25).

The bomb exploded under the overhang of upper floors and large slabs of concrete had fallen onto the ground floor. Small and large pieces of concrete hung from the upper floors. Some parts of the structure were more stable than others, but the danger of falling debris presented serious problems for rescuers and criminal investigators.

As the operation was reorganized, fire crews were moved to a staging area and officials determined which could be used in the rescue operation based upon mutual aid agreements. Shifts were created with about 75 firefighters working in the building at a time (OKC, 1996: 27).

Firefighters involved in the rescue operation were briefed on crime scene protocols and were asked to place debris in certain areas and not to move bodies before they could be checked by law enforcement officers (OKC, 1996: 27).

Firefighters were also organized in specialized teams dealing with confined spaces (where victims might be found), hazardous materials, and victims on upper floors (OKC, 1996: 27).

They began removing bodies from the building after 1:41 p.m. (OKC, 1996: 28).

A chief of chaplains was appointed to organize more than 125 members of the clergy who had come to the site by midday. Police and fire chaplains and military chaplains were similarly organized with a “Chaplain’s Corner” at the Bell building (OKC, 1996: 28).

The director of operations for the State Medical Examiner asked the State Funeral Director’s Association to activate their Mortuary Disaster Coordination Plan to take descriptions of people presumed missing in the Murrah building so that bodies could be more easily identified. 

A center was established in a nearby church and information was also provided to families on victims transported to hospitals. The center soon became a counseling center for victims’ families and was called the Family Assistance Center (OKC, 1996: 29).

The FEMA regional director, from Denton, TX, arrived at the state emergency operations center at 2:05 p.m. to coordinate the federal response, including the Urban Search and Rescue (USAR) task forces and assistance from Tinker Air Force Base (OKC, 1996: 30).

The American Red Cross provided space for the parents of missing children and for counseling services and opened a center in a local church to assist those displaced from homes by the explosion, including those displaced from the YMCA and a large apartment complex close to the Murrah building. Vouchers were provided for food and lodging (OKC, 1996: 30-31).

The Salvation Army provided food and supplies to the rescue workers, Feed the Children provided food and equipment, and the Restaurant Association set up a meal program (OKC, 1996: 31).

City employees facilitated the rescue effort by handling communications and donations and the city’s Geographic Information Systems Section of the department of Water Engineering provided maps for the rescue and damage assessment operations (OKC, 1996: 31).

The Associated General Contractors of Oklahoma, a professional association of building contractors, became a clearinghouse for donations of equipment and building supplies (OKC, 1996: 32).

A press conference was held at 3:30 p.m. after President Clinton moved his address to the nation from 3:30 p.m. to 4:30 p.m. (OKC, 1996: 32-33). 

The Fire Department and other response agencies began to settle in for a long operation. The Fire Department, for example, shortened work shifts to two hours to accommodate the large number of volunteers willing to work and to reduce stress on rescuers (OKC, 1996: 32). 

Critical incident stress debriefings (CISD) were organized for rescue personnel by the Fire Department’s CISD team and the state Critical Incident Stress Management Team (OKC, 1996: 32).

FEMA Director James Lee Witt arrived with James Reynolds, director of the Department of Justice’s Terrorism and Violent Crime Section, that evening to assess the situation. The emergency was declared by President Clinton under Title V of the Stafford Act because the disaster occurred at a Federally owned facility (FEMA, April 21, 1995).

By 10 p.m., all floors had been searched at least twice by human rescuers and once by dog teams (OKC, 1996: 34).

Stage Three
Late on the first day, an Urban Search and Rescue (USAR) task force arrived from Phoenix and began work at 1 a.m. Later that day, the Sacramento, Virginia Beach, and New York City task forces were integrated into the fire department’s operation. Each USAR team is made up of 56 personnel, enough for two shifts, including firefighters, medical personnel, and other specialists with two dog teams and an Incident Support Team. Transportation is provided by the Department of Defense (OKC, 1996: 37).

The American Red Cross had 60-70 mental health counselors doing crisis interventions and opened a mass care shelter in a local church (FEMA, April 21, 1995).

By the morning of the April 20, there were still about 200 people unaccounted for and 36 known dead (OKC, 1996: 38).

FEMA activated the USAR task forces in Los Angeles County and Montgomery County, Maryland. The task forces on site were put on 12-hour shifts with the Phoenix and Sacramento task forces relieving each other at 1 a.m. and 1 p.m. and the Virginia Beach and New York City tasks forces (which arrived at 2 p.m. and 5 p.m., respectively) relieving each other at 7 a.m. and 7 p.m. (OKC, 1996: 38-39, 46). 

The Fire Department reduced the number of firefighters engaged in rescue work to give them a rest after the first day’s effort. Regular fire service to the rest of the city had to be maintained, as well (OKC, 1996: 39).

Debris was removed to the Oklahoma County Sheriff’s Gun Range and sifted for evidence (OKC, 1996: 39).

The National Weather Service faxed weather bulletins because of concerns about storms, including tornadoes and lightning. Rain could cause further collapse of the damaged building (OKC, 1996: 39).

Criminal investigators traced the vehicle identification number from the Ryder truck that carried the bomb and descriptions of the suspects were circulated. The FBI had 200 agents and other specialists working in Oklahoma City, the ATF had 75, and other agencies had agents involved (OKC, 1996: 40).

The FBI and other federal agents maintained the crime scene perimeter; the Oklahoma City Police Department, the National Guard, the Oklahoma Highway Patrol, the Oklahoma Department of Corrections, Tinker AFB police, and other local police departments maintained the secondary perimeter; and, the Oklahoma County Sheriff’s Office maintained a third “traffic” perimeter to limit vehicle access (OKC, 1996: 40).

The city’s Public Information Office set up morning news conferences and provided a daily written update for city departments and other agencies (OKC, 1996: 43).

On April 20, FEMA established a Disaster Field Office to coordinate the efforts of the 24 federal agencies involved in the rescue operation and the criminal investigation and the General Services Administration began relocating federal offices around the city. FEMA and the state Department of Civil Emergency Management planned a Multi-Agency Coordination Center (MACC) to facilitate the work of the increasing number of agencies (OKC, 1996: 43).

The Medical Examiner’s director of operations met with families gathered at the Family Assistance Center and told them not to listen to rumors and that all information on the identification of casualties would come from the examiner’s office (OKC, 1996: 44-45). 

The process was to fax identifications from the medical examiner’s office to a designated representative at the Family Assistance Center. Once families were notified, assistance was provided on benefits and insurance and counseling was made available. Transportation was also provided so that grieving families could avoid the media (OKC, 1996: 44-45).

It was announced that the governor’s wife, Mrs. Keating, was organizing a prayer service on April 23 and that President and Mrs. Clinton and the Reverend Billy Graham would attend. Security arrangements had to be made for the president’s visit, as well (OKC, 1996: 45).

Mental health services set up hot lines and organized counseling for adults and children needing help dealing with the tragedy (OKC, 1996: 45).

On April 21, the operation was becoming routine. Work crews were shoring up columns and walls, clearing and checking debris, and slowly working their way through the larger piles of rubble. New workers were briefed on criminal evidence concerns, hazardous materials (including blood and other fluids), and search procedures (OKC, 1996: 45-48). 

That evening, the MACC was opened to coordinate support functions (OKC, 1996: 48).

FEMA approved “Immediate Needs” crisis counseling funds for the Oklahoma Department of Mental Health and Substance Abuse to provide crisis counseling (ODCEM, 1999).

By 10:30 p.m., the number of dead that had been recovered or were being recovered from the Murrah building was 65 (OKC, 1996: 48).

A storm hit at 11:15 p.m. and exterior work had to stop (OKC, 1996: 48).

From April 22 to April 29, the rescue operation continued to search for the dead, the medical examiner continued to identify bodies and notify the next of kin, the FBI continued to sort through the debris for evidence, and the American Red Cross, the Oklahoma Restaurant Association, and other relief agencies continued to support the operation by providing food, clothing, and other needed supplies. 

On April 23, FEMA activated an Emergency Support Team at its headquarters to provide administrative support to the operations in Oklahoma City (FEMA, April 23, 1995).

The American Red Cross set up a toll-free telephone number for donations and the State of Oklahoma asked FEMA to help with donation management. FEMA’s toll-free telephone number was operated by Volunteers in Technical Assistance, a private relief organization (FEMA, April 23, 1995).

As the city’s Final Report described it, there was a “rhythm and pattern” to the work and “[a]n army of volunteers stood by to provide every kind of support and assistance” (1996: 51) for the around-the-clock operation.

FEMA’s Disaster Field Office coordinated the federal effort and the Multi-Agency Coordinating Center coordinated the rescue effort (OKC, 1996: 51).

The weather slowed the operation and necessitated bringing in warm clothing for the rescuers, investigators, and perimeter security personnel, as well as their support groups (OKC, 1996: 51).

The upper floors were slowly searched and cleared. The “mother slab,” a large section of concrete hanging from the roof, was cut loose and lodged on the eighth and ninth floors where it was secured (OKC, 1996: 53). 

As debris was removed and the large slabs were either shored up or removed, USAR teams searched for victims. No survivors were found (OKC, 1996: 53-55).

FEMA activated a Disaster Mortuary Team to assist in the identification of bodies and the 16 personnel of the 54th Quartermaster Graves Registration Unit came from Fort Lee, VA The teams mapped floors to determine where people were prior to the explosion so that bodies and missing persons could be accounted for (OKC, 1996: 55-56; ODCEM, 1999).

On April 24, a body was identified as coming from the Social Security Administration waiting room and searchers concentrated on that section of debris looking for more bodies (which they found) (OKC, 1996: 56).

The Phoenix USAR task force was deactivated on April 23, the Sacramento task force was deactivated on April 24, and the Virginia Beach and New York City task forces were deactivated on April 25. New USAR task forces (from the Puget Sound, WA; Fairfax County, VA; Metro-Dade County, FL; and Menlo Park, CA) replaced the task forces that had handled the early part of the rescue operation (OKC, 1996: 56).

On April 25, President Clinton signed the Presidential Disaster Declaration making more federal resources available to the government and people of Oklahoma City (FEMA, April 26, 1995).

FEMA had estimated that 19 buildings would have to be condemned and 75 more would require major repair (FEMA, April 26, 1995).

The known dead on the morning of April 26 were 93, including 15 children (FEMA, April 26, 1995).

By April 27, the probable locations of bodies were identified and the operation concentrated on specific sections of the building. The military and federal agencies provided honor guards to escort the bodies of their personnel to the morgue. Flags were placed on the body bags as they were being transferred (OKC, 1996: 56).

Contamination of workers was a major concern and they were provided with respirators with HEPA filters and with latex gloves to wear under their work gloves. 

· Hepatitis C, tuberculosis, tetanus, and HIV infection were some of the possible pathogens. 

· Safety briefings were held for all new workers. 

· Portable showers were set up initially, but then replaced by disinfectant sprays. 

· Biowaste barrels were set up and contaminated clothing and other materials were collected for disposal (OKC, 1996: 57).

FEMA set up a teleregistration system to accept disaster applications from individuals and 68 applications had been received at the National Teleregistration Center in Denton, TX, by late afternoon on the 26th (FEMA, April 27, 1995).

A triage area had been set up for animals on the 19th and a large contingent of volunteer veterinarians continued to provide care for injured canine searchers (OKC, 1996: 60).

Photo ID passes were issued at the Scene Permit and Identification Office operated by the FBI and the Oklahoma City Police Department to control access to the site, previously both had issued passes and there was some confusion (OKC, 1996: 60).

Critical Incident Stress Debriefings began on the 19th and it was decided that outside CISD units should be brought in because the police and fire department counselors were themselves affected by the disaster (OKC, 1996: 61).

Most of the involved agencies required their personnel to undergo at least two “defusings” in which they were encouraged to talk about their work. Working conditions were adjusted when problems were identified (OKC, 1996: 62).

President Clinton declared a “National Day of Mourning” for the victims of the bombing on April 23 and the prayer service was held that day. A moment of silence was held at the disaster site on the 26th, as well (OKC, 1996: 62).

City buses ferried rescue workers to the site, the city staff supported the MACC and other activities, the General Services department provided fuel and repaired vehicles, and the city mail room distributed gifts and messages to rescuers, fire stations, the Family Assistance Center, and other sites (OKC, 1996: 65).

Donated food was coordinated by the American Red Cross because of reports of illness from ill-prepared or ill-stored food (OKC, 1996: 65).

Individuals and businesses in the community donated rescue equipment, food and clothing, laundry and dry cleaning services, telephone service, nonprescription medications, sun screen, and other necessities (OKC, 1996: 66-67).

By April 23, the medical examiner had only released the names of 16 victims and about 500 people were gathered to hear about their missing relatives. Within the week, 81 more names were released and the hope that more victims might be found alive was beginning to wane. Counselors and clergy provided support for those left waiting to hear (OKC, 1996: 67-68).

The city began the process of recovering the costs for the disaster operation from FEMA. Initial discussions were held with FEMA and state officials on April 24 and city officials were told what would and would not be reimbursable (e.g., overtime pay for rescue personnel was reimbursable and regular pay was not) (OKC, 1996: 78).

By April 29, 109 bodies had been recovered and 107 had been identified. There had been no survivors found since the 19th (OKC, 1996: 68).

FEMA opened its Recovery Service Center in Shepard Mall on Saturday, April 29, to explain disaster assistance programs and to help applicants call the National Teleregistration Center (FEMA, April 30, 1995).

More USAR task forces left on the April 30 as the operation was officially declared to be at the recovery stage. Sixty-six people were still missing. Another USAR task force arrived from Orange County, CA. The work force was reduced to around 60 firefighters per each of three shifts, plus the USAR teams. The firefighters from neighboring communities were released (OKC, 1996: 71).

On May 2, the Incident Command Post was shut down and operational control was shifted to the Rescue Command. Thus far, 138 bodies had been recovered and 39 were still missing. The workday was reduced from 24-hours to 12, 6 a.m. to 6 p.m. Heavy equipment was brought in because it was not expected that more survivors would be found in the rubble (OKC, 1996: 72).

The Orange County USAR task force was pulled out late on the May 2 and other teams were reduced. 

By May 4, only 18-20 bodies had not been recovered and that number was down to 5 by 5:30 p.m. The last bodies to be recovered that day included three children from the day care center which were found between 8:30 p.m. and 9:30 p.m. (OKC, 1996: 72). 

The Family Assistance Center was closed on May 9 and FEMA funded long-term counseling for victims’ families (OKC, 1996: 77).

CISD and other forms of counseling were continued for police, fire, and other city employees involved in the operation from May to July and long-term mental health services were developed (OKC, 1996: 77).

The Murrah building was imploded on May 23 (OKC, 1996: 394).

The last three bodies, two credit union workers and one customer, were recovered on May 29 as the building was being torn down (OKC, 1996: 76).

Summary:

The response and recovery operation lasted 16 days. 

The Oklahoma City Fire Chief was the incident commander for the response and recovery operation. The Oklahoma Department of Civil Emergency Management coordinated support for the City by state agencies, and FEMA coordinated support by Federal agencies activated in accordance with the Federal Response Plan.

The casualties:

· 168 people were killed, 163 in the building, four in neighboring buildings or on the street, and the nurse hit by falling debris. 

· 675 people were injured with 83 being admitted to hospitals (OKC, 1996: 80).

The participants:

· More than 3,000 workers participated in the operation, including firefighters from over 75 Oklahoma municipalities and more than 35 out-of-state departments.

· 11 USAR task forces were involved, along with the Incident Support Team.

· The U.S. Army Corps of Engineers, the U.S. Forest Service, the U.S. Fish and Wildlife Service, and other agencies and volunteer groups participated.

· More than 1,000 law enforcement and military personnel maintained the perimeters, including law enforcement officers from 106 other cities and counties.

· The criminal investigation was conducted by agents of the FBI, the Bureau of Alcohol, Tobacco, and Firearms, the U.S. Marshal’s Service, the U.S. Customs Service, the Secret Service, the Drug Enforcement Agency, and the U.S. Postal Inspectors. Local participants were the Oklahoma Highway Patrol, the Oklahoma State Bureau of Investigation, the Oklahoma County Sheriff’s Office, and the Oklahoma City Police Department (OKC, 1996: 72-73).

· The Oklahoma Department of Civil Emergency Management, the Oklahoma City Fire Department and other city officials, and FEMA coordinated and facilitated the operation.

· More than 1,000 FEMA workers participated in the operation, including the USAR task forces (FEMA, April 19, 1996).

· The American Red Cross, Feed the Children, the Salvation Army, the Oklahoma Restaurant Association, the Funeral Directors Association, and numerous private organizations provided essential support.

· Southwestern Bell Telephone Company, AT&T Telephone Company, the Associated General Contractors of Oklahoma, and other businesses in the city and surrounding area provided essential support.

The federal disaster assistance included

· $4.1 million for mental health services for some 3,000 people,

· $1.7 million for housing assistance for 453 families,

· Over $468,000 in individual assistance, and

· Almost $400,000 to the state, city, and nonprofit organizations for repairs of public property and infrastructure (FEMA, April 19, 1996).

_______________________________________________________________

Questions to ask students:

1. What did the first emergency response units find as they approached the Murrah Federal Building just after the bombing?

They found injured victims in the streets, debris, burning vehicles, several severely damaged buildings (including the Murrah Federal Building), and many damaged buildings. Many of the injured were cut by flying glass and very bloody. [Because some fire companies came in from the other side of the Murrah Building, they did not immediately see the extent of the damage].

2. What were the other lead agencies, besides the Oklahoma City Fire Department?

The FBI was the lead agency for the criminal investigation (it was a federally owned facility, as well) and the Oklahoma City Police Department was the lead agency for the perimeter (i.e., security).

3. What was FEMA’s role during the disaster recovery process?

During the course of the rescue operation and, afterward, during the recovery efforts, FEMA 

· assisted the city in filling out the required application for reimbursable expenses, 

· activated the USAR task forces, 

· set up a Disaster Field Office to coordinate the federal effort, 

· set up a Disaster Recovery Center to help those who suffered losses as a result of the bombing, 

· activated an Emergency Support Team at its Washington headquarters to provide administrative support, 

· helped set up the Multi-Agency Coordinating Center to coordinate the rescue effort, 

· activated a Disaster Mortuary Team to assist in the identification of bodies, 

· conducted a damage estimate to aid in the disaster recovery, 

· set up the Donations Coordination Team, 

· set up a teleregistration system to accept disaster applications, and 

· helped direct federal disaster assistance once President Clinton issued the Presidential Disaster Declaration, as well as providing information to the president on the effort.

________________________________________________________________________

Objective 13.3

Discuss the response to the bombings of the American embassies in Kenya and Tanzania in 1998 by international terrorists.

The explosions that damaged the American embassies in Dar es Salaam, Tanzania, and Nairobi, Kenya, occurred almost at the same time (10:35 a.m. and 10:45 a.m.) on August 7, 1998.

As in other kinds of disasters, the initial responses to the bombings of the embassies involved providing assistance to the injured and searching the rubble for survivors. The first responders were bystanders, local law enforcement, local emergency responders, and embassy personnel. 

Within the embassies, American personnel and visitors helped the injured and the Marine guards secured the facilities against further attacks.

In Nairobi, the explosion killed 224 people, including 12 Americans. The largest number of casualties was from the collapsed five-story Ufundi House, an office building next to the embassy that contained a secretarial college. The facility was located in the central business district and passersby were also injured and killed.

A water truck was driven into a parking lot shared with the Ufundi House. The driver fled, tossing hand grenades as he went. 

In Dar es Salaam, the explosion killed 10 people, none American (Vick and Reid, 1998). Four private security guards were killed. Although the facility was located in an area comprised mostly of diplomatic buildings, there were few people on the street near the embassy and no close buildings as in Nairobi.

Within two days, a few FBI agents were at each site and, within five days, the number at both sites was about 175 (Vick and Reid, 1998). 

The command center for American emergency response and law enforcement efforts was in the Canadian embassy closeby (Vick and Reid, 1998).

By the time that U.S. law enforcement agents had arrived, the crime scenes had been “trampled and even looted” (Vick and Reid, 1998). 

An urban search and rescue (USAR) task force from Fairfax County, Virginia, was flown in two days after the explosion to rescue survivors in the collapsed building (Vick and Reid, 1998). 

The Department of Defense flew in a 20-member surgical team, a combat stress control team, construction experts (SEABEES), and two Marine anti-terrorism security teams (Vick and Reid, 1998). 

Operations were suspended at other embassies considered vulnerable and the State Department reported threats to U.S. personnel or facilities in Egypt, Malaysia, and Yemen (Vick and Reid, 1998).

Kenyan officials criticized the American response because 

· the USAR team was called off the search for Kenyan survivors in the collapsed office building to help FBI agents search for traces of explosives (Susman, 1998; Vick and Reid, 1998);

· the State Department issued an advisory against travel in Kenya; and

· Kenyan officials were kept out of the embassy “crime scene” (Susman, 1998).

[Under international law (the principle of extraterritoriality), the embassy is, in essence, U.S. territory and, thus, not subject to Kenyan law. Consequently, U.S. officials did not have to let Kenyan officials see the crime scene. However, it might have been politic to do so.]

The initial list of suspects included:

· Osama bin Laden, a multimillionaire Saudi leader of a terrorist network;

· Islamic Jihad, Egyptian religious extremists who assassinated President Sadat and had used car bombs in the past, and had threatened the United States a few days before the bombing;

· Hamas, a Palestinian resistance movement who had attacked Israeli targets;

· Hizballah or Party of God, a radical Shiite group who were thought to be responsible for the bombing of the U.S. embassy and Marine barracks in Beirut; 

· Iran, which was still hostile to the United States (although relations were improving); and

· Iraq, which was hostile to the United States because of the Gulf War and the UN monitoring of chemical/biological weapons capabilities.

Fourteen people were arrested by Tanzanian authorities, including 6 Iraqis, 6 Sudanese, a Somali, and a Turk (Vick and Reid, 1998).

Four Egyptians working for Osama bin Laden were arrested by authorities in Albania and turned over the to the CIA who then turned them over to authorities in Cairo. Pakistani authorities arrested Mohammed Saddiq Odeh, who had been associated with Osama bin Laden, when he arrived in Karachi on a flight from Nairobi. He was questioned and extradited to Kenya (Venzke, 1998a). 

On August 20, the United States launched air strikes against facilities connected with Osama bin Laden in Sudan and Afghanistan. Tomahawk missiles were fired from U.S. ships in the Red Sea against a pharmaceutical plant in Khartoum, Sudan, and from U.S. ships in the Arabian Sea against training bases south of Kabul, Afghanistan. One missile landed in Pakistan and killed six people (Venzke, 1998b).

A review of U.S. embassy security has lead to investments in new security measures and proposals to close some facilities (see Session 9 on Structural Mitigation Strategies).

The bombings have also encouraged international action to combat the threat of terrorism (see Session 10 on Nonstructural Mitigation Strategies for international terrorism).

The continuing threat from Osama bin Laden and his organization, as well as from Sadam Hussein in Iraq, has stimulated a debate on the ethics of assassinating “outlaw” leaders (see Session 12 on the Legal Context of Anti-terrorism Programs).


__________________________________________________________________

Questions to ask students:

1. How long did it take for American law enforcement agents to secure the crime scene?

Suggested answer:

A few FBI agents arrived within about two days with more agents arriving about five days after the bombings.

2. How did the Kenyans respond to the security measures?

Suggested answer:

Kenyan officials were not pleased with the criminal investigation because it interfered with the search and rescue operation and they were effectively kept away from the crime scene. They also were not happy about the travel advisory because it demonstrated a lack of faith in their abilities to prevent further violence and may have cost the local economy tourism revenue.

3. How was the CIA involved in the counterterrorism efforts?

Suggested answer:

The CIA located suspected associates of Osama bin Laden and helped identify him as the most likely mastermind (and financier) behind the bombings. 

________________________________________________________________________

Student exercise: Terrorist Attack 

Divide the class into groups representing the following (or assign roles to individuals):

The mayor 

The police department

The fire department

The local emergency management agency

The local hospital

The local public health department

The governor

The state emergency management agency

The FBI local office

The Federal Emergency Management Agency

The Centers for Disease Control and Prevention

The President 

Read the following scenario in class so that students do not have time to prepare responses before the exercise begins. The exercise can be speeded up or, if time permits, run within the same timeframe as the scenario.

Scenario: Part One (approximately 50 minutes)

Time

Events

12:15 p.m.
The plaza of a downtown shopping area is crowded with office workers and shoppers having lunch. The plaza is enclosed and people are buying food and sitting at picnic tables.

12:30 p.m.
The 911 dispatch center receives a call from the security manager of the mall, reporting that dozens of people are gasping for air and convulsing. Hundreds more are collapsing. An evacuation has begun but there are hundreds of people still in the plaza and surrounding stores and offices who have not been alerted and evacuated.

Police, fire, and emergency medical services personnel are dispatched to the scene by the 911 center.

12:33 p.m. 
Municipal officials are notified.

The 911 center receives more calls that people have collapsed outside of the plaza area.

12:37 p.m.
The first fire, police, and EMS units arrive on the scene and begin helping victims.

The mayor is notified that a major crisis is developing and has said that she is returning to her office in the city hall.

Store employees, shoppers, and office workers begin fleeing the downtown area and traffic on the the normally congested roadways is even slower than usual, slowing the arrival of emergency vehicles.

12:40 p.m.
Responders report that people inside the shopping complex, in parking lots outside of the complex, and at the exits are convulsing and gasping for air. Some are shaking uncontrollably and sweating. Others have blurred vision and difficulty breathing. Many have died and many require immediate medical attention.

Dozens of victims have been transported to hospitals by friends and Good Samaritans, including taxi drivers.

A local television station reports that someone claims to have released a nerve agent in the shopping area and that more attacks will be forthcoming. The station is reporting the story on the air.

The emergency has involved all available EMS and ambulance units in the city and there is some concern that there will not be enough available units to respond to fires and other emergencies in the city.

Medical authorities cannot identify the chemical agent. Hospitals close their emergency rooms and establish outside facilities for the decontamination and treatment of victims. 

12:42 p.m.
Many responders are exhibiting the same symptoms as the victims and some emergency crews are having to take care of their own personnel. 

Mass decontamination facilities are set up.

The local emergency operations center (EOC) is activated and the state emergency management agency is contacted. 

Other buildings in the downtown area do not appear affected, but workers are self-evacuating. Some workers are trying to get to their children’s daycare centers near the shopping complex.

Local medical facilities receive large numbers of walk-in casualties.

12:50 p.m.
The national news media pick up the story and local officials are being swamped with requests for interviews.

More workers and shoppers flee the downtown area and residents living as far as two miles away are fleeing.

1:30 p.m.
The Special Agent in Charge at the local FBI office assumes control and activates the Joint Terrorism Task Force (JTTF).

Casualties are being gathered and held at aid stations upwind from the shopping complex.

1:40 p.m.
Emergency room personnel report the same symptoms, the largest hospital has reached its capacity, and several medical facilities are requesting information on the chemical agent and treatment protocols so that they can deal with the large numbers of people showing up at their facilities.

The FBI dispatches its terrorist team to the area to manage the crime aspects of the incident and the team meets with local officials at the EOC.

2:05 p.m.
The state activates its EOC.

Questions for each group:

1. What is the involvement of their office or agency in the incident at this point?

2. How might their office or agency be preparing to respond?

Questions for all students:
1. It may be assumed that the 911 center notified the appropriate first response agencies and they notified their own personnel and other agencies. What agencies or organizations may not have been notified early in the incident? 

The notification process likely involved disaster relief organizations, like the American Red Cross and the Salvation Army, but may not have included private security offices in the downtown area. Such offices may be responsible for evacuating office buildings and other shopping areas. Within the local government, the emergency plan should have included the departments of transportation and public works. The hospital emergency plans should have included local public health agencies and, at some point as the number of casualties increased and the agent was not identified, the Centers for Disease Control and Prevention.
2. What actions should local officials have taken immediately after the incident began and was identified as a terrorist attack involving a chemical/biological agent?

Decontamination facilities should have been set up at the scene, hazardous materials protocols should have been activated for emergency responders (to prevent their being contaminated), a perimeter should have been established around the complex with most of the emergency responders being kept upwind, and triage facilities and a temporary morgue should have been set up when the number of casualties was determined to be large.
3. How should the media be involved in the management of the crisis?

The local television station may have caused a panic, particularly when so little was known about the incident, but the media can be used to inform the public about the danger and to allay fears as much as reasonable. Interviews should be scheduled as new information develops and press briefings should be held away from the EOC so that they will not interfere with operations.
4. How will local residents be reassured so that they will not panic and flee?

The more trusted sources of information are likely to be local officials, so they should provide information to the public rather than state or federal officials. If the officials have been trustworthy sources of information in the past, it is likely that they will be believed in this emergency. To stop rumors, the public should be provided with as much information as they need to protect themselves and their families. Information on the terrorist(s) is not as useful to the public and may interfere with the criminal investigation and apprehension of the terrorists. However, the more the public understands the incident and the risk they face, the less likely they are to panic. 
5. What are the principal concerns of the law enforcement officials as the incident unfolds? 

Law enforcement agencies are concerned with preserving the evidence, hence their initial concerns after helping seriously affected victims are to isolate the crime scene and to keep contaminated people and equipment within the area. (See Session 6 on the law enforcement perspective).
6. What are the principal concerns of national security officials as the incident unfolds?

National security officials are likely to focus on the modus operandi of the terrorist(s) in terms of determining which groups or individuals use the same or similar chemical/biological agents and choose the same kind of target. Foreign groups and/or domestic groups with the potential to perpetrate such mass casualty incidents would be the likely foci of their attention.
---------------------------------------------------------------------------------------------------------

Intermission

---------------------------------------------------------------------------------------------------------

Scenario: Part Two (approximately 50 minutes)

Read the following update to the students:
Because of the number of casualties and their symptoms, the Federal Emergency Management Agency (FEMA) is contacted to activate the Federal Response Plan (FRP) to provide support to the City’s fire department which is responsible for managing the consequences of the terrorist incident. FEMA activates its Emergency Support Team and the Emergency Response Team-National, to coordinate the federal effort at the scene and to provide support in Washington (e.g., locating and transporting needed resources).

It is confirmed that a chemical agent, a nerve agent, is involved and sarin is the likely cause of the symptoms. Sarin is not a “persistent agent” because it will dissipate over time, but “hot spots” may remain in some closed spaces. 

Traffic around the downtown area is gridlocked. Accidents and the heavy traffic are making it very difficult to move people away from the disaster site.

Hospitals have run out of the antidote for sarin. The medical personnel running the triage process have to decide what to do with the victims who are not likely to survive, so that they can devote more resources to those less affected. Mass decontamination and treatment are continuing, but not all victims and responders have been treated or decontaminated. Conflicts have arisen over the needs to contain the agent, protect the crime scene, move victims to facilities outside of the city, and bring in emergency responders from communities with which the city has mutual assistance agreements.

Local agencies have been overwhelmed and state and federal resources are being brought in as quickly as they can be mobilized. 

FEMA has activated the FRP and new resources are being brought to bear, most notably the resources of the Environmental Protection Agency, the Department of Health and Human Services, the Department of Transportation, and the Department of Defense. 

The American Red Cross, the Salvation Army, and other nongovernmental organizations (NGOs) are also ready to help.

The state has activated units of the National Guard to help with transportation, medical treatment, and decontamination.

Part Two Update

Time

Events

2:30 p.m.
A “no-fly” zone over the area has been ordered by the Federal Aviation Administration. Flights out of the area are monitored to assure that no contaminated person or material is on board.

The telephone system is overloaded so that residents cannot reach concerned relatives and friends, and vice versa. 

Medical and emergency response authorities estimate that as many as 400 people are dead and several thousand are affected. Morgues are overflowing, but victims cannot be turned over to private mortuaries because of the possibility of contamination. Rumors of panic increase.

A state of emergency is declared by the governor and a request for a presidential disaster declaration is sent forward.

3:00 p.m.
“Hot spots” are being identified by the fire department’s hazardous materials unit and cordoned off. 

Voluntary agencies are requesting more food, medicine, and supplies to prevent further contamination.

The Salvation Army is organizing a temporary shelter for the homeless who frequent the shopping area. The shelter is five blocks from the scene.

3:10 p.m.
The President is briefed on the local situation and the federal effort. She 


is at the Camp David compound and plans to return to the White House 


to better deal with the emergency.

3:25 p.m.
The lethal agent is identified as sarin by the state public health agency and a call is issued for supplies of atropine and pralidoxime, but the antidotes are not effective in the late stages of sarin poisoning.

3:30 p.m.
The media focus on the similarities between this attack and the Aum Shinrikyo attack in Tokyo in 1995. Experts speculate on the involvement of international terrorists and “rogue state” sponsorship of the incident. 

3:45 p.m.
FEMA is preparing to set up a Disaster Field Office to coordinate the 


federal effort. 

Questions for groups:

1. What is the involvement of their office or agency in the incident at this point?

2. How might their office or agency be preparing to respond at this point?

Questions for class:

1. What are the principal concerns of officials managing the emergency response at this point?

2. What kinds of resources are needed and what priority should they have?

3. Should officials address the issues raised by the media, such as the involvement of international terrorists?

4. What should the public be told about the casualties?

---------------------------------------------------------------------------------------------------------

Intermission

---------------------------------------------------------------------------------------------------------

Scenario: Part Three (approximately 50 minutes hour)

Read the following to the class:

It is five hours into the incident. The disaster site is sealed. The FBI is in control of the crime scene. 

Authorities estimate the number of dead to be just over 400 with several thousand being severely affected and thousands more having some symptoms of contamination.

The site is considered relatively safe, but there are fears of other incidents in the city and elsewhere. 

Surrounding communities are providing assistance with fire protection, traffic management, and other essential services under their mutual assistance agreements. 

Responders are still removing bodies from the shopping complex. Many responders are exhibiting extreme fatigue from working in cumbersome protective clothing and high levels of stress from dealing with severely ill victims.

Decontamination is no longer a major issue and officials estimate that the shopping complex can be reopened within a week to ten days.

Part Three Update

Time

Events

5:00 p.m.
The President declares the incident a “major disaster” and FEMA can authorize federal disaster assistance under the Stafford Act. The Governor and the President issue statements condemning the terrorist act and promising assistance to victims and victims’ families. The mayor vows to have the city back to “business as usual” within a week. 

7:00 p.m.
Medical facilities report that the number of people seeking medical treatment has dropped to a trickle, but the number of people exhibiting stress-related problems is still high. 

A village of television trucks is still residing on a nearby parking lot and along streets. Television crews have found locations overlooking the shopping complex from which to broadcast. Network morning show crews have set up tents in a small park for their broadcasts. National and international media crews have filled downtown hotels.

Residents who fled during the crisis are not yet returning and residents of other cities are avoiding large shopping areas in their downtown and suburban areas. Army/navy surplus stores are reporting that they are selling out of gas masks and other protective gear.

8:00 p.m.
Officials estimate that the crime scene investigation and clean up will take one week and that the complex can reopen after that. 

Local business leaders meet to discuss the economic impact of the incident and to develop a strategy for recovery.

The FBI announces a nationwide effort to prevent terrorist attacks.

Recovery planning by local, State, and federal emergency managers is underway, including addressing the problems of business losses, the unemployed of store and office workers, and community stress due to the incident.
Questions to ask groups:

1. What was your or your agency’s role in the incident response?

2. What is your or your agency’s role in the recovery process?

Questions to ask the class:

1. How might officials have been better prepared to deal with the terrorist incident?

It took officials some time to realize what was happening. As a result, emergency responders were put at risk and some were contaminated. Protocols for possible chemical and biological attacks might slow the emergency medical and fire responses until there is sufficient information to minimize risk to the responders. 
2. How might officials have dealt better with residents outside of the downtown area where the incident occurred?

Maybe there was no better way to handle the situation. The media issued the alarm with relatively little information on the nature of the incident or the risk to people outside of the shopping area. The public might be less inclined to panic and flee if they have their own disaster plans. Because of the way that agents like sarin dissipate, the wise choice for residents might have been to stay home, shut off air conditioners, close doors and windows, and go to an upper story room.
3. How prepared is your city or town for such an incident? Answer will vary.
Additional student activities: 

· A class with students experienced in emergency management or emergency medical services might be asked to find information on the symptoms and treatment of sarin poisoning.

· A class with students experienced in law enforcement might be asked to consider crime scene protection or evacuation or traffic management problems, i.e., to consider the disaster from a police perspective.

· A class with students experienced in emergency management might be asked to develop a plan to coordinate the local, state, and federal emergency responses, including the lead agencies.

· A class of students from political science or public administration might be asked to evaluate the local emergency operations plan to see whether it addresses the kinds of issues that arose in this exercise.

This exercise is adapted from the Federal Emergency Management Agency’s Instructors’ Integrated Exercise Guide for Senior Officials’ Workshop: Preparedness and Response for Terrorist Incidents (Involving Nuclear, Biological, and Chemical Weapons) (Emmitsburg, MD: FEMA, G250.12, September 1998). The scenarios have been shortened and simplified, but the major instructional objectives of the exercises have been retained.

________________________________________________________________________
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