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Objectives: At the conclusion of this session, the students should be able to:

12.1 Discuss the major legal constraints on the administrative discretion of emergency management, law enforcement, and national security officials.

12.2 Discuss the legal constraints on official actions imposed by the U.S. Constitution and other laws.

12.3 Discuss the use of domestic laws to reduce the hazard of domestic terrorism.

12.4 Discuss the use of international treaties, conventions, and law to reduce the hazard of international and transnational terrorism.

________________________________________________________________________

Scope

This session addresses the legal context within which public officials and law enforcement officers have to operate. Emergency management, law enforcement, and national security officials are constrained by a range of laws, including administrative law, the Freedom of Information Act, the Privacy Act, and ethics and conflict of interest laws, as are other officials in federal, state, and local government. There may be legal liability for failure to comply with those laws, in the absence of a declared national emergency. Officials are also constrained by the U.S. Constitution and laws regarding the domestic use of the military in what they can do to address the hazard of terrorism. Within those constraints, officials can pursue domestic laws and international treaties and conventions that facilitate anti-terrorism and counterterrorism programs. 

________________________________________________________________________

Readings:

1. Readings for Students:
Rushworth M. Kidder, Manipulation of the Media, The Christian Science Monitor, May 16, 1986, pp. 18-20, in Annual Editions: Violence and Terrorism 99/00, Fifth Edition, edited by Bernard Schechterman and Martin Slann (Guilford, CT: Dushkin/McGraw-Hill, 1999), pp. 132-136.

Nechemia Meyers, “Tolerance vs. Terrorism?,” The World & I, July 1997, in Annual Editions: Violence and Terrorism 99/00, Fifth Edition, edited by Bernard Schechterman and Martin Slann (Guilford, CT: Dushkin/McGraw-Hill, 1999), pp. 137-140

U.S. Department of State, International Terrorism Conventions, August 17, 1998 <http://www.state.gov/www/global/terrorism/980817_terror_conv. html>. (Part of the Patterns of Global Terrorism: 1998 report, see Session 4 readings).

Edward G. Shirley, “The Etiquette of Killing bin Laden,” Wall Street Journal, August 27, 1998, in Annual Editions: Violence and Terrorism 99/00, Fifth Edition, edited by Bernard Schechterman and Martin Slann (Guilford, CT: Dushkin/McGraw-Hill, 1999), pp. 185-186.

2. Readings for the Instructor:

American Civil Liberties Union, “Freedom of Expression,” ACLU Briefing Paper #10, 1999 <http://www.aclu.org/library/pbp10.html>.

American Civil Liberties Union, “Anti-terrorism Bill,” <http://www.aclu.org/congress/anti.html>.

American Civil Liberties Union, “As Airlines Debut Profiling System, ACLU Launches Web Complaint Form,” Freedom Network News, December 31, 1997 <http://www.aclu.org/news/n123197a.html>.

Leslie J. Hagin, “Why Gunowners and Civil Libertarians Should Oppose Pending ‘Counter-Terrorism and Habeas ‘Reform’ Bills,” American Civil Liberties Union National Security Freedom Network, 1996 <http://www.aclu.org/issues/security/noteror9.html>.

Joseph P. Tartaro, “More About Counterterrorism Bills,” The New Gun Week (December 15, 1995) (reprinted in ACLU Issues - “Counter-Terrorism” <http://www.aclu.org/issues/security/noteror8.html>.

3. Recommended Readings for the Instructor:

Kenneth F. Warren, Administrative Law in the Political System, Abridged Third Edition (Upper Saddle River, NJ: Prentice Hall, 1997). [Or a similar introductory text on administrative law.]

American Civil Liberties Union, “Re: Claims of Abraham Ahmad and Family Under the Federal Tort Claims Act,” In the Courts: ACLU Support Letter, November 9, 1995 <http://www.aclu.org/court/ahmad.html>.

________________________________________________________________________

Requirements
None
________________________________________________________________________

Remarks

Many public officials do not understand the purposes and implications of administrative procedure laws, the Freedom of Information Act, the Privacy Act, and other laws and regulations that are designed to assure accountability and to prevent abuses of power. Many emergency managers and emergency responders believe that they can do almost anything during an emergency in order to save lives and property or to protect “national security.” To some extent, that may be true. But, many still find themselves having to deal with lawyers and accountants after the disaster to justify their decisions. Many may find that their lack of understanding of administrative procedures, such as what expenditures are reimbursable under the Stafford Act, will cost their jurisdictions thousands of dollars or that law suits will cost them and/or their governments thousands or millions of dollars. 

It is far easier to develop an understanding of the legal context within which emergency management, law enforcement, and national security officials work so that, if they have to exceed their authority to save lives, it is an informed choice (and, perhaps, they will purchase professional liability insurance to cover their own costs). This is a lesson that many police departments and emergency management agencies are learning. There is also a tendency to be very pragmatic in dealing with terrorist violence, particularly in the immediate aftermath of a major incident, without due consideration to the legal implications of the anti-terrorism measures. The reading on the question of whether the U.S. Government should seek to kill Osama bin Laden should encourage an examination of the issue of whether the “ends justify the means.”

The suggested readings include commentaries and arguments by the American Civil Liberties Union (ACLU) on civil liberties and freedom of expression and by Joseph Tartaro on the threat that anti-terrorism laws may pose to gun owners. The case of Mr. Abraham Ahmad, the Arab American who was detained as a suspect following the Murrah Federal Building bombing, would be an interesting case study for class discussion because it raises a number of issues regarding civil liberties. The ACLU “support letter” has a great deal of detail about the case. 

A brief exercise on the issue of whether the U.S. Government should attempt to kill “rogue” or “outlaw” foreign leaders concludes the session. International law and United States domestic law prohibit such actions, but the issue is raised frequently when the United States is threatened. The purpose of the exercise is to focus student attention on the question of whether the “ends justify the means.”

________________________________________________________________________

Objective 12.1 

Discuss the major legal constraints on the administrative discretion of emergency management, law enforcement, and national security officials.

There may be a tendency for public officials and members of the public to feel that any actions are justified to reduce the threat of terrorism, particularly in the immediate aftermath of a major incident. However, laws and democratic principles constrain the actions of public officials.
Public officials are subject to a broad range of laws and regulations governing their authority and their responsibilities. Their authority is defined in the laws that created their agencies, in the responsibilities that have been assigned by legislative act and executive order, and in the broader legal context of American government. 

While there may be some flexibility in the laws and regulations when there is a serious emergency, e.g., a catastrophic natural disaster or a mass casualty terrorist incident, officials may be held accountable for following administrative law, Freedom of Information Act provisions, the Privacy Act, ethics and conflict of interest laws, “sunshine laws,” and other laws and regulations, including complying with the U.S. Constitution.

While discretion and flexibility are permitted, there are legal boundaries that have to be observed. Otherwise, officials may face criminal and/or civil liability for their actions and suffer political costs in terms of the loss of office through impeachment, recall, or election.

Administrative law “deals with (1) the ways in which power is transferred from legislative bodies to administrative agencies; (2) how administrative agencies use power; and (3) how the actions taken by administrative agencies are reviewed by the courts” (Warren, 1997: 23). 

Agency officials are delegated authority by legislative bodies (e.g., Congress, the state legislature, or county or city council) and by elected or appointed officials (e.g., the President, state governors, mayors, county commissioners, or city manager). The authority is normally defined by the laws that created the agency or subsequent amendments that altered the original grant of authority.

The power of public agencies is related directly to the authority they have been delegated to make rules (Warren, 1997: 183).

Rules may be characterized as decisions, regulations, or even orders, although orders are considered separate administrative actions and are treated differently in law. The Administrative Procedures Act (APA) which governs the operations of federal agencies defines a “rule” to be “the whole or a part of an agency statement of general or particular applicability and future effect designed to implement, interpret, or prescribe law or policy or describing the organization, procedure, or practice requirements of an agency” (section 551)(1997: 185).

Administrative discretion is both desirable and necessary, otherwise there would be too little flexibility to respond to unexpected problems or too little policy guidance to provide clear criteria for making decisions.

Rules and procedures (including the APA) do permit administrators to exercise discretion in decisionmaking and do not normally prescribe a formal process of decisionmaking to document both the process and the reason for the decision. 

Political and administrative checks on discretion were increased during the 1970s and 1980s in response to abuses of power by officials in the Nixon Administration.

Perceptions of widespread abuses of power by public officials have been blamed for the current “anti-government era” (see, e.g., King and Stivers, 1998: 8) and may be causing a crisis in American government. 

Clearly, public administrators have to exercise substantial discretion in managing their programs and agencies and most are aware of the potential legal ramifications of their actions (Warren, 1997: 277).

The federal and state governments in the United States enjoy sovereign immunity and, therefore, they cannot be sued for civil damages unless they permit the suit to proceed (Warren, 1997: 366). 

Until recently, public officials, as employees of the sovereign government, have enjoyed the same immunity from suit. However, the government has permitted parties to bring suits only in certain areas and has historically limited the amount of damages and prohibited awards of punitive damage (Warren, 1997: 367).

The courts have taken different approaches to the issue of sovereign immunity for the government itself (i.e., government immunity) and immunity for its officials (i.e., official immunity) (Warren, 1997: 367-375). 

In recent years, however, the courts have qualified the immunity of officials (meaning that it is not absolute). The change in direction has been attributed to the case of Bivens v. Six Unknown Federal Narcotics Agents, 403 U.S. 388 (1971), in which narcotics agents burst into Bivens’ home without a search warrant and without probable cause, used excessive force, threatened to arrest his family, and interrogated and jailed him. 

The court held that the officers could be sued by Bivens because they were not acting “within the perimeter of [their] line of duty.” Violating the constitutional rights of the suspect was beyond the discretionary authority of the officers (Warren, 1997, 367-377).

In short, public officials generally enjoy the protection of official immunity if they are acting as representatives of the government and within the authority delegated to them and they can be sued if they are exercising their own discretion beyond the parameters set by their employer.

The precedent set by the Bivens case has generally been upheld by the courts (Warren, 1997: 377).

The courts have also qualified official immunity in cases brought under Section 1983 of the Civil Rights Act of 1871.

The most prominent case brought under Section 1983 was a suit brought on behalf of the three students killed by National Guard troops at Kent State University in Ohio during the Vietnam War. The questions asked by the court was whether the officials acted “reasonably” and in “good faith” (Warren, 1997: 377-378). 

On the whole, the courts have left public officials open to suits in some circumstances, but have been reluctant to make officials so vulnerable to suits that they cannot do their jobs (Warren, 1997: 386).

Municipal officials are, in effect, more vulnerable to Section 1983 cases and, as Warren concludes, such cases “... have the effect of scaring state and local public officials and the governments that employ them to uphold the constitutional rights of their citizens ...” (1997: 396).

Emergency managers, law enforcement officers, and national security officials also have to be knowledgeable about administrative law and the legal ramifications of their decisions. Failures to comply with administrative procedures can result in the officers or officials being fired or held personally liable for their actions and/or their agencies being sued by victims of their actions. 

Administrative procedures generally address such issues as the management of human and financial resources, including recruitment and selection (e.g., equal employment opportunity, affirmative action, and veterans’ preference) requirements.

Administrative procedures also govern procurement of materials, such as equipment and emergency food supplies, and may require formal requests for proposals (RFPs), specifying the materials to be provided, and an evaluation of the bids.

However, procedures may permit some deviation from the normal procurement process during an emergency because of the need to act quickly. 

For example, during the Gulf War, some military commanders sent troops to local discount stores to procure bottled water, insect repellent, and other supplies because there was not enough time to go through the regular Department of Defense procurement process (i.e., the bidding process). 

While there may be some flexibility in procedures during a disaster, emergency managers may still be held accountable for their actions.

There are also reporting requirements to assure that personnel are compensated for their work during emergencies, owners are compensated for any equipment purchased or leased or borrowed and damaged, and vendors are compensated for their services.

Some of these procedures may be simplified or speeded up under the provisions of the jurisdictions emergency plan. For example, officials may delegate authority to the fire chief for the approval of overtime for firefighters during an emergency or pre-approve purchases of equipment or other materials during emergencies. 

Emergency managers, law enforcement officers, and national security officials, like other administrators, may be held personally responsible for over-expenditures. 

The Federal Anti-Deficiency Act, for example, prohibits spending that has not been authorized and prohibits over-spending budgets. However, administrators may have sufficient administrative discretion to move money from one account to another to assure that there is enough for emergencies.

The reason for the procedural requirements is to prevent abuses of power, as well as to prevent illegal and unethical acts, such as the theft of public money and/or property. 

Local emergency management and law enforcement officials are accountable to their city or county executive (e.g., the mayor or the city or county manager), the legislative body (e.g., the city or county council or commission), and the public. If they exceed their authority, they may be fired or even charged with criminal acts.

State emergency management and law enforcement officials are accountable to the governor, the head of their parent department or agency (e.g., the adjutant general of the National Guard or the commissioner of the department of community affairs or the department of natural resources), and the public. If they exceed their authority, they may be fired or even charged with criminal acts.

Federal emergency management, law enforcement, and national security officials are accountable to the president, Congress, and the public. If they exceed their authority, they may be fired or even charged with criminal acts.

Officials also have varying degrees of authority to make decisions (e.g., rules, regulations, and orders). For example, local emergency management officials may have the authority order evacuations (not all do).

Decisions may involve significant use of administrative discretion in the application of law and, therefore, officials may be held legally liable if proper procedures are not followed, an individual’s constitutional rights are violated (e.g., through racial discrimination in the determination of eligibility for disaster benefits), or other laws are violated.

Legal liability presents particular problems for emergency managers because of the need to make decisions quickly and to act when there is a high level of uncertainty about risk. 

For example, decisions concerning evacuations prior to hurricanes often have to be made a day or more prior to the expected landfall because it can take that long to move evacuees to high ground and into safe shelters. If the decision is delayed until there is a high level of certainty about the time and location of landfall, it may be too late to evacuate safely.

Similarly, local officials may have to consider evacuations during presumed terrorist incidents involving nuclear devices, biological agents, chemical agents, and radiological materials or even fertilizer bombs, before the credibility of the threat is fully evaluated and the area likely to be affected is known. 

Ultimately, emergency managers may consider their own political and administrative circumstances and weigh the likelihood that they will be sued or fired for exceeding their authority. In some cases, the ethical choice may be to exceed their authority in order to protect public health and safety even though the legal choice would be otherwise.

Local law enforcement officials have similar liability concerns, but their authority and discretion is usually better defined and broader in scope.

Federal law enforcement officials may have some liability concerns (see the Bivens case above), but, for the most part, their authority is broad enough to provide legal protection from all but cases arising from egregious violations of law and procedure.

National security officials are generally protected from personal legal liability but may suffer serious political repercussions if they exceed their authority, including the loss of public trust.

State and federal officials are better protected from personal legal liability under the principle of official immunity and their agencies cannot be sued without their government agreeing to the suit.

Other laws that may constrain the discretion of local, state, and federal officials include: 

The Freedom of Information Act (FOIA) of 1967, and its 1974 and 1986 amendments, which ensures that individuals can get information about government operations. While some information on criminal investigations and national security issues is not open to public scrutiny, most information is and agencies have to understand what the public should have access to and what it should not and, then, provide copies of documents and other materials when requested. 

The Privacy Act of 1974, and its 1984 amendment, which limits the kinds of personal records that can be kept (i.e., “necessary” records), requires that agencies explain how the information will be used, and preserve the confidentiality of records on individuals. Complying with both the FOIA and the Privacy Act may present a dilemma for officials (Warren, 1997: 137-138).

The Government in the Sunshine Act of 1976 was passed as an amendment to APA. All of the states had already passed similar “Sunshine Laws” (Warren, 1997: 139). “Sunshine” or “open meetings” laws require that the public be given access to official meetings in which important policy decisions are being made. Meetings can be closed when one or more of the ten exemptions under APA apply, such as meetings involving national security, sensitive personnel matters, and some police records.

The legal constraints on emergency management, law enforcement and national security officials are designed to prevent abuses of power and violations of law, and they are not simply obstacles to be overcome. Officials have to know what procedures and laws have to be followed even in an emergency, consider the circumstances that might justify violations (e.g., when the ethical choice is illegal), make informed decisions, and be willing to accept the consequences. 

They should also consider the implications for public trust, including whether the public will accept and follow the decisions. Administrative decisions can be intensely political.

__________________________________________________________________

Questions to ask students:

1. Do public officials have the discretion to do what they think best in emergencies?

Suggested answer:

Public officials generally have discretion in how to administer their programs. However, the responsibilities of their agencies are normally defined in law and they are obliged to perform the mandated tasks. Normally, they are also required to operate within their budgets, within accepted administrative procedures (e.g., for hiring and procurement), and within the bounds that their employers (i.e., the legislature and/or the chief executive) set. More discretion may be permitted during an emergency, but officials have to know what is politically and legally permissible and what is not or they may find themselves fired, charged with criminal violations, and/or disciplined for exceeding their authority.

2. Under what circumstances may public officials be legally liable for their actions?

Suggested answer:

State and federal officials are protected by state and national sovereign immunity, as long as they are exercising authority duly delegated by the chief executive or the legislative body. They may still be found liable for exceeding the authority that they have been delegated. Local public officials are generally safe from legal liability when they are administering state laws, but they may be found liable if exercising their own discretion. 

________________________________________________________________________

Objective 12.2 

Discuss the legal constraints on official actions to combat terrorism imposed by the U.S. Constitution and other laws.

It would be far easier to reduce the hazard of terrorism if officials could

· restrict travel by noncitizens and those suspected of being terrorists or terrorist supporters;

· restrict transfers of money to persons who are suspected of being terrorists or terrorist supporters; 

· prohibit private citizens from possessing guns, explosives, or other potential weapons;

· conduct surveillance on all suspected terrorists and terrorist supporters;

· prohibit meetings by “extremist” groups;

· control access to all sites that might be targets of terrorists; and

· restrict anti-government activity (see the student exercise for more measures).

However, all public officials and citizens in the United States are bound by the provisions of the U.S. Constitution and by federal and state laws protecting civil rights, civil liberties, and other freedoms.

Public officials, particularly law enforcement officials, have to be sensitive to constitutionally protected rights such as freedom of expression (including freedom of the press, freedom of assembly, freedom of speech, and freedom of association) and the rights of suspects, including the right to counsel and habeas corpus (i.e., a crime has to be committed in order to arrest a suspect). 

Administrative and political expediency and dire circumstances, such as mass casualties, may encourage officials to curtail the rights of citizens to assemble, associate, and speak freely and the rights of the media (press) to cover and report what is going on. 

Because the media may be used by terrorists to communicate their threats of violence and their political demands, often magnifying the impact of their acts, officials are often tempted to curtail the freedom of the press, i.e., to limit media coverage of terrorist incidents.

Officials should weigh the threat to human lives and the nation against the damage that such measures will do to the American democracy.

[Students might be reminded of the profiling exercise in Session 9. Or, if the exercise was not used then, it may be used now to illustrate the potential conflicts resulting from the use of techniques that target specific groups of Americans, resident aliens, and visitors.] 

Public officials are also bound by laws restricting the use of the military in domestic emergencies. The Posse Comitatus Act restricts the use of the U.S. military (i.e., federal troops and resources) in enforcing laws and providing assistance to civilian authorities. [The law was passed during Reconstruction to prevent the use of federal troops in enforcing civilian law in the South.]

The exceptions are cases in which U.S. troops and resources might be used during a disaster to save lives, but even then the extended use of military resources would require approval from higher authorities. 

The purpose of the Posse Comitatus law is to separate civilian and military authority and it has historically provided an underpinning for the principle of civilian control over the military. The military can be used to support law enforcement efforts outside the United States, however; and that is how the military involvement in drug interdiction is justified (see, e.g., Hammond, 1997).

If a PDD has been declared by the president (or his or her legitimate successor), the Department of Defense is authorized to support domestic disaster operations. The Department of Defense’s roles and responsibilities in such cases are defined in the Federal Response Plan. 

There has been considerable debate concerning the possible roles of the U.S. military in disaster operations (see, e.g., Schrader, 1993). A concern is that involvement in a disaster operation might commit resources that would be needed during a national security emergency. 

For example, committing emergency medical units to a natural disaster might make it difficult to withdraw and redeploy them to the Middle East or the Balkans or somewhere else in support of a U.S. or NATO military operation. 

There have also been proposals to change the Posse Comitatus law so that federal troops can be used in disaster operations and to assist law enforcement agencies in dealing with terrorist violence. Civil libertarians and others are opposed to changes in the law because they may undermine civilian control of the military and may encourage violations of civil liberties by military authorities. 

If a national security emergency is declared, the Department of Defense’s roles and responsibilities expand as necessary to assure civil order, defense of the nation, and the continued functioning of the U.S. Government.

________________________________________________________________________

Questions to ask students:

1. Why can’t the U.S. military be used without restriction in domestic law enforcement and disaster operations?

Suggested answer:

The Posse Comitatus law restricts the use of the military in support of civilian law enforcement officers within the borders of the United States. The law was passed during Reconstruction to prevent the use of federal troops in enforcing civilian law in the South. 

________________________________________________________________________

Student exercise: Constraining Terrorists Legally 

(approximately 20-30 minutes)

The objective is to stimulate discussion of the political and legal ramifications of laws that might be used to reduce the threat of terrorism before the class discusses the material in the next section.

Ask students what laws might be passed to 

1. prevent terrorists from having the opportunity to commit acts of violence, 

2. limit or prevent access to the weapons and other resources that they need to commit such acts, and 

3. reduce their freedom to travel and solicit support.

Suggestions:

· National identification card system to make it easier to identify illegal aliens and to track individuals

· Strict gun control (e.g., no private ownership of guns, all hunting and target shooting guns stored at local police departments, no private ownership of guns except for accepted hunting and target shooting guns, no concealed weapons, etc.)

· Prohibition against civilians having explosives for any purpose 

· Passes to travel from one state to another or from one city to another

· Random wiretapping, particularly of international telephone calls

· Random searches of the homes and businesses of suspected supporters of terrorists

· “Head checks” of the homes and businesses of suspected terrorists or their suspected supporters to keep track of where they are

· Curfews 

· Prohibition on gatherings that may provide opportunity for terrorists to plan acts of violence

· Laws against criticizing the government or government officials (i.e., sedition laws)

Some of these measures have been used by other nations, such as the British government’s program in the 1970s to check the homes of suspected Irish Republican Army members at night to see if they were at home, and some have been suggested by officials in the United States, such as the recent proposals to expand wiretapping without providing reasonable cause to believe that callers were engaged in criminal activity. The United States had sedition laws in the early years of the Republic.

________________________________________________________________________

Objective 12.3

Discuss the use of legal measures to reduce the hazard of domestic terrorism

There are laws against committing acts of violence against individuals and against public and private property. Federal authorities have jurisdiction when such acts involve kidnapping, bank robberies, bombings, and terrorism (see Session 6). 

Following the bombing of the Murrah Federal Office Building in 1995, the U.S. House of Representatives debated passage of the “Comprehensive Antiterrorism Act of 1995” (H.R. 1710) (ACLU, 1996).

A similar bill, the “Effective Death Penalty and Antiterrorism Act of 1995,” was proposed in 1996 (ACLU, 1996). 

Both bills would have expanded the powers of law enforcement agencies by

· easing restrictions on wiretapping, 

· permitting deportation of aliens without disclosure of the reasons, 

· permitting officials to designate foreign groups as “terrorist organizations” and prohibit travel by members to the United States, 

· permitting the gathering of information on U.S. citizens and residents without “reasonable cause” of criminality, and 

· punishing those who transfer guns to persons who then commit one of the crimes designated as “terrorist” even though the seller may have no reason to expect the buyers to use the guns illegally (ACLU, 1999b).

The ACLU argued that the provisions of both of the bills would pose grave threats to civil liberties and permit political abuses of the designation “terrorism.”

The ACLU’s argued that individuals might have their telephone conversations taped, their telephone records opened, and their travel records opened without the authorities having to provide evidence of criminality. “Roving” or “emergency” wiretaps would capture innocent conversations that could then be used in court (ACLUb, 1999b).

The major concerns about the expansion of wiretapping authority were that such actions currently are strictly regulated and evidence gathered without proper authority cannot be used in court. The proposed legislation would expand the list of federal offenses for which wiretapping might be used to include such crimes as producing false identification documents, knowingly making a false statement to obtain a passport, and bringing an undocumented person into the United States (ACLU, 1996c).

H.R. 2768 would also permit the use of evidence gathered in an unauthorized wiretapping if the law enforcement officers conducting the illegal wiretap convinced the judge that they acted “in good faith,” meaning they thought that the wiretap was legal under the law. This would be an exception to the Exclusionary Rule, which prohibits the use of illegally gathered evidence in court. Most of the conversations intercepted in wiretapping operations, even if conducted legally, are not incriminating (ACLU, 1996c).

The concerns about permitting authorities to deport individuals without disclosing evidence of a crime largely centered on the “habeas corpus” requirement in U.S. law. There has to be evidence of a crime (i.e., the “body”) in order to convict someone and, unless authorities are required to produce the evidence, they should not be permitted to deport or otherwise punish the person (Hagin, 1996).

Under the provisions of the bills, violent acts may be deemed “terrorism” offenses when they 

· “involve conduct in both the United States and abroad;

· “meet a jurisdictional basis; and

· “are certified by the Attorney General as “terrorism” because the crime is calculated to retaliate against the government, or influence government conduct by intimidation or coercion, and is a violation of one of a number of federal criminal statutes.” (ACLU, 1999b).


The ACLU, Amnesty International USA, American Muslim Council, Citizens Committee for the Right to Keep and Bear Arms, The Criminal Justice Policy Foundation, Friends Committee on National Legislation, Second Amendment Foundation, and other groups expressed concerns about the creation of a broad category of crimes and warned that enforcement might be discriminatory. 

For example, because the President would have broad discretion in designating acts as “terrorism,” the category might be used to prohibit support for legitimate groups (ACLU, 1996). 

Permitting authorities to gather information on citizens who are not suspected of committing crimes is also problematic. Such surveillance and recordkeeping is a violation of their privacy and, if they are not permitted to see the information and challenge its accuracy, may be penalized (e.g., denied public employment or denied employment agencies requiring a security clearance) without them knowing why.

The major concerns about the proposed penalties for transferring guns to people who ultimately use them in an act of “terrorism” is that sellers may have no way of knowing how the guns will be used because they do not have access to criminal records nor do they know what the buyers are thinking (Tartora, 1995; ACLU, 1996).

In 1997, the White House Commission on Aviation Safety and Security (the Gore Commission) recommended the implementation of the Computer Assisted Passenger Screening System (CAPS) and the Federal Aviation Administration mandated its adoption by the airlines. The system involving “profiling” or identifying passengers that fit one or more characteristics that might suggest criminal intent or activities. The passengers thus identified are targeted for “heightened security measures,” including thorough baggage searches, personal questioning, and even an escort to the gate from the check-in counter. Such targeting may be evident to other passengers (ACLU, 1997). 

The ACLU and other civil liberties organizations oppose the use of profiling because it may be discriminatory, particularly for persons with foreign names or accents, and targeted passengers have not violated any laws or regulations. 

Civil libertarians prefer the use of baggage matches (i.e., no baggage is loaded on the aircraft unless the owner boards as well) and the current x-raying of baggage (ACLU, 1997). 

Also, profiles should not be based on race, religion, national origin of U.S. citizens, and other “constitutionally suspect” categories, passengers should be informed of their rights (such as the right to refuse to be searched if they do not board the aircraft), passengers should not be singled out in front of other passengers, some passengers should be randomly chosen, treatment should be respectfully given that no criminality has been determined, passengers should have the right to see and challenge any records of their treatment and their privacy should be protected, and procedures should be monitored by an independent panel to protect the rights of passengers (ACLU, 1998).

There have been hundreds of complaints by African American and Hispanic passengers targeted by airline and airport security and drug enforcement agents at U.S. airports. 

Also, following the bombing of the Murrah Federal Office Building in Oklahoma City in 1995, terrorism experts, officials, and media commentators speculated about the similarities between that bombing and the World Trade Center bombing in 1993 by Muslim fundamentalists. As law enforcement officials monitored airports and other transportation hubs looking for possible terrorists, Abraham Ahmad, a naturalized U.S. citizen, was stopped as he was traveling to visit family and to deal with a family emergency in Jordan (ACLU, 1995). 

Mr. Ahmad was stopped because he was of Middle Eastern origin, searched numerous times, questioned for hours, detained without warrant, and identified by officials as a suspect. His wife and children in Oklahoma suffered abuse from neighbors and other residents, his house was besieged by the media, and he had to move his children to a friend’s apartment because he feared for their safety (ACLU, 1995). 

When he finally made the trip to Jordan with his daughter four months later, he was identified by a passenger profiling system in Chicago, questioned, and searched again. He and his family are suing the federal government for lost possessions, the cost of the round-trip to Jordan that he was not permitted to take, expenses from the detention, and injuries to himself and his family (ACLU, 1995). 

In 1989, Supreme Court Justice Thurgood Marshall wrote in his opinion on the Skinner v. Railway Labor Executives’ Association that 


“History teaches that grave threats to liberty often come in times of urgency, when constitutional rights seem too extravagant to endure” (quoted in ACLU, 1999). 

Marshall was alluding to the history of abuses of government power in the name of “national security.” 


The ACLU has also opposed proposals to amend the Posse Comitatus Act so that U.S. military personnel can be used in domestic law enforcement. As stated by the ACLU, “the military fights wars and the police fight crime” (ACLU, 1996).


__________________________________________________________________


Questions to ask students:

1. Why does the ACLU and other civil libertarian organizations oppose the use of wiretapping to apprehend terrorists?

Suggested answer:

The ACLU does not oppose the use of wiretaps to apprehend terrorists. It does oppose the wide use of wiretaps that may violate the privacy of people who are not terrorists or criminals and the use of wiretap evidence in court when it was gathered without law enforcement or national security officials demonstrating evidence of criminality to justify the wiretapping operation.

2. Why does the ACLU and other civil libertarian organizations and gun advocates oppose the punishment of gun sellers for the acts committed by the buyers of their weapons?

Suggested answer:

The ACLU, other civil liberties organizations, and gun advocates oppose the punishment of gun sellers because the sellers may have no evidence that the buyers of their weapons plan to use them illegally.

3. Why does the ACLU and other civil libertarian organizations oppose the use of profiling to identify potential terrorists or criminals among airline passengers?

Suggested answer:

The ACLU, other civil liberties organizations, and ethnic and religious organizations oppose profiling because it may target individuals for their ethnic characteristics (e.g., accents and physical attributes) rather than for their potential to be criminals or terrorists. Profiles often include foreign language speakers, people who look foreign, and people who simply look different from others in the United States or a particular region or city.

_______________________________________________________________________

Objective 12.4

Discuss the use of legal measures to reduce the hazard of international and transnational terrorism.

The United States has been an active proponent of international law and conventions to reduce the threat of international terrorism.

The United Nations and other international organizations have largely been supportive of actions to reduce the threat of terrorism, but have not been as willing to accept a broad definition of “terrorism.” The concern of many nations has been that a broad definition might be used to justify interference in national liberation wars and other conflicts to end or prevent colonialism, imperialism, and other forms of oppression.

Many nations have histories of armed revolution, including the United States, and, as a matter of principle, support the right of oppressed peoples to use violence against their oppressors (see Session 2 on Violence in the United States, particularly in the American Revolution). 

As a result, the international community has had more consensus on dealing with offenses that pose common threats, such as attacks on civil aviation and diplomatic personnel and facilities. 

The United States has been an active proponent of and is signatory to a number of international conventions designed to reduce the hazard of terrorism. 

The Tokyo Convention (Convention on Offenses and Certain Other Acts Committed On Board Aircraft, September 1963).

The Tokyo Convention addressed the problem of the safety of aircraft in-flight. The pilot or aircraft commander is authorized to take action to restrain anyone who threatens or might threaten the safety of his or her aircraft. By signing the convention, nations agreed to take custody of persons who threaten the safety of aircraft and to return control of the aircraft to the pilot or commander. 

The Hague Convention (Convention for the Suppression of Unlawful Seizure of Aircraft, December 1970).

The Hague Convention outlaws the seizure, attempt to seize, or threat to seize an aircraft, i.e., hijack or skyjack, by persons on the aircraft. By signing the convention, nations agreed to punish hijackers, try hijackers or extradite them to a nation that will, and assist other nations in the apprehending and prosecuting hijackers. 

The Montreal Convention (Convention for the Suppression of Unlawful Acts Against the Safety of Civil Aviation, September 1971).

The Montreal Convention outlaws the use and attempted use of violence against a person on-board an aircraft in flight if it may threaten the safety of the aircraft and the placement and attempted placement of a bomb on an aircraft. By signing the convention, nations agreed to punish hijackers, try hijackers or extradite them to a nation that will, and assist other nations in apprehending and prosecuting hijackers. 

The Convention on the Prevention and Punishment of Crimes Against Internationally Protected Persons (December 1973).

This convention outlaws the murder, kidnapping, or attack on a head of state (such as the U.S. President), a minister of foreign affairs (such as the U.S. Secretary of State), or a “representative or official of a state or of an international organization who is entitled to special protection from attack under international law” (such as U.S. diplomats) or threat to do so or being the accomplice to such an attack. 

It also outlaws attacks on the offices, buildings, homes, and transportation of such “internationally protected persons.” By signing the convention, nations agreed to try offenders or extradite them to a nation that will and to assist other nations in apprehending and prosecuting offenders.

The Nuclear Materials Convention (The Convention on the Physical Protection of Nuclear Material, October 1979).

The Nuclear Materials Convention outlaws the unauthorized possession, use, transfer, and theft of nuclear material and the use or threatened use of such material to kill or injure any person or to cause “substantial property damage.” By signing the convention, nations agreed to try offenders or extradite them to a nation that will and to assist other nations in apprehending and prosecuting offenders.

The Hostages Convention (International Convention Against the Taking of Hostages, December 1979). 

The Hostages Convention outlaws hostage-taking for the purpose of forcing a nation, international organization, a group of people or a person to comply with demands in order to secure the release of the hostage. By signing the convention, nations agreed to try offenders or extradite them to a nation that will and to assist other nations in apprehending and prosecuting offenders.

The Protocol for the Suppression of Unlawful Acts of Violence at Airports Serving International Civil Aviation (February 1988, extends the Montreal Convention).

This Protocol extends the coverage of the Montreal Convention to include acts of terrorist violence at international airports.

The Convention for the Suppression of Unlawful Acts Against the Safety of Maritime Navigation (March 1988).

This convention outlaws terrorist attacks on ships and is similar to the conventions on terrorism against civil aviation. Outlaws seizing or attempting to seize a ship, using violence against a person on a ship when it might endanger the safe navigation of the vessel, placing a bomb on a ship, and other acts that might endanger the safety of a ship. 

By signing the convention, nations agreed to try offenders or extradite them to a nation that will and to assist other nations in apprehending and prosecuting offenders.

Protocol for the Suppression of Unlawful Acts Against the Safety of Fixed Platforms Located on the Continental Shelf (March 1988).

This protocol outlaws attacks on fixed platforms (similar to the conventions against attacks on civil aviation and ships). By signing the convention, nations agreed to try offenders or extradite them to a nation that will and to assist other nations in apprehending and prosecuting offenders.

The Convention on the Marking of Plastic Explosives for the Purpose of Identification (March 1991). 

The convention requires the marking of plastic explosives so that they can be identified and traced to their the manufacturer or owner. Nations are expected to take measures to secure, prevent the transport, mark, or destroy unmarked plastic explosives so that they will not fall into the hands of unauthorized persons. 

Unmarked explosives should be “destroyed, consumed, marked, or rendered permanently ineffective” within three years,” if not held by the military or police, and fifteen years, if held by the military or police. Unmarked explosives manufactured after the convention should be destroyed as soon as possible. 

The International Convention for the Suppression of Terrorist Bombing (December 1997). 

The convention “creates a regime of universal jurisdiction over the unlawful and intentional use of explosives and other lethal devices in, into, or against various defined public spaces with intent to kill or cause serious bodily injury, or with intent to cause extensive destruction of the public place.” 

By signing the convention, nations agree to make such offenses crimes under their national law, try offenders or extradite them to a nation that will, and assist other nations in apprehending and prosecuting offenders.

The United States has bilateral extradition treaties with many nations and can ask that suspected terrorists be formally turned over to American authorities.

Some nations may find it easier to simply turn suspects over to American authorities informally. This procedure is called rendition.

Thirteen suspected terrorists were formally extradited or informally turned over to American authorities from 1993 to 1998.

· three persons suspected of being involved in the bombings of the U.S. embassies in Kenya and/or Tanzania–one extradited by German authorities in December 1998 and two informally turned over by Kenyan authorities in August 1998;

· a suspect in the November 1985 hijacking of an Egyptian flight was informally turned over by Nigeria in July 1993;

· a suspect in the August 1982 bombing of the Pan Am Flight 103 was informally turned over by an undisclosed country in June 1998;

· a suspect in the January 1993 ambush of commuters outside the CIA headquarters in Virginia was informally turned over by an undisclosed nation in June 1997;

· three suspects in a January 1995 bomb plot in the Far East were informally turned over to U.S. authorities—one (a suspect in the World Trade Center bombing as well) was extradited from Pakistan, one was informally turned over from the Philippines in April 1995, and one was informally turned over from an undisclosed nation in December 1995.

· a suspect in the May 1986 attack on the U.S. Embassy in Indonesia was informally turned over by an undisclosed nation in September 1996; and

· three suspects in the February 1993 bombing of the World Trade Center were extradited to the U.S.–one from Jordan in August 1995, one from Pakistan in February 1995, and one from an undisclosed nation in March 1993.

Rendition simply means that suspected terrorists were turned over to the United States by a foreign government. Extradition is a formal legal process in which the United States (or another nation) has asked that a suspect be turned over.

Interestingly, the airport at Bangor, Maine, has been used to drop off passengers on international flights who have been disruptive and/or threatening to crew and other passengers. International flights over the Atlantic Ocean from East Coast airports typically fly along the coastline until they pass Newfoundland, Canada, so Bangor is literally on the way to Europe.

________________________________________________________________________

Student Exercise: The Ethics of Assassination

Read to the class and discuss:

An ethical and legal issue that has arisen in the international community concerns the assassination of foreign leaders who have been deemed “rogues” or “outlaws.” A few American leaders argued for the assassination of Saddam Hussein of Iraq during and after the Gulf War in 1989. The issue arose during the conflict with Libya during the early 1980s and air strikes were launched against Khadafi’s home in Tripoli. 

The same issue has been raised as a possible solution to the threat by Osama bin Laden, the mastermind and financier behind the bombings of the U.S. embassies in Kenya and Tanzania and other acts of terrorism, although he is not a national leader. 

Issue to discuss:

Should the United States kill “rogue leaders” like Osama bin Laden and Saddam Hussein?

[Note: The debate often includes the question of whether the United States or another Allied nation should have killed Hitler before he invaded Germany’s neighbors. The assassination of foreign leaders is illegal under international and U.S. law, however.]

________________________________________________________________________


Questions to Ask Students:

1. How do international conventions protect civil aviation? 

Suggested answer:

The Tokyo, Hague, and Montreal Conventions prohibit acts that threaten the safety of aircraft, hijacking, and placement of bombs on aircraft. Signatory nations are required to extradite or try persons who commit such crimes against civil aviation.

2. What other kinds of activities are similarly protected by international conventions?

Suggested answer:

Similar conventions have been signed to prohibit terrorist attacks on off-shore rigs and ships, as well as to require the extradition or trial of terrorists who commit violence on off-shore rigs and ships. There is also a convention prohibiting the unauthorized possession, use, transfer and theft of nuclear material; one that prohibits hostage taking; and one that prohibits attacks on internationally protected persons.

3. What does the Convention on the Marking of Plastic Explosives for the Purpose of Identification do?

Suggested answer:

The Convention seeks to require the marking or tagging of explosives so that they can be traced to the manufacturer and/or the owner. The convention requires that unmarked explosives be consumed, destroyed, marked, or rendered ineffective within 3 years (or 15 years if held by the military of police). The purpose is to make sure that unmarked explosives are not in the possession of unauthorized persons.

4. What does “rendition” mean and how is it different from “extradition?”

Suggested answer:

Rendition simply means turning a prisoner over to another jurisdiction. Extradition is a formal legal process in which another jurisdiction asks for a prisoner to be turned over. 

________________________________________________________________________
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