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Objectives:  At the conclusion of this session, the students should be able to:

11.1 Describe and discuss the structure of current U.S. policy regarding the management of domestic terrorist crises and their consequences.

11.2 Describe and discuss the structure of current U.S. policy regarding the management of international terrorist crises and their consequences.

11.3 Describe and discuss U.S. policy and the structure of consequence management following domestic and international terrorist incidents.

11.4 Describe and discuss the provisions of the Defense Against Weapons of Mass Destruction Act of 1996 and Presidential Decision Directives 62 and 63.

________________________________________________________________________

Scope

This session focuses on the structure of anti-terrorism and counterterrorism programs, principally at the federal level but including the training of local first responders. Presidential Decision Directive 39 provided the basic structure, but there have been some changes since 1995, including the provisions of Presidential Decision Directives 62 and 63 and the Terrorism Annex of the Federal Response Plan.
________________________________________________________________________

Readings:

1. Readings for Students:
U.S. General Accounting Office, Combating Terrorism: Federal Agencies’ Efforts to Implement National Policy and Strategy (Washington, DC: GAO, GAO/NSAID-97-254, September 1997). (Available through GAO website <http://www.gao.gov>)

Center for Nonproliferation Studies, Monterey Institute of International Studies, United States Response to CBW Terrorism and Domestic Preparedness, <http://cns.miis.edu/research/cbw/domestic.htm>. (Includes structure of federal Domestic Preparedness and Counterterrorism Program, an organizational chart, and list of the 120 cities involved in the responder training program).

2. Readings for the Instructor:

Center for Nonproliferation Studies, Monterey Institute of International Studies, United States Response to CBW Terrorism and Domestic Preparedness, <http://cns.miis.edu/research/cbw/domestic.htm>.

3. Recommended Readings for the Instructor:

Federal Emergency Management Agency, Terrorism Incident Annex of the Federal Response Plan <http://www.fema.gov/r-n-r/frp/frpterror.htm>.

The White House, Office of the Press Secretary, Fact Sheet: Combating Terrorism: Presidential Decision Directive 62, May 22, 1998 <http://cns.miis.edu/research/cbw/pdd-62.htm>.

The White House, Office of the Press Secretary, Fact Sheet: Protecting America’s Critical Infrastructures: PDD 63, May 22, 1998 <http://www.fas.org/irp/offdocs/pdd-63.htm>.

________________________________________________________________________

Remarks

There is an extensive listing of readings and other resources available on the Monterey Institute of International Studies’ Chemical and Biological Weapons Resource Page <http://cns.miis.edu/research/cbw/cbterror.htm>, including many of the GAO reports and legislation cited here. Students and instructors may also access the newsletter for the National Domestic Preparedness Program (Beacon), the annual FBI terrorism analysis, and information on the FBI’s counterterrorism programs and offices through the agency’s website <http://www.fbi.gov>. 

________________________________________________________________________

Objective 11.1  

Describe and discuss the structure of current U.S. policy regarding the management of domestic terrorist crises and their consequences

U.S. policy on terrorism has evolved over the past 25 or 30 years. President Nixon and Secretary of State Henry Kissinger formally announced a “no negotiation, no compromise” policy in the early 1970s. While the policy was formulated in the context of an international terrorist incident (the seizure of the Saudi Arabian embassy in Khartoum, Sudan, in 1970, in which two American diplomats were killed), it also applied to domestic terrorist incidents. 

President Reagan signed National Security Directive 207 in 1986. The directive assigned responsibility for coordinating the U.S. response to international terrorist incidents to an Interagency Working Group under the auspices of the National Security Council (NSC). The State Department was the designated lead agency for international terrorism and the FBI was the designated lead agency for domestic terrorism.

More than 40 federal departments and other agencies are involved in combating terrorism and the NSC is the primary coordinator of the efforts to deal with international and transnational terrorism whether the incidents are committed inside or outside the United States (GAO, 1997: 3).

President Clinton signed Presidential Decision Directive 39 (PDD 39) in June 1995. PDD 39 reaffirmed U.S. policy on terrorism and spelled out the strategy for combating it. The strategy is to

· “reduce vulnerabilities and prevent and deter terrorists acts before they occur;

· respond to terrorist acts that do occur, including managing crises and apprehending and punishing terrorist perpetrators; and

· manage the consequences of terrorist attacks” (GAO, 1997: 2).

PDD 39 provides the structure of U.S. counterterrorism policy for both domestic and international terrorist incidents (and that structure is outlined in the figures and discussion to follow).

___________________________________________________________________
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Lead Agency for Domestic Terrorism
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(J-3) Special Operations Command
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Department of the Treasury    —Secret Service





—Office of Foreign Assets Control





—Bureau of Alcohol, Tobacco, and Firearms





—Customs Service

Source: Adapted from GAO, 1997: 21, 23. 
As the lead agency for domestic terrorist incidents, the FBI can call upon virtually any federal agency that has needed expertise.

For example, the FBI may request assistance from Department of Defense, Environmental Protection Agency, and/or the Department of Health and Human Services for incidents involving weapons of mass destruction (GAO, 1997: 45).

When an incident occurs, the FBI on-scene commander establishes a command post to manage the crisis, but the first priority is “public safety and the preservation of life” (GAO, 1997: 40).

When the capacities of the local FBI field office are insufficient to handle the incident, the Critical Incident Response Group provides personnel and technical expertise, such as hostage negotiators and SWAT teams, including a Hostage Rescue Team capable of operating in an environment contaminated by chemical and biological agents (GAO, 1997: 40).

FBI SWAT teams are deployed to the field offices and can be brought in very quickly should the incident require (GAO, 1997: 41).

If additional expertise is needed, the FBI may request and the Attorney General may approve the activation of a Domestic Emergency Support Team (DEST) with representatives from agencies that can provide specialized expertise, such as to deal with nuclear materials (GAO, 1997: 43).

For example, the FBI may request specialized assistance from the Nuclear Regulatory Commission, the Department of Transportation, the Department of Agriculture, the Department of the Treasury, the Department of State, and intelligence agencies (GAO, 1997: 45-46).
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Source: Adapted from GAO, 1997: 41. Note: Descriptions of the units and their missions can be found on the FBI website <http://www.fbi.gov>.

When additional agencies are involved, the command post becomes a Joint Operations Center with four working groups:  

· command: including the FBI, U.S. attorney, senior federal official, Joint Task Force commander, Energy senior official, and representatives from local police and fire departments;

· operations: including tactical operations, intelligence, negotiations, investigations, special operations, technical, hazardous material response unit, and joint technical operations team;

· consequence management: including FEMA, intelligence, Environmental Protection Agency, Department of Energy, Department of Defense, Department of Health and Human Services, Department of State, and local emergency response and management agencies, and

· support: including liaison, administration, media, legal, logistics, and communications (GAO, 1997: 43-44).

Partial DESTs have been deployed for major events, including the 1996 Olympic Games and the 1997 Presidential Inauguration, involving agencies with expertise that might be needed in the event of a terrorist incident (GAO, 1997: 45).

The Department of Health and Human Services may provide such services as 

· threat assessment,

· biological or chemical agent identification,

· epidemiological investigation,

· decontamination, 

· medical treatment, and

· pharmaceutical support (GAO, 1997: 45).

The National Pharmaceutical Stockpile program provides necessary pharmaceutical supplies to local, state, and federal authorities in the event of an incident involving nuclear, biological, or chemical contamination.

The Environmental Protection Agency may provide assistance with

· agent identification, 

· decontamination,

· on-site safety, 

· prevention of contamination, and

· storage and transportation of hazardous materials (GAO, 1997: 45).

The Department of Defense can provide assistance through a variety of facilities and units, including 

· the U.S. Army Soldier and Biological Defense Command,

· the U.S. Army Explosive Ordnance Disposal group,

· the Defense Technical Response Group, and

· the U.S. Army Technical Escort Unit (GAO, 1997: 45).

DOD can help with a variety of tasks, including  

· identifying contaminants,

· collecting and analyzing samples,

· decontaminating people and sites, 

· transporting and disposing of chemical and biological materials, and 

· dealing with dangerous devices (GAO, 1997: 45).

The Department of Defense also provides Rapid Response Teams to provide essential support for state and local first responders early in a crisis (Lee, 1998). 

Ten rapid response teams have been created, each with 22 full-time National Guard personnel. Their mission is to identify the biological/chemical agents involved and assess the situation so that additional resources can be brought in (Lee, 1998). 

The teams are regionally located, one in each of the ten FEMA regions, and supported by decontamination and reconnaissance units drawn from National Guard and Reserve force units (Lee, 1998).

If a nuclear incident occurs, the Department of Energy would activate a nuclear incident team. If the incident involves a nuclear device, the Department of Defense is responsible for disarming the device and the Department of Energy helps with disassembly of the device and its final disposition (GAO, 1997: 46).

If an incident exceeds FBI capabilities, the Attorney General and the Secretary of Defense may agree that an exception to the Posse Comitatus act is necessary and seek approval from the President. If the exception is granted, the Department of Defense can authorize the establishment of a military joint special operations task force (GAO, 1997: 46-47).

If civilian law enforcement officials cannot restore order, the President must sign an executive order and issue an emergency proclamation for the use of the military to enforce civilian law. Draft documents are held for the President’s signature, should action be required on very short notice (GAO, 1997: 47). 

__________________________________________________________________

Questions to ask students:

1. What are the goals of PDD 39?

Suggested answer:

The goals of PDD 39 are to reduce vulnerabilities to terrorist attacks and prevent them when possible, respond to attacks that do occur and apprehend and punish the perpetrators, and manage the consequences of terrorist attacks.

2. When terrorist incidents exceed the capabilities of FBI field offices, what happens?

Suggested answer:

When the capabilities of the field office are overwhelmed, the FBI’s Critical Incident Response Group provides necessary personnel and technical expertise, such as hostage negotiators and Hostage Rescue Team capable of operating in an environment with chemical and biological agents.

3. When terrorist incidents require the expertise of other agencies, what happens?

Suggested answer:

When the expertise of outside agencies is required, the FBI director can request that the Attorney General activate a Domestic Emergency Support Team (DEST) with representatives from the agencies with needed expertise.

4. What are the Rapid Response Teams?

Suggested answer:

The Department of Defense provides ten Rapid Response Teams made up of 22 full-time National Guard personnel with biological/chemical expertise. There is a team in each region to assure a rapid response and they can call in additional support from National Guard and Reserve decontamination and reconnaissance units.

________________________________________________________________________

Objective 11.2 

Describe and discuss the structure of current U.S. policy regarding the management of international terrorist crises and their consequences.

The State Department is the lead agency for international incidents, i.e., those occurring outside of the United States. 

Each diplomatic mission has an Emergency Action Committee, headed by the ambassador, and an emergency action plan. 

If the threat of terrorism is perceived to be higher than normal, the Department of State’s Bureau of Diplomatic Security will send Mobile Training Teams and/or Security Support Teams to enhance security at missions (GAO, 1997: 48-49).

The State Department also has regional security officers who assess risk and can be deployed to missions when there needs to be heightened security (GAO, 1997: 49).

If an incident occurs, the Emergency Action Committee is responsible for crisis management and support is provided from Washington by the Office of the Coordinator for Counterterrorism (GAO, 1997: 48).

A Foreign Emergency Support Team may also be activated and can include personnel from the Department of Defense (which is not constrained by the Posse Comitatus Act when supporting civilian authorities in operations outside of the United States), the FBI, the Environmental Protection Agency, the Bureau of Alcohol, Tobacco, and Firearms, the Department of Health and Human Services, and the Department of Energy (GAO, 1997: 49).

The Department of State has an Emergency Planning Handbook to provide guidance for diplomatic posts on how to prepare for and manage crises, including dealing with the consequences of crises. The manual identified 19 functions and the ambassador is required to appoint personnel to be responsible for each (GAO, 1997: 49).

In Washington, the Department of State has an operations center that maintains an around-the-clock watch for crises. When a terrorist crisis is imminent or occurs, the center is manned by a task force chaired by the Coordinator for Counterterrorism. Other agencies will be involved as needed (GAO, 1997: 50).

The Foreign Emergency Support Team is sent in at the ambassador’s request and with the approval of the host nation (GAO, 1997: 50).

The Departments of State and Defense have memorandums of understanding regarding the evacuation of State personnel and other American citizens when they are threatened. Noncombatant Evacuation Operations are conducted by the Department of Defense (GAO, 1997: 50).

The Department of State and the Bureau of Alcohol, Tobacco, and Firearms (ATF) and the Department of the Treasury have an arrangement whereby ATF responds to incidents involving bombs and explosives investigations (GAO, 1997: 51).

The Department of Energy, Environmental Protection Agency, and the Department of Health and Human Services might also be called upon to respond to an incident involving a nuclear, biological, or chemical agent (GAO, 1997: 51).

Full-scale interagency training exercises are held four to six times a year, some involving host governments, to build capacities to respond to such incidents (GAO, 1997: 51).

The Department of State also runs its own exercises to improve the response and crisis management capabilities in its facilities overseas and in the United States (GAO, 1997: 52).

The Department of State also facilitates the identification and apprehension of perpetrators of terrorist violence, as well as facilitates the extradition and rendition of terrorists to and from the United States (GAO, 1997: 53). [See Session 12 on the Legal Context of Anti-terrorism Programs for a list of international treaties and conventions on terrorism and a discussion of extradition and rendition of suspected terrorists.]

The FBI is responsible for the criminal investigations and other agencies provide assistance. Suspected terrorists are indicted and FBI agents apprehend them with the assistance of authorities in the nation in which they are located (GAO, 1997: 54).

The State Department also administers the Counterterrorism Rewards Program that pays up to $2 million for information on suspected terrorists that leads to their arrest or conviction in any nation or for information that permits the prevention of an act of terrorism against Americans or U.S. property. Between 1991 and 1997, the program paid out more than $5 million in more than 20 cases (GAO, 1997: 55).

__________________________________________________________________

Questions to ask students:

1. What happens when the threat of terrorism is perceived to be higher than normal at a U.S. diplomatic mission?

Suggested answer:

If a threat to a diplomatic mission is perceived to be higher than normal, the State Department’s Bureau of Diplomatic Security will send a Mobile Training Team and/or a Security Support Team to enhance the security of the mission. The regional security officer also assesses the risk and can send assistance. 

2. How are international terrorist incidents dealt with by diplomatic missions?

Suggested answer:

The mission’s Emergency Action Committee is responsible for consequence management. A Foreign Emergency Action Team may be activated and sent to the site. The team will include personnel from agencies with needed expertise, such as the FBI and the Environmental Protection Agency.

3. How does the United States Government apprehend international terrorists involved in attacks on United States diplomatic missions?

Suggested answer:

The State Department will facilitate the investigation by the FBI and, when the attackers have been identified, will facilitate the apprehension of the suspects and their extradition or rendition to the United States for trial.

4. What is the Counterterrorism Rewards Program?

Suggested answer:

The Counterterrorism Rewards Program provides financial rewards to people who provide information on suspected terrorists that leads to their arrest or conviction in any nation or for information that helps prevent an act of terrorism.

_______________________________________________________________________

Objective 11.3

Describe and discuss U.S. policy and the structure of consequence management following domestic and international terrorist incidents.

“Consequence management is the preparation for and response to the consequences of a terrorist incident” (GAO, 1997: 56).

Consequence management includes those activities normally conducted prior to disasters, including (although the GAO definition above does not say so) mitigation programs to reduce the effects of disasters and recovery programs to help individuals and communities that suffer personal and economic losses. 

Consequence management includes providing emergency medical care, temporary shelter, search and rescue, and measures to restore critical lifelines, as well as providing traditional disaster assistance (e.g., public assistance, small business loans, and individual assistance) to the victims.

As in other kinds of disasters, the federal government is not the lead government in managing the consequences of terrorist incidents. State and local governments have primary responsibility for disaster response and recovery from domestic terrorist incidents and host nations have those responsibilities following international terrorist incidents. 

Under the provisions of PDD 39, FEMA is the lead federal agency for consequence management for incidents that occur within the United States. As the lead agency, FEMA coordinates the efforts of federal agencies, as defined in the Federal Response Plan, when “the President has declared, or expressed an intent to declare, an emergency” (GAO, 1997: 56).

For incidents that occur overseas, the State Department is the lead agency for consequence management and assistance is provided by the Agency for International Development (GAO, 1997: 56). 

FEMA is the lead agency in the Senior Interagency Coordination Group on Terrorism. The group includes the Department of Defense, the Department of Justice, the FBI, the Department of Energy, the Department of Health and Human Services, and the Environmental Protection Agency (GAO, 1997: 57).

As in other kinds of disasters, the Robert T. Stafford Disaster Relief and Emergency Assistance Act permits the President to issue a presidential disaster declaration or designate an incident as a major emergency at the request of the governor of a state. The disaster declaration or designation of emergency permits FEMA and other federal agencies to provide a range of disaster assistance to individuals, businesses, communities, and governments (GAO, 1997: 57).

In some instances, the President may issue a declaration without a request. That was done following the Murrah Federal Office Building bombing in Oklahoma City in 1995 (GAO, 1997: 57). The declaration was made without a request because the building was a federal facility, many of the victims were federal employees, and some of the victims were federal law enforcement officers. 

When FEMA is involved in the management of consequences resulting from a terrorist event (or other kind of disaster), the agency is charged with 

· appointing an officer to direct the response;

· assigning missions to the federal agencies involved;

· establishing federal operations centers;

· providing liaisons with other agencies;

· providing information and liaison with the White House and the governor’s office; and

· coordinating the federal effort with the state and local efforts (GAO, 1997: 57).

Crisis management and consequence management functions may be carried out at the same time. If the crisis management functions effectively end while consequence management activities continue, the federal lead role may be transferred from the FBI to FEMA by the Attorney General (GAO, 1997: 58).

As a part of the crisis management process, an Interagency Consequence Management Group is included in the Joint Operations Center to advise officials on the need for consequence management (GAO, 1997: 59).

During terrorist incidents, FEMA coordinates the consequence management operation following the Federal Response Plan and the Terrorism Annex. If it is a radiological incident, FEMA coordinates the operation following the Federal Radiological Emergency Response Plan (GAO, 1997: 60).

Federal agencies have specific roles in consequence management, for example
· The Department of Health and Human Services (HHS) can activate Disaster Medical Assistance Teams (DART) to provide emergency medical care. Along with FEMA, the Department of Defense, and the Department of Veterans Administration, HHS can activate the National Disaster Medical System to locate hospital beds for victims and Disaster Mortuary Teams to assist in processing of deceased victims (GAO, 1997: 61).

· The Department of Defense can offer the services of the U.S. Army Medical Research Institute of Infectious Diseases and the U.S. Navy Medical Research Institute to identify biological agents. The U.S. Marine Corps Chemical Biological Incident Response Force and the U.S. Army Technical Escort Unit might also be used (GAO, 1997: 61).

· The Environmental Protection Agency has On-Scene Coordinators for hazardous materials incidents, Environmental Response Teams, research laboratories. EPA also coordinates the interagency National Response Team that deal with chemical agents. EPA also has mobile research labs, Radiological Emergency Response Teams, Radiation Environmental Laboratories, and its Environmental Radiation Ambient Monitoring System (GAO, 1997: 61).

· The Department of Energy’s Office of Emergency Response could activate the Federal Radiological Monitoring and Assessment Center, Accident Response Group, Aerial Measuring System, and other units to help monitor and assess radiological threats and to provide assistance and training to responders (GAO, 1997: 61).

FEMA was tasked to assess the adequacy of the Federal Response Plan to deal with terrorist incidents involving weapons of mass destruction and, in February 1997, FEMA published the Terrorism Incident Annex to supplement the plan (GAO, 1997: 63).

FEMA was also tasked to assess the capabilities of state and local agencies and has been using focus groups and other means to measure capabilities to respond to terrorist incidents (FEMA used five scenarios involving the explosion of a plutonium device, the explosion of a nuclear uranium device, the release of anthrax, the use a nonpersistent nerve agent–sarin, and the use of a persistent nerve agent–VX (GAO, 1997: 63).

Consequence Management Organization
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|

|

Federal Emergency Management Agency

|

Catastrophic Disaster Response Group

(FEMA Lead)

|

FEMA Regional Office 

FEMA Regional Operations Center

|

Disaster Field Office

(FEMA Lead)

|

FEMA Federal Coordinating Officer 

---- Emergency Support Team
|

Federal Disaster Programs/Agencies

(Roles as defined in the Stafford Act, PDD 39, 

the Federal Response Plan, and Terrorism Incident Annex)
Source: Adapted from GAO, 1997: 59.

When incidents occur outside of the United States, the host government normally has jurisdiction and principal responsibility for consequence management. 

The State Department is the U.S. lead agency for managing the consequences of incidents overseas and the Agency for International Development provides assistance (GAO, 1997: 64).

As in other kinds of disasters overseas, State Department consular officers provide assistance securing medical care for American victims and assure that deceased victims are identified, their next of kin notified, and their remains are shipped back to the United States. (GAO, 1997: 64).

The Office of Foreign Disaster Assistance, within USAID, also provides humanitarian assistance during international disasters and has resources that might be used during incidents involving U.S. citizens and facilities.

The State Department’s Bureau of Political and Military Affairs has guidelines for consequence management responses to incidents involving weapons of mass destruction that specify the kinds of assistance that may be brought to bear. The State Department and the Office of Foreign Disaster Assistance maintain a Consequence Management Response Team to coordinate the U.S. response. Nongovernmental, voluntary and international organizations would be involved, as would federal agencies (GAO, 1997: 65-66).


_________________________________________________________________


Questions to ask students:

1. Who has primary responsibility for consequence management following a terrorist incident?

Suggested answer:

State and local governments have primary responsibility for managing the consequences of a domestic terrorist incident. When state and local resources are overwhelmed or their capabilities exceeded, the state governor can request a presidential disaster declaration. If the President signs a declaration or declares a major emergency, FEMA can provide disaster assistance under the provisions of the Stafford Act.  FEMA is the lead federal agency for consequence management.

2. What is FEMA’s responsibility during and following a domestic terrorist incident?

Suggested answer:

Normally, FEMA will monitor events to anticipate the needs of state and local governments and the federal agencies that might be involved in managing the crisis. FEMA officials will assist in determining the need for consequence management and will coordinate the federal response under the provisions of the Federal Response Plan and the Terrorism Annex.

3. What responsibilities do other federal agencies have following a domestic terrorist incident?

Suggested answer:

The FBI and other law enforcement agencies may be involved in the management of the crisis, including investigating the crime and apprehending suspects. The roles and responsibilities of 28 federal agencies in major disasters are defined in the Federal Response Plan. The responsibilities of federal agencies following terrorist incidents are defined in the Terrorism Annex to the Federal Response Plan.

4. Who is responsible for consequence management following an international terrorist incident?

Suggested answer:

Following an international terrorist incident, the host nation (or the nation in which the act was committed) is the lead government for consequence management. The United States may offer assistance to the host nation and will respond to the needs of its own personnel, with the assistance of the host nation. The State Department is the lead agency for international terrorist incidents and assistance is provided by the Agency for International Development and the Office of Foreign Disaster Assistance. A Consequence Management Team may be brought in to manage the U.S. response if outside agencies are required.

________________________________________________________________________

Objective 11.4

Describe and discuss the provisions of the Defense Against Weapons of Mass Destruction Act of 1996 and Presidential Decision Directives 62 and 63

The Nunn-Lugar-Domenici or Defense Against Weapons of Mass Destruction Act of 1996 has expanded the responsibilities of some federal agencies. 

Presidential Decision Directive 62 has added offices, policies, and structures to assist the President in addressing the hazard of terrorism and Presidential Decision Directive 63 has added offices, policies, and structures to address the threat of terrorism to America’s critical infrastructure.

The Nunn-Lugar-Domenici amendment to the National Defense Authorization Act for FY97 (Public Law 104-201) or Defense Against Weapons of Mass Destruction Act was passed by Congress in 1996. Passage followed a lengthy debate concerning the nature and extent of the risk of terrorism involving “weapons of mass destruction.”

The act cites Congressional findings concerning the increased availability of “weapons of mass destruction and related materials and technologies,” including the availability of technical information on the Internet and materials from commercial sources.

“Weapons of mass destruction” are defined as “any weapon or device that is intended, or has the capability, to cause death or serious bodily injury to a significant number of people through the release, dissemination, or impact of--

(A) toxic or poisonous chemicals or their precursors;

(B) a disease organism; or

(C) radiation or radioactivity” (Section 1403).

The act also cites the potential transfer of devices, materials, and information on nuclear, biological, and chemical weapons from the former Soviet states to terrorist organizations and hostile nations. 

The act requires the Secretary of Defense to implement a program to train and provide technical assistance to local, state, and federal civilian personnel so that they can respond to emergencies involving the use or threatened use of such an attack (Section 1411a). 

The lead official for the program is to coordinate the effort with the Director of the Federal Emergency Management Agency, the Secretary of Energy, the Secretary of Defense, and the heads of federal, state, and local agencies with relevant expertise and responsibilities. The lead official may be drawn from one of the aforementioned agencies (Section 1411b).

The assistance to federal, state, and local agencies includes

· training to use equipment for the detection of chemical and biological agents or nuclear material, protecting emergency responders and the public, and decontamination;

· establishing a “hot line” for information dissemination;

· using the National Guard and Reserves (if the Secretary of Defense agrees); and

· loaning equipment (Section 1412e).

The Department of Defense is required to develop a Rapid Response Team to assist federal, state, and local agencies in the event of an attack (Section 1412b).

FEMA is required to integrate the program into existing federal response plans and programs under the Stafford Act (Section 1412b).

The act also mandates testing processes for federal, state, and local emergency response plans to assure that they are adequate for incidents involving “weapons of mass destruction” (Section 1413b)

The Secretary of Defense was designated the responsible official for implementing the program until October 1, 1999, when the President can delegate those responsibilities to another official (Section 1415d). [The President delegated responsibility to the Attorney General in 1999 and a new FBI-led interagency office was created for the National Domestic Preparedness Program.]

The Secretary of Defense was authorized to provide support if requested by the Attorney General and if it does not adversely affect military preparedness. Such military assistance is authorized if “a serious threat to the interests of the United States” exists or civilian authorities lack the necessary expertise to deal with a threat or act of terrorism (Section 1416a).

The act reaffirms the legal restrictions on the use of military personnel and units in civilian law enforcement (i.e., the Posse Comitatus Act), and the acceptability of using military personnel for the “immediate protection of human life” when law enforcement officials are unable to do so (Section 1416d).  

The act goes on the mandate that the President assist in building the capacities of federal, state, and local agencies to deal with the use or threatened use of “weapons of mass destruction” and provides additional funding to support efforts to interdict, control, and coordinate policies and measures designed to stop the proliferation of such weapons, as well as to support the cooperative threat reduction program with the former Soviet states.

The initial concerns expressed by officials concerning the act were the limited funding (one year) and the limited definition of “weapons of mass destruction.” 

It was uncertain that funding would continue and, as a consequence, agency officials did not know whether to implement the program with the assumption that there would be little or no funding in subsequent years or with the assumption that efforts could be continued. The uncertainty affected the choice of spending priorities during the first year (fiscal year 1997).

The Nunn-Lugar-Domenici Domestic Preparedness program began in fiscal year 1997 to train first responders with the goal of training police, fire, and emergency medical services personnel in 120 U.S. cities by 2001.

Under the program, each city receives $300,000 in equipment from the Department of Defense. The authorized equipment purchase list has four categories:

· personal protective equipment;

· chemical, biological, or radiological equipment;

· chemical, biological, or radiological decontamination equipment; and 

· communications equipment (The Beacon, March 5, 1999).

[The equipment categories are discussed in some detail in the National Domestic Preparedness Office newsletter, The Beacon, March 5, 1999 <http://www.fbi.gov/ndpo/>]

The Department of Defense was also tasked to train local first responders to deal with terrorist incidents involving weapons of mass destruction. The Chemical Defense Training Facility at Fort McClellan, Alabama, was designated as the site for training.  Training sessions were begun in October 1995 and have included officers from the Metropolitan Atlanta Rapid Transit Authority (MARTA) prior to the 1996 Olympics and officers from the Australian Department of Emergency Management in preparation for the 2000 Olympics (Martz, 1997).

The Department of Health and Human Services, through the Public Health Service, is setting up Metropolitan Medical Strike Teams (MMSTs) and providing equipment and pharmaceuticals. The MSSTs have now been changed to Metropolitan Medical Response Systems (MMRSs) (NDPO, June 15, 1999, pp. 3-5).  

[The HHS role, the MMSTs, and MMRSs are discussed in some detail in the National Domestic Preparedness Office, The Beacon, June 15, 1999 <http://www.fbi.gov/ndpo/>]

The Nunn-Lugar-Domenici Act mandated first responder training for 120 cities. The first 27 cities to receive such training were:

· Boston, Massachusetts

· New York City, New York

· Philadelphia, Pennsylvania

· Baltimore, Maryland

· Washington, DC

· Atlanta, Georgia

· Jacksonville, Florida

· Miami, Florida

· Columbus, Ohio

· Indianapolis, Indiana

· Detroit, Michigan

· Milwaukee, Wisconsin

· Chicago, Illinois

· Memphis, Tennessee

· Kansas City, Missouri

· Dallas, Texas

· Houston, Texas

· San Antonio, Texas

· Denver, Colorado

· Seattle, Washington

· San Francisco, California

· San Jose, California

· Los Angeles, California

· San Diego, California

· Phoenix, Arizona

· Anchorage, Alaska

· Honolulu, Hawaii

The first cities were chosen based upon their populations and level of risk and to provide a geographic dispersion (GAO, 1997: 68).

Training priorities are set and training programs are designed by the FEMA-led Senior Interagency Coordination Group on Terrorism and its Training Task Group (GAO, 1997: 68). 

FEMA is also providing grants to States for terrorism preparedness activities, including consequence management planning, exercising, and training, and to state fire training centers for first responder terrorism training courses (NDPO, January 22, 1999, p. 2).

On May 22, 1998, President Clinton signed Presidential Decision Directive 62 (PDD 62) to “reinforce the mission of the many U.S. agencies charged with roles in defeating terrorism. . . .” PDD 62 established the Office of the National Coordinator for Security, Infrastructure Protection and Counter Terrorism to oversee counterterrorism, infrastructure protection, consequence management, and preparedness programs (White House, 1998a). 

The National Coordinator works within the National Security Council, reports to the President through the Assistant to the President for National Security Affairs, submits an annual terrorism preparedness report, and makes recommendations on budgets and policies regarding terrorism (White House, 1998a). 

On May 22, 1998, as well, President Clinton signed Presidential Decision Directive 63 (PDD 63) on Protecting America’s Critical Infrastructures. PDD 63 was in response to the recommendations of the President’s Commission on Critical Infrastructure Protection in October 1997 (White House, 1998b). 

PDD 63 “sets a goal of a reliable, interconnected, and secure information system infrastructure by the year 2003, and significantly increased security to government systems by the year 2000....” It created the National Infrastructure Protection Center at the FBI to deal with attacks and a National Coordinator to oversee national efforts to address cyber and physical vulnerabilities (White House, 1998b).

Private sector participation is being encouraged in the development of a national plan to protect critical infrastructures and the establishment of Information Sharing and Analysis Centers.  Private sector and state/local government leaders will provide guidance through the National Infrastructure Assurance Council to the National Infrastructure Assurance Office and the National Coordinator (White House, 1998b).


__________________________________________________________________


Questions to Ask Students:

1. What is the designated title of the Nunn-Lugar-Domenici Act?

Suggested answer:

The Nunn-Lugar-Domenici Act is called the “Defense Against Weapons of Mass Destruction Act of 1996.”

2. How many U.S. cities were chosen to receive first responder training for terrorist incidents involving weapons of mass destruction?

Suggested answer:

120 cities were chosen for first responder training. 27 cities were chosen as priority training sites because of their size, risk, and geographic dispersion, so they received training first.

3. What is the lead agency for the National Domestic Preparedness Program?

Suggested answer:

The FBI is the lead agency for the National Domestic Preparedness Program, although it is an interagency program with representatives from state and local governments, as well.

4. What are MMRSs?

Suggested answer:

MMRS means Metropolitan Medical Response Systems. They are an expanded version of the Metropolitan Medical Strike Teams that were created in 1996 to provide medical response in the event of a terrorist incident.

5. What does Presidential Decision Directive 62 (PDD 62) do?

Suggested answer:

PDD 62, signed by President Clinton in 1998, established the office of National Coordinator for Security, Infrastructure Protection, and Counterterrorism to oversee programs to combat terrorism, protect critical infrastructure, manage the consequences of terrorist acts, and assure adequate preparedness for terrorism. The National Coordinator advises the President on policy, budget, and other issues related to the threat of terrorism.

6. What does Presidential Decision Directive 63 (PDD 63) do?

Suggested answer:

PDD 63, also signed in 1998, deals with the protection of America’s critical infrastructure. It created the National Infrastructure Protection Center at the FBI to deal with threats to and attacks on critical infrastructure, the office of National Coordinator and Office on Critical Infrastructure to oversee programs and advise the President, and the National Infrastructure Assurance Council to involve private sector leaders and state and local officials in the effort.

________________________________________________________________________
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