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Objectives:

8.1
Define the hazards associated with the threat of terrorism.

8.2
Explain the uses of modeling the vulnerability of targets to threats of terrorism.
8.3
Understand the data requirements and process for completing a vulnerability of targets to the threat of terrorism. 

8.4
Explain how different user groups use the identification of targets to threats of terrorism.

8.5
Explain how modeling the vulnerability of potential targets to threats of terrorism is used in planning, mitigation and emergency management operations.


Overall Goal: This course is to contribute to the reduction of the growing toll (deaths and injuries, property loss, environmental degradation, etc.) of disasters in the United States by providing an understanding of the significant role of mapping and modeling in the management of hazards.
Session Goal:  This session will help students to understand the nature of terrorism and how to model the vulnerability of targets to the threat of terrorism.

Scope:

The events of September 11, 2001 confirmed again that the United States is vulnerable to acts of terrorism.  This session provides a methodology for assessing threats of terrorism to domestic targets.  It examines the types of targets that might be vulnerable to acts of terrorism and the implications to emergency management.

Readings: 

Student Reading:

Department of Justice (1999), Assessment and Strategy Development Tool Kit. Office of Justice Programs, Office of State and Local Domestic Preparedness Support. Washington, D.C.  Section 2. 
National Research Council (2002). “Cities and Fixed Infrastructure,” Making the National Safer: The Role of Science and Technology in Countering Terrorism. Committee on Science and Technology for Countering Terrorism.  National Research Council of the National Academies.  The National Academies Press. Washington, D.C. Chapter 8 pages 238 – 266.)

Rand National Defense Research Institute (2003).  The Vulnerability Assessment & Mitigation Methodology. Santa Monica, CA Chapters 2 &3).  http://www.rand.org/publications/MR/MR1601/
United Nations Program Development (1994). “Reducing Disaster Risk in Mexico City. Physical vulnerability assessment: identifying buildings most at risk.” (1994).  Vulnerability and Risk Assessment. United Nations, (pages 43 – 46).
Instructor Reading:

Department of Justice (1999), Assessment and Strategy Development Tool Kit. Office of Justice Programs, Office of State and Local Domestic Preparedness Support. Washington, D.C.  Section 2. 
National Research Council (2002). “Cities and Fixed Infrastructure,” Making the National Safer: The Role of Science and Technology in Countering Terrorism. Committee on Science and Technology for Countering Terrorism.  National Research Council of the National Academies.  The National Academies Press. Washington, D.C. Chapter 8 pages 238 – 266.)

Rand National Defense Research Institute (2003).  The Vulnerability Assessment & Mitigation Methodology. Santa Monica, CA Chapters 1-3).

United Nations Development Program (1994). “Reducing Disaster Risk in Mexico City. Physical vulnerability assessment: identifying buildings most at risk.” (1994).  Vulnerability and Risk Assessment. United Nations, (pages 43 – 46).

Waugh, William (2000). “Introduction to Terrorism,” Terrorism and Emergency Management. Federal Emergency Management Agency, Department of Homeland Security.


General Requirements:

Copies of a Handout and Case Study are provided for this session along with a set of PowerPoint slides.  In addition, it is suggested that the instructor obtain a paper map of the local community for their institution.  Most cities and counties publish local maps of the area which show streets, highways, water features, and in most cases local landmarks.  The local map will be used in several class activities.  Digital maps map also be used by the instructor rather than paper maps.  The Census Bureau distributes digital maps of all local jurisdictions in the U.S.  These maps referred to as LandView are available from the Census Bureau (LandView 6) or for download from http://atlas.lsu.edu.  The Atlas web site allows you to download any state and local unit.  The LandView program is easy to use and is intended for public use as well as distribution.  


Objective 8.1 - Define the hazards associated with the threat of terrorism..

Requirements:

Provide a general overview of the threats associated with terrorism in a local community.
I. Terrorism defined and characterized (see Slide 2)
A. Terrorism or the threat of terror involves acts of violence used in peace, conflict or war and are acts that shock the senses of reasonable people (Simonsen)

1.  Hoffman (1998) notes that there has been a widespread promiscuous labeling of a range of violent acts as “terrorism”  makes this a difficult term to clearly define.  Terrorism is violence or the threat of violence used and directed in pursuit of or in service of a political aim
B. Rosie (1987) provides several definitions of Terrorism including (see Slide 3):  


1. Violence or threatened violence intended to produce fear or change 


(simple definition)  


2. Criminal violence violating legal codes and punishable by the state
 (legal)


3. National or other groups used to attack other interests (state-sponsored)


4. Power of the government used to repress its people to the point of 



submission (state)

C. Hoffman states (1998). That terrorism is fundamentally a violent act to attain 
specific goals.  Hoffman distinguishes terrorist acts from other types of criminal 
acts including (see Slide 4):


1. Terrorism has political aims and motives


2. Terrorism is violent or acts that threaten violence


3. Terrorism acts have far-reaching psychological repercussions beyond 


the immediate victim or target;


4. The terrorist act is conducted by an organization with an identifiable 


chain of command or structure;

5. Perpetrated by a sub-national group or non-state entity.


D. Terrorism may pose risks to people (social consequences), property (economic 
consequences), and the environment (environmental consequences) (Waugh 
Session 1). 


E. Terrorism may range from verbal threats, destruction of business computer 
files, to biological contamination of food (Waugh Session I).  


F. Terrorist incidents may include (Waugh Session 1)



1. Verbal or written threats of violence (although the threats must be 


credible and, therefore, they must be preceded by acts of violence);  the 


threat maybe to intimidate (see Slide 5) 




a. Civilian population




b. Business actions (remove employees from an area / country)




c. Influence public policy or conduct of government (influence 



public participation in an election or encourage the public to vote 



in a specific manner to assonating a government leader.



2. Physical attacks without weapons (beatings, use of hazardous materials 


& poisons, etc.);



3. Armed attacks with weapons (including explosives);



4. Attacks using chemical, biological agents, nuclear or radiological 


materials;



5. Destruction of power stations, water systems, and other critical 



infrastructure systems.

6. Terrorism can come in many forms: 

a. Isolated events such as suicide bombings or

b. Prolonged and even mobile events such as hostage cases

c. Multiple events including a primary incident and then related secondary events either in a limited or a wide geographic area.

II. Terrorist goals and desired outcomes (Baker et al, 2004)


A. Coercion directed at the United States


B. Coercion directed at a third party


C. Economic damage


D. Military damage


E. Boosting the morale of the attacking party


F. Chaos

III. Terrorist incidents that have most influenced perceptions of the hazard have been  especially in the range of targets (Waugh Session 1): 

A. Associated with medical clinics, religious sites (which could have a high symbolic value or be crowed/isolated); 


B. Bombing of high profile symbols such as the World Trade Center or federal 
buildings;  


C. Destruction of Federal domestic or international sites such as court offices or 
foreign U.S. embassies;

D. Attacks on urban public transportation systems or crowded public markets (within the U.S. or internationally); 

E.  Attacks could be in rural areas to demonstrate that the terrorist group has access to any location and that everyone is vulnerable;


F. Incidents or threats of biological or chemical contamination in public, private 
or commercial places; 


G. Threats to widely viewed sporting, political, ceremonial evens.   

IV. Modes of Attack


A. Direct attack



1. Demolition charges



2. Sabotage of sensitive components


B. Precision attack



1. Suicide vehicular attack (air, land or sea)



2. Suicide bomber


C. Autonomous precision attack



1. Aircraft using GPS



2. Cruise missiles


D. Area attack



1. Chemical, radiological, biological agents from platforms



2. Ad hoc chemical and radiological releases



3. Nuclear weapons

Class Activity: The National Research Council (2002). Making the National Safer: The Role of Science and Technology in Countering Terrorism provides an excellent discussion of local vulnerabilities to terrorism.  Divide the class into groups and ask them to do the following:

1. Ask the class to identify types of sites (buildings, services, or areas such as a riverfront) that could be high priority to a terrorist group?

2. Individually, identify specific targets  in your local community.  

3. In small groups, combine the list of potential targets into a common list.

4. Combine the group lists into a common class list.

Question:  Ask the students to comment on the type and range of targets identified by groups.  Which sites do they consider to be a likely target?  Was this site considered by their group?  What makes the site a target for terrorism?  

Note that Baker et al (2004) provides attacker information needs in Table 2.2 in the assigned reading (see Slide 6).  

Note to the Instructor:  The following list was prepared by the Centers for Disease Control as a guide to local communities in preparing a risk assessment for the Terrorist Threat.  
1. Continuity of Government Services


a. Government office buildings/Courthouses


b. Military installations (including reserve components)


c. Embassies /consulates

2. Transportation


a. Railheads / rail yards Seaports / river ports


b. Interstate highways Bus terminals


c. Tunnels Bridges


d. Subways Ferries


e. Airports Truck terminals


f. Oil pipelines Gas pipelines

3. Utilities


a. Electric power production


b. Electric power distribution


c. Gas storage and shipment


d. Petroleum storage and shipment


e. Telecommunications


f. Water supply plants


g. Water purification systems


h. Water distribution systems


i. Wastewater plants

4. Banking and Finance


a. Banks


b. Financial institutions

5. Information and Communications


a. Newspapers


b. Radio stations


c. TV broadcast facilities


d. Relay stations for communications / switching /


CATV

6. Public Health


a. Hospitals


b. Emergency medical centers

7. Emergency Services 


a. Law emergency services


b. Fire emergency services


c. State / local Emergency Operations Centers (EOC)


d. Emergency responder stations


e. Emergency Medical Services

8. Recreational Facilities


a. Sports arenas / stadiums


b. Auditoriums


c. Theaters


d. Parks


e. Festivals in many locations


f. Casinos


g. Concert halls / pavilions

9. Institutions


a. Religious worship facilities


b. Academic institutions


c. Post Offices


d. Museums


f. Schools (from pre-schools to graduate research institutions. 

10. Commercial / Industrial or other Manufacturing Facilities 


a. Chemical plants


b. Industrial plants


c. Petroleum plants


d. Business / corporate centers


e. Agricultural processing, shipping or storage sites


f. Agricultural production, shipping or storage sites


g. Malls / shopping centers


h. Hotels / convention centers


i. Apartment buildings

11. Miscellaneous 


a. Special events


b. Parades 


c. Religious services


d. Festivals


e. Celebrations


f. Scenic tours


g. Abortion clinics

Note: Examples are not exhaustive. Local jurisdictional criteria should be added as required.

V.  Waugh notes that many factors may affect the lethality or potential lethality of terrorist activities, including: 


A. The nature of the weapon or toxic agent;


B. The capabilities of the terrorists;


C. The lethality of the weapons themselves;


D. The purposes or intentions of the terrorists;


E. The nature of potential targets, including their vulnerabilities,


F. The exposure of people and/or property;


G. The impact of human and property losses;


H. The potential disruption of governmental or business operations;


 I.  Luck (good and bad).

Class Activity:  Understanding Vulnerability of Information Systems.  The Rand National Defense Institute through the Vulnerability Assessment and Mitigation Methodology (2003) provides a comprehensive an introduction to terms associated with the vulnerability of information systems in Chapter 2 and in Chapter 3 a process for finding and fixing vulnerabilities in information systems.  Ask the class to discuss how organizational information systems in the public, private and non-profit sectors are vulnerable to the terrorist threat.  How are organizations addressing the vulnerability of their information systems to either external or internal threats?
Objective 8.2 - Explain the uses of modeling the vulnerability of targets to threats of 

terrorism. 

Requirements:

This section defines the goals and objects of domestic agency efforts to help communities identify potential terrorist targets.

Remarks:

I. Risk Assessment 


A. Risk assessment involves the clarification of the nature of a risk, including its 
probability of occurrence and likely intensity, and measuring its potential impact 
on people, property and the environment (see Slide 7).  

1. One of the most useful definitions of risk is reflected in the equation stating that risk is the likelihood of an event occurring multiplied by the consequence of that event (see Slide 8).  


a. Risk = Likelihood of Occurrence x Consequence
2. The likelihood can be expressed as a probability or a frequency, depending on the analysis being considered.   The likelihood of a domestic incident may be low but depending on the site, the consequence could be very high.  


B. Some risks may be judged more significant, i.e., potentially damaging, but 
within the realm of acceptability. In short, individuals and/or communities may be 
willing to live with the risk or may be unwilling to expend the resources necessary 
to reduce it (see Waugh, 2000).

1. For example, a business may assess the risks associated with traveling internationally in specific countries.  They may assume the risk and travel to countries where they believe that the chances of a terrorist incident are low.  They may avoid the risk for travel in other countries choosing to communicate by voice, video conferencing or by digital means where the possibility of an incident is high.   

C. Terrorism Risk Assessment (see Slide 9) 



1. Terrorism is chronic and an ongoing threat rather than a type of hazard 


that is seasonal (hurricanes) or in association with rain (flood) or dry hot 


weather (wildfires). 

D. Federal Guidelines or Requirements for Terrorism Risk Assessment

1. In 1998, GAO issued a report recommending that the Department of Defense assess the threat (i.e., the hazard) and risk of terrorism in order to better set priorities and target investments in the national counter-terrorism effort established under the Defense Against Weapons of Mass Destruction Act of 1996. 

E. The goal of terrorism risk assessment initiatives is to improve preparedness 
against potential terrorist attacks.  


F. Terrorism risk assessment may be used to establish local, regional and state 
priorities for terrorism planning.

G. Terrorism risk assessment helps to clarify vulnerability of local, regional or 
state targets (public, private or non-profit); 

H. The characterization of the impacts of a hazardous condition can come in the form of vulnerability or consequence assessment. 
1. EPA’s NRT-1 (1987) hazards analysis process involves vulnerability assessment.  
2. The vulnerability assessment is a description or measure of what is exposed or susceptible to the hazard rather than a prediction of what will happen  (see Slide 10).  
3. Vulnerability analysis focuses on measurable physical, political, economic and social variables. 
4. Vulnerability is the potential susceptibility to a hazard or risk.  
a. The potential physical losses may be measured in terms of the value of buildings, bridges or highways exposed.  
b. Environmental vulnerability may be measured in the form of potential beaches lost, wetlands damaged, trees destroyed, or direct economic impacts including crop damage, livestock losses, or business inventory loss.  Indirect economic losses may be measured in the form of business interruption.  
c. Social vulnerability may be measured in terms of lives lost, injuries, displaced families or individuals, number of evacuees, duration of shelters opened.

5. Models to characterize the nature of the hazard and its impacts have developed significantly since 1987 and provide a basis for estimating the consequences of a hurricane.  
a. The hazard models included in FEMA’s HAZUS-MH provide a sophisticated basis for describing the consequences of a hazard event rather than just noting what property and people are in harms way of the hazard event (HAZUS-MH allows the user to examine the impacts of chemical releases from ALOHA discussed earlier in this course).  
b. Note that some of the hazard models provide outputs in the form of hazard vulnerability zones from which population and building inventory counts can be determined.  
c. HAZUS-MH goes much further to estimate the consequences of the hazard event.     

Objective 8.3 - Understand the data requirements and process for completing a 


vulnerability of targets to the threat of terrorism.  

Requirements:

Members of the class will be asked to participate in a group activity and identify and evaluate potential terrorist targets in a local community.  The groups will be asked to locate the potential targets on a local city, county or metropolitan area map.  The instructor could have copies of a local community map available for each group.  As an alternative, the instructor could also provide students with maps of a nearby metropolitan area.  As an alternative, the instructor could use the U.S. Department of Commerce digital Census Bureau map – LandView.  State maps and the LandView 5 program may be downloaded from http://www.atlas.lsu.edu.  Select the “download data” option and then LandView 5.  
Copies of the Session 8 Worksheet and Session 8 Case Study should be provided for each student.  An activity in this session also uses sheets of clear acetate or transparencies for each group.  The assigned reading by Baker et al (2004) provides additional comments on the elements noted below on the community vulnerability profile.
Remarks:

I. Terrorism Vulnerability Profile (see Slide 11)

A. The approach uses the concept of the “most likely scenario” as a basis of 
analysis.


1. The most likely scenario is one that is not the worst case but represents 
the most probable kind of event that may occur in a jurisdiction based 
upon the unique infrastructure and its attractiveness to any potential 
terrorist elements or individuals as a lucrative target to attack.

B. Assumptions

When completing a terrorism vulnerability profile use the concept of the “most likely scenario” occurring in your jurisdiction.  

An attack (facility, site, system, or special event) within a jurisdiction 
would produce death, injuries, or infrastructure damage that would 
overwhelm the jurisdiction’s emergency response capabilities including 
any mutual aid agreements/assistance pacts.


C. Local, regional, national or international potential terrorism targets

Class Activity:   Our understanding of terrorist threats can be enhanced by examining the spatial characteristics and relationships of potential targets.  This class activity provides an opportunity for the class to discover how the location of targets adds to the risk assessment process.  By examining the spatial relationships of potential terrorist targets in a local community, we may determine that some sites are more vulnerable or have a greater impact on the community than previously understood.  
Form the class into groups of 4 to 6 members each.  Provide each group with a local map (city or county) and ask the members to locate key sites from the list generated earlier in this session.

1.  Given the geographic location of the many sites identified as potential terrorist targets in the community, what do members of the group observe concerning the following: 



a. Clusters of sites

b. Location of sites near key community infrastructures (rail lines, interstate or state highways, water features (waterways or surface drinking water sites)
c. Proximity of sites to business districts, industrial sites, or residential areas;

d. If an incident occurred, what would be the direct and indirect impacts (property damage, injuries or fatalities, or environmental contamination);

2.  Identify the vulnerability of local government fixed infrastructure sites.  Are they cluster in specific areas of the community?  What is the proximity of these sites to law enforcement or other emergency services?  

2.  Ask the class to explain how the geographic relationship between the fixed infrastructure sites could present response problems to local entity responders.
3.  Ask the class to examine how the location of the infrastructure presents complex security issues for local entities.     

4.  Examine how the location of major monuments, transportation routes and large stadiums present security and control issues to local law enforcement officials.


D. Target Vulnerability Assessment Criteria (see Slide 12).  Hoffman (1998) notes that the actions of terrorist are rarely uncontrolled.  Terrorism is thus neither crazed nor capricious but premeditated and carefully planned.  Their targets and methods are based on their aims, resources, personalities of key members and internal dynamics of their operation.   The following criteria address many of these factors but will not address the specific characteristics of group members and organizational dynamics.  Note that for each of the assessment criteria there is a brief description of the criteria and a measurement range.  A full description of the assessment criteria is provided in Handout 8-1.  


1. Visibility: Level of Visibility Rating Value  (see Slide 13)



 a. Addresses the awareness of the existence and visibility of the 



target.



b. Assessment criteria from Invisible – Classified Location to Very 


High Visibility – Existence is obvious


2. Criticality: Criticality of Target Site Rating Value (see Slide 14)



a. Usefulness of assets to population, economy, government, etc. 



Deemed critical to the continuity of basic jurisdiction 




infrastructure.




b. Assessment criteria from No Usefulness to Critical



3. Target Value (see Slide 15)



Evaluates value of the target to serve the ends of the potential 



terrorist’s motivations.  



b. Assessment criteria from None to Very High



4. Access (see Slide 16)



a. Addresses the availability of the target for ingress and egress by 



a potential terrorist.



b. Assessment criteria from Fenced, Guarded, Protected 




Air/Consumable Entry, Controlled Access by Pass Only, No 



Vehicle Parking within 50 Feet to Open Access to all personnel, 



Unprotected Air/Consumable Entry, Vehicle Parking within 50 



feet




5. Target Threat of Hazard



a. The presence of WMD Materials or other substances that could 



impact the community in quantities that would expend internal 



response capabilities if released.




b. Assessment criteria from No WMD materials present to  Major 



concentrations of WMD materials that are accessible to Non-staff 



personnel.



6. Site Population (see Slide 17)



a. Maximum number of individuals at a site at any given 




time.




b. Assessment criteria from none (0) to greater than 5,000.



7. Collateral Mass Casualties (see Slide 18)



a. The potential collateral mass casualties within a one-mile radius 



of the target site. Number ranges indicate inhabitants within a one-



mile radius of the site.



b. Assessment criteria from less than 100 to greater than 5,000 
Class Activity:  
The purpose of this activity is to allow the students to gain a greater understanding of the Department of Justice methodology for prioritizing local targets to terrorist threats.  

Divide the class into small groups (4 to 7 members each).  Have the class use a digital or paper map of the local city or county as the basis of this analysis.  Distribute one copy of the Session 8 Worksheet to each student for use in this activity.
Explain to the class that the goal of the class that the methodology used in this activity was developed by the Department of Justice (DOJ) to facilitate the identification of high risk local targets to the terrorist threat.  The identification of local threats was the initial phase of an overall attempt to protect vulnerable facilities from harm.    

1. Using the potential targets noted in the previous activity, have each member of the class select a site that is believed to be a likely target of terrorist.  Using the DOJ risk assessment methodology reflected on Session 8 Worksheet 1, apply the methodology to the selected site.  Stress to the students that the site they select could come from one of the following:
a. Facilities (chemical processing, large food processing, or other 

manufacturing facility – note that many manufacturing sites 


produce critical goods or products and may have a large or 



controlling foreign interest.) which are critical to the local, regional 

or national economy.  

b. Sites (historic in value or symbolism, special events for large 

crowds, business locations of local, regional, national or 



international value (world headquarters for an organization);  well 


known schools, churches, business services or other location.

c. Infrastructure: Systems such as transportation (bridges, tunnels, 


airports) water treatment, sewerage, communication, or public, 


private or non-profit power generation; waterways (rivers, locks, 


shipping channels or ports; 

2. Have each member of the group summarize the nature of the target used in this exercise and how they evaluated the site according to the DOJ risk assessment criteria.  
3. Have each group identify what sites were discussed in their group.  Explain which of the site was determined to be most vulnerable to the terrorist threat. 

4.  What do members of the class see as direct and indirect adverse impacts to incidents at the locations discussed by the groups.

Objective 8.4   Explain how different user groups use the identification of targets to 


threats of terrorism..

Requirements:

I. Potential uses of a vulnerability assessment of potential targets to threats of terrorism include: 
A. Identification of high risk sites in a local community with public, private and non-profit organizations builds a common awareness of potential local terrorist threats.

B. Forms the basis for understanding the potential adverse impacts of a local 
terrorist incident.

C. Encourages the development of response plans and mitigation measures to 
reduce the vulnerability of high priority vulnerable targets to the terrorist threat. 


D. The Department of Justice and now the Department of Homeland Security 
(DHS) have used the target priority assessment as a basis for identifying and 
prioritizing resources and equipment that are needed on a local, regional and state 
level.  Formed a basis for expending DHS funds.   

E. Completing a vulnerability assessment of potential targets of terrorism provide 
local community and business leaders a broad view of how they may be 
vulnerable and strategies that could be implemented on a community or 
metropolitan level.  



1. In many instances, individual organizations need the help and assistance 

of the local and state government agencies in addressing strategies to 


reduce vulnerability to the terrorist threat.


Class Activity:  The University of Wisconsin Disaster Management Center prepared a training program in Vulnerability and Risk Assessment (1994) for the United Nations Development Program and the Office of the U.N. Disaster Relief Coordinator.  The Session 8 Case Study handout, “Reducing disaster risk in Mexico City “vocindades” provides an example of mapping vulnerability.  The case study shows that site areas were classified as to their risk using different shaded areas.  The shaded areas represented different risk classifications.  Have the class review this case study and discuss the following questions:

1. The case study provides a framework for examining vulnerability for earthquakes by displaying four factors that influence the adverse impacts from an earthquake including 1) construction type; 2) building height; 3) age of building; and 4) occupancy level.  Classifying the building area by each risk category allows for a comparison of risks on a geographic basis.  
2.  How does the mapping of risk by the assessment criteria help in the vulnerability assessment?

3.  How does the map show vulnerability contrast to simply using a number for each criteria and site?

4.  What advantages does mapping provide for risk assessment?

5. Using the results of the previous class activity (terrorist threat vulnerability assessment), have the groups use sheets of clear acetate to at least five sites for the DOJ risk assessment criteria.  Use different colors or symbols for each of the risk criteria and note the level of risk for each site using a common shading reference as reflected in the case study illustration.   

6. Compare and contrast the results of the vulnerability assessment using the terrorism criteria.   How does classifying each site using the seven criteria add to the analysis of terrorism threats?  What additional information is provided by mapping the threats rather than use just a numeric scale and spread sheet?
Objective 8.5    Explain how modeling the vulnerability of potential targets to 

threats of terrorism is used in planning, mitigation and emergency management operations.
Requirements:

This part of the class is intended to show how maps can help us to understand how location (geographic features, the proximity of a site in the community and how place can impact the vulnerability of a specific site.  
Remarks:

Class Activity:  Using the list of targets that has been generated by each group in Class Activity 8.3 D., ask that the following be considered.
Part A. 

1.  Community Planning:  What is the spatial distribution of risk?  Do the sites tend to be in a location that makes large numbers of potential victims vulnerable?  Are potential high priority targets clustered and an incident at one site impact response activities?   

2. Site Planning: What is the vulnerability of people, structure (sties) and the environment within the risk area for a site?  Could an incident at a site impact large groups of people, impact commerce, damage critical infrastructure (telecommunications, energy, or transportation)?  How far should security be extended for specific buildings or a complex?
 
3.  Response Operations:  How does local geography impact disaster response and 
recovery at one of these sites?   Does geography impact moving response 
resources or conducting an evacuation?  
Part B. 

The threats from terrorism are often viewed as limit in scope and that many organizations are much less vulnerable to the adverse impacts from a terrorist incident.  The purpose of this part of the exercise is to examine the direct and indirect vulnerability of an organization to a terrorist incident.

1.  Divide the class into small groups from four to six members.  Ask the groups to select an organizational entity with their main operations are in their community.  The example may be from either the public, private or non-profit sectors (the educational institution sponsoring the class is certainly a suitable entity).  Using this organizational entity as a basis of their discussion, ask the members to prepare a drawing of the physical building layout of one of the buildings (for an educational institution, the group could select the library, a classroom building with computer labs, or science labs.  

2.  Ask the group to evaluate the physical security of the site and classify portions of the site as to access (from open 24 hours a day – seven days a week to limited access).          

3.  What steps could be taken to enhance the security of the site from single 

entrances and egress, video monitoring, keyed access by access card, or guarded access by security personnel.

4.  What electronic networking security is established or could be provided for office, laboratory, or classroom computers?  How should movement of files and data sets be secure to ensure safe storage of data files? 

5.  Examine the openness of the campus and how visitors move throughout the campus either on restricted vehicle traffic, libraries, public parking, museums, food courts, or bookstores.  How does the openness of some parts of the campus impact other sections which may have sensitive laboratories, records, or functions?

6.  What policies and procedures might need to be established to ensure that students, staff, faculty, and visitors are safe and secure?  What actions might be considered to ensure that the campus is a safe and secure location?  

7. Have representatives from the discussion groups provide a summary of their group discussions.  Stress to the class that terrorism is not just a threat in other parts of the world but incidents could occur in their community.
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