The Crisis Plan: Property Security: 24
Instructor Guide


Session 24: The Crisis Plan: Property Security

Time: 1 Hour

Objectives:

At the conclusion of this lesson, students should be able to:

24.1
Discuss the importance of property security procedures in a crisis plan.

24.2
Identify and explain the importance of actions specified in a hotel crisis plan relating to property security.

Scope:

This session examines key issues relating to the protection and security of hotel property during a crisis. (Note: In this session, references to a “General Hotel Crisis Plan” refer to a generic, hypothetical hotel crisis plan, which consists of a combination of several actual crisis plans that have been edited and altered in order to eliminate confidential and proprietary information.)

Readings:

1.
Required Student Reading:


Pat Moore. 1999. “When Physical Damage Occurs….Important Damage/Site Assessment Issues.” King of Prussia, Pennsylvania: Strohl Systems. [Online]. Available: http://www.disaster-resource.com/aarticles/99p_82.htm. 

Requirements:

1.
A useful outside activity for students to supplement the material covered in sessions 20-24 would be to examine actual crisis plans. The professor should ask the students to check if their employers have crisis plans or manuals that they can review. Ideally, the student could bring a copy of the plan to the class for all students to review. However, it is likely that most employers would be hesitant to release their plans in this manner. The students may therefore simply ask permission to review the plan, and take notes on those aspects of interest to the student or class. The professor should periodically solicit input from those class members who have reviewed their employer’s crisis plan on their reactions to the material being covered. Possible questions to consider are:

a)
How do the plans address the problem of property security during a crisis? What aspects of security are covered?

b)
Do the plans specifically address certain types of emergencies, or are they intended to be used as a general guide for all emergencies?

c)
Has the student participated in a practice session or drill to test the plan? If so, how was the experience? What kinds of problems relating to property security, if any, arose during the drill?

2.
After covering the lecture material included under the Remarks section, the professor should conduct a 20-minute class discussion based on the following:

a)
Actual experiences that students may have had in emergency situations as customers, visitors, or members of the public. Questions to consider:

1)
Did the personnel involved take property security measures? For example, were there efforts to clear out certain areas? To restrict access? To secure objects?

2)
Which personnel were most involved in these measures? What kinds of priorities did they seem to be operating under? Were their efforts part of a plan, or did they seem to be spontaneous?

b)
Actual experiences that students may have had in emergency situations as employees, volunteers, or in other capacities where they were responsible for actions and communications in the situation. Questions to consider:

1)
Was there a crisis plan for the situation? If so, was the student familiar with it?

2)
Did the plan include instructions regarding the securing of property during the crisis? Did the student have any duties or responsibilities relating to property security?

3)
Were the instructions generally followed? Did they provide enough detail, or was there uncertainty during the process (e.g., no pre-set location to store materials, inability to locate supplies used to secure items)?

4)
Was there any damage to the property or facilities? If so, did the damage reflect a failure of the crisis plan to provide for security?

5) Were there any problems relating to the restriction of clearing of people from certain areas? What kinds of methods were used to accomplish the restrictions? Were they sufficient, or were the security boundaries often breached by unsuspecting or unwilling guests?

3. Reference assigned student reading by Moore (1999) and ask students these questions. (Instructor note: In 1999, Pat Moore served as chair of the Public Private Partnership Committee, International Association of Emergency Managers. She is Vice President, Business Continuity Education, Strohl Systems, 500 N. Gulph Road, King of Prussia, Pennsylvania, 19406.)

a) “Based on Moore’s insights, how can ‘pre-loss communication’ with municipal authorities increase the speed of post-disaster recovery?”

b) “Based on Moore’s analysis, what are examples of ‘emergency mitigation measures’ that business owners and/or managers might implement? What factors impact these?”

c) “What are three of the most important insights regarding structural damage assessment that you obtained by reading Moore’s analysis?”

Remarks

Objective 24.1

Importance of 

Property Security

1.
Property security actions in the context of a hotel crisis plan include two basic goals:

a)
One goal is to secure or protect physical property in a way that prevents damage from the anticipated threat (e.g., hurricane, flood).

1)
The design and construction quality of a hotel have an important bearing on the methods required to achieve this goal. For example, in a hotel with a spacious, wide-open lobby with many pieces of art, the threat of damage from high winds will be substantial and difficult to prevent. Similarly, if there are large panes of glass exposed to the elements, wind damage will be a important threat.

2)
The construction quality of a hotel also constitutes an important factor in property security. Many hotels in tropical areas, for example, are purposely constructed to resemble traditional structures, perhaps relying heavily on wood and other less resilient building materials. Securing such structures against high winds or floods may be extremely difficult.

3)
The location of a hotel is the primary determinant of its susceptibility to certain types of crises. Shoreline hotels, of course, face tsunami and flooding threats that hotels off-shore do not. Wind and weather patterns on a micro-scale can have a dramatic effect on the severity of natural disasters a hotel may face.


In general, these factors are accounted for in modern hotels, because it has become standard practice in the planning for such hotels to account for susceptibility to natural hazards. However, for older hotels and for those in countries or locations where planning requirements are less rigid or outdated, the location of the hotel may be less than optimal in the context of natural hazard threats.

b)
Another goal of property security actions in crisis plans is to protect both property and humans from damage or harm resulting from access to the property or emergency site.

1)
In the event of a crisis such as a bomb threat or hazardous material spill, for example, immediate measures must be taken to clear the hotel of all non-essential personnel and prevent their re-entry until the crisis has ended.

2)
Property security can also involve the removal and relocation of items that are normally not considered dangerous, but may become so in an emergency situation. For example, pool furniture such as chairs, tables, and umbrellas may become highly dangerous in high wind conditions if not properly stored or secured. Similarly, fuel tanks and even vehicles may need to be secured in hazardous conditions.

3)
In other cases, such as in the aftermath of a flood or hurricane, it is important to prevent access by unauthorized persons to ensure the integrity of the hotel’s assets. Premature access to damaged areas can result in further damage to furnishings and fixtures, in addition to posing a risk of theft.

Objective 24.2

Action Steps for

Property Security

1.
The following are property security actions steps specified by the “General Hotel Crisis Plan” for a medium sized property (of approximately 500 rooms) located along the shoreline in the event of a hurricane. The actions are grouped by the stage of the crisis during which they should be performed (i.e., the stage of the hurricane warning) and the person responsible for ensuring that the action is completed. The actions listed below are illustrative, not comprehensive. The listing was designed to stimulate class discussion and awareness, not to provide a model plan.

2.
The following actions are to be taken on an ongoing basis in order to ensure readiness for a hurricane emergency:

a)
Engineering Manager:

1)
Ensure that adequate supplies of emergency materials such as plywood, tarps, plastic sheets, and sandbags are available to protect the hotel property.

2)
Check and repair any loose or clogged rain gutters, downspouts, or drains.

3)
Keep trees and shrubbery trimmed to minimize flying debris in high winds.

4)
Have emergency signs pre-made and ready for use (e.g., “Elevator Closed—Please Use Stairway,” “Pool Closed”).

b)
Food and Beverage Manager:

1)
Ensure that the storeroom has basic food and water to last five days.

2)
Have menus for emergency meals and locations where food will be served.

3)
Ensure that there is a supply of nonperishable food and water in five-gallon containers.

2.
During the hurricane watch stage (threat of a hurricane within 36 hours):

a)
Engineering Manager:

1)
Check the inventory of emergency equipment and purchase any necessary materials and supplies (e.g., fuel, batteries, flashlights).

2)
Test all emergency equipment to ensure working order.

3)
Ensure that all diesel tanks for the emergency generator are secured and refilled.

4)
Prepare for high water conditions by ensuring:

· sufficient ladders are available

· sufficient sandbags and tarps are available to barricade designated areas

· pumps are available for removing water

5)
Inspect and repair all pumps, hoses, and generators.

6)
Remove and secure all loose items on the premises, especially those on the exterior of the buildings.

7)
Make preparations to cover window and door openings with wood, shutters, or other shielding material.

8)
Dismiss all non-essential vendors/contractors working on the property, and notify the elevator company to standby for emergencies.

b)
Manager/Assistant Manager:

1)
Prepare to notify hotel guests, customers, tenants (i.e., vendors), and visitors of the impending emergency to enable them to prepare for it. Notification should include posted written notices, verbal notices over the public address system, and an information board located in the lobby.

2)
Check guest lists and verify occupancy by room.

3)
Assist with evacuation of guests, if necessary.

c)
Food and Beverage Manager:

1)
Recall off-duty staff and implement action plan for food preparation.

2)
Ensure that all cooking equipment (utensils, stoves, etc.) are in adequate supply and ready for use.

3)
Prepare a one-day supply of food and water ready for relocation, if necessary.

4)
Verify that food and water supplies (in collapsible containers) are ready for evacuation, if necessary.

5) Relocate all perishable food to areas containing refrigeration equipment, e.g., banquet areas and kitchen.

6) In some disasters, e.g., Hurricane Iniki, certain hotels may provide in place shelter for staff and guests, hence, appropriate actions for mass feeding, even including community residents at times, must be taken.

d)
Bell Desk:

1)
Plan vehicle move and storage before storm impact.

2.
During the hurricane warning stage (hurricane threat within 24 hours):

a)
Engineering Manager:

1)
Secure all hazardous materials in designated areas.

2)
Ensure that storm shutters are in place in the designated areas, all loose objects are stored, and sandbags are placed at strategic sites.

3)
Install wood shutters and sandbag the pool elevator.

4)
Move all pumps, generators, hoses, and tools to the fourth floor or higher.

5)
Board up exterior windows, basement doors, kitchens, and restaurants.

6)
Initiate installation of storm barriers at beach frontage.

b)
Manager/Assistant Manager:

1)
Check all public areas to ensure that all moveable objects are secured.

2)
Compile resource rosters from department managers for the General Manager’s review.

c)
Food and Beverage Manager:

1)
Prepare food menu for five days (three meals per day) and verify supply of nonperishable food.

2)
Pack all food and supplies and move to the designated location.

3)
Ensure all evacuation floors have adequate water supply, coolers, and plastic cups.

4)
Bag ice and place it in 55-gallon drums at the evacuation location.

5)
Set up banquet tables for meals.

6)
Ensure that one elevator in each building is designated for food and beverage, for movement of supplies.

7)
Ensure that all refrigerators with perishable foods are set to lowest temperatures.

d)
Bell Desk:

1)
Relocate all vehicles to planned areas.

2)
Relocate and secure all luggage to the designated location.

3)
Secure the cash box with the General Cashier.

4)
Secure bellman’s carts.

e)
Beach/Pool Manager:

1)
Store chlorine and chemicals in the designated safe area.

2)
Board up the beach gates on the pool deck and oceanfront lanai.

f)
Controller:

1)
Prepare to close the General Cashier’s area.

2)
Verify the relocation of all database backups to the designated off-site location.

3.
During the 12-hour stage (hurricane threat within 12 hours):

a)
Engineering Manager:

1)
Check and clear all elevators prior to shutdown.

2)
Disconnect electric motors and equipment to all major kitchens and dining areas.

3)
Coordinate the shutdown of electrical power, chilled water, steam, and hot water facilites.

4)
Disconnect from service the boiler and air conditioning equipment.

5)
Close all gas valves to the hotel.

6)
Pump all sumps.

7)
Close all basement exits.

7)
If the buildings have been evacuated, shut off the main water valve.

b)
Beach/Pool Manager:

1)
Remove and store all furniture from the pool deck and beach.

2)
Post “Pool Closed” signage.

Supplemental

Considerations

Possible discussion points for the class:

a)
Ask students to assess the actions covered in the Remarks section (Objective 24.3) above in light of the discussion of the major concerns of tourists and business travelers contained in Session 9 (“Variables in Hazard Perceptions: Managers vs. the Public”), under Objectives 9.4 and 9.5. To what extent might the actions meet traveler expectations? In what ways might they be unsatisfied with the actions?

b)
Ask students to assess the actions covered in the Remarks section (Objectives 23.2 and 23.3) above in light of the discussion of the response patterns of different transient populations contained in Session 16 (“Customer Responses and Expectations During Disaster”), under Objective 16.2. Can you speculate on how the actions would have different impacts on the different populations? How might knowledge of these different response patterns be incorporated into a crisis plan?

c)
Ask students to assess the actions covered in the Remarks section (Objective 24.3) above in light of the discussion of employee crisis behavior contained in Session 17 (“Employee Responses and Concerns During Disaster”), under Objectives 17.1, 17.3, and 17.4. To what extent are the policy areas discussed under Objective 17.6 evident in the actions presented in this session?

Course Developer
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