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Recovering the Work Group

by Tom Kelly

Giving people the technological tools and the facilities they need to successfully execute essential business functions following a disruption is the foundation of work group recovery. 


As more and more organizations take a decentralized approach to information technology, moving critical data and processing 
to business work groups throughout the enterprise, business continuity strategies have had to keep pace.

A decade ago, information systems were dominated not only by a single platform – the main frame – but also by the culture of the traditional glass‑enclosed data center. This posited that the security and integrity of data depended on its having originated and terminated on the mainframe
 in what became known as the “glass house.”
 Two factors conspired to change that culture and its users. Advances in technology put previously unthinkable computing power in increasingly smaller and more affordable packages. At the same time, employees from all parts of the company – not just information technology (IT) – started demanding access to this new technology and to the data that would increase their productivity and transform their jobs. 

This new paradigm, commonly referred to as “end-user” or “work group computing,” introduces a people element into the recovery equation that wasn’t a consideration back in the days of the glass‑house‑only computing approach. PC local area networks (LANs) have sprouted up to assume more of the IT workload. While the IT department may inevitably lose control of which computers go where – and even what gets done on those computers, mission-critical or not – the loss of business continuity control due to the dispersion of technology can put your company at risk. 

The reality is that, any given system, department, or work group may need to be recovered in the event of a disaster. Simply ensuring the recoverability of the IT department is no longer adequate. In order to be sufficiently prepared, every person’s job functions and all of the local applications residing on the hard drive must be assessed. Awareness of the need for recovery planning and preparedness, therefore, must be pushed out to all corners of an organization.

The explosive growth of servers, PCs, and the networks that tie them together has made business activities dependent on technology to a degree unimaginable even three to five years ago. Add to this the growing reliance on auto​mated practices and processes and you have a recipe for potential catastrophe in the event of a systems failure. 

Consider, for example, the hypothetical case of a catalog company whose call center is wiped out in a hurricane. This is the nerve center of the company’s business. To recover fully, they need to do more than get the computer equipment back up and running. Telecommunications func​tions need to be restored. Most important of all, people need to be properly situated to answer all incoming calls. This could mean having an adequate alternate facility where personnel can work comfortably and do their jobs just as they would under ordinary circumstances. They would need immediate access to this facility and they would need to be familiar with the procedures to follow, so there are no surprises awaiting them.

To counteract the danger of an information technology emergency, a business continuity plan should be designed so everyone in the company knows what to do to effect a fast recovery. A properly implemented plan will minimize the loss from a catastrophic disrup​tion in service. The goal is to develop the ability to restore service for critical applications quickly, establish alternate facilities for end users, and maintain the continuity of the busi​ness’ performance.

The Total Package

“The best thing that ever happened to busi​ness continuity planning is the Year 2000,” says Donna Scott, vice president and research director of business continuity for the Stamford, CT-based Gartner Group. “This has brought visibility to the top and helped people see the need for recovery planning in general.”

In this era of decentralized, distributed pro​cessing, employees depend on technology to talk with customers, to sell goods and services, to log phone orders, to service accounts, and more. Those tools have to be up and running and people need to be housed in a facility where they can use them. Anything that puts these tools out of commission – the devastation of fire or flood, the result of sabotage, an equip​ment failure, or some other destructive force – has far-reaching consequences. Preparedness is a primary safeguard against the worst.

Work group recovery is the process of giving people the technological tools and the facil​ities they need to successfully execute essential business functions following an unexpected business disruption. The first step in successfully implementing a disaster recovery strategy is to gain leadership buy-in. While few would dispute the wisdom of being prepared for cata​strophe, not all take the time and effort to turn those thoughts into action.

More and more companies recognize the need today for work group contingency plan​ning, but many still remain focused on the recovery of hardware and data – the back-end of a business. Work group recovery is a more diffuse issue, involving many parts of an organization. Companies cannot simply make plans for equipment without also anticipating the needs of the people who will use it. The entire organization needs to be studied, and the endorsement of key executive management is instrumental in facilitating that process. By conducting a business impact analysis, it can be demonstrated to key decision-makers – in terms of lost dollars – what the fallout could be from a disaster. When top-level executives realize what is at risk, moving forward with the development and testing of a business continuity plan becomes a no-brainer. From there, an incident management team can be formed to oversee the process, including representatives from the company’s financial, facilities management, and IT departments, among others. This team will set priorities for the rest of the organization, determining which areas are most critical for recovery, and how best to proceed. This group presents the recovery plan to the individual work groups with upper management support. A third​ party vendor can facilitate communication between the various departments and work groups and resolve any conflicts.

Best practices companies are at the forefront of business continuity planning for PC LANs. Many of these are financial services organiza​tions that must satisfy regulatory agencies like the SEC and uphold their fiduciary responsibil​ities, regardless of any processing shutdown. This means that financial services firms need to be able to recover their information systems rapidly. As a result, these companies were among the first to recognize the need to push responsibility for disaster recovery planning out to each department, and they have fostered corporate cultures that promote recovery as a top-priority issue.

Companies in all industries need to understand the value of recovery planning. “Everyone has to decide how much risk they’re willing to take,” says Scott. 

For work groups, business continuity planning primarily entails an active campaign of awareness building and education led by the incident management team. Users need to understand the rationale behind planning and how they can contribute to its success. A business continuity vendor could conduct an introductory session with work groups to explain this to them and will spend time with individuals to get a complete picture of how they do their jobs and what tools are critical to keep them productive. For example, departmental walk-throughs give vendors a chance to see how various groups interact within the larger organization.

Man and Machine

In short, smart businesses don’t just acknowledge the need for disaster recovery (DR) planning, they actively pursue an effective DR strategy. Once the company has accepted the need to plan and has committed to the DR process, the real work can begin. Instead of sitting back and waiting or hoping for a “perfect” answer to their DR needs, companies are advised to take some first steps toward recovery planning. It’s often helpful to start small and continue building, setting manageable goals along the way. 

Most IT departments have recovery plans in place for hardware and software, but need to take into account the vulnerability of some of its essential systems. Today, automated voice systems are critical to many businesses’ success. Whether used to run a help desk, take catalog orders, log reservations, or receive customer requests, restoration of these functions must be built into any comprehensive recovery plan. Solutions offered by recovery services providers can include anything from basic voice service to more sophisticated capabilities such as automatic call distribution (ACD). Other voice features that may be desirable include standard or customized messaging. As with the entire recovery process, an outside vendor can make it easy for a customer to implement voice communications in the event of a disaster.

With the increasing reliance on work group computing, however, companies must look beyond the equipment and take human needs into account as well. For the most part, this means having alternate facilities available where people can work until normal service is restored. The goal is to have business continue as usual for customers, regardless of where the company’s employees are and what disaster might have put them there.

When planning work group recovery, organizations must carefully consider how various departments and people within them interact, not just how the computers work. Every company is different and has its own way of doing things, and people develop unique systems for carrying out tasks. Before a disaster, these factors need to be accounted for so that the business can continue to function, but it’s also important so that people can continue to do their jobs in a way that’s familiar and comfortable.

Assessing the physical mechanics of a recovery plan encompasses more than counting the number of desks needed. Interdepartmental dependencies can create special situations. For example, if a company where the staff was accustomed to seeing each other face-to-face and talking from one desk to the next needed to move to an alternate site, it would be unacceptable for them to sit in cubicles at the recovery facility. Recreating the typical work environment – and recognizing that need well in advance of any emergency scenario – can help users maintain the same productivity level.

People don’t always respond positively to the idea of being removed from their familiar workplace. Preparing them for what to expect and providing for all their needs can make the difference. Other considerations when employees are relocated include travel expenses, daycare accommodations, and HMO coverage issues.

There is no standard model for work group recovery planning. The hardware involved will vary from one organization to another, and it often can vary from department to department. Along with department size and scope of operations, there are a virtually limitless number of variables, each of which needs to be weighed carefully.

Each company should conduct a business impact analysis, application analysis, and cost-benefit analysis, keeping in mind its ultimate objectives, which include:

· Limiting financial losses and hardships

· Minimizing the extent of interruption

· Defining service alternatives for accomplishing critical applications

· Ensuring controlled emergency recovery

· Regaining total processing capacity

· Providing trained personnel to handle emergency conditions and recovery operations

· Defining policies that will minimize recovery time and cost

This incident management team can drive the analysis process and make enterprise-wide decisions based on the findings.

Determining a recovery window for critical functions will help shape the elements of the DR plan. Not every department within the organization needs to be recovered immediately, nor does every member of every department need to be covered. “Often, the most critical functions are the ones like customer service or where people talk to suppliers or other external entities,” says Scott. By carefully studying the company dynamic, planners can develop a solution that fits their unique situation using the recovery methods that make the most sense.

“You need to ask yourself if you really need to pay a premium for immediate recovery in the event of a disaster or whether you can handle being down for 24 or 48 hours,” says Scott. “By conducting that cost-benefit analysis, you’ll determine which options are best for your organization.” 

Organizing Your Options

“There aren’t really any ‘bad’ methods of recovery,” says Scott. “It’s just a matter of figuring out which one is the right fit for your company’s needs, based on your cost-benefit analysis, depending on what your recovery window is.”

The recovery option selected will depend on the nature of the disaster and the tasks performed by the work groups involved. If the disaster is confined to the immediate work site it may be possible to relocate people internally, provided they can be properly equipped. In a regional disaster, such as a hurricane or flood, it may be necessary to move people off-site and out of the area. It’s generally suggested that companies work with an external recovery services provider to select and implement a DR method. Basic options available from recovery services vendors are as follow:

Hotsites

Hotsite environments are facilities that offer a complete recovery support infrastructure with multiple computing platforms and related equipment for a company when its own internal facilitates are unavailable.

Regional Recovery Facilities

These regional centers serve as tailored workspaces, complete with telecommunications equipment, LANs, PCs, and terminals for work groups to connect to hotsites. It’s often not possible to set employees up in alternate parts of the company’s own building or in a nearby facility such as a hotel. When time is short, a recovery center gives companies immediate use of a facility where employees can begin working as soon as they arrive. Depending on the organization’s recovery window, it will have to determine whether a recovery center exists close enough to relocate people and get them up and running in an acceptable timeframe.

Mobile Recovery

When it just isn’t possible to move key personnel to a business recovery center, it is possible to bring a mobile facility to them. A mobile recovery vehicle should be equipped with computers, fax machines, desks, chairs, shelves, air conditioners, power, phones – everything a company needs to get back on track in a disaster situation. A custom-designed trailer can be outfitted with a variety of distributed systems hardware configured to replace the customer’s system. It can be deployed for key work groups or as a command or equipment center supporting larger groups at other facilities.

Replacement Equipment

In the event of an emergency, another option is to have a vendor send out new equipment to a customer-designated recovery site. Some vendors offer delivery of replacement hardware within a relatively short timeframe.

Again, the best training for work group recovery is to let people know in advance what to expect, regardless of which recovery option is being exercised. Ongoing education and communication is crucial. To end-users, the biggest questions are not so much about hardware or software but “How far is the recovery facility?” and “How will I get there?”

Even the best internal staffs can’t be expected to have the time or the function-specific experience to deal with work group recovery. Many companies turn to a third-party partner with specialized business continuity expertise. In choosing among the various vendors, there are some clear differentiators to look for.

First, choose a company that’s easy to work with. The vendor should offer the various recovery options discussed earlier, so a ready solution can be tailored to the customer’s specific recovery needs. Flexibility is an important qualifier.

In addition, nothing can replace real-world experience. The chosen vendors should have ample experience in facilitating recoveries on behalf of companies of all sizes and shapes and responding to disasters of all types – from construction accidents to weather-related emergencies to hardware or software failures.

Finally, and perhaps the most important, the vendor should offer a timely response to the initial customer inquiry and maintain a high level of responsiveness throughout the relationship. Once the contract is finalized, the vendor should make it easy for the planning process to move forward with minimal disruption to the customer environment. While this may seem obvious enough, not all vendors make this relationship smooth and demonstrate consistent responsiveness to customer requests.

Because all organizations’ information systems vary in size and scope, it’s hard to make generalizations about how much time work groups should expect to spend on business continuity planning. With that caveat in mind, one can estimate that work groups will spend less than a week per year in planning and testing. Companies that choose to go it alone and don’t partner with an outside expert, however, should expect to spend a considerably longer time planning and testing.

Putting DR to the Test

It’s important that everyone in the organization recognize that disaster recovery planning is an ongoing process that must be maintained indefinitely once started. This might require the continuing education of senior management who may not understand the nature of DR or realize the vulnerability of the company’s information systems to a wide range of threats.

Testing is perhaps the most important part of disaster recovery. This means going through a dry run of the plan, finding the holes, fixing them, and then continuing to test on a regular basis. A “paper walk-through” can be carried out internally by going over the plan with a fine-tooth comb and looking for problems. The next step is to practice having personnel relocated to the recovery facility. A “mini recovery center” can be set up in-house to simulate the real thing so users still get the sensation of going off-site. The incident management team sets the agenda for work groups to follow.

Some companies don’t begin testing their recovery skills until they’ve finished writing a disaster recovery plan. Ideally, these two activities should go hand-in-hand. The different recovery options offer varying levels of testing capabilities, which should be considered when formulating a DR plan. The list of items that can change over time is endless, and all of these could impact your organization’s ability to recover from a disaster. That’s why it’s suggested that companies test, evaluate, and revise DR plans regularly.

The time to think of disaster recovery is before your organization finds itself in hot water. With the increasing dependence on work group computing, which has pushed mission-critical application out of the back office, there are more elements to consider in the development of an airtight recovery strategy. Every company should recognize the need to prepare, gain senior management buy-in, and then develop and test a comprehensive DR plan. Given the complexity of today’s distributed systems and the critical role they play in business, partnering with a third-party recovery services provider may be the preferred route.

Case Point: [Included in Kelly’s Article]

Alternate Site Work Group Recovery

A lights-out environment wasn’t what Pioneer Group, Inc., had in mind on the morning of October 20, 1996. Nonetheless, this diversified investment management company found itself without electricity when a mishap caused a power failure at its Boston headquarters that Sunday. At the Pioneer Group, the DR plan is tested twice a year without fail. When a disaster does occur, there are fewer surprises.

Repairs began immediately and so did implementation of Pioneer’s disaster recovery plan, a well-prepared and thoroughly tested strategy that kept the company open for business throughout the ordeal.

According to Michael Cady, business recovery coordinator for the company, “business recovery is the issue here. Foremost, we need a place where our people can do their jobs. After that, our people require the supporting technical environment to perform their work. It’s unacceptable for us not to process transactions or answer customer phone calls.”

So, at 4:30 a.m. on Monday, October 21, when Pioneer learned that its building would stay dark for the day, it put its recovery plan into play. Calls went out to alert employees that they would be reporting to work at two off-site locations that day.

Pioneer officially declared a disaster and notified SunGard Recovery Services, Inc., that its people were coming to SunGard’s Boston MetroCenter. This work group recovery site serves as a backup facility for Pioneer’s operations processing groups. From this location, personnel can run critical business applications, which include transaction processing for customer accounts, fund accounting, and equity trading.

The facility is equipped with office space with desks, telephones, a copier and fax machines, workstations, PCs, printers, and other hardware and communications equipment Pioneer needs to keep the employees who perform these critical customer services productive.

On the morning of the disaster, Pioneer established dial-up access to a remote mainframe for handling all its transaction processing. A backup server in the work group recovery site, loaded with current transaction data, allowed the company’s fund accounting and equity trading to continue without a hitch. Dial-up connections to various pricing services used by Pioneer, such as Bridge and ILX, supplemented the stored information. Finally, the Boston facility housed a work-station set-up, enabling equity trading to proceed as usual.

Pioneer also dispatched employees to a telecommunications recovery site, operated by Boston Financial Data Services and located in Quincy, MA. Fully equipped, it was set up for the company’s regularly scheduled opening time.

With these two recovery sites up and running, the company was able to meet its customer service goal. “Our first priority is to have no negative impact on our customers. This means we must be able to answer their telephone calls, process their transactions, price the funds and report back on these prices. That was our focus on Monday, Oct. 21, and it happened very successfully,” said Cady.

All together, about 145 people worked out of the two facilities for that day. To an outside observer, Pioneer was responsive, organized, and operating as usual. Customers had no idea that the main office in Boston was without power. The company’s planning and testing had paid off.

Cady attributes the success of the day’s effort to several key factors: regular testing, a healthy relationship with the recovery services vendor, effective internal communications, and firm leadership commitment. “You can never overestimate the value of complete testing,” he said, “We test our recovery plan twice a year, every year.”

Pioneer employs a progressive testing process, taking individual operating groups and starting them off by running a test with about 20 percent of their work and people. That fraction then increases to 40 or 50 percent. Eventually, all personnel within an area work up to testing 100 percent of their critical operations off-site. Pioneer considers these groups to have achieved an “expert level” of testing.

“The groups who had tested at the expert level sailed through the recovery with flying colors,” Cady said.

Routine testing also allows for the development of a close relationship with recovery facility personnel, another contributing factor to Pioneer’s success. “Because we had tested regularly at SunGard, they were very familiar with our configurations and what we expected. When we showed up, SunGard’s Boston facility manager had no doubts about what was needed and took action. Right off, he knew we needed this type of network equipment, these terminals, this dial-up line, that modem. And when I gave him a rundown on where people should sit, he knew most of them on a first-name basis already.”

Another factor that helped in the recovery effort was Pioneer’s effective communications – being prepared to reach employees in advance and notify them of the situation. “We knew whom to call and where to reach them. Most of our people were notified ahead of time and were well-prepared,” said Cady.

“Shareholders expect certain things from us. They expect the telephones to be answered, trades to be processed, and redemption checks to get mailed promptly. Many things go into making that happen,” explained Cady. “The recovery in October 1996 justified all the years of planning and testing, in addition to the expense of the DR function. I just want to tell people, “See, it really does work.”
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