Session No. 7


Course Title: Business and Industry Crisis Management, Disaster Recovery, and Organizational Continuity

Session 7: Business Area Impact Analysis (BAIA)

Time: 1 hr


Objectives:

7.1 Discuss the purpose and benefits of BAIA in the context of overall risk assessment.

7.2 State the essential requirements of support and participation for a successful BAIA.

7.3 Outline the general BAIA process.

7.4 Describe methods of collecting BAIA information to be used in developing the BAIA report.

7.5 Research BAIA support services on the Internet and summarize the scope of the services and their potential use and benefit.


Scope:

This session covers the topic of “business area impact analysis” (BAIA) or “business impact analysis” (BIA), as it is often referred to. The purpose and benefits of BAIA, requirements for support and participation in the analysis, the general BAIA process, and methods of conducting a BAIA are covered. Examples of consultant services, software packages, and training courses that can be found on the World Wide Web are provided (none are endorsed). The instructor may choose to examine an example business function and decompose it into sub-functions and sub-processes during the discussion of the BAIA process.


Readings:

Student Reading:

Emergency Preparedness Canada, with the Disaster Recovery Information Exchange. 1995. Business Resumption Planning: A Guide. Fredericton, NB, Canada: Minister of Supply and Services. Free copies (catalogue no. D82-37/1995) are available from: Communications Directorate, Emergency Preparedness Canada, 122 Bank Street, 2nd Floor, Ottawa, Ontario K1A 0W6, Phone: (613) 991-7035, Fax: (613) 998-9589, e-mail: cominfo@epc-pcc.x400.gc.ca; or directly over the Internet at: http://hoshi.cic.sfu.ca/epc/pub/manuals/en_busresume.html.

Wold, Geoffrey, H. 1996. “Some Techniques for Business Impact Analysis.” Disaster Recovery Journal. Vol. 9, No. 4. Four pages.

Or, alternatively,

Wold, Geoffrey, H. 1992. “Disaster Recovery Planning Process – Part I of III.” Disaster Recovery World III [CD-ROM]. St. Louis, MO: Disaster Recovery Journal. Pages 15–18. Originally appeared in Disaster recovery journal (Vol. 5, No. 1). Available at http://www.drj.com/new2dr/w2_002.htm 
Instructor Reading: 

Emergency Preparedness Canada, with the Disaster Recovery Information Exchange. 1995. Business Resumption Planning: A Guide. Fredericton, NB, Canada: Minister of Supply and Services. Free copies (catalogue no. D82-37/1995) are available from: Communications Directorate, Emergency Preparedness Canada, 122 Bank Street, 2nd Floor, Ottawa, Ontario K1A 0W6, Phone: (613) 991-7035, Fax: (613) 998-9589, e-mail: cominfo@epc-pcc.x400.gc.ca; or directly over the Internet at: http://hoshi.cic.sfu.ca/epc/pub/manuals/en_busresume.html.

Wold, Geoffrey, H. 1996. “Some Techniques for Business Impact Analysis.” Disaster Recovery Journal. Vol. 9, No. 4. Four pages.

Or, alternatively,

Wold, Geoffrey, H. 1992. “Disaster Recovery Planning Process – Part I of III.” Disaster Recovery World III [CD-ROM]. St. Louis, MO: Disaster Recovery Journal. Pages 15–18. Originally appeared in Disaster recovery journal (Vol. 5, No. 1). Available at http://www.drj.com/new2dr/w2_002.htm

General Requirements:

Present the content by means of lecture and discussion as required.

Complete the modified experiential learning cycle for all the objectives at the end of the session.


Objective 7.1  Discuss the purpose and benefits of BAIA in the context of overall risk assessment.

Requirements:

Present the content by lecture and discussion as required. 

The benefits of BAIA can be used to generate class discussion. 

Remarks:

I. Purpose.

A. Business area impact analysis (BAIA) – also referred to as “business impact analysis” (BIA) – was previously defined (session 2): a systematic method of determining the cost of risk by identifying the impact of business or service disruptions, which allows targeting of operations and processes which require recovery planning.
 

B. BAIA is the logical extension of general risk assessment, with emphasis placed on the detailed analysis of the impact of identified risks on specific business functions and processes. The duration of this impact is of particular importance in the context of business functions. Business continuity, recovery, and restoration planning all require the element of time as an essential consideration. 
C. BAIA is the business-specific input to the risk management function and, along with the general risk assessment function, forms the foundation of business recovery and continuity planning.

II. Certain benefits can be realized through performing a comprehensive BAIA as outlined in Geoffrey Wold’s article “Some Techniques for Business Impact Analysis” and applying the results to a systematic crisis management plan. All of these benefits support the fundamental business objective – organizational survival and economic success. 

A. Ensuring the safety of personnel, customers, and the public.

B. Increasing asset protection.

C. Decreasing potential exposure to incidents, accidents, emergencies, and disasters.

D. Reducing disruption (maintaining continuity) to normal business operations.

E. Minimizing potential economic loss.

F. Ensuring organizational stability.
G. Ensuring orderly and effective response, recovery, and restoration following disasters.

H. Reducing reliance on key personnel.

I. Reducing legal liability.
J. Complying with legal, statutory, and regulatory requirements.

K. Minimizing insurance premiums. 

III. An alternative approach is to consider BAIA at the same time as general risk assessment to eliminate some of the duplication of effort, which is a relatively wide-spread practice, particularly in small businesses. 

A. This approach streamlines the total risk assessment function and can save time and money.

B. On the down side, a general risk assessment may fail to identify or may downplay the importance of specific business function vulnerabilities and may not pay sufficient attention to the time dimension of business process disruptions.

1. Remember: Organizational survival and economic success is the fundamental goal of a business. 

2. Management requires the most complete and detailed information possible to plan and make decisions that support this goal. A thorough BAIA can provide that information. 

Supplemental considerations:

The terms “business area impact analysis” (BAIA) and “business impact analysis” (BIA) are used interchangeably in the literature. This should be pointed out to the students to avoid confusion.


Objective 7.2  State the essential requirements of support and participation for a successful BAIA.

Requirements:

Present the content by means of lecture and discussion as required. 

Strategies for obtaining top management support and membership on the planning team can be used to generate class discussion. 

Remarks:
I. There are variations of the BAIA or BIA process as set forth in the assigned reading. The differences are minor, however, and all follow essentially the same general guidelines.

II. Support and representation in the BAIA process.

A. Obtain top management support. The BAIA process takes time and costs money. Resulting risk management plans and actions will also require additional resources. Management must be convinced that the resulting decisions and commitment of resources make good business sense. (Ask the students, how could you convince top management to provide their support and the necessary resources?)

B. Create a planning team with representation from all functional areas of the business to ensure a broad perspective in the analysis. The team will plan the BAIA, review the data, and make recommendations based upon the data. A prerequisite for membership is being able to devote the necessary time and effort to completing the BAIA. The Emergency Management Guide for Business and Industry lists input from the following areas as essential to the process:

1. Upper management.

2. Line management.

3. Labor.

4. Engineering and maintenance.

5. Safety, health, and environmental affairs.

6. Public information officer.

7. Security. 

8. Community relations.

9. Sales and marketing.
10. Legal.

11. Finance and purchasing.

12. To the above could be added other stakeholders including: local government representatives, representatives of local citizen groups, customers, suppliers, and stockholders. Team membership should be broad enough to include relevant perspectives but not so large as to be unmanageable. 

Supplemental considerations:

None.


Objective 7.3  Outline the general BAIA process.

Requirements:

Present the content by lecture and discussion as required. 

An example of function, sub-function, and process identification and analysis (one example is described in the Supplemental considerations) can be used to generate class discussion.

Remarks: 

I. Identify the potential risks/vulnerabilities facing the business (already accomplished during the vulnerability analysis but subject to revision as the BAIA progresses – the emphasis at this point is on business function and process-specific impact). Wold’s article “Some Techniques for Business Impact Analysis” contains a list of factors that should be reviewed in a business-specific context to identify the potential vulnerabilities:

A. Geographic location.

B. Topography.

C. Proximity to power sources, water bodies, and airports.

D. Degree of accessibility to the organization (security).
E. History of local utility companies in providing uninterrupted services.

F. History of the area’s susceptibility to natural threats.

G. Proximity to major highways over which hazardous waste and combustible products are transported.

H. Proximity to nuclear power plants.

I. Other factors, which might include the nature of the business and its susceptibility to protests and even terrorist attacks, susceptibility to fraud and embezzlement, the potential for strikes, the potential for civil disturbances and riots, and the potential for disgruntled employee sabotage and physical assaults.

II. Identify the major functions of a business. The assigned readings give various descriptive names to these major functions, such as:

A. Critical business functions – Wold and Shriver.

B. Mission critical functions – Wold.

C. Essential functions – Business Resumption Planning: A Guide.
III. Decompose each major function into its supporting functions and processes for the purpose of assigning priorities, identifying vulnerabilities and their impacts.

A. The assigned readings do not specifically address decomposition of major functions. Decomposition is necessary to accomplish a comprehensive BAIA, however. It can help identify areas of vulnerability and impacts that could be overlooked at a more macro-level analysis.

B. The final level of decomposition is at the point where no additional significant information is obtained. 

C. Flow charts showing input, process steps, and output are a useful tool for decomposing processes which may cut across functional and sub-functional lines.

D. Identify suppliers and customers of functions, sub-functions, and processes. 

IV. Match the identified vulnerabilities to decomposed business functions and 

processes. 

A. Assess the impacts of the identified vulnerabilities on the decomposed business functions and processes.

B. The impact in a business context generally refers to down time of a function or process and its ultimate effect on the business’ survival and economic success. On a more detailed level, the impact on the following areas should be considered: 

1. Revenue streams both in and out of the business.

2. Product creation and delivery.
3. Customer service.
4. The business’s reputation as reflected in stakeholders’ confidence.

5. The business’s strategic plans as reflected in ongoing research and development efforts. 

6. Legal liability. 

V.
Determine the “critical” business functions and processes. 

A. In a business context, “critical” generally connotes the element of time. If an interruption of a function or process for a period of time causes disruption to day-to-day operations with a resulting significant negative financial impact, it probably should be classified as critical. Time criticality can change according to when in the business cycle or time of the year the event occurs. 

B. Other determinants of criticality that go beyond immediate financial impact but support organizational survivability and economic success on a strategic level include:

1. Employee safety, security, and morale.

2. Regulatory and legal requirements.

3. Public image/goodwill.

4. Stakeholders’ (particularly investors) confidence.
5. Competitors’ ability to capture market share.

6. Relationships with other organizations – dependencies, agreements, etc.

7. What the business’ leadership considers critical.
VI.
Assign a priority to each of the “critical” business functions and processes.

A. The actual metric of prioritization is not important. What is important is that the prioritization measure chosen provides information that is useful and sufficient for decision makers in the accomplishment of the risk management function.

B. Wold proposes prioritization as either “Essential,” “Important,” or “Nonessential,” depending on the period of disruption.

C. Business Resumption Planning: A Guide proposes a numeric scale of 1–5, also based upon the period of disruption. 

D. Strategic considerations as mentioned above also should be included in the prioritization process. 

VII. Assess the current state of the organization’s procedural and physical safeguards which can mitigate the vulnerabilities and their impact. 

A. Taking into consideration the current state and the additional analysis conducted, determine the additional safeguards needed to ensure the continuity and/or resumption of the highest priority business functions following their disruption.

B. Quantify the costs of the additional safeguards and, to the maximum extent possible, explain and quantify the benefits to be derived. 

1. In the case of immediate business activity this can be relatively easy. For example – a business purchases a backup generator that, in the case of a loss of electricity, can immediately restore electrical power so that orders can be processed. The cost of acquisition amortized over the expected life, maintenance, testing, etc., is $W per year. The average frequency of electrical failure is X times per year and the average down time is Y hours. The expected revenue loss per hour is $Z. Compare $W to X*Y*$Z to determine the cost-to-benefit ratio. 

2. Although they probably cannot be exactly quantified, include a qualitative description of other benefits to be realized, such as retained goodwill and confidence, maintained employee morale, avoidance of lost customers, etc. 

VIII. Prepare a report of the BAIA which will be useful to decision makers. Information should be presented in a clear and concise manner and in the level of detail necessary for the risk management function to be effectively accomplished.

A. Ideally, all members of the planning team should agree with the report and sign it.

B. If consensus cannot be reached, dissenting arguments can be attached; but this will probably detract from the report.

Supplemental considerations:

For a class discussion or small group exercise, you may wish to apply the general BAIA process to an example business function. Recommended is a BAIA of the major function of “Registrar” at your university. Consulting the university phone book you should find sub-functions such as “Student Records,” “Registration Services,” “Graduation Services,” and “Transcript Services.” One of the sub-functions can then be decomposed into supporting processes such as “Registering Students.” The process can be analyzed to determine points of vulnerability, effects of disruption (on the students and the customers of registration information), criticality, and adequacy of existing safeguards and the need for additional safeguards. It would be enlightening to check ahead of time to see if the registrar’s office has any plans for dealing with potential hazards such as a fire in their facilities that could result in the destruction of records, or the failure of their computer systems or telephone systems. 


Objective 7.4  Describe methods of collecting BAIA information to be used in developing the BAIA report.

Requirements:

Present the content by lecture. 

The benefits/drawbacks of using outside consultants, training, and support in conducting a BAIA can be used to generate class discussion. 

Complete the modified experiential learning cycle for all of the objectives at the end of the session.

Remarks:

I. The readings describe relatively simplistic methods of collecting risk analysis and BAIA information. 

A. Respondents (exactly who to include is not specified) are asked to assign relative rankings to probabilities and effects of defined vulnerabilities, the importance of functions and processes, and the adequacy of safeguards. The rankings are combined mathematically to determine priorities and develop recommendations. 

B. This method is quick and inexpensive and is appropriate for many small or narrowly focused businesses. The proof of effectiveness is that the method provides the information necessary for decision makers.

C. Even for very complex businesses, the simple methods may be a good starting point (remember the Arlington Plastics case study in the Barton text) and are certainly better than no analysis. 

II. There is no shortage of consultants and companies offering BAIA services, tools, and 

training. A simple search on the Internet will yield thousands of sites when a search for the words “business area impact analysis” or “business impact analysis” is conducted.

A. No particular consultant, product, or training is endorsed in this course.
B. As an example of a product, the Strohl Systems BIA methodology and software package is briefly described.

1. The Business Continuity Planning Guide, 500+ pages, provides an alternative but consistent model of crisis management and business continuity.

2. The task of completing a comprehensive BIA is facilitated through the use of a BIA software package – BIA Professional – and the accompanying user’s manual. The software and manual assist in:

a. Determining what information to gather and from whom.
b. Developing an understandable questionnaire to gather data.

c. Analyzing the data.
d. Preparing a report.

C. A sample 2-day training course on BIA is conducted by the Center for the Application of Information Technology. A course description and outline are accessible on their Web site http://www.cait.wustl.edu/catalog/management/ttdr10.html.

D. An example consultant service for conducting business recovery/business impact analysis is provided by AMDAHL and is described on their Web site, http://www.amdahl.com/doc/support/datacenter/xmm004136.html.

III. Regardless of the BAIA method used or the training and support provided, it is not a trivial task and should be completed in a systematic and comprehensive manner with its purpose always in mind: To provide useful information to decision makers.

Supplemental considerations:

Strohl Systems, through their Web site at http://www.strohl-systems.com/visit.html, will provide, free of charge, a demonstration CD of their BIA software and their Living Disaster Recovery Planning Systems software. You may consider using it as a class demonstration. Other companies also advertise the availability of demonstration materials on the Internet. 


Objective 7.5  Research BAIA support services on the Internet and summarize the scope of the services and their potential use and benefit.

Requirements:

Assign the out-of-class work to the students.

Remarks:

I. Communicate the assignment and your guidelines.

II. Explain the small-group work that will start the next session.

Supplemental considerations:

Provide the students with an out-of-class assignment that requires them to research BAIA services (consultant, software, training, etc.) on the Internet. The September 1998 issue of Contingency Planning and Management contains a nine-page directory (pp. 30–39) of consultants offering a variety of BAIA services. You may wish to assign some specific service suppliers to the students to avoid the possibility that they will duplicate each other by selecting from the first few suppliers listed in the search results. Alternatively, you can assign each of the small groups a particular area of service and leave it up to the members of each group to coordinate their efforts so that there is not duplication within the group. The students should prepare a short (two pages) written summary of the service provided and their appraisal of the value and application of the service. At the start of the next session, the groups should be given 15–20 minutes to discuss their individual findings and then make a short (two to three minutes) oral report (via their reporter) to the class, covering the similarities and differences between the suppliers and their appraisal of the usefulness of the service. 

� Moore, Pat. 1997. “How to Plan for Enterprise-Wide Business and Service Continuity.” In Disaster Resource Guide [on-line]. Santa Ana, CA: Emergency Lifeline Corporation.
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