
Session No. 4


Course Title: Business and Industry Crisis Management, Disaster Recovery, and Organizational Continuity

Session 4: Overview of the Crisis Management and Business Continuity Model

Time: 1 hr


Objectives:

4.1. Complete objective 3.3 (small-group reports and class discussion of the qualitative vulnerability analysis for the specific college/university where this course is being conducted).

4.2. Discuss the crisis management and business continuity model, with emphasis on the linkage of functions and overall integration.


Scope:

The session should start with the reporter from each small group presenting a short (two to four minutes) oral report on the results of his/her group’s work at the end of session 3. This should be followed by a short class discussion of the purpose and use of vulnerability analysis in risk assessment, the vulnerabilities identified and completion of the modified experiential learning cycle for the activity. The remainder of the session will focus on the crisis management and business continuity model described in the attached article.


Readings:

Student Reading:

Harrald, John R. 1998. “A Strategic Framework for Corporate Crisis Management.” The International Emergency Management Conference 1998 (TIEMS ’98) Proceedings. Washington, DC. Pages 389–397.

Instructor Reading

Barton, Laurence. 1993. Crisis in Organizations: Managing and Communicating in the Heat of Chaos. Cincinnati, OH: South-Western Publishing Co. Pages 72–92.

Harrald, John R. 1998. “A Strategic Framework for Corporate Crisis Management.” The International Emergency Management Conference 1998 (TIEMS ’98) Proceedings. Washington, DC. Pages 389–397.


General Requirements:

None.

Objective 4.1  Complete objective 3.3 (small group reports and class discussion of the qualitative vulnerability analysis for the specific college/university where this course is being conducted).

Requirements:

Allow each small group reporter two to four minutes to present the work of his/her group. Assign a timer to signal the amount of time remaining for each reporter.

Upon completion of all the small group reports, conduct a short class discussion on the purpose and use of vulnerability analysis in risk assessment, the areas of vulnerability identified, and possible preventive/corrective actions that could lessen the vulnerability.

Complete the modified experiential learning cycle for this objective.

Remarks:

I. Delivering short and concise oral reports is an important skill requiring practice.

A. Review the rules for conducting oral reports.

1. Every member of the class will present at least one short oral briefing during the course. Show the reporter the same courtesy you expect when it is your turn.

2. Complete your report in the allotted time (two to four minutes); a time keeper will hold up a sign indicating when you have 1 minute remaining and when you have 30 seconds remaining. 

3. Hold off discussion until all the oral reports have been completed.

B. Have the group reporters deliver their oral reports.

II. Discuss the groups’ reports.

A. Some possible questions to guide the class discussion are:

1. Why is it necessary to identify potential vulnerabilities?

2. What use can be made of this information?

3. What were the common vulnerabilities identified?

4. Is there agreement on the greatest vulnerabilities?
5. What, if anything, could be done to prevent/lessen the impacts of the identified vulnerabilities?

6. Are these preventive/corrective actions practical?
7. Is it possible to prevent/correct all vulnerabilities at this college/university?

B. Ask the class if they can think of any additional questions. 

Supplemental Considerations:

The answers to the above questions set the stage for the presentation of the crisis management and business continuity model in general and the risk assessment function in particular.  


4.2  Discuss the crisis management and business continuity model, with emphasis on the linkage of functions and overall integration.

Requirements:

A PowerPoint presentation of key points and the model and component parts that can be used as a student handout and/or for overhead projection if desired. As a minimum the students should be provided with a visual presentation of the model and its component parts as a handout or through the use of overhead transparencies (included).

Complete the modified experiential learning cycle for this objective.

Remarks: 

I. Comments on/corrections to the article by John R. Harrald.

A. The following corrections to the article “A Strategic Framework for Corporate Crisis Management” as published in the TIEMS’98 proceedings are pointed out:

1. Figure 1 Crisis Management and Business Continuity model upper left function: Change “Vulnerability/risk Assessment” to “Risk Assessment.”

2. Figure 1 Crisis Management and Business Continuity model lower left function: Change “Exercises/Drills” to “Training/Exercises/Drills.”

3. A Strategic View…, last paragraph: Second and third sentences: Insert “training” before the word “drills” in both occurrences.

B. The following comments concerning the article “A Strategic Framework for Corporate Crisis Management” as published in the TIEMS’98 proceedings are pointed out:

1. A Strategic View…, next-to-last paragraph: First sentence: The term “emergency management” is used in a very narrowly defined sense specific to private sector crisis management during the actual response to a crisis event. 

2. The public sector emergency management usage of the term is much broader and includes the entire four-phase process of mitigating, preparing, responding to, and recovering from an emergency.

II. As covered in session 1, the overall public sector emergency management and private sector crisis management functions are similar, with the common purpose of protecting life and property.

A. The four-phase model of public sector emergency management includes (1) mitigation, (2) preparedness, (3) response, and (4) recovery.

1. FEMA’s organizational structure mirrors these phases.

2. Different formal organizations may be assigned emergency management responsibilities at all levels of government, but the general phases remain the focus of the overall emergency management process. 

B. Private sector crisis management should be viewed as a strategic business activity which supports the fundamental strategic objective of long-term survivability and economic success. Traditionally, crisis management has been approached in a fragmented and generally reactive manner. Truly effective crisis management requires understanding and support at all levels of an organization along with the structural, cultural, and individual changes necessary to make it work. 

1. As is shown on overhead 4-1, crisis management is a strategic activity. It is:

a. More than a program. Some relevant program examples include:
(1) International Safety Management (ISM) Code. The ISM Code was developed by governments in response to a series of marine casualties which resulted in loss of life and in environmental pollution. 

(2) International Organization for Standardization (ISO) 9000. The ISO 9000 series of International Standards for quality management and quality assurance has been adopted in more than 90 countries and is being implemented by thousands of manufacturing or service organizations in both public and private sectors.
(3) Total Quality Management (TQM). TQM was and is a widely accepted management philosophy of the early to middle 1990s. 
b. More than a response system such as the Incident Command System (ICS) – a command and control system that can be employed to organize for and respond to incidents.
c. More than a media relations program.

2. Crisis management is required for business survival and growth. 

3. Effective crisis management requires structural, cultural, and individual changes and the integration of systems, policies, and procedures.

C. As is the case with the emergency management model, crisis management involves multiple functions that should be linked and integrated to maximize effectiveness and efficiency. 

1. The assigned reading (Harralds’ article) proposes a model of corporate crisis management and business continuity (“crisis management” by itself is an umbrella term which covers all of the functions shown – business continuity is added to the model’s title to accommodate the growing number of practitioners who use the term to describe the entire process from vulnerability/risk assessment through restoration) that includes the functional elements of the entire process and the linkages necessary to integrate the functions (overhead 4-2).

a. The model shows the linkages for a single crisis event. In actuality the application of the model is an iterative process which does not start or stop with any one crisis event. 

(1) Each functional element needs to be reexamined in light of changes in the external and internal environment to adequately plan and prepare for future events.

(2) Lessons learned from actual crises and/or drills and exercises need to feed back into the pre-event analysis, management, planning, and training functions.

b. Every function, and groups of linked functions, shown can be traced back to the starting point – risk assessment. 

(1)  Risk assessment is the foundation of effective corporate crisis management and business continuity and will be explained in more detail in subsequent sessions. Per the definitions in session 2, risk assessment is comprised of the separate steps of vulnerability analysis followed by risk analysis. 
(2) Terminology in public sector emergency management for the foundational starting point may differ (hazard identification and analysis vice vulnerability and risk analysis) but the general purpose, process, and sequence of the steps is the same. 

c. The functions to the left of the crisis event are analogous to the emergency management preparedness and mitigation functions, while those during and after the crisis event are analogous to response and recovery with some exceptions. 

(1) Business continuity, recovery, and restoration (particularly restoration) functions should be planned and conducted in a manner that allows for organizational learning from the precipitating event and the mitigation of future events. 

(2) Although not shown in the article or on the overheads, an arrow from the restoration and continuity functions should connect back to the foundational risk assessment function to indicate that crisis response, continuity, recovery, and restoration drive future preparedness and mitigation.

(3) The inclusion of this arrow makes the crisis management and business continuity model consistent with the public sector emergency management model where preparedness, response, recovery, and mitigation are linked in a circular fashion. 

d. Crisis management team coordination and action.
(1)  This function occurs before, during, and after a crisis event. 

(2) The development, employment, and maintenance of a successful crisis management and business continuity program requires considerable time, effort, and resources. 

(3) Commitment and visible support starting at the chief executive level set the tone for the program and are achieved through convincing proof and arguments grounded in sound business practices. 

(4) Continuous awareness, involvement, and support of the team with top-level membership are essential to the crisis management and business continuity process. 

(5) Specific team membership and responsibilities will be covered in more depth in subsequent sessions.  

2. The presented crisis management and business continuity model can be broken down into component groups of functions that are linked across the time span incorporating phases before, during, and after a crisis event. Refer to the definitions presented in session 2. Individual functions will be covered in more detail in subsequent sessions.

a. Corporate emergency response functions (overhead 4-3). Link the functions of risk assessment; contingency, recovery, and continuity planning; training, exercises, and drills; incident management; incident response; and crisis communications before, during, and after the crisis event.

b. Corporate crisis response functions (overhead 4-4). Link the functions of risk assessment; contingency, recovery, and continuity planning; training, exercises, and drills; crisis management team coordination and action; and crisis communications before, during, and after the crisis event.

c. Corporate loss control functions (overhead 4-5). Link the functions of risk assessment; business area impact analysis; risk management and loss control; and restoration and continuity before, during, and after the crisis event.

d. Corporate business recovery functions (overhead 4-6). Link the functions of risk assessment; contingency, recovery, and continuity planning; training, exercises, and drills; and business resumption and business recovery before, during, and after the crisis event.

3. Strategic crisis management is an evolving concept for most organizations. 

a.  As recently as 1987, Ian Mitroff found that only 38% of the private organizations he studied had a crisis management team or unit in place.(

b. By 1997, the joint GWU/Corporate Response Group (CRG) survey found that 71% of the Fortune 1000 companies surveyed have a crisis management plan and crisis management team.

4. Despite this progress in the percentage of organizations paying some level of attention to crisis management, there still exists a lack of generally accepted standards and procedures. The GWU/CRG 1997 survey indicates that primary or shared responsibility for an organization’s crisis management program may belong to any of 21 different organizational functional elements. This diversity of functional responsibility leads to different crisis management concerns and program emphases. In general, corporate crisis management programs can be grouped into three types.

a. Externally driven – Reactive: Compliance (overhead 4-7).

(1) Central concern: compliance with externally imposed standards and  regulations.

(2) Program emphasis: inspection, reporting, and certification.

(3) Typical organizations: heavily regulated industries and service organizations.  

(4) Compliance is certainly is not a bad thing; in fact, noncompliance can have significant negative consequences in the form of fines, damaged reputation, etc. 

(a) Taken by itself, however, compliance is a minimal standard for crisis management and business continuity planning and actions. 

(b) It should not be substituted for a thorough risk assessment as the foundation of crisis management and business continuity planning and actions. 

b. Externally driven – Reactive: Response/Reaction (overhead 4-7).

(1) Central concern: the rapid and effective response to crises, disasters, and emergencies.

(2) Program emphasis: response organization, coordination, communications. 

(3) Typical organizations: transporters and producers of hazardous materials.

(4) Planning, organizing, and resourcing for response is necessary since the risk of crises, disasters, and emergencies cannot be reduced to zero; but exclusive or excessive emphasis on response can detract from risk management activities aimed at risk reduction and mitigation.  

c. Internally driven – Proactive: Technocratic-Problem Solving 

(overhead 4-8).

(1) Central concern: disaster recovery and business continuity plans.

(2) Emphasis: development of formal planning procedures, use of professional planners.

(3) Typical organizations: computer and information intensive.
(4) Total reliance on professional planners (internal or external to the business) may cause valuable ideas and information from representative employees to be ignored. The advice of these planners may not reflect the organization’s culture and the beliefs and priorities of its leaders. As such, it may be unrealistic and be ignored in an actual crisis event. 

d. Internally driven – Proactive: Public Relations (overhead 4-8).

(1) Central concern: the managing of perceptions of customers, media, and key external stakeholders. 

(2) Emphasis: crisis communications procedures and technologies.

(3) Typical organizations: consumer products.

(4) Crisis communications are very important and are the focus of Barton’s text. Over-emphasis on communications and the possible belief that good communications can counteract poor planning or performance can detract from the other functions occurring before, during, and after a crisis event.

e.  Internally driven – Proactive: Preventive (overhead 4-8). 

(1) Central concern: the prevention of accidents and incidents.

(2) Emphasis: risk management, safety, and security management.

(3) Typical organizations: airlines, nuclear power plants, shipping.

(4) The potential and actual impacts of certain incidents and accidents are so severe (e.g., airline crashes, major oil spills, nuclear plant failures) that great emphasis is correctly placed on prevention (reducing probability). No risk management strategy can completely eliminate the probability of risks, however. The other functions (particularly incident response and management and crisis communications) require proper attention too.

(a) For example, EXXON was ill prepared to respond to the Valdez oil spill and came across as both arrogant and less than appropriately concerned in the days immediately following the spill. Their response and crisis communications plans were obviously inadequate for the magnitude of the situation. (More on Exxon Valdez later in the course).

(b) Following the crash of TWA 800, TWA was widely criticized for its poor communications and apparent lack of preparedness to deal with the families of the victims and the media. The poor performance of TWA contributed to legislative changes and to requirements for airlines operating in the U.S. to have an approved family assistance plan. (More on TWA 800 later in the course).  

f. Strategic/integrated (overhead 4-9).

(1) Central concerns: the recognition of the strategic implications of managing for long-term success, the importance of organizational culture, and individual character and personality.

(2) Emphasis: the prevention of crises, organizational reaction to crises, learning from events and near events, and the linkage of component functions of crisis management and business continuity.

(3) Typical organizations: organizations with a culture and a leadership that believe in and are committed to a strategic and integrated approach. 

(4) The author of this course proposes that a strategic/integrated approach to crisis management and business continuity is in the best interest of private sector organizations. Although a different model is used in public sector emergency management, the argument for a strategic and integrated approach is equally applicable. 

(a) Progress in this direction is being made, as indicated by the results 1997 GWU/CRG survey; but there are still many major businesses that pay little or no attention to this area, as evidenced by the 29% of the Fortune 1000 companies who responded that they do not have a crisis management plan or team in place.

(b) Although the information is somewhat dated, Mitroff and Pauchant in their 1990 book We’re So Big and Powerful Nothing Bad Can Happen to Us state, “The best available evidence indicates that at best only 5–15 percent of all organizations even begin to approach what we call a Crisis-Prepared organization.”

g. The reading for the next session (Barton pages 72 to 92, primary emphasis on pages 81 to 92, “Product Defects and Recalls”) contains several examples of effective and not-so-effective crisis management; and, will form the basis of further discussion on the concerns and emphasis of management programs. Barton’s emphasis is primarily on the communications aspects of crisis management, however, the examples can be used in a discussion of the strategic nature of effective crisis management. 

III. In summary: The model proposed defines effective crisis management as an essential component of strategic management. Like all strategic management functions, it must be future oriented, integrated across organizational divisions and responsibilities, and subject to continuous review and modification. 

A. Steps required to accomplish strategic integration of crisis management include (overhead 4-10):

1. Recognizing crisis management as a professional responsibility and providing relevant training.

2. Integrating or linking functions by ensuring consistent policy and procedure and the rapid and accurate exchange of information.

3. Using training, drills, and exercises to link pre-event and response functions.
4. Involving key stakeholders in crisis management activities.
5. Developing formal methods of organizational learning. Lessons learned should feed back into the risk assessment function.

6. Involving top managers in the crisis management team.

7. Ensuring that information technology systems support crisis management and link crisis management activities.
8. Creating an organizational culture that supports organizational monitoring, open communications, and individual responsibility.
B. With an integrated and effective strategic crisis management program in place before a crisis occurs, organizational leaders should be well prepared to answer the following questions in a truthful manner that supports long-term organizational survivability and economic success (overhead 4-11):

1. When did you have an inkling that there was a critical defect or something wrong in your system organization, product, or service?

2. If you did not know that something was wrong, why not?
3. What, if anything, did you do about it?
4. If you did not do anything about it, why not?
5. If you had known beforehand that such a crisis was possible, what could you have done? 

Supplemental considerations:

The model of corporate crisis management and business continuity presented will form the basis of the following sessions. The component functions will be considered separately and in their groupings shown in overheads 3–6. Session 5 looks at the function of risk assessment and relates it to the previous discussions of vulnerability analysis.  

Session 5 will start with a discussion of the examples from pages 72–92 of the Barton text. Pages 72–80 provide a context for the examples contained in pages 81–92. Although these examples primarily stress crisis communications, they can be used to emphasize the strategic nature of effective business crisis management.

The assigned student reading for session 5 includes “Section 1: 4 Steps in the Planning Process” (22 pages), from the FEMA Emergency Management Guide for Business & Industry, which lays out an alternative yet consistent model of emergency management for business and industry. Terminology differs from that of the model proposed in this course, but the general functions and sequence are essentially the same. This guide will be cited in the discussion of risk assessment and business area impact analysis (BAIA) in sessions 5–7. The remaining three sections of the FEMA guide will be assigned reading and will be referred to later in the course; so you may consider providing the entire document at this time. 

( 
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