Session No. 3 


Course Title: Business and Industry Crisis Management, Disaster Recovery, and Organizational Continuity

Session 3: Crisis Events Grouping and Vulnerability Drivers 

Time: 1 hr


Objectives:

3.1 Develop logical grouping of possible crisis events from the list developed in session 2.

3.2 State the primary drivers of vulnerability as hypothesized by Barton in the course text.

3.3 Conduct a qualitative vulnerability analysis for the specific college/university where this course is being conducted, using the lists and groupings of possible crisis events and the primary drivers of vulnerability.


Scope:

The session should start with the collection of the written assignment followed by a short class discussion of each question, and students’ responses and reaction to the exercise to, complete the modified experiential learning cycle. Logical groupings of possible crisis events will be accomplished as a class activity and will be the first step in conducting a vulnerability analysis as part of the risk assessment function. Barton’s hypothesized primary drivers of vulnerability will be presented by the professor and applied in a small-group exercise to the university/college where the course is being conducted to determine its vulnerability to possible crisis events. Time should be allotted at the beginning of the next session for each group (via its designated reporter) to provide a brief oral report (two to four minutes) and to complete the modified experiential learning cycle for this objective. In preparation for the next session, the students will be required to read the article “A Strategic Framework for Corporate Crisis Management” by John R. Harrald (copy included), which explains the crisis management and business continuity model to be followed in this course. 


Readings:

Student Reading: 

Barton, Laurence. 1993. Crisis in Organizations: Managing and Communicating in the Heat of Chaos. Cincinnati, OH: South-Western Publishing Co. Chapter 4, pages 48–71.

Instructor Reading:

Barton, Laurence. 1993. Crisis in Organizations: Managing and Communicating in the Heat of Chaos. Cincinnati, OH: South-Western Publishing Co. Chapter 4, pages 48–71. 

Federal Emergency Management Agency. 1997. Table of contents of Multi-Hazard Identification and Risk Assessment: A Cornerstone of the National Mitigation Strategy. Washington, DC: Federal Emergency Management Agency.

Pauchant, Thierry C., and Mitroff, Ian I. 1992. Transforming the Crisis Prone Organization. San Francisco, CA: Jossey-Bass Publishers. Introduction and chapter 1, pages 1–33.


General Requirements:

The Barton text (pp. 51 and 55) and Pauchant and Mitroff (pp. 28 and 31) contain figures showing “crisis clusters” and “preventive action clusters” that can be used in support of session objectives 3.1 and 3.3.

Printouts from various Web sites (addresses included) showing natural disasters (hurricanes, earthquakes, tornadoes, volcanoes, and floods) can be used to support objective 3.3. This is public domain information and may be reproduced for distribution to students. 

As an alternative to the Web sites, the professor may choose to use Multi-Hazard Identification and Risk Assessment: A Cornerstone of the National Mitigation Strategy, prepared by FEMA’s Mitigation Directorate as a reference for natural disaster occurrences. This report contains graphical representations of the location and frequency of all types of natural disasters.

A copy of the article “A Strategic Framework for Corporate Crisis Management,” by John R. Harrald, published in the TIEMS Conference Proceedings, which is the assigned student reading for session 4, is included.


Objective 3.1  Develop logical grouping of possible crisis events from the list developed in session 2.

Requirements: 

Explain the purpose of the logical grouping activity in the context of the course.

Set up for the logical grouping activity by placing the post-it notes developed in session 2 in a random order on a wall or other suitable surface where they can be moved around by the students to form logical groupings.

Establish a large group of approximately 8 to 12 students to conduct the activity. Use the entire class if it is the correct size. If not, assemble the large group from representatives of each of the small groups.

Review the rules of the logical grouping activity. (see Remarks).

Conduct the logical grouping activity. 

Develop cluster titles by consensus.

Compare the methods used in the activity to those used in the Arlington Plastics case study in the text. 

Record the results of the activities and distribute to the students.

Complete the modified experiential learning cycle for the activity.

Remarks:

I. Explain the purpose of this activity in the context of this course.

A. The students are performing a qualitative vulnerability analysis.
B. Vulnerability analysis, followed by risk analysis of the vulnerabilities identified, comprises the risk assessment function, the basis of crisis management and business continuity planning and actions. The model of crisis management and business continuity to be followed in this course is presented in the next session. 

C. At the end of this session, the students will conduct a qualitative vulnerability analysis for this college/university and will answer questions designed to establish the importance of the risk assessment function to the entire crisis management and business continuity planning process.

II. Review the rules for the large group activity.

A. Any individual can move the post-it notes into logical groupings such as natural disasters, terrorism, product defects, etc.

B. A post-it note may be moved as many times as necessary until there is general agreement on the groupings. Only then is the activity complete.

C. The group should work in silence.
III. Develop short, descriptive titles for each of the groups through class discussion.

A.  Agreement on titles is by consensus – there may be minor disagreements but “everyone can live with the final decision.”

IV. Discuss with the class the reasons for developing the groupings and the potential value of the groupings.

A. This is a method of identifying possible crises that might impact an organization.

B. The groupings make the number of events requiring consideration more manageable.

C. Identifying and clustering events are a logical first step in conducting a vulnerability analysis and complete risk assessment (the foundation of the overall crisis management process). 

D. Compare the activity to the Arlington Plastics case study in the text and discuss the following questions:

1. How were the class and case study methods similar and different?

a. Both methods were subjective and represent the perspectives of 

only the individuals who participated.

b. The case study participants were all upper level managers who may or may

not be aware of all the potential crises facing their company.

2. How can the methods used in the class activity and the case study be improved? Some possible improvements are listed below.

a. Look at historical data and trends for the particular business, similar businesses, competitors, the locality, etc., to determine past occurences and project potential future occurrences. 

b. Administer structured surveys and/or interviews to representative employees at all levels of the organization to insure that multiple perspectives are captured and to avoid blind spots.

c. Direct the focus of the surveys and interviews externally as well as internally to capture the perspectives of as many stakeholders as possible. 

Supplemental Considerations:

The maximum size of the group conducting this activity should be limited to 8 to 12 participants. With groups larger than 12, it is very difficult to complete the exercise in a timely (approximately 10 to 15 minutes) manner. If the class size is larger than 12, it is recommended that representatives from each of the small groups formed in session 2 be chosen to participate, with remaining class members acting as observers. Their observations of the activity should be solicited during the completion of the modified experiential learning cycle for this activity.

Setting up for this activity requires five to ten minutes and can be accomplished prior to the start of class. The post-it notes developed in session 2 should be placed on a wall or other suitable surface in a random order. The students as a group will then move the individual notes to form groups (clusters) of events that are related, such as natural disasters, terrorism, product defects, etc. Recommended rules for this activity are that the notes are to be rearranged in silence (any member of the group can move a note) and that individual notes may be moved as often as required until the group as a whole is satisfied that no additional moves are required. The professor should then lead a discussion to produce short descriptive titles for each cluster of crisis events. There may be multiple ideas and some individual disagreement on cluster titles but a consensus (a title everyone can live with) should be reached. A recorder should be assigned to capture this work for reproduction and distribution to all the students.

The students will have read the Barton text and may select cluster titles similar to those on page 55. They should also develop some original ideas. There are no right or wrong answers and you may find that the students’ efforts produce results as good as or even better than the author’s. The key point here is that there are many different crises that may impact an organization – too many to individually plan and prepare for. Identifying and clustering are logical first steps in conducting a vulnerability analysis and a complete risk assessment (the foundation of the overall crisis management process) and allow for realistic decision making, planning, and preparation. In the Barton text, a case study is presented (pp. 53–56) in which a fictitious company, Arlington Plastics, attempts to identify and classify potential crises. The case study presents the methodology followed by Arlington Plastics. The students should be asked:

How were the class and case study methods similar and different?

How can the methodology be improved?

The key point is that the methods are very subjective and represent only the experience and opinions of the individuals who participate. In the case study, the participants are all upper-level managers who may or may not be aware of all potential crises facing Arlington Plastics. Improved methods might include structured surveys and interviews of representative employees at all levels of the organization. The Arlington Plastics method is also internally focused. There are individuals and groups external to the company (customers, suppliers, civic groups, government, etc.) who may help identify additional areas of concern. 

Although the class and case study methods are not perfect, they are a reasonable first step in developing a crisis management plan. In some cases, top-level management may decide that these methods are sufficient and that future efforts will be based on their results. In other cases, this preliminary work can be used to develop additional surveys or interview questions in an attempt to collect and refine information.

Five to ten minutes should be allocated for completing the modified experiential learning cycle for this activity. If the entire class was not actively involved in the grouping activity, the observations of those who did not participate should be included in the discussion.


Objective 3.2  State the primary drivers of vulnerability as hypothesized by Barton in the course text.
Requirements:

This material should be presented to the students in a lecture, with time allocated for discussion as necessary. The factors are general and widely enough accepted to cover the basic considerations for a preliminary vulnerability assessment.

A student handout of the drivers, included.

Overhead projections of the drivers, included.

Complete the modified experiential learning cycle for this activity (lecture) through a short class discussion.

Remarks:

I. Barton (pp. 59–67) hypothesizes that the following factors should be considered as drivers in the analysis of vulnerability and assessment of risk of a generic organization:

A. Ownership of the company.

1. Public versus private ownership.

2. Multinational versus national.

3. Celebrity ownership.

B. Size of the organization and adequate insurance.

1. The greater the size, the better prepared.

2. The greater the size, the greater the danger of a calamity.

3. The more well known, the greater the level of scrutiny and awareness.

4. The greater the size, the greater the potential for uninsurable losses.

C. Warning signals.

1. Ability to receive warning signals.

2. Receptivity and ability to properly interpret warning signals.

3. Ability to act on warning signals.

D. Communications channels.

1. Establishment of formal and informal channels of communication.

2. Procedures established and understood.

3. Designation of spokesperson/s.

E. Product or service.

1. Potentially dangerous processes, materials, and products or services.

2. Demographics of customers.

3. Liability for defective services and products.

F. Public awareness of the company.

1. Public recognition requires preparedness.

2. Good will is slowly earned and rapidly lost.

G. Location (not explicitly mentioned by Barton but a logical and essential consideration in risk/vulnerability assessment).

1. Susceptibility to natural disasters.

2. Proximity to and nature of populated areas, other businesses.

3. Supporting infrastructure (transportation, power, water, telecommunications, etc.).

II. Barton uses the terminology “assessment factors used to evaluate the risk of crisis” rather than “drivers of vulnerability.” Within the context of this course, the terminology “drivers of vulnerability” is considered to be more appropriate and descriptive.

Supplemental Considerations: 

None.


Objective 3.3  Conduct a qualitative vulnerability analysis for the specific college/university where this course is being conducted, using the lists and groupings of possible crisis events and the primary drivers of vulnerability.

Requirements:

Have the students work in their previously assigned small groups.

Rotate formal roles in the small groups.

Provide printouts from the Web sites, the Multi-Hazard Identification and Risk Assessment: A Cornerstone of the National Mitigation Strategy report, or other information on natural hazards in the area of the college/university as a resource for students.

Have the small groups discuss and answer the questions:

· What are the vulnerabilities and possible crises that make this university a “medium-risk” organization?

· Why would the leadership of this university be concerned with these vulnerabilities and possible crisis events?

· What use could the leadership of this university make of this information?

The reporter for each small group will prepare a short verbal report (two to four minutes) to be delivered to the entire class at the start of the next session.

The modified experiential learning cycle will be completed following the verbal reports in the next session.

Remarks:

I. The table on pages 65 and 66 of the Barton text categorizes various types of organizations as “high, medium, or low risk.” 

A. Universities are at the top of the “medium-risk category.” Is this surprising? If a University is to lower the level of risk, it must know where it is vulnerable.
B. In the assigned small groups answer the questions, What are the vulnerabilities and possible crises that make this university a “medium-risk” organization? Why would the leadership of this university be concerned with these vulnerabilities and possible crisis events? What use could the leadership of this university make of this information? The assigned reporter will provide a brief (two to four minutes) verbal report to the entire class at the start of the next class session.

C. The students probably do not have adequate knowledge of their particular institution to consider Barton’s drivers pertaining to warning signals (C) and communications channels (D), but should know enough about the institution to consider the others. The drivers pertaining to products and services (E), public awareness (F), and location (G), should be of primary concern and generate lively group discussion. 

D. Some potentially useful Web sites for looking at the risk of natural disasters in geographic localities are:

http://www.fema.gov/MIT/usjan.htm – all natural hazards

http://www.esri.com/hazards/makemap.html – online natural hazards maps by county

http://www.nhc.noaa.gov/paststate.html – hurricanes

http://www2.crosswinds.net/~spiritnexus – U.S. risk maps for natural hazards
(Web sites cited 10/19/99.)
Supplemental Considerations:

Considering the categorization of various types of organizations as high, medium, or low risk, (Barton pages 65 and 66) the students, and the professor, might be surprised that universities are at the top of the “medium-risk” category. How can that be? Don’t students and their families, faculty, staff, and the general public expect universities to provide a safe environment? In their small groups, the students should use the results of objectives 3.1 and 3.2 to answer the questions, What are the vulnerabilities and potential crises that make this university a “medium-risk” organization? Why would the leadership of this university be concerned with these vulnerabilities and possible crises events?  What use could the leadership of this university make of this information?  The answers to the last two questions will set the stage for the discussion of the overall “Crisis Management and Business Continuity Model” presented in session 4 and the more in-depth discussions of risk assessment, management, and communications in the following sessions. 

The students probably do not have adequate knowledge of their particular institution to consider Barton’s drivers pertaining to warning signals (C) and communications channels (D), but should know enough about the institution to consider the others. The drivers pertaining to products and services (E), public awareness (F), and location (G) should be of primary concern and generate lively group discussion. You should find that the students will have no shortage of ideas in this activity since it relates to their own personal and shared life experiences. 

Later in the course, the students will complete a case study which looks at the institution’s various functions, processes, vulnerability, and importance as applied to the overall crisis management function. 
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