Session No. 2


Course Title: Business and Industry Crisis Management, Disaster Recovery, and Organizational Continuity

Session 2: Definition of Key Terms and Identification of Crisis Events

Time: 1 hr


Objectives:

2.1 State the importance of using consistent and fully understood terms in this course and in the general field of crisis and emergency management. 

2.2 Define key terms associated with business and industry crisis management, disaster recovery, and organizational continuity.

2.3 Develop a list of possible incidents that can turn into accidents and crisis events for an organization.

2.4 Apply the definitions of selected key terms (“hazard,” “emergency,” “incident,” “accident,” and “crisis”) to a case study.


Scope:

During this session the professor will provide, via lecture and class discussion, the rationale for using consistent and fully understood definitions and the definitions of terms that will be used during this course. Some of the terms to be defined should be of relatively common knowledge to the students (e.g., “hazard,” “emergency,” “accident,” “crisis,” “disaster,” etc.) and the professor may wish to have the students offer their ideas in order to set the tone for class participation and discussion. Other terms (e.g., “risk,” “risk assessment,” “business area impact analysis,” “business continuity,” etc.) have specific meanings as applied to this course and are probably best presented in a lecture/handout fashion in order to conserve time. Following the definition of key terms (experiencing), the students should be asked to complete the modified experiential learning cycle through class discussion. The students will then be given the opportunity to work in small groups to develop a list of possible incidents that could turn into accidents and crisis events for an organization. Again, time should be allocated (five to ten minutes) for the small groups to complete the modified experiential learning cycle for the second objective and for each group (via their assigned reporter) to provide a short (one to two minutes) verbal report to the entire class. Objectives 2.2 and 2.3 will be applied to a case study to be completed as an assignment for the next session.


Readings:

Student Reading: 

Barton, Laurence. 1993. Crisis in Organizations: Managing and Communicating in the Heat of Chaos. Cincinnati, OH: South-Western Publishing Co. Introduction, pages 1–13.

Instructor Reading:

Barton, Laurence. 1993. Crisis in Organizations: Managing and Communicating in the Heat of Chaos. Cincinnati, OH: South-Western Publishing Co. Introduction, pages 1–13, 215.

Federal Emergency Management Agency. 1997. Multi-Hazard Identification and Risk Assessment: A Cornerstone of the National Mitigation Strategy. Washington, DC: Federal Emergency Management Agency. Introduction, pages xvii–xxiii.

Kaplan, Stan. 1997. “The Words of Risk Analysis.” Risk Analysis, Vol. 17, No. 4. Pages 407–417.

Moore, Pat. 1997. “How to Plan for Enterprise-Wide Business and Service Continuity.” In Disaster Resource Guide [online]. Santa Ana, CA: Emergency Lifeline Corporation. Copy available at http://www.disaster-resource.com/articles/97moore.htm. This Web site contains multiple articles concerning crisis and emergency management of potential interest to the professor and students.

Pauchant, Thierry C., and Mitroff, Ian I. 1992. Transforming the Crisis Prone Organization. San Francisco, CA: Jossey-Bass Publishers. Introduction and chapter 1, pages 1–33.


General Requirements: 

None. See individual objectives.

Objective 2.1  State the importance of using consistent and fully understood terms in this course and in the general field of crisis and emergency management. 

Requirements: 

The content should be presented by lecture with time allocated for discussion as necessary.

Remarks:

I. Current state.

A. As the course progresses and various references are consulted, the students will be exposed to multiple definitions of key terms such as “crisis,” “disaster,” “emergency,” “analysis,” “assessment,” etc. Often, terms are used interchangeably, and arguably correctly or incorrectly, by the experts in the field.

B. Stan Kaplan (a recognized expert in risk analysis and assessment), in his address to a plenary session at the 1996 annual meeting of the Society for Risk Analysis, stated his two theorems of communication, which he uses to explain the confusion resulting from the different and often conflicting definitions of terms used in risk analysis and assessment. These problems extend beyond the area of risk to crisis and emergency management in general. (Kaplan p. 408.)

1. Theorem 1: 50% of the problems in the world result from people using the same words with different meanings.

2. Theorem 2: The other 50% comes from people using different words with the same meaning.

C. The lack of standard and commonly accepted definitions reflects the developing nature of the crisis and emergency management profession. Ongoing efforts, led by organizations such as FEMA and the Army Corps of Engineers, are aimed at increasing the overall level of professionalism in the field. The need for a common set of definitions has been recognized and emphasized in the professionalism efforts.

1. Common definitions are needed to improve communication between practitioners and between practitioners and decision makers and the general public. 

2. Common definitions also support research efforts and documentation.

II.
Definitions used in this course.

A. Terms associated with business and industry crisis management, disaster recovery, and organizational continuity are defined in this and subsequent sessions for use in this course.

B. The goal is to use terminology in a consistent manner to minimize unnecessary confusion. These are not the only possible definitions but are the ones chosen for the course.

C. As the students encounter other definitions for terms used in the course, they should be encouraged to bring them up for discussion. 

Supplemental Considerations:

As the course progresses and the students are exposed to various reference sources, they will see different definitions and usages for terms related to crisis and emergency management. For example, in the book Disaster Planning and Recovery, A Guide for Facility Professionals (1997) by Alan M. Levitt, the terms “crisis” and “emergency” have the same definition in the glossary. Levitt might argue that his definitions are correct, and they are correct for the way that he uses them in his text, while in this course it can be argued that “crisis” and “emergency” have distinctly different meanings. Both positions are defendable. In the absence of commonly accepted and consistent definitions in this area, different sources will provide different and sometimes contradictory definitions. The key is that the terms are defined in the context of their usage and that the usage remains consistent. Possibly the students will discover improper uses of terms in their reading and research. They should be encouraged to bring these discoveries to the attention of the class for discussion.


Objective 2.2.  Define key terms associated with business and industry crisis management, disaster recovery and organizational continuity.

Requirements: 

The definitions should be presented as lecture with time allocated for discussion as necessary.

A student handout of definitions, included.

Overhead projections of definitions, included for use if desired.

Complete the modified experiential learning cycle.

Remarks:

I. Present definitions of the following key terms (presented in related groups rather than alphabetically) in a lecture and discussion format:
A. Group 1: Basic Terms.

Hazard – Derived from the Arabic “al zahr,” or dice. 

Refers to an event or physical condition that has the potential to cause fatalities, injuries, property damage, infrastructure damage, agricultural loss, damage to the environment, interruption of business, or other types of harm or loss. (Multi-Hazard Identification and Risk Assessment p. xxi.)

Vulnerability – Susceptibility to a physical injury or attack (American Heritage College Dictionary, Third Edition). In the context of this course, “vulnerability” refers to the susceptibility to hazards.

Emergency – An unexpected event which places life and/or property in danger and requires an immediate response through the use of routine community resources and procedures.

Incident – A disruption of a component, a unit, or a subsystem of a larger system (Pauchant and Mitroff p. 12).

Accident – A disruption that physically affects a system as a whole (Pauchant and Mitroff p. 12).

Crisis – Derived from the Greek “krisis,” meaning a crucial turning point in the course of anything, an unstable condition in which an abrupt or decisive change is impending. 

A major, unpredictable event that has potentially negative results. The event and its aftermath may significantly damage an organization and its employees, products, services, financial condition, and reputation. (Barton p. 2.) 

A crisis, like an accident, is a disruption that physically affects a system as a whole and also threatens the priority goals of an organization and challenges the traditional behaviors and values shared in an organization (Pauchant and Mitroff p. 12).

Disaster – Derived from the Latin (and Italian) “disastro,” meaning ill-starred, and means an occurrence inflicting widespread destruction and distress. 

An event in which a community undergoes severe danger and incurs, or is threatened to incur, such losses to persons and/or property that the resources available within the community are exceeded.

The World Health Organization defines a disaster as “any occurrence which causes damage, ecological disruption, loss of human lives, deterioration of health and health services on a scale sufficient to warrant an extraordinary response from outside the affected community.”

Catastrophe – An event in which a society incurs, or is in danger of incurring, such losses to persons and or/property that the entire society is affected and extraordinary resources and skills are required, some of which must come from other nations.

B. Group 2: Risk Assessment and Management.

Risk – The exposure to the chance of loss; the combination of the probability of an event and the significance of the consequence (impact) of the event. 

Risk = Probability x Impact

Vulnerability Analysis – The determination of the possible hazards that may cause harm.

Risk Analysis – The determination of the likelihood of an event (probability) and the consequences of its occurrence (impact) for the purpose of comparing possible risks and making risk management decisions.

Risk Assessment – The combination of vulnerability analysis and risk analysis. The determination and presentation (usually in quantitative form) of the potential hazards, and the likelihood and the extent of harm that may result from these hazards.

Risk Management – The process of intervening to reduce risk – the making of public and private decisions regarding protective policies and actions that reduce the threat to life, property, and the environment posed by hazards.

Risk Communications – The exchange of information, concerns, perceptions, and preferences within an organization and between an organization and its external environment, which ties together the functions of risk assessment and risk management. 

Business Area Impact Analysis – A systematic method of determining the cost of risk by identifying the impact of business or service disruptions which allows targeting operations and processes which require recovery planning (Moore, p. 1).

Stakeholder – An individual, group, or organization impacted by the decisions and actions of an organization. Stakeholders provide input to vulnerability/risk assessment, risk management decisions and business area impact analysis.

C. Group 3: Preparation. 

Mitigation – Sustained action taken to reduce or eliminate long-term risk to people and property from hazards and their effects. Mitigation distinguishes actions that have a long-term impact from those that are more closely associated with preparedness for, immediate response to, and short-term recovery from a specific event. (Multi-Hazard Identification and Risk Assessment p. xxi.) “Mitigation” is a term commonly used in the context of public sector emergency management.
Prevention – The positioning of those measures and activities that will lessen the possibility or the impact of an adverse incident in an organization. The primary goals and objectives of prevention are to protect an organization’s assets and to manage risk. (Moore p. 1.) “Prevention” is a term commonly used in the context of private sector crisis management and is analogous to the term “mitigation” as used in the public sector emergency management context. 

Contingency Planning – Planning for an organization’s reaction to incidents or emergencies to ensure the protection of life, safety, health, and the environment; to limit and contain damage to facilities and equipment; to stabilize operational service and public image impacts of an event; and to manage communications about the event. Plans include:

· Emergency response plan

· Incident management plan

· Crisis communications plan

· Crisis management team plan

D. Group 4: Response and Recovery.

Response – The reaction to an incident or emergency to assess the damage or impact and to ascertain the level of containment and control activity required. In addition to addressing matters of life safety, response also addresses the policies, procedures, and actions to be followed in the event of an emergency. (Moore p. 1.)

Resumption – The process of planning for and/or implementing the resumption of only the most time-sensitive business operations (identified in the business area impact analysis) immediately following an interruption or disaster (Moore p. 1).

Recovery – The process of planning for and/or implementing expanded operations to address the less time-sensitive business operations immediately following a disaster. (Moore p. 1).

Restoration – The process of planning for and/or implementing procedures for the repair or relocation of the primary site and its contents, and for the restoration of normal operations at the primary site (Moore p. 1). 

Expanded to include consideration and implementation of necessary changes designed to improve preparedness for and mitigate the impact of future emergencies.

Continuity – The processes and procedures employed to ensure the timely and orderly resumption of a company’s business cycle. (includes all of the processes/plans/actions contained in the above definitions from risk assessment through restoration).

II. Complete the modified experiential learning cycle for this activity.

Supplemental Considerations:

The over-arching premise of this course is that business and industry crisis management is a strategic management function with the objective of ensuring the long-term survivability and economic success of the organization. In links together subordinate business functions such as risk management, safety management, security management, contingency planning, etc. The definitions fit within this context and are utilized throughout the course. The professor may wish to engage the class in discussion of the definitions of some of the terms and to merely define other terms. In their assigned reading, the students will have read Barton’s definition of “crisis” on page 2 of the introduction. They also are probably familiar with some of the other terms, such as “emergency,” “disaster,” “accident,” “hazard,” etc. and should be able to generate their own definitions that are very close to those presented above and in the included student handout. It might be interesting to ask the students if they have heard the term crisis manager, and what it means to them. At the end of the next session they should understand that an effective crisis manager is not necessarily just a person who is reactive and makes decisions and acts on minimal information and in short order to “save the day.” Granted, a crisis manager must often react to emergent situations, but the foundation of effective crisis management is proactive analysis, preparation, planning, and organizational learning. It might also be interesting to determine if the students understand that risk is composed of two factors – probability and consequence – before providing them with the definition. 

Following the definition of key terms (experiencing), the students should be asked to complete the modified experiential learning cycle through class discussion, with the goal of their realizing the reason for and importance of agreed upon definitions. 


Objective 2.3  Develop a list of possible incidents that can turn into accidents and crisis events for an organization.

Requirements:

Divide class into small groups of three to five students to brainstorm incidents that can turn into accidents and crisis events for a business (private sector organization). The groups will remain intact for several sessions.

Review the roles of brainstorming.

Assign roles to group members. Roles will rotate in subsequent activities.

Conduct the small-group activity; circulate among the groups and intervene as necessary.

Collect the groups’ input in a class-wide activity; prepare and distribute the list of all possible incidents from the class-wide activity.

Complete the modified experiential learning cycle covering both the content and the process of this activity.

Prepare post-it notes from the groups’ input in preparation for the next session.

Remarks:

I. Review rules of brainstorming.

A. Everyone should participate.

B. All ideas are to be recorded without discussion or judgement passed.

C. Ideas should build on other ideas.

II. Assign formal roles to individuals in each group.

A. Group leader – overall responsibility for the group’s work; keeps group focus on task.

B. Timer – informs leader and group of time remaining to complete the task.

C. Recorder – records ideas.

D. Reporter – reports for the group to the class.

III. Inform the class that this is not a competition between the groups but an overall cooperative effort to generate ideas. 

IV. Upon completion of the class-wide activity to collect all ideas, direct the class to think about logical groupings of incidents individually and discuss their ideas with others in preparation for the next session.

Supplemental Considerations:

Divide the class into small groups of three to five students. The groups will remain intact for the first several sessions with roles and responsibilities rotated. Ask the groups to brainstorm as many possible incidents that can turn into accidents and crises for an organization. Have them refer to the definitions and the underlined words within each to understand the progression from an incident to an accident to a crisis. Inform them that this is not a competition between groups. Provide the rules of brainstorming: everyone should participate; all ideas are recorded without discussion or judgement passed; ideas should build on others’ ideas. Assign formal roles in the group including the group leader (keeps the group focus on the task), a timer (informs leader and group of time left to complete the assigned task), recorder (records ideas), and reporter (reports for the group to the class). The professor should circulate to observe each group and intervene in the group process if necessary, remembering that for some of the students this will be an uncomfortable experience. Following the brainstorming session, each group in turn should give one item from its list in order to generate a class list of possible incidents. A designated class list recorder will record the ideas of each group, and the process continues until all ideas generated in the groups are listed for the class as a whole. If a copy machine is available, each student should be provided with a copy of the complete list before the next class session. The recorder or a volunteer (with readable handwriting) will place each of the ideas from the class list on a post–it note using a marker bold enough to be read from several feet away. The completed list on Post-it notes will be used during the next session to form logical groupings of crises. The students should be instructed to think about these logical groupings individually and to discuss them with others as an assignment for the next session. The professor may wish to add his/her input to the list. A relatively complete list of potential crisis events is contained in Pauchant and Mitroff on page 26. 

Since this is the first time small groups will be used in the course, the groups should complete the modified experiential learning cycle not only for the content of the small-group exercise but also for the process they followed in their groups. They should be given the opportunity to discuss as a group their experience with brainstorming as a tool for generating ideas and their assignment to formal roles within the group. The groups should be asked to consider what types of behavior could be dysfunctional for the group as a means of raising their awareness of such behavior for this and future group exercises. At the end of the class session, each group should be given the opportunity to report on its group experience. This should include the content (why did it identify potential crisis incidents and of what use will this be) and how the members felt about working in the group.


Objective 2.4  Apply the definitions of selected key terms (“hazard, ” “emergency, ” “incident, ” “accident, ” and “crisis, ” to a case study.

Requirements:

Student assignment sheet, included.

Remarks:

I. Each student is to read the case study “There are no fatalities on Flight 30 …oops…” on page 215 of Barton.

A. Students should ignore the last two paragraphs on page 215 and page 216.

II. Each student is to answer the following questions in writing (one page typed double space or handwritten) before the next session:

A. What were the hazards facing World Airways and the passengers on Flight 30?

B. What characteristics of the event classify it as an emergency?

C. What was/were the crisis/crises faced by World Airways as a result of the event?

D. How did the event progress from an incident, to an accident, to a crisis for World Airways?

Supplemental Considerations:  
This written assignment should be completed individually by each student and submitted at the start of session 3. Read the case study “There are no fatalities on Flight 30 …oops…” on page 215 of Barton. The students can ignore the last two paragraphs on page 215 and all of page 216. Prepare a written response to the questions (points that responses may include are in italics): 

What were the hazards facing World Airways and the passengers on Flight 30?

The inherent potential for injury, death, and damage associated with flying, amplified by the weather conditions.

What characteristics of the event classify it as an emergency?

The event was unexpected, required an immediate response, and was handled by the routine resources of the airport, local rescue organizations, and the airline.

What was/were the crisis/crises faced by World Airways as a result of the event?

There are really two crises. The first is the public reaction (loss of confidence) to any airline crash, particularly one involving the loss of life. Internal organization reaction may also reflect fear, loss of confidence, and questioning of procedures. This crisis, if handled properly, will generally pass, as has been the case for currently operating carriers in past airline crashes.

The second crisis resulted from the failure of procedures for properly accounting for all passengers and the distribution of incorrect information to the media resulting in a complete loss of public trust.

How did the event progress from an incident, to an accident, to a crisis for World Airways?

Originally, the event caused the disruption of the involved aircraft and the classification of the event as a incident by the airport. It immediately became an accident, since the loss of an aircraft and the publicity of a crash disrupts the specific carrier and the airline industry as a whole. It also became a crisis, since any airline crash erodes public confidence. The second crisis resulted from the improper handling of the first crisis. 

The students should limit their responses to one double-space typed page or one handwritten page. 

� Drabek, Thomas. 1996. The Social Dimensions of Disaster. Written for the Federal Emergency Management Agency Higher Education Project. Washington, DC: Federal Emergency Management Agency.


� Drabek p. 2–4.


� Emergency Management Institute. Federal Emergency Management Agency. Emergency Preparedness, USA. Emmitsburg, MD: Emergency Management Institute.
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