Syllabus

Homeland Security and Emergency Management

Course Developers:

William L. Waugh, Jr., Ph.D.

Frances Edwards-Winslow, Ph.D., CEM

William C. Nicholson, 

Purpose:  This is an advanced undergraduate/graduate level course in Homeland Security and Emergency Management.  The focus is on U.S. policies and programs to address the hazard posed by international and domestic terrorism, particularly the risks posed by “weapons of mass destruction,” since the attacks on the World Trade Center and the Pentagon on September 11, 2001.

The course is equivalent to a one semester hour college level course, i.e., 15-20 contact hours, and it may be used as a short stand-alone course, in combination with other Higher Education Project courses (e.g., “Terrorism and Emergency Management”), and/or as an expanded course using instructor-developed materials or sessions from other Higher Education courses (e.g., “Hazard Risk Management” which is under development).  Additional exercises and reading materials will be suggested for each session topic.

Tentative List of Assigned Readings:

Thomas J. Badey, ed., Annual Editions:  Homeland Security 04/05 (Guilford, CT: McGraw-Hill/Duskin, 2004).

Sidney D. Drell, Abraham D. Sofaer, and George D. Wilson, eds., The New Terror: Facing the Threat of Biological and Chemical Weapons (Stanford, CA: Hoover Press, 1999).

Juliette N. Kayyem and Robyn L. Pangi, eds., First to Arrive: State and Local Responses to Terrorism (Cambridge, MA: MIT Press, 2003).

William C. Nicholson, Emergency Response and Emergency Management Law: Cases and Materials (Springfield, IL:  Charles C Thomas Publishers, 2003).

Claire B. Rubin and Associates, Terrorism Time Line: Major Focusing Events and U.S. Outcomes (1993-2002) <http://www.disaster-timeline.com>.  Recommend instructors use narrative report to supplement timeline. 

William L. Waugh, Jr., “The Global Challenge of the New Terrorism,” Journal of Emergency Management, Vol. 1, No. 1 (Spring 2003): 27-38.

Session One:  Introduction (2 hours)
A. Definition of Homeland Security, Terrorism, and Weapons of Mass Destruction

B. Brief History of International and Domestic Terrorism

C. The Nature of the Terrorism Hazard/Threat

D. The Intergovernmental Context of Homeland Security in brief

Session Two:  The Policy and Organizational Context of Homeland Security (4 hours)

A. Brief History of Counter-Terrorism Policy and Program prior to 11 September 2001

B. Major Counter-Terrorism Legislation since 11 September 2001

C. Major Executive Actions since 11 September 2001

D. Major National Strategies since 11 September 2001

E. The Counter-Terrorism Paradigm Shift since 11 September 2001

1. Organizing the Department of Homeland Security

2. NRP and NIMS 

F. State and Local Government Mandates

G. State and Local Government Counter-Terrorism Initiatives

1. LEPC connections

2. State and Local Homeland Security organizations

Session Three:  Mitigation and Prevention (4 hours)

A. Role of Public Information and Education

B. Litigation Mitigation

C. Financial Mitigation

D. Expanded police powers – US Patriot Act – e.g, “sneak a peek”

E. Mitigation/Prevention Cases (with reference of Terrorism & EM Course)

1. Aviation Security

2. Maritime Security

3. Nuclear Security (International)

4. Bioterrorism initiatives

5. Personal/Community Measures, e.g., CERT 

Session Four:  Planning/Preparedness/Readiness (4 hours)

A. Terrorism Planning – Risk Assessment/Threat Assessment (with reference to “Hazard Risk Management” course)

B. Planning for Mass Casualties/Mass Fatalities

C. Risk Communication and Communicating Risk

Homeland Security Advisory System, warning systems, messaging

D. Preparedness Standard Setting – for training and trainers, equipment, state and local capacities (e.g., EMAP)

E. Continuity of Government

F. Continuity of Operations

Session Five:  Response (4 hours)

A. Lead and Support Roles in Homeland Security – Who’s in charge of what and when?

B. Federal, state, and local (lead) roles in responding to terrorist incidences

C. Responder perspectives:

1. Law enforcement

2. Fire services

3. Emergency medical services, e.g., surge capacity and trauma capacity

4. Healthcare systems

5. Public Health agencies, e.g., quarantines

6. State and local EMAs

7. State and local officials

8. Quasi-public actors, e.g., utilities

9. Voluntary organizations and volunteers

a. Credentialling issues

b. Integrating into operations

10. Military responders

Session Six:  Recovery (3 hours)

A. Primary, secondary and tertiary impacts

B. Economic/Business recovery

C. Social recovery, e.g., repairing communities

D. Victim Compensation – from payments to memorials

E. Nongovernmental Resources, e.g., insurance

F. Psychological Recovery, e.g., respite centers, counseling

G. Legal liability

H. Maintaining local services

I. Transitioning from emergency operations to normal operations

J. Dealing with “dirty sites” – contamination and “how clean is clean”

Session Seven:  Conclusions (1 hour)

A. Brief summary

B. Examination questions

Supplementary Materials:

Bibliography

List of Selected URLs

List of acronyms

PowerPoint presentations

